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Abstract. Most existing MPC protocols consider the homogeneous setting, where all the MPC players are as-
sumed to have identical communication and computation resources. In practice, the weakest player often becomes
the bottleneck of the entire MPC protocol execution. In this work, we initiate the study of so-called load-balanced
MPC in the heterogeneous computing. A load-balanced MPC protocol can adjust the workload of each player
accordingly to maximize the overall resource utilization. In particular, we propose new notions called composite
circuit and composite garbling scheme, and construct two efficient server-aided protocols with malicious security
and semi-honest security, respectively. Our maliciously secure protocol is over 400x faster than the authenti-
cated garbling protocol (CCS’17); our semi-honest protocol is up to 173 x faster than the optimized BMR protocol
(CCS’16).

1 Introduction

Secure multi-party computation (MPC) is an important cryptographic primitive that enables a set of participants
Py, ..., Py to collaboratively evaluate a function f(x1, ...,z y) with certain security guarantees [21,47], where x;
is the private input of P;. Most existing MPC protocols consider the homogeneous setting where all the involved
participants have the same computing power as well as network bandwidth. While in a practical deployment, such an
assumption of homogeneity may be unrealistic, e.g., some participants may have dedicated cloud servers, some may
be equipped with personal computers, while some may only have portable devices. When MPC protocols originally
designed for the homogeneous setting are executed among these heterogeneous devices, the weakest device always
becomes the shortest stave in the wooden bucket theory.

On the other hand, the concept of MPC is closely related to the concept of distributed computing, which also
focuses on how to coordinate a network of participants to jointly solve a common computation task. Specifically,
distributed computing considers load balancing and provides scalable solutions. Take the simplest case where all
the participants have the same resources as an example. Let | f| denote the total amount of workload for a task f.
Suppose there are IV participants, each participant’s workload is expected to be as low as % (with minimum
overhead). That is, the workload of each participant shall decrease along with the increase of the participant number.
However, most existing practical MPC solutions, e.g., [45], fail to achieve such a nice property. Ironically, in many
MPC protocols, e.g., [17,21], each participant’s workload even grows with the number of participants. Hereby, we
ask the following questions:

Is it possible to design an efficient MPC that can freely adjust the computation and communication workload of each

MPC participant?
Load-balanced MPC. In this work, we initiate the study of so-called load-balanced MPC in the heterogeneous
computing. Without loss of generality, for a typical MPC solution, given a function f, there exists a protocol generator
IT < GenProt(N, f) that takes as input the number of parties N and the function f, and it outputs the MPC protocol
IT .= (II,...,IIy), where II; denotes protocol description for p;. As we can see, the MPC parties’ communication
and computation resources are not taken into consideration.

In aload-balanced MPC, we augment the conventional protocol generator into IT-8 « GenProt"®(N, f, {r;, pitie[N])s
where (74, p;) are the computing power and communication bandwidth of P;. Therefore, IT"® could potentially be
tailor-made to maximize the overall resource utility for the MPC participants, resulting a faster MPC protocol in
heterogeneous computing.

Limitations of the related works. Although the load-balanced MPC has not been formally studied, there are some
potential solutions in the literature. A straightforward solution is to utilize (threshold) fully homomorphic encryption
(FHE) [16], where each client encrypts his input and sends the ciphertext to a high-performance computing node,
e.g., a third-party server, who will evaluate the MPC function over encrypted data, and then all the clients jointly
decrypt the result. However, in an FHE-based MPC, the workload of the computing node is extremely high, which



makes it unsuitable for complicated computation tasks; moreover, heavy zero-knowledge proofs might be needed to
achieve malicious security [32].

The recently proposed YOSO MPC [20] and Fluid MPC [15] show how to evaluate a long-term computation
task among a set of dynamically changing MPC participants. In each round of these protocols, a chosen group of
participants compute only a fraction of the computation task and then transmit their intermediate secret states to
the subsequent group of participants, who will carry on the computation. In particular, there are solutions in which
the participants only process a tiny part of the task, such as a gate in the whole circuit, at each time they are chosen.
With appropriate task assignment, these solutions can be applied to the load-balanced MPC setting. Nevertheless,
currently, YOSO MPC candidates perform terribly due to state transmission and are far from being practical.

Sever-aided MPC. Kamara, Mohassel and Raykova [26] formally propose the notion of server-aided MPC, which
assumes one or more third-party server(s) are available to accelerate the MPC execution. In their model, both the
servers and the other participants (which are called parties in the rest of this work) can be (maliciously) corrupted, but
the corrupted servers are not allowed to collude with the corrupted parties. Such non-colluding restriction enables
researchers to design more efficient MPC protocols in practice.

Most server-aided MPC protocols are designed for the mobile cloud computing setting [10,11,26,27,33,46], where
a number of parties are mobile devices with limited resources. Technically, these protocols are transformed from
secure two-party computation (2PC) protocols, e.g., the Yao’s Garbled Circuits (GC) protocol [47]. During the MPC
execution, the server acts as P; of the 2PC protocol, and one heavy-load party acts as P; of the 2PC protocol, while
the other parties only provide their inputs and carry out some verifications. Therefore, the workloads of the server
and the heavy-load party are O(| f|), whereas the workloads of the other parties only depend on their input/output
sizes. However, this line of research fail to freely adjust the parties’ workloads; more specifically, except one heavy-
load party, the other parties can barely contribute to the MPC execution.

To the best of our knowledge, [8] is the only existing sever-aided MPC that can freely adjust the parties’ work-
loads on demand. In particular, this work lets the parties share the same PRF seed such that the workload of the
GC generation can be arbitrarily distributed among the parties. However, this technique conflicts with many GC
optimizations, e.g., the garbled-row-reduction technique [38] and the free-XOR technique [31]. Without these opti-
mizations, the resulting protocol is inefficient.

Our approaches. In this work, we propose two efficient load-balanced MPC protocols that enable arbitrary distri-
bution of the communication (and computation) workload(s) among the parties in the server-aided model.

Distributing Communication. Usually, communication is the performance bottleneck of an MPC protocol, and we
first show how to balance the communication of each parties. Our protocol 11, uses garbled circuit as its building
block, and it achieves malicious security as defined in [11, 27], i.e., either the server or all-but-one parties can be
maliciously corrupted, while the remaining participants are semi-honestly corrupted. Let p; to denote the commu-

nication bandwidth of P;. In I1,,, the communication cost of P; is O (ZA’,” o A|f
=1 M

), where A is the security
parameter.

1114 lets each party generate the same copy of garbled circuit using a shared seed (distributed via a tailor-made
coin-flipping protocol). To achieve communication load balancing, we divide the garbled circuit into multiple seg-
ments according to the parties’ communication bandwidths {p; } ;c[n], and each party only sends one segment to the
server. Since transmitting garbled circuit is the main communication cost, it is easy to see that 11,5 is communication
load-balanced.

To deal with malicious adversaries, we let each party send the hash values of the other garbled circuit segments.
The non-colluding server can help to check the consistency of the received garbled circuit segments and the received
hash values and prevent any violation behavior. Besides, the hash values are of size O(\), which only bring negligible
burden.

Distributing Computation. Simply partitioning the garbled circuit cannot distribute the workload of the garbled circuit
generation among multiple parties. The main reason is that the garbled circuit labels are highly dependent with each
other after adopting certain efficient garbled circuit optimizations, e.g., the garbled-row-reduction technique [38]
and the free-XOR technique [31].

Alternatively, our solution is to directly partition the circuit of the MPC computation task f into smaller sub-
circuits { f; };¢[n], referred as the simple circuits. Each party P; is associated with the simple circuit f;, whose size
is proportional to P;’s computing power 7; and communication bandwidth p;.

— Composite Circuit. We propose a new notion called composite circuit as the composition of multiple simple
circuits. The simple circuits are viewed as black-boxs and are linked together according to the so-called link informa-



Table 1: Communication costs (in Bytes) of the participants when computing AES128 with I7ra1. The overall cost is the sum of
the parties’ costs and the server’s cost. As a comparison, in the half-gates garbling scheme [48], the size of the garbled material
for the AES128 circuit is 204800 Bytes.

Server Max P; Min P; Overall

Party Num
Offline Online Total Offline Online Total Offline Online Total Offline Online  Total
2 32 4096 4128 102592 2048 104640 102496 2048 104544 205120 8192 213312
3 48 6144 6192 68528 2048 70576 68384 2048 70432 205376 12288 217664
4 64 8192 8256 51552 2048 53600 51360 2048 53408 205696 16384 222080
5 80 10240 10320 41392 2048 43440 41152 2048 43200 206080 20480 226560
6 96 12288 12384 34624 2048 36672 34336 2048 36384 206528 24576 231104
7 112 14336 14448 29840 2048 31888 29504 2048 31552 207040 28672 235712
8 128 16384 16512 26272 2048 28320 25888 2048 27936 207616 32768 240384

Table 2: Communication costs (in Bytes) of the parties when computing AES128 with I1a1. As a comparison, in the half-gates
garbling scheme [48], the size of the garbled material for the AES128 circuit is 204800 Bytes.

Max PZ' Min PZ'

Party Num

Offline Online Total Offline Online Total
2 114384 2048 116432 114352 2048 116400
3 86256 2048 88304 74864 2048 76912
4 70192 2048 72240 57904 2048 59952
5 53568 2048 55616 51408 2048 53456
6 49776 2048 51824 41552 2048 43600
7 45712 2048 47760 36528 2048 38576
8 42160 2048 44208 33840 2048 35888

tion. For instance, links ; = {(s’,t')} stands for the scenario where the output wire ¢ of f; is linked with the input

wire t’ of fs/. The composite circuit is a 5-tuple CompCirc = (k, { fs }se[x]; link, Z, O), where & is the number of the
simple circuits, {fs }se[x] is the set of the simple circuits, link is the collection of all the link information, Z and O
are the input wire set and output wire set of the composite circuit, respectively.

A composite circuit CompCirc can be generated by partitioning a circuit f. In such case, the partition should be
directed and acyclic, i.e., there exists a suitable numbering of the resulting sub-circuits, such that each sub-circuit is
only linked to its subsequent sub-circuits. Many acyclic multi-way graph partitioning algorithms [22, 23, 36,37, 42]
can be adopted to our setting.

— Composite Garbling Scheme. We introduce the notion of composite garbling scheme as the garbling scheme for
composite circuits. Roughly speaking, in a composite garbling scheme, the garbled materials of the simple circuits
are linked by link materials, which deliver values between garbled circuits in a privacy-preserving fashion. We also
show how to transform a conventional garbling scheme with point-permute [4] and free-XOR [31] optimisations to
a composite garbling scheme, while retaining the security properties.

A similar idea of linking garbled circuits together is used in the reactive garbling scheme [40], which assumes
the circuit can be partially evaluated and the intermediate output can be revealed. However, the schemes proposed
in [40] don’t apply the garbled-row-reduction technique [38]; while most efficient garbling optimisations is compat-
ible with our schemes, including the half-gates garbling scheme [48] and the state-of-the-art three-halves garbling
scheme [41].

Performance. Our maliciously secure protocol I1,, is 18.41-410.98 x faster than the authenticated garbling pro-
tocol [44,45], and it is 2.51-4.35 faster than the state-of-the-art server-aided MPC protocol of Lu et al. [33]. Our
semi-honest protocol Igep; is 110.91-173.53 X faster than the optimized BMR protocol [6], and it is 2.94-3.88 x faster
than the protocol of Lu et al. Even compared with the semi-honest Yao’s GC protocol [47], our maliciously secure
protocol I1,, can be 2.17 x faster and semi-honest protocol I¢em; can be 2.55 % faster. As depicted in Table. 1, Table. 2
and Table. 3, the proposed protocols indeed achieve communication (and computation) load balancing.



Table 3: Time (in ms) of the parties for generating garbled materials and link materials when computing AES128 with ITsemi
for 1000 times. The original time is the running time of generating the garbled materials according to the half-gates garbling
scheme [48].

Party Num Max P; Min P;  Original

143.872  133.768 240.785
110.986  101.698 239.397
99.253 88.513 243.075
94.033 84.763 242.787
95.944 87.184 241.670
121.762 91.079 243.698
128.104 97.470 242.582
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2 Preliminaries

Notations. Let A be the security parameter. Let a||b denote the concatenation of two strings a and b. Let [a, b] denote
the set {a,a+1,...,b} and let [a] denote [1, a]. Let a := b denote assigning the value of b to a. When A is a string,
let | A| denote the length of A. When A is a determines algorithm, let a := A(x) denote executing A on input z, and
assigning the output to a. When A is a probabilistic algorithm, let a < A(z) denote executing A on input = and a
fresh random coin, and assigning the output to a; specifically, we may also use a := A(z;7) to denote executing A

on input x and an explicit random coin r, and assigning the output to a. Let a & A denote sampling an element a
from the set A uniformly at random. Let PPT be the abbreviation of probabilistic polynomial time, and let poly(-) and
negl(-) be a polynomially-bounded function and negligible function, respectively.

Circuit. We adopt the circuit specification in [5]. A circuit is a 6-tuple f = (n,m,q, A, B, G). n, m and ¢ denote
the numbers of inputs, outputs and gates in the circuit, respectively, so the circuit contains n + g wires. Each wire is
associated with a wire id wid; for each gate, we use the wire id of the output wire to denote it. The set of all wires is
denoted as W := {1,...,n + g}, the set of all input wires is denoted as Z := {1, ..., n}, the set of all output wires
is denoted as O := {n+¢—m+1,...,n + q}, and the set of all gates is denoted as G := {n + 1,...,n + ¢}.
A : G — W)\ O is a function that identifies the first incoming wire of a gate, and B : G — W \ O is a function that
identifies the second incoming wire of a gate. G : G x {0, 1}? + {0, 1} is a function that defines the functionality of a
gate. For g € G, we require that A(g) < B(g) < g. We define the evaluation function for the circuit as y + ev(f, z),
where f is a circuit, x is the n-bit input and y is the m-bit output. We use | f| to denote the size of the circuit f, which
is typically defined by the number of gates in the circuit.

Garbling Scheme. As formalized in [5], a garbling scheme consists of five algorithms GC := (Gb, En, Ev, De, ev);
the algorithm Gb is probabilistic while the other algorithms are deterministic.

(F,e,d) < Gb(1*, f). The garbling algorithm Gb takes as input the security parameter \ and the circuit f, and
it outputs the garbled material F, the input encoding information e and the output decoding information d.

X := En(e,x). The encoding algorithm En takes as input the input encoding information e and the plaintext
input z, and it outputs a garbled input X.

Y := Ev(f, F, X). The evaluation algorithm Ev takes as input the circuit f, the garbled material F' and the
garbled input X, and it outputs a garbled output Y.

y := De(d,Y). The decoding algorithm De takes the output decoding information d and the garbled output Y,
and it outputs a plaintext output y.

y < ev(f,x). The plaintext evaluation algorithm ev takes as input the circuit and the plaintext input z, and it
outputs the computation result of f on input z.

A garbling scheme should have the following properties.

Definition 1 (Correctness of Garbling Scheme). The garbling scheme GC is correct if for any circuit f and any
input x, the following is 1 — negl(\):

Pr[(F,e,d) < Gb(1*, f) : De(d, Ev(f, F,En(e,z))) = ev(f,z)]



Definition 2 (Obliviousness of Garbling Scheme). The garbling scheme GC is oblivious if for any circuit f and
any input x, there exists a PPT simulator Simgc such that for any PPT adversary A, the following is negl(\):

(F0760ad0) «— Gb(l)\af)aXO = En(€05'r);

Pr | (Fy, X1) < Simgc(1?, £);b & {0,1};b + A1, £, Fy, Xp) :
b=5b

Definition 3 (Authenticity of Garbling Scheme). The garbling scheme GC is authentic if for any circuit f and any
input x, for all PPT adversary A, the following is negl(\):

(F,e,d) « Gb(1*, f); X := En(e,z); Y « A(1*, f, F, X) :
Y #Ev(f,F,X),De(d,Y) # L

Without loss of generality, we assume a typical garbling algorithm is instantiated by three sub-algorithms Gb :=
(Gblnp, GbCirc, GbOut):

- e < Gblnp(1*, f.Z). The input garbling algorithm GblInp takes as input the security parameter A and the set of
the input wires of the circuit f.Z, and it outputs the input encoding information e.

- (F,0) + GbCirc(1*, f,e). The circuit garbling algorithm GbCirc takes as input the security parameter ), the
circuit f and the input encoding information e, and it outputs the garbled material F' and the output encoding
information o.

- d + GbOut(1*, f.0, 0). The output garbling algorithm GbOut takes as input the security parameter ), the set
of the output wires of the circuit f.O and the output encoding information o, and it outputs the output decoding
information d.

Pr

We assume the garbling scheme is projective, i.e., each wire wid in the circuit is associated with two labels W2, and
WLy Besides, the garbled material is the concatenation of the garbled gates for the gates in the circuit. Specifically,
we focus on garbling schemes adopting the point-permute technique [4] and the free-XOR technique [31]. In the
point-permute technique, a random select bit is appended to each wire label, the garbling algorithm Gb arranges the
content of each garbled gate according to the select bits of the input wire labels, such that the evaluation algorithm Ev
knows how to evaluate the garbled gate. In the free-XOR technique, it holds that for any wire wid, Wv(\)/id ® Wv\llid = A,
where A is a global offset. Combining together, we have that the select bit is the least significant bit Isb of each wire
label, and A € {0, 1} 1|1.

The garbling schemes that satisfy our requirements include (i) combining point-permute [4], garbled-row-reduction [38]
and free-XOR [31] together, (ii) the half-gates garbling scheme [48], and (iii) the three-halves garbling scheme [41].

2.1 Commitment Scheme

In our protocol, we let the party P, sample and distribute a random coin to other parties, and we use commitments
to prevent the deviating behavior of P;. Specifically, we use a commitment scheme that only consists of a commit
algorithm Com := (commit).

— The commit algorithm commit takes as input the message to commit m and a random seed r, and it outputs the
commitment ¢. That is, ¢ := commit(m;r).

We only require the commitment scheme to be computationally hiding and computationally binding:

Definition 4 ((Computationally) Hiding of Commitment Scheme). The commitment scheme Com is hiding if
for any message mq, my and any PPT adversary A, the following is negl(\):

b A(1*,c):b=b 2

P [b Eq01r & 0,1 e — commit(mm] 1

Definition 5 ((Computationally) Binding of Commitment Scheme). The commitment scheme Com is binding
if for any PPT adversary A, the following is negl()\):

(mo, ma,m0,71) = A1) :
Pr | mg # m1 Vg # ri;
commit(mqg, o) = commit(my,71)

In this work, we use the hash-based commitment scheme, that is, ¢ := hash(m||r).



3 Security Definition

Based on the standard ideal/real world paradigm [9], Kamara, Mohassel and Raykova [26] formalized the behavior
of non-colluding adversaries and proposed the security definition of server-aided MPC. In this work, we follow their
security definition and we focus on the setting where one third-party server assists the MPC computation.

Non-Colluding adversary. MPC mainly considers two standard adversary models: (i) semi-honest adversaries who
follows the protocol description but tries to learn private information by observing the protocol execution; (ii) ma-
licious adversaries who can arbitrarily deviate from the protocol description. As for a semi-honest adversary, its
protocol message does not contain its private information, so it can only collude with other adversaries through
non-protocol messages. Therefore, a semi-honest adversary is non-colluding if it is independent, that is, it does not
share information with other adversaries beyond the protocol execution. As for a malicious adversary, it is stronger
than a semi-honest adversary in the sense that it may use protocol messages to collude with other adversaries. We
use the following notion of non-cooperative to capture the non-colluding behavior of a malicious adversary.

Definition 6 (Non-Cooperative Adversary [26]). An adversary A; is non-cooperative with respect to another ad-
versary Aj; if the messages sent from A; to A; do not reveal A;’s private information, except for what can be learned
from A;’s protocol output.

Real world execution. In the real world, the parties { P; },cy] and a server Server execute the protocol IT in the
presence of m + 1 adversaries {A; };c[m+1), Where m < N. Let H denote the set of the honest parties, Z denote
the set of corrupted but non-colluding parties, and C denote the set of corrupted and colluding parties. H, Z and C
are pairwise disjoint sets, and their union contains all the parties and servers. Specifically, we require that the server
does not collude with the parties, so Server € H UZ. At the beginning of the protocol, for i € [m], the adversary A;
receives an element of Z (which can be a party or the server), while the adversary A, 1 receives C. The adversaries
then corrupts the parties accordingly.

We assume the protocol contains a offline phase and an online phase. In the offline phase, the party P; receives
its auxiliary input z; and random coin r;, and the server receives its auxiliary input z, and random coin 7. In the
online phase, the party P; receives its input x;, while the server receives nothing. Then we have x = (z1,...,zy),
z=(2z1,...,2N,2s)and r = (r1,..., "N, Ts)

At the end, each party P; outputs OUT,, and the server outputs OUT ;. If the party (server) is honest, OUT; is
its protocol output; if the party (server) is corrupted, OUT; is its view during the protocol execution. The output of
the real world execution of protocol /T among the parties {P; };c[n] and the server Server in the presence of the
adversaries A = (A4,..., Ay41) is defined as:

REAI—H,A,I,C,Z()HX; I‘) = {OUT17 ey OUTN7 OUTS}

Ideal world execution. In the ideal world, the parties interact with a trusted third party. The parties, the server
and the adversaries receive the same inputs as in the real world, and we refer to the adversaries in the ideal world as
simulators. In the online phase, the parties send the inputs to the trusted third party. If P; is corrupted by a malicious
simulator, it can send an arbitrary Z;, e.g., Z; := L; otherwise, it sends Z; := x;. The trusted third party sends L
to the parties and the server if it receives an abort message or Z; = _L. Otherwise, the trusted third party computes
y := f(Z1,...,Zn). If the server Server is corrupted by a malicious simulator, the trusted third party asks the server
which of the parties should receive the output and which should receive L.

At the end, each party P; outputs OUT;, and the server outputs OUT;. If the party (server) is honest, OUT,
is its received output; if the party (server) is corrupted, OUT; is a value generated by the simulator. The output
of the ideal world execution among the parties {P; };c[n] and the server Server in the presence of the simulators
S =(S1,...,Sm+1) is defined as:

IDEAL; s z.c.(A x;1) = {OUTy,...,0UTy,OUT,}.
The formal security definition is as follows:

Definition 7 (Server-aided Security). A protocol IT among the parties { P; };c[n] and a server Server is secure if there
exists PPT transformations {Sim; };c[m 1) such that for all PPT adversaries { A; }ic[m-1], all inputs x and all auxiliary
inputs z:

{REAL Az c2(\ % P)}ren = {IDEALf s 7.c.2(\ % 1)} ren
where r is random and uniform, S = (S1,...,Sm41) and S; := Sim;(A;), fori € [m + 1].



,—1 Protocol I1ma N\

The protocol I1ma is for N parties {P;};c[n] and a third-party server Server. For simplicity, we assume each party P;
inputs £ bits {x;f)}ke[g]. H :{0,1}* — {0,1}”* is a collision-resistant hash function. GC := (Gb, En, Ev, De, ev) is a
garbling scheme with correctness, obliviousness and authenticity. Com := (commit) is a commitment scheme that is
hiding and binding.

Protocol Generation

Given the circuit f, the load-balanced protocol generator GenProt"® can pre-compute the length of the garbled mate-
rial as |F'|. According to the parties’ communication bandwidths {p; }ic(n], GenProt'® pre-partitions F' into N seg-

ments {F}};c[n) such that for each segment Fj, % ~ ﬁ.
1€ z

Offline Phase

1. (a) The party P, samples coiny,r & {0,1}* and sends coiny,  to {P;}icp2, n)-

(b) The server Server samples coina & {0,1}* and sends coina to {P;}ic(n)-
2. (a) For i € [N], the party P; computes cﬁii)n := commit(coin,r) and sends cii?n to the server Server.

(b) The party P; sets seed := coini @ coina and sends seed to the parties {P;};c(2, -
3. (a) For i € [2, N, the party P; sets seed := coiny @ coinz and asserts seed = seed’ where seed’ is received from

P, If the assertion fails, it aborts.

(b) The server Server asserts cgi)n =.---=c
4. For i € [N], the party P;:

(a) Generates (F,e,d) := GC.Gb(1*, f; seed).

(b) Partitions F into {F}};c(n) as specified by GenProt"®.

(c) Sends F; to the server Server. '

(d) For j # 4, computes h;z) := H(F;) and sends h;z) to the server Server.
5. The server Server: _

(a) For ¢ € [N], computes hgl) = H(F;).

(b) For i € [N], asserts hﬁl) =...= hl(-N). If the assertion fails, it aborts.

(N)

oin - If the assertions fails, it aborts.

Online Phase

6. For i € [N], the party P;:
(a) Parses e := {W2, W }ies.1.
20

(b) For k € [{], sets X(;—1).e4k ‘= W(ik_l),“k.
(c) Sends {X(i_1).c4+k}re[q to the server Server.
7. The server Server:
(a) Sets F := Fi||---||Fn and X := (X1,..., XnN.0).
(b) Evaluates Y := GC.Ev(f, F, X).
(c) Sends Y to the parties {P;}icin-
8. For i € [N], the party P; decodes y := GC.De(d,Y") and outputs y.

\. J

Fig. 1: The Communication Load-Balanced Server-Aided Protocol I1m, Secure Against a Malicious Server or Malicious Parties

Lemma 1 ([27]). If a protocol IT among the parties { P; };c[n] and a server Server is secure (i) in the presence of semi-
honest and independent PPT adversaries {A;} and (ii) in the presence of a malicious PPT adversary A;, then the protocol
I1 is also secure in the presence of a malicious PPT adversary A; and semi-honest PPT adversaries {Aj }j#, where A;
is non-cooperative with respective to all other adversaries {A;} ;.

4 Communication Load-Balanced Protocol

In most MPC protocols, communication is the performance bottleneck. For example, in the Yao’s Garbled Circuits
protocol [47], the party P; needs to send the garbled material of the circuit to the party P, and the size of the garbled
material is O(X - | f]). According to the test data from the work of Lu et al. [34], when computing the SHA512 circuit
using garbled circuit, generating and evaluating the garbled material only take about 4ms in total, while transferring
the garbled material in a network with 100Mbps takes about 163ms.



Intuition. Our communication load-balanced MPC protocol 1, achieves malicious security. At a high level, we let
the parties act as the garbled circuit generator and let the server act as the garbled circuit evaluator. In the protocol
I 1,1, the parties share the same seed and generate a garbled circuit copy using the seed. They partition the garbled
material into several parts according to their communication bandwidths, and each party only sends a fraction of
the garbled material to the server. Hence, the server can assemble the whole garbled material while each party’s
communication workload is proportional to its communication bandwidth.

Formal description. Fig. 1 depicts the protocol description of I1y,. As defined eariler, in a load-balanced MPC,
GenProt'® takes the communication resource of each party into consideration, and distributes the workload to the
parties accordingly. In a protocol based on garbled circuit, the transmission of the garbled material F' is the main
communication cost. According to the parties’ communication bandwidths {p; };c|n» GenProt™® pre-partitions F’

into N segments { F; } ,c|n] such that “I;il‘ R~ %, for i € [N]. That is, the size of the segment F; is proportional
to P;’s communication bandwidth p;.

In the offline phase, the parties first generate the shared garbled circuit seed with the assistance of the server. More
precisely, in the first round, the party P; samples A-bit coin; and r at uniformly random and sends the randomness
to the other parties { P; },c|2, v); meanwhile, the server Server samples A-bit coiny at uniformly random and sends
coing to all the parties {P; }ze . The parties can then use seed := coin; @ coingy as the garbled circuit seed; in
addition, we use an extra round to prevent the potentially malicious P; and the potentially malicious Server from

sending inconsistent messages. That is, each party computes the commitment of coin; by cco)ln := commit(coiny, r)

and sends the commitment to Server. Moreover, the party P sends its seed seed to the other parties { P; };c[2, 5. In
this way, the server can help to ensure all the parties hold the same coin; by checking the consistency of the received
commitments, while the parties can check the consistency of the seed generated by itself and the seed sent by P; to
prevent Server from sending inconsistent coins.

If the above verification passes, the parties generate the same garbled circuit copy by (F, e, d) := GC.Gb(1?, f; seed)
and partitions I into { F; } ;c[n] as specified by Gen Prot"®. Each party P; sends the segment F; to the server, and for

the segments {F; } ;+;, P; computes a hash value hg-l) := H(F};) and sends hg»l) to the server. The server then checks
the consistency of the received garbled material segments against the received hash values.

In the online phase, the parties receive their inputs. Since all of the parties have the encoding information e, each
party can select the appropriate wire labels according to its input and send the wire labels to the server. The server
reconstructs the garbled material and evaluates the garbled circuit, then it sends the garbled output Y to the parties.
At the end, the parties decode the output y := GC.De(d,Y").

Efficiency. In the offline phase, the server Server sends N - A bits, the party P; sends (4N — 3) - A+ | F} | bits, and for
i € [2, N], the party P, sends N - A\ + | F;] bits; in the online phase, the server sends IV - £ - X bits (suppose the output
is £ bits), and for ¢ € [N], the party P; sends ¢ - A bits. For most garbling schemes, the size of the garbled material
can be computed by |F| = C - |f| - A, where C is a small constant. Therefore, in most practical applications, is

much larger than the other constant costs. Note that the garbled material is partitioned such that for each segment

il
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F;, we have . Therefore, the protocol I1,, is communication load-balanced.

Security. We first briefly explain why the protocol 11, is secure against a malicious server or up to /N — 1 malicious
parties. When the adversary A corrupts the server, it only sees commitments of coiny, the garbled circuit and hash
values of the garbled material segments. If the commitment scheme is hiding, the commitments leaks no information
of coiny; and if the garbling scheme is oblivious, the garbled circuit leaks no information of the parties’ inputs. The
pre-images of the hash values are already known to the server. Besides, if the corrupted server sends inconsistent
coiny to the parties, the parties can detect the inconsistency in step 3(a); the authenticity of the garbling scheme
prevents the corrupted server from forging the garbled output.

Then we consider the case where the adversary A corrupts parties { P; } ;c[y—1). Note that in step 3(b), we use the
server to check the consistency of the commitments sent by the parties, so when the commitment scheme Com is
binding, A has to send the same coiny and r to the party Py . Similarly, when the hash function is collision-resistant,
A has to send the correct garbled material segments and hash values to the server in step 4(d); otherwise, the server
can detect the inconsistency in step 5(b). In step 2(b), A also needs to send the correct seed seed to Py, or Py can
detect the inconsistency in step 3(a). In step 6, when the garbling scheme GC is authentic, the wire labels sent by
A should correspond to some valid plaintext inputs, which can be extracted by the simulator.The case where the
adversary A corrupts parties { P; },¢[2, 5] can be handled in a similar way.

Now we give the formal security theorem for I1,,,;, and its proof can be found in App. A.1.



Theorem 1. If (a) H : {0,1}* — {0,1}* is a collision-resistant hash function, (b) GC := (Gb, En, Ev, De, ev) is a
garbling scheme with correctness, obliviousness and authenticity and (c) Com := (commit) is a commitment scheme
that is hiding and binding, then the protocol 11, depicted in Fig. 1 is secure when (i) a malicious adversary corrupts up
to N —1 parties, and the remaining parties and the server are corrupted by semi-honest and independent adversaries, and
(ii) a malicious adversary corrupts the server, and the parties are corrupted by semi-honest and independent adversaries.
In both cases, the malicious adversary is non-cooperative with respect to all other adversaries.

5 Composite Circuit

Specification of Composite Circuit. Our work makes extensive use of the notion of composite circuit. To make
a distinction, we rename the circuit defined in Sec. 2 as simple circuit from now on. A composite circuit can be in-
terpreted as a composition of x simple circuits { f; } sc[x]- Each simple circuit appears as a black-box to other simple
circuits, and we use link information link to illustrate the connection relationships between the simple circuits. Simi-
lar to the general circuit case, we use Z and O to denote the sets of all input wires and all output wires in the composite
circuit, respectively. Combined together, a composite circuit is a 5-tuple CompCirc = (&, { fs }se[«], link,Z, O). This
notion of composite circuit is particularly useful for our load-balancing purpose, intuitively, we want each party to
only evaluate a fraction of the composite circuit.

We first describe how to interpret the link information link. We assume the existence of two virtual simple
circuit fo = (|Z|,1Z1],0,0,0,0) and f.11 = (|O],|0],0,0,0,0), both of which directly outputs its inputs. The
simple circuit fy collects the inputs of the composite circuit and outputs to other simple circuits, and the simple
circuit f,41 collects outputs from the other simple circuits and produces the outputs of the composite circuit. The
link information is defined as link := {links t}sc[o,x+1],tef..0, and each link, ; is a set describing the connection
relationship of the output wire ¢ of the simple circuit fs. For instance, suppose the output wire ¢ of the simple circuit
/s is connected with the input wire ¢’ of the simple circuit fy, then link, ; := {(s',t')}; suppose the aforementioned

wire is not connected with any other wire, then link, ; := ); suppose the aforementioned wire is connected with
multiple wires, then links ; := {(s},t}),...,(sh,th)}.

One may notice that the above definition of link information is not complete and connecting simple circuits
according to the above link information could potentially generate an abnormal circuit. For example, if (s2,t2) €
links, ¢, and (s1,t}) € links, 1, then there will be a cycle fs, ~ fs, ~ fs, in the composite circuit, while a circuit
should be cycle-free. Therefore, we require the composite circuit CompCirc = (x, { fs }se[«), link, Z, O) to satisfy the
following conditions:

Acyclicity. There does not exist a cycle in the composite circuit. For simplicity, we directly assume that the simple
circuits are arranged according to the topological order. That is, forany s € [0, k] andany ¢ € f;.O,if (s',t) € links 4,
then s’ > s. Specifically, for t € f,,41.0, link, 41, = 0.

Input Legality. Each input of the simple circuits { f; } s[x+1] is connected with at least one output of another
simple circuit. That is, for any s € [k + 1] and any ¢ € f,.Z, there exists (', ') such that (s,t) € linkgs 4.

Input Uniqueness. No input of the simple circuits { fs }sc[x+1) is connected with two outputs of other simple
circuits. That is, for any s € [k + 1] and any ¢t € f,.Z, there does not exist (s}, t]) and (s5, t5) such that s] # s5,
th # t5, (s,t) € linky ¢ and (s, t) € linkgy 1.

We say a composite circuit is legal if it satisfies these three conditions. Throughout the paper, we only consider
legal composite circuits.

Now we can define the composite circuit evaluation function evs. (CompCirc, x); more specifically, evs.(CompCirc, x)
is constructed from the simple circuit evaluation function ev(f, z):

Definition 8 (Composite Circuit Evaluation Function). The composite circuit evaluation function ev takes as
input a composite circuit CompCirc = (k, { fs}se[x], link, Z, O) and a |CompCirc.Z|-bit string x := {2t }teCompCirc. T,
and it outputs a |CompCirc.O|-bit string y := {y: }teCompCirc.00- eVsc(CompCirc, x) proceeds as follows:

1. Fort € CompCirc.Z, for (s’,t') € linko,¢, set vy p 1= T¢;
2. Fors € [K]:

(a) Compute {vst}ics,.0 = ev(fs,{vst}ies, 1)

(b) Fort € f5.0, for (s',t') € links i, set vgs 1= Vs 45
3. Fort € CompCirc.O, set y; := V1,5
4. Return {y: }+cCompCirc.0-



Given this composite circuit evaluation function, we can describe the functionality of a composite circuit. For
any valid input z, if evec(CompCirc, z) = ev(f, x), then we can say that the composite circuit CompCirc computes
the same function as the simple circuit f.

Comparison with Gradual Function [40]. In [40], a similar notion of gradual function is considered, which also
combines multiple circuits together. At a high level, the composite circuit is fixed while the gradual function is
flexible. Specifically, a composite circuit assumes the inputs arrive at the same time, then all the simple circuits can
be sequentially evaluated; while a gradual function allows partial evaluation, i.e., the inputs may arrive gradually and
some of the outputs may be revealed in the middle, so an access function is needed to describe the availability of the
intermediate outputs. The gradual function specification does not explicitly describe how the components (simple
circuits) are connected. Specifically, a single input wire may be linked with multiple output wires, and it requires
careful value assignment for such situation. Although the notion of composite circuit is more restricted, we find that
it is adequately suitable for our use case, since we assume the computation task is determined at the very beginning.

Composite Circuit Generation. There are two possible approaches to generate a composite circuit. On the one
hand, we can prepare several types of building block, e.g., adder and multiplier, and link these building blocks ac-
cording to the description of the computation task. The DUPLO framework [30] is built in this way. On the other
hand, there are also cases where the target function is already described as a circuit, and we can generate a composite
circuit that realizes the given circuit by partitioning.

A circuit can be viewed as a directed acyclic graph (DAG), and graph partitioning is a fundamental combinatorial
problem [19]. The graph partitioning problem has many variants. For instance, it may give a two-way partition-
ing [29] or a multi-way partitioning [1], and it may consider a directed graph [28] or a undirected graph [18]. For
our case, we find that the acyclic multi-way graph partitioning algorithms [22,23,36,37,42] provide suitable solutions,
which partition a DAG into multiple DAG’s and ensure that there are no cycle among the generates parts. In this
work, we use the multilevel algorithm of Herrmann et al. [23] to partition the circuit, which includes a coarsening
phase, an initial partitioning phase and a uncoarsening phase. We refer interested readers to the original paper for
the details of the algorithm.

6 Garbling Schemes for Composite Circuits

The BHR garbling scheme framework [5] considers general circuits and cannot be directly applied to composite
circuits. As discussed in Sec. 5, a composite circuit is similar to a gradual function, so a natural idea is to apply the
reactive garbling scheme [40], which is designed for the gradual functions, to the composite circuits. However, we
find that since the composite circuits are fixed, some syntaxes in the reactive garbling scheme seem redundant for
us. For example, the link materials used to connect multiple garbled materials can be generated inside the garbling
algorithm, instead of using a separate “link” algorithm. Thus, in this work, we introduce the notion of a composite
garbling scheme.

In [40], it is shown that the garbling scheme instantiation in [5] can be extended to a reactive garbling scheme in
the random oracle model. While their construction requires the knowledge of the underlying garbling scheme, e.g.,
how each gate is garbled, we want to use the underlying garbling scheme in a more black-box manner. Specifically,
we focus on the garbling schemes with the point-permute optimization [4] and the free-XOR optimization [31]. In
such case, we can simply invoke the conventional garbling scheme algorithms in our construction. Our scheme is
compatible with (i) combining point-permute [4], garbled-row-reduction [38] and free-XOR [31] together, (ii) the
half-gates garbling scheme [48], and (iii) the three-halves garbling scheme [41].

Composite Garbling Scheme. We define the composite garbling scheme CGC for composite circuits. A composite
garbling scheme consists of five algorithms CGC := (Gb, En, Ev, De, evy.), the algorithm CGC.Gb is probabilistic
while the other algorithms are deterministic.

- (F,e,d) + CGC.Gb(1*, CompCirc). The garbling algorithm CGC.Gb takes as input the security parameter \
and the composite circuit CompCirc, and it outputs the garbled material F', the input encoding information e
and the output decoding information d.

- X := CGC.En(e, z). The encoding algorithm CGC.En takes as input the input encoding information e and the
plaintext input x, and it outputs a garbled input X.

- Y := CGC.Ev(CompCirc, F, X ). The evaluation algorithm CGC.Ev takes as input the composite circuit CompCirc,
the garbled material F' and the garbled input X, and it outputs a garbled output Y.
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- y:= CGC.De(d,Y). The decoding algorithm CGC.De takes the output decoding information d and the garbled
output Y, and it outputs a plaintext output .
- The plaintext evaluation algorithm for composite circuits evs. is defined in Def. 8.

The security notion of a composite garbling scheme is similar to the security notion of a garbling scheme.

Definition 9 (Correctness of Composite Garbling Scheme). The composite garbling scheme CGC is correct if for
any legal composite circuit CompCirc and for any input x, the following is 1 — negl(\):

(F,e,d) + CGC.Gb(1*, CompCirc) :

Pr CGC.De(d, CGC.Ev(CompCirc, F, CGC.En(e, x))) = evsc(CompCirc, x)

Definition 10 (Obliviousness of Composite Garbling Scheme). The composite garbling scheme CGC is oblivious
if for any legal composite circuit CompCirc and for any input x, there exists a PPT simulator Simcgc such that for all
PPT adversary A, the following is negl(\):

(Fo, e0,dp) + CGC.Gb(1*, CompCirc); X := CGC.En(eq, x); )
Pr | (Fy, X;) « Simcge (1Y, CompCirc); b & {0,1};b + A(1*, CompCirc, Fy, X3) : | — 3
b=b

Definition 11 (Authenticity of Composite Garbling Scheme). The composite garbling scheme CGC is authentic
if for any legal composite circuit CompCirc and for any input x, and for any PPT adversary A, the following is negl(\):

(F,e,d) + CGC.Gb(1*, CompCirc); X := CGC.En(CGC.¢, x);
Pr | Y « A(1*, CompCirc, F, X) :
Y # CGC.Ev(CompCirc, F, X) A CGC.De(d,Y) # L

Construct CGC from GC. We show how to use a garbling scheme GC to construct a composite garbling scheme
CGC®C. To make a distinction, we call GC as the basic garbling scheme from now on.

We present the construction of the composite garbling scheme in Fig. 2. Roughly speaking, for each simple
circuit f;, the garbling algorithm of the composite garbling scheme CGCCC.Gb first invokes the garbling algorithms
of the basic garbling scheme to generate the input encoding information, garbled material and output encoding
information of f;. It also generates the output decoding information of the output simple circuit f,41. According to
the link information link, CGC®“.Gb parses the encoding information and generates the link materials. For example,
suppose link, ; := {(s’,%')}; to link the ¢-th output of the simple circuit f, with the ¢'-th input of the simple circuit
[« it extract the corresponding wire labels {W?,, W} and {W, ,,, W/, ,,} from the encoding information, and it
generates two ciphertexts H (s, t, s, t/, Wso’t) EBWSO,’t, and H(s,t,s',t, Wslyt) @Wsl,’t, using a secure hash function H
(the concrete property will be described later). In particular, the ciphertexts are arranged according to the select bit,
such that the evaluator can always decrypt the correct ciphertext. For simplicity, we use a private procedure GenLink
to generate all the link materials related to the simple circuit f5. CGC®C.Gb sets the input encoding information of
the composite garbling scheme as the input encoding information of the input simple circuit fy, sets the garbled
material of the composite garbling scheme as the collection of the garbled materials and link materials of the simple
circuits, and sets the output decoding information as the output decoding information of f, 1.

As for the evaluation algorithm, CGC®® Ev sequentially invoke the evaluation algorithm of the basic garbling
scheme to evaluate the garbled circuit of each simple circuit. After evaluating the garbled circuit of the simple circuit
fi, it additionally evaluates the link materials associated with f; to translate the wire labels of f; to the wire labels of
the subsequent simple circuits. In this way, the value of the wires are secretly transferred among the simple circuits.

The encoding algorithm of the composite garbling scheme CGC®C.En can be directly implemented by invoking
the encoding algorithm of the basic garbling scheme GC.En on the simple circuit f. Similarly, the decoding algorithm
of the composite garbling scheme CGC®C.De can be directly implemented by invoking the decoding algorithm of
the basic garbling scheme GC.De on the simple circuit f.. 1.

Security. The security of the construction CGC®C relies on the security of the basic garbling scheme GC and the hash
function H. Recall that we assume GC adopts the free-XOR technique [31]. Following the work of Choi et al. [14], we
assume the hash function H has circular correlation robustness. Choi et al. only considered a single garbled circuit,
or, a single global offset A. In our case, each garbled circuit of a simple circuit is associated with a A, so we propose
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procedure CGC®C.Gb(1*, CompCirc) procedure CGC®C.En(CGC.e, z)
Parse CompCirc = (k, { fs }se[x], link, Z, O); > Encode the input of the input simple circuit fo
Parse link = {links ¢ }se[o,rt1],tef,.05 return GC.En(CGC.e, z).
Set fo := (|Z|,|Z],0,0,0,0);
Set fur1 := (|0}, 0],0,0,0,0); procedure CGC®.Ev(CompCirc, CGC.F, CGC.X)
for s € [0, % + 1] do: Parse CompCirc = (k, { fs }se[x], link, Z, O);

es < GC.Gblnp(1%, f, T); Parse link = {link,;} ;

. A s,t fs€[0,x+1],tEfs.O>

(FS, Os) < GC.GbCIrC(l s fs, 65); Set fO = (|I‘, |_er7 0, @7 @, @)’
for s € [0, 1] do: _ _ Set fusr1 := (10],]01,0,0,0,0);

{Lst}ees,.0 = GinLlnk(s, {links,i}res..0, 05, {es boreintn); Parse CGC.F' = {Fs}se(n) U {Ls,t }se(o,),tes.05
dn—‘—l < GCGbOUt(l ,fn+1.(’),o,.€+1); Set Fpy := w;
CGCe = €o; Set Fn+1 = (Z);
> Fo = Fo1 =0 Parse CGC.X = {Xo,t }iefo. 75
CGC.F := {Fi}sein) U {Ls,tFsclonl tefs 03 for s € [0,x + 1] do:
CGC.d = dis1s Set Xs 1= {Xst}ter..1s
return (CGC.F, CGC.e, CGC.d). Y, i= GC.Ev(fs, Fs, X4 );

‘ . . Parse Y; = {Ys 1 }ier..0;
private procedure GenLink(s, {links ¢ }ter,.0, 05, {€s Fo'clut1]) if s < K + 1 then:
Parse 0; = {Wﬁt, Wel,t}tefs.(9§ fort € f5.0 do:
for s’ € [k + 1] do: To,t 1= I1b(Y50);

Parse ey = {W9 ., W2 by, for (s',t') € links ¢ do:
fort € f;.0 do: 7 Y ’ Set Xor 4= H(s,t,8',t', Y1) ® a:f"t‘,;

Set Ls,t = Q); CGCY = YK+1;

Tot = Isb(W2,); return CGC.Y.

for (s',t') € links,; do: c

U;—f;tt’ = H(s,t, 8", ', W2,) @ W0 s procedure CGC®~.De(CGC.d,CGC.Y)
;;‘;;,@1 = H(s,t,5',t, Wsl,t) @ Wsl',w > Decode the output of the output simple circuit f41
Loy = Ls s U{00 1,00 v} return GC.De(CGC.d, CGC.Y).

return {Ls,t}tefs,(j). ’ ‘

Fig. 2: The Composite Garbling Scheme CGC®® from the Basic Garbling Scheme GC.

the multiple circular correlation robustness. We define an oracle Ogo,..., A
the A’s, where each A; € {0, 1} 1|1

., With respect to the hash function H and

OR A (s,t8 ¥ X a,b)=H(s,t,s' t', X +a-A,)+b- Ay

Definition 12 (Multiple Circular Correlation Robustness). The hash function H is is multiple circular correla-
tion robust if for any PPT adversary that queries the oracle with distinct (s,t,s’,t") values, the oracle Ogo,...,ANH is
indistinguishable from a random oracle that accepts inputs with the same form and outputs a A-bit random string.

This definition is similar to the mixed-modulus circular correlation robustness defined in [3], except that they
assume each A is a vector of Z,,, elements where m may not be 2, while we only consider m = 2.
Then we have the following security theorem.

Theorem 2. If (a) the basic garbling scheme GC has correctness, obliviousness and authenticity, (b) GC adopts the
point-permute technique and the free-XOR technique, and (c) the hash function H has multiple circular correlation
robustness, then the construction CGC®® depicted in Fig. 2 is a composite garbling scheme with correctness, obliviousness
and authenticity.

Intuitively, the construction CGCCC retains the security properties of the basic garbling scheme GC, because the
output of the hash function H is indistinguishable from a random string. For obliviousness, the simulator Simcgc
invokes the obliviousness simulator of GC to simulate the garbled materials, and it programs the simulated link ma-
terials such that the adversary always obtain the simulated wire labels. The multiple circular correlation robustness
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,—1 Protocol Isemi N\

The protocol ITsemi is for N parties {P;};c(n] and a third-party server Server. For simplicity, we assume each party P;
inputs £ bits {x;:)}ke[g]. PRG : {0,1}* — {0,1}ZN*5)X i5 a secure pseudorandom number generator. CGC®C is the
composite garbling scheme constructed in Sec. 6, and the details of the procedures GenLink, CGC®®.Ev and CGC®C.De
can be found in Fig. 2.

Protocol Generation

Given the computation task f, the parties’ computing power {7;};c[n] and the parties’ communication band-

width {p; };c[n), the load-balanced protocol generator GenProt™ generates a composite circuit CompCirc =

(N, {fs}seny, link, Z, O) computing f. Specifically, for i € [N], | fi| is proportional to P;’s computing power 7; and
communication bandwidth p;.

Offline Phase

1. For ¢ € [N], the party P;:
(a) Parses CompCirc = (N, {fs}seng, link, Z, O) and parses link = {links,+ }scjo,n,tef,.0-
(b) Sets f() = (|I‘, |I‘,O, @, @, @) and fN+1 = (|O‘, |O‘, O, @, @, @)
2. The party P; samples coin & {0,1}* and sends coin to {P:}icf2, n]-
3. For i € [N], the party P;:
(a) Computes (seed1,o,...,seed1, n+1,5€ed20,...,seeds nt1,Seeds) := PRG(coin).
(b) For s € [0, N + 1], generates e; := GC.Gblnp(1*, f..Z; seed: ;).
(c) Generates (F},0;) := GC.GbCirc(1?, f;, ei; seeda ;). If i = 1, additionally generates
(Fo, 00) := GC.GbCirc(1*, fo, eo; seeda o).
(d) Generates {Li:}ies,.0 := GenLink(i, {linki t}tef,.0,0i,{€s }src(n41)). If © = 1, additionally generates
{Lo,t}tefo.0 1= GenLink(0, {linko,¢ }tey.0, 00, {€s' }orc[Nt1])
(e) Generates (Fn41,0N+1) = GC.GbCirc(lA7 fN+1,en+1;seeda Ny1).
(f) Generates CGC.d := GC.GbOut(1*, fxn+1.0, 0n11;seeds).
(g) Sends {F;} U{Li:}icys,.0 to the server Server. If ¢ = 1, additionally sends {Lo¢ }tefo.0-

Online Phase

4. For i € [N], the party P;:
(a) Parses eg = {W(?’i, Wolﬂz}tefo,z. (
i)
(b) For k € [4], sets X, (i—1).t4k = Wéi’;_i)%_‘_k.
(c) Sends {Xo, (i—1).e+k }kefg to the server Server.
5. The server Server:
(a) Sets CGC.F := {FS}se[N] U {Ls,t}se[O,N],tefs.(’) and CGC. X := (,)(()717 .. .,Xoy]\].[).
(b) Evaluates CGC.Y := CGC®®.Ev(CompCirc, CGC.F, CGC.X).
(c) Sends CGC.Y to the parties {P;};c(n.
6. For i € [N], the party P; decodes y := CGC®“.De(CGC.d, CGC.Y') and outputs y.

\. J

Fig. 3: The Communication & Computation Load-Balanced Server-Aided Protocol [semi Secure Against Malicious Server

of H ensures that the programmed outputs are indistinguishable from the authentic link materials. For authenticity,
the adversary has to break the authenticity of GC or the multiple circular correlation robustness of H to forge the
garbled output, so it only succeeds with negligible probability. The formal security proof can be found in App. A.2.

7 Communication & Computation Load-Balancing

Given the notion of the composite circuit and the composite garbling scheme construction, now we are ready to
present a server-aided MPC protocol Il¢em; that is communication & computation load-balanced. As in our communi-
cation load-balanced protocol I1,,, the basic idea is to let the parties act as the garbled circuit generator and let the
server act as the garbled circuit evaluator. The parties share the same garbled circuit seed and are able to generate the
same garbled circuit copy. Moreover, to achieve computation load balancing, the load-balanced protocol generator
GenProt'® coordinates the generation process such that each party only generate one part of the garbled circuit.
Suppose N parties { P; };c[n] Want to compute a computation task f, GenProt'® partitions the circuit of f into N
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circuits { f; };c[n) such that the size of f; is proportional to P;’s computing power 7; and communication bandwidth
p;. For example, suppose the party P; is equipped with a 4.8Ghz processor and 500Mbps bandwidth, while each of
the other parties is equipped with a 2.4Ghz processor and 100Mbps bandwidth, then GenProt"® can generate the

500Mb; . . . )
280z 100Mb§:) “|fil = 2-|fi|, for i € [2, N]. Using our composite garbling

scheme construction CGC®®, each party only needs to garble the circuit f; and generate some link materials associ-
ated with f; to link the garbled materials together. In terms of security, I/semi is secure when the server is maliciously
corrupted, and the parties are corrupted by semi-honest and independent adversaries.

simple circuits such that |f1| = min(

Protocol description. We provide the details of the protocol Il¢em; in Fig. 3. In the protocol generation phase, the
load-balanced protocol generator GenProt B generates a composite circuit CompCirc = (N, {fs}se[ny, link, Z, O)
computing f. In CompCirc, the size of each simple circuit f; is proportional to P;’s computing power 7; and com-
munication bandwidth p;. GenProt"® can generate the composite circuit using the strategies discussed in Sec. 5.

In the offline phase, the parties first parse the composite circuit and prepare the virtual simple circuits fp and
fn+1. The party P; samples the garbled circuit seed seed uniformly at random and sends seed to the other parties.
The parties then use a PRG to extend seed into 2- N 4-5 seeds such that each step of the garbling algorithm CGC®C.Gb
can be determined. For i € [IV], the party P; generates the input encoding information of all the simple circuits, and it
generates the garbled material and output encoding information of the simple circuit f;. In this way, P; can generate
the link material associated with f;. Additionally, we let P, generate the link material associated with the input
simple circuit fy. The parties then generate the output decoding information, and they send the generated garbled
material and link material to the server.

The online phase of 1y, is essentially the same as the online phase of I1,,,. Note that in the composite garbling
scheme, the input encoding information of the input simple circuit fj is used as the input encoding information of
the composite circuit. After receiving the inputs, the parties select the wire labels of their inputs and send the labels
to the server. The server evaluates the garbled circuit according to the evaluation algorithm of the composite garbling
scheme, and it sends the garbled output to the parties. At the end, the parties decode and output.

Efficiency. The concrete efficiency of Iy depends on each party’s computing power and communication band-
width as well as the how the load-balanced protocol generator GenProt"® generates the composite circuit CompCirc.
Generally, in a GC-based protocol, the main computation cost is generating and evaluating the garbled circuit, and
the main communication cost is transmitting the garbled circuit. We assume that GenProt™® appropriately generates
CompCirc, such that the size of each simple circuit f; is proportional to P;’s computing power 7; and communication
bandwidth p;, then we can say that the protocol Ilsen; is communication & communication load-balanced.

Security. The security analysis of Il is much similar to that of I7,,. The malicious adversary A that corrupts
server only sees the garbled input, garbled materials and link materials. Due to the obliviousness of CGC®, A,
cannot obtain information about the parties’ inputs from the garbled circuit. Besides, the authenticity of CGC®C
prevents A, from forging garbled output. As for the semi-honest parties, in the execution of Ilemi, each party
receives at most two messages: (i) the garbled circuit seed from P, and (ii) the garbled output from server. These
messages does not leak extra information about other parties’ inputs. Therefore, the protocol I/sem; is secure when a
malicious adversary corrupts the server, and the parties are corrupted by semi-honest and independent adversaries.
The formal security theorem for Ilee, is given below, and its proof can be found in App. A.3.

Theorem 3. If (a) PRG : {0,1}* — {0, 1}&N+5) s g secure PRG and (b) CGC®® := (Gb, En, Ev, De, evs.) is the
composite garbling scheme constructed in Sec. 6, then the protocol Ilsem; depicted in Fig. 3 is secure when a malicious
adversary corrupts the server, and the parties are corrupted by semi-honest and independent adversaries. Specifically, the
malicious adversary is non-cooperative with respect to all other adversaries.

Remark. To achieve better load balancing, the load-balanced protocol generator GenProt™® actually distributes the

work of generating and transmitting the link materials associated with the simple circuit fj to all the parties. Nev-
ertheless, this tweak does not affect the semi-honest security.

8 Implementation and Benchmarks
Experimental Setup. We implement the protocols I, and I in C++. We implement the PRG algorithm and

the multiple circular correlation robust hash function H with AES-NI, and we use SHA256 for other hash functions.
We use the half-gates garbling scheme as the garbling scheme in II,,, and the basic garbling scheme for CGC®C,
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Table 4: Efficiency comparison of two-party computation protocols.

Protocol Running Time (in ms)

Setup Offline Online  Total

Semi-honest Yao [47]  8.101 3.579 0.579  12.258
Auth. Garb. [44] 30.847  72.890 0.786 103.737

Lu et al. [33] 9.530 3.982 0.627 14.139
I mal - 5.073 0.560 5.633
Hemi - 4.301 0.495 4.796

Table 5: Efficiency comparison of semi-honest multi-party computation protocols. Num of parties = 3.

Running Ti i
Protocol Circuit unning Time (in ms)

Setup  Offline Online Total

AES128 360.132 224937 5.121 590.191
SHA256 358.927 2705.085 21.409 3085.422

AES128 - 4.714  0.607 5.321
SHA256 — 16.353  1.428 17.780

Optimized BMR [6]

Hsemi

which is open source in the EMP toolkit [43]. We use the hash-based commitment scheme, that is, commit(m; r) =
SHA256(m/||r).

We use the AES128 circuit and the SHA256 circuit from Bristol Fashion circuits [2] as the benchmark circuits.
If not explicitly stated otherwise, the following evaluation results are for the AES128 circuit. For the multi-party
case, we construct multi-party circuits from the original circuits in the following way: the inputs of { P; },c;y_1] are
XOR-ed together to be used as the input of P; in the original circuit, and the input of Py is used as the input of
P, in the original circuit. We use the acyclic graph partitioning algorithm of Herrmann et al. [23] to generate the
composite circuit used in I1semi, which is open source in dagP [24].

We perform the experiments on a Dell OptiPlex 7080 equipped with an Intel Core 8700 CPU @ 3.20 GHz with
32.0 GB RAM, running Ubuntu 18.04 LTS. In the experiments, all of the parties have the same computing power and
the same communication speed. Specifically, the communication speed of each party is restricted to 500Mbps. All
the reported results are the average of 10 tests.

Two-Party Computation. For the two-party case, we compare our protocols I, and [1semi with the Yao’s Garbled
Circuits protocol [47], which is secure in the semi-honest setting, the two-party authenticated garbling protocol [44],
which is secure in the malicious setting, and the state-of-the-art server-aided protocol of Lu et al. [33], which is secure
against semi-honest server and malicious parties. The Yao’s GC protocol and the two-party authenticated garbling
protocol are open source in the EMP toolkit [43]; and we re-implement the server-aided protocol of Lu et al.

We provide the evaluation results in Table. 4. The running time of our communication load-balanced protocol
I 11 i 5.633ms, and the running time of our communication & computation load-balanced protocol I1semi is 4.796ms.
Compared with the semi-honest Yao’s protocol, I1, is 2.17 x faster and Ilemi is 2.55% faster, while both of our
protocols consider malicious adversary. Compared with the maliciously secure authenticated garbling protocol, 17,
is 18.41x faster and Ilsem; is 21.62x faster. Compared with the server-aided protocol of Lu et al, [T, is 2.51 X faster
and Ilgem; is 2.94x faster, specifically, I1,,, considers both malicious server and malicious parties, and it is more
secure than the server-aided protocol of Lu et al.

Multi-Party Computation. For the multi-party case, we compare our protocols Iy, and [lsemi with the optimized
BMR protocol [6], which is secure in the semi-honest setting, the multi-party authenticated garbling protocol [45],
which is secure in the malicious setting, and the state-of-the-art server-aided protocol of Lu et al. [33], which is secure
against semi-honest server and malicious parties. The optimized BMR protocol is open source in [7], but the imple-
mentation only provides a 3-party AES128 circuit and a 3-party SHA256 circuit, so we only provide the evaluation
results for the 3-party case; the multi-party authenticated garbling protocol is open source in the EMP toolkit [43];
and we re-implement the server-aided protocol of Lu et al.
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Table 6: Efficiency comparison of maliciously secure multi-party computation protocols.

Running Time for Different Number of Parties (in ms)

Protocol Phase 3 3 3 z 2 = 5
Setup 18.193 40.410 69.951 108.777 144.565 206.129 281.735
Auth. Garb. [45] Offline 86.732 238.638 472.509 782.390 1178.980 1639.160 2177.836
Online 1.503 3.467 3.328 5.050 7.003 8.118 8.777
Total 106.428 282.516 545.789 896.217 1330.549 1853.407 2468.348
Setup 9.530 9.956 10.899 12.024 16.786 18.786 19.564
Lu et al. [33] Offline 3.982 4.047 4.265 4.455 4.718 4.842 5.040
Online 0.627 0.723 0.768 0.981 1.262 1.327 1.540
Total 14.139 14.726 15.931 17.460 22.766 24.955 26.144
Offline 5.073 5.032 5.055 5.049 5.080 5.098 5.099
Il Online 0.560 0.670 0.691 0.751 0.777 0.832 0.907
Total 5.633 5.702 5.746 5.799 5.857 5.930 6.006
Offline 4.301 4.714 4.850 4911 5.012 5.348 5.808
Hsemi Online 0.495 0.607 0.641 0.749 0.779 0.848 0.918
Total 4.796 5.321 5.490 5.660 5.791 6.195 6.726

We compare the performance of the semi-honest protocols in Table. 5. For the AES128 circuit, our communication
& computation load-balanced protocol Ilsmi only takes 5.321ms, which is 110.91x faster than the BMR protocol;
for the SHA256 circuit, our protocol Ilsemi only takes 17.780ms, which is 173.53x faster than the BMR protocol.
This efficiency improvement is mainly because in our protocol, the parties only needs to locally generate part of the
garbled circuit; while in the BMR protocol, the parties needs to communicate with each other to generate the garbled
circuit, specifically, the size of the garbled circuit in BMR increases with the number of involved parties.

We compare the performance of the maliciously secure protocols in Table. 6. Since Ilgem; considers potentially
malicious server, we also provide the evaluation results of Il;.mi as a supplement. Compared with the multi-party
authenticated garbling protocol and the server-aided protocol of Lu et al., the performance of I1, and [lsemi is less
affected by the number of involved parties. For the 8-party case, II, takes 6.006ms, which is 410.98x faster than
the multi-party authenticated garbling protocol and 4.35x faster than the server-aided protocol of Lu et al; Isemi
takes 6.726ms, which is 366.98 x faster than the multi-party authenticated garbling protocol and 3.88x faster than
the server-aided protocol of Lu et al.

One may note that, the semi-honest I7em is slower than the maliciously secure I1,, when there are more than 6
parties. This is because Ils.mi requires the parties to generate and transfer some link materials. As the number of in-
volved parties increases, the circuit needs to be partitioned into more segments, thus contains more link information.
While in I1,,,), the overall communication cost is basically unaffected by the number of involved parties.

Load Balancing. We also examine whether our protocols are load-balanced. As for the protocol I1,,), we provide the
communication cost of the participants in Table. 1. For the 2-party case, the highest and the lowest communication
costs are 104640 Bytes and 104544 Bytes, and the difference is merely 96 Bytes; even for the 8-party case, the difference
is only 384 Bytes. Moreover, the overall offline communication costs of I, for the 2-party case and the 8-party
case are only 205120 Bytes and 207616 Bytes, respectively, while simply sending the garbled material ' needs 204800
Bytes of communication. As for the online communication, all of the parties have the same input length, thereby
having the same communication cost.

As for the protocol I, we provide the communication costs in Table. 2 and the running time for generating the
garbled materials and link materials in Table. 3. We omit the server’s costs in the table since its offline communication
cost is 0 and its online communication cost is the same as the cost in I1,,. Compared with 1), the parties need
to additionally transfer the link materials, hence having slightly higher communication costs. For the 2-party case,
the highest and the lowest communication costs are 116432 Bytes and 116400 Bytes, and the difference is merely
32 Bytes. When there are more parties, the sizes of the link information associated with different simple circuits
may have larger difference. However, even for the 8-party case, the difference between the highest and the lowest
communication costs is only 8320 Bytes.
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To evaluate the computation time, we generate the garbled materials and link materials in the way described in
Iepmi for 1000 times. For comparison, we also generate the garbled materials according to the half-gates garbling
scheme for 1000 times, and we refer to the running time of the half-gates garbling scheme as the original time.
The original time is about 240ms. For the 2-party case, the highest and the lowest running time are 143.872ms and
133.768ms, respectively, both of which are about half of the original time. The parties’ running times do not decrease
linearly as the number of the parties increase; instead, when there are too many parties, the running time may
even increase, because the size of the link information grows too fast. But even for the 8-party case, the running
times of the parties are still much shorter than the original time. Besides, the results of Il can benefit from the
improvement of graph partitioning algorithms.

As a conclusion, the proposed protocols are indeed load-balanced.

9 Related Work

Server-Aided MPC. In our protocols, the non-colluding server is indispensable for the load balancing purpose.
Kamara, Mohassel and Raykova [26] first formalized the notion of server-aided MPC, in which the server does not
collude with the parties. Specifically, they found that with the assistance of a non-colluding server, the workload of
the party P» can be sublinear in the circuit size, which is impossible in the previous works if the fully-homomorphic
encryption technique is not adopted. Following [26], many server-aided MPC protocols are proposed [8,10-12, 25,
27,33,35,46], but none of these works can freely adjust the parties’ workloads while ensure efficiency.

[10,11,27,33,46] consider the mobile cloud computing setting and propose solutions based on GC. During the
protocol execution, one of the parties interacts with the server to generate and evaluate the GC, while the other
parties only provide their inputs and carry out some verifications. Therefore, the workload of the heavy-load party
has to be O(| f]), while the other parties cannot help to share the workload. Similarly, Carter et al. [12] proposed
a server-aided two-party computation protocol in which the server and the party P; execute another two-party
computation protocol, and the party P, only deliver the input and verify the output. Their protocol has the same
weakness as the GC-based solutions. Jakobsen, Nielsen and Orlandi [25] instead consider the setting of secure out-
sourced computation, in their protocol, the parties outsource the computation to a number of servers in a verifiable
way. Obviously, the parties cannot contribute to the MPC execution either. Mohassel, Orobets and Riva [35] adapted
the protocol of Nielsen [39] to the server-aided setting. In the offline phase, the non-colluding server generates and
provides authenticated triples to the parties, and in the online phase, the parties computes in a similar way as [39].
Although they claim that the parties can be instantiated with mobile devices, the workloads of the parties are ac-
tually the same as the circuit size. To the best of our knowledge, the only server-aided MPC protocol that allows
freely distribute the workload is [8], but as discussed in Sec. 1, their protocol use GC as the building block but is not
compatible with many practical GC optimizations and is therefore inefficient.

MPC with Composite Circuit. Although the notion of composite circuit has not been explicitly proposed prior to
this work, the idea of combining simple circuits or partitioning complex circuits has been widely used. The reactive
computation, e.g., [40], allows for partial evaluation of the circuit. Specifically, some reactive secure computation
protocols, e.g., the SPDZ protocol [17] and the TinyOT protocol [39], realize the arithmetic black-box functional-
ity, which allows the parties to compute the whole computation task by sequentially invoking adders (XOR) and
multipliers (AND). Similar to our work, the GC-based reactive computation protocols [30,40] also generate garbled
circuit of each simple circuit (component) and link the generated garbled materials together. However, they focus on
fine-grained cut-and-choose and maliciously secure computation, and do not consider to distribute the workloads of
the parties.

Recently, Chen et al. [13] proposed the Silph compiler, which also use the graph partitioning algorithms in MPC.
Silph considers the hybrid protocol assignment problem, which aims to use secret sharing, garbled circuit and other
MPC primitives to generate a hybrid MPC protocol, while minimizing the overall cost. Silph finds that, the protocol
assignment problem can be expressed as a integer linear programming (ILP) problem. Since ILP algorithms are not
scalable to large programs, Silph further uses graph partitioning algorithms to decompose the target program into
multiple components. Therefore, Silph and our protocols use the graph partitioning algorithms for different purposes.
Nevertheless, Silph is inspiring to our future work, since it considers mixed circuits while we only consider boolean
circuits.
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10 Conclusion

In this work, we initiate the study of load-balanced MPC, which takes the participants’ communication and compu-
tation resources into consideration and can adjust the participants’ workloads accordingly. We construct a communi-
cation load-balanced protocol and a communication & computation load-balanced MPC protocol in the server-aided
model. The evaluation results show that they are much more efficient than the existing protocols.
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A Security Proofs of Our Theorems

A.1 Proof of Theorem. 1

Proof. According to Lemma. 1, to prove Thm. 1, we only need to consider (i) the case where all the parties and the
server are corrupted by semi-honest and independent adversaries, (ii) the case where the server is corrupted by a
malicious adversary while the parties are honest, and (iii) the case where up to N — 1 parties are corrupted by a
malicious adversary while the remaining parties and the server are honest. For each case, we present corresponding
simulators that make the ideal-world execution and real-world execution indistinguishable.

Claim. The protocol I1,, depicted in Fig. 1 is secure in the presence of N + 1 semi-honest and independent adver-
saries.

Proof. In this case, we assume that the adversary A, corrupts the server and the adversary .A; corrupts the party P,
for i € [N]. We construct the simulators in the following way:

— The simulator S; is constructed by Sg := Simg(A;):

e For steps 1-3, S, acts as the honest parties { P; },c|n]. Ss samples coiny, r & {0,1}* and computes ceoin :=
commit(m, r). For i € [N], S5 sends ccoin to A4 on behalf of P;. Meanwhile, S, receives coing from A on
behalf of the parties.

e For steps 4-6, S5 uses the obliviousness simulator for GC to generate the fake garbled circuit to obtain
the garbled materials F' and garbled input X, that is, (F, X) « Simgc(1*, f). According to the protocol
description, S, partitions the garbled material F’ into {Fi}z‘e[ N]» and it generates the hash values. After that,
Ss sends the garbled material segments, the hash values and the garbled input to A, on behalf of the parties
in step 4(c), step 4(d) and step 6(c).

e For steps 7-8, S, receives the garbled output from the adversary .4 on behalf of the parties. S then instructs
the trusted third party to send the output to all of the parties. At the end, S, outputs the entire view of A,.

Server’s partial output only consists of the view of the adversary 4. Throughout the execution, A, only receives
the commitments of a random coin, the garbled material segments and the hash values of the garbled material
segments. When Com is hiding, A cannot extract any information of coin; from the commitments; when GC has
obliviousness, the fake garbled circuit is indistinguishable from a genuine one; as for the hash values, A; already
receives their pre-images. Therefore, Server’s partial output in the real-world execution are indistinguishable
from Server’s partial output in the ideal-world execution.
— The simulator S; is constructed by Sy := Simy(A;):
e For steps 1-5, S7 acts as the honest parties {Pi}i€[2,N] and the honest server Server. S; receives coiny, r
(1)

from A; on behalf of the parties and receives c ;, from .A; on behalf of the server. At the same time, S;

samples coing & {0, 1}* and sends coiny to .A; on behalf of Server. After receiving seed, S; generates the
garbled circuit by (F, e, d) := GC.Gb(1*, f;seed). Subsequently, S; receives the garbled material segment
and the hash values from 4 on behalf of Server.

e For step 6, S; receives the input {x,il)} re[e) and sends {$l(€1)}k€[g] to the trusted third party to obtain the
output y. Meanwhile, S; receives { X} } ke[ from A; on behalf of Server.

e For step 7, S; generates the garbled output Y according to the garbled circuit and the output 3, and it sends
Y to A; on behalf of Server. Note that S; knows the seed for the garbling algorithm, it can extract the wire
labels of the output wires and arrange a fake garbled output that evaluates to y.

e For step 8, S outputs the view of A;.
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P,’s partial output only consists of the view of the adversary A;. Throughout the execution, .4; only receives
coiny and Y from the simulator ;. As in the protocol description, the random coin coiny is uniformly random.
Besides, S; programs Y such that De(d, }7) = y where y is the real output. Therefore, P;’s partial output in the
real-world execution are indistinguishable from P;’s partial output in the ideal-world execution.

- Fori € [2, N, the simulator S; can be constructed in a similar way as Sy, except that in step 1, S; needs to sample

coiny, 1 & {0, 1}* and sends coin, r to A; on behalf of Py, and in step 2(b), S; needs to send seed := coin; @ coins
to A; on behalf of P;. The proof of indistinguishability is also similar, so we omit the details here.

Each partial output in the ideal-world execution is indistinguishable from the corresponding partial output in
the real-world execution. According to the security definition, the protocol I1n, depicted in Fig. 1 is secure in the
presence of N + 1 semi-honest and independent adversaries.

Claim. The protocol I1,, depicted in Fig. 1 is secure in the presence of a malicious adversary corrupting the server.

Proof. In this case, we construct the simulator S by S := Sim(.A). Whenever A aborts, S instructs the trusted third
party to send L to all the parties { P; };cn}. If A does not abort, the simulation is done in the following way:

— For step 1, S samples coiny, r & {0,1}*. For i € [N], S receives coiny’ () from the adversary A on behalf of P;.
— For step 2, S computes Ceoin 1= commit(coinl, r) and sends ceoin to the adversary A on behalf of P;, for i € [N].

— For step 3, if there exists 4, j such that coiny’ (0 # c0|n(]), S sends an abort message to .4 and the trusted third
party, and it outputs the entire view of A.

— For step 4(a), S invokes the obliviousness simulator for the garbhng scheme to generate the fake garbled material
F and the fake garbled input X, that is, (F, X) + Simgc (1%, f).

— For step 4(b), S partitions the garbled material F into N segments {F }ien) according to the protocol descrip-
tion.

— For steps 4(c)-4(d), S computes the hash values of the garbled material segments. According to the protocol
description, S sends the garbled material segments and the hash values to A on behalf of the parties.

— For step 6, S sends the fake garbled input to the adversary A on behalf of the parties. More concretely, S parses
X = {X;}tes 1. Fori € [N], S sends {X(i—l)-eﬂc}kew] to the adversary A on behalf of P;.

— For step 7, for i € [N], S receives f’l from the adversary .4 on behalf of P;.

~ For step 8, S computes ¥ := GC. Ev(f, F X) by itself and it compares Y with each of {f/ }iein)- When the
trusted third party asks which of the parties should receive the output, S instructs the trusted third party to
send the output to the parties who receive Y = Y; and to send L to the parties who receive Y # Y;. At the end,
S outputs the entire view of A.

We prove the indistinguishability through a sequence of hybrid worlds.

- Hyb,,. This is the real-world.
- Hyb, . This hybrid world is the same as Hyb,,, except that in Hyb,, the seed of the garbled circuit is sampled

at uniformly random, that is, seed & {0,1}*. When Com is hiding, it is hard for the adversary A to extract
information of coin; from the commitment cc.in. Even though coing is chosen by A, seed := coin; @ coin is still
masked by a uniformly random one-time pad, and is indistinguishable from true randomness. Therefore, Hyb,,
and Hyb, are indistinguishable.

- Hyb,,. This hybrid world is the same as Hyb,, except that in Hyb,, if a party P; receives coing) #* coinéj ), the
simulator S sends an abort message to A and the trusted third party. In Hyb,, the computation also terminates
if such event happens, so Hyb, and Hyb, are indistinguishable.

- Hyb,. This hybrid world is the same as Hyb,, except that in Hyb,, the simulator & checks the garbled output
sent by the adversary A in the following way: S execute the evaluation algorithm GC.Ev to obtain the garbled
output, and it compares the generated garbled output with the garbled outputs received by the parties. If a party
P; receives an inconsistent garbled output, S instructs the trusted third party to send L to P;; otherwise, S
instructs the trusted third party to send the actual output y to P;. When GC has authenticity, it is hard for the
adversary A to forge a valid garbled output. Therefore, the outputs of the honest parties in the Hyb, and in
Hyb, are indistinguishable.
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- Hyb,. This hybrid world is the same as Hyb,, except that in Hyb,, the parties uses the obliviousness simulator
for GC to generate a fake copy of the garbled circuit. In step 4 and step 6, the parties sends the fake garbled circuit
to the adversary A. When GC has obliviousness, the fake garbled circuit is indistinguishable from a genuine one,
and the views of A in Hyb, and in Hyb, are indistinguishable.

Note that, Hyb, is the ideal-world. The view of the adversary A and the output of the honest parties {P; };c[n] in
the execution of Hyb, are indistinguishable from the corresponding variables in the execution of Hyb,. According
to the security definition, the protocol I1,,, depicted in Fig. 1 is secure in the presence of a malicious adversary
corrupting the server.

Claim. The protocol I1,, depicted in Fig. 1 is secure in the presence of a malicious adversary corrupting up to N —1
parties.

Proof. Without loss of generality, we consider the case where A corrupts { P; };c[y—1). We construct a simulator S
by S := Sim(A):

— For step 1(a), S receives coiny, 7’ from P; on behalf of Py.

— For step 1(b), S samples comg & {0, 1}* and sends coiny to .A on behalf of Server.
c0|n}1€ ~n—1] from A on behalf of Server.

— For step 2(b), S receives seed from .4 on behalf of Py.

— For step 3(a), S computes seed := coinj @ coins. If seed # szgi, S sends an abort message to A on behalf of Py
and sends an abort message to the trusted third party on behalf of Py, then it outputs the entire view of A.

— For step 3(b), S computes = commit(coiny, 7). For i € [N — 1], S asserts that D = M) If there exists

coin coin coin*

— For step 2(a), S receives {c

i such that cg))m # c&i\i?, S sends an abort message to A and the trusted third party, then it outputs the entire
view of A

— For step 4, S generates (F,e,d) := GC.Gb(1*, f;seed) and partitions F' into {F;};c(n}. S then receives the
garbled material segments and the hash values from .4 on behalf of Server.

— For step 5, S checks the garbled material segments and the hash values. For ¢ € [N], S computes h; := H(F)
by itself, then it asserts all the hash values associated with the garbled material segment F; are the same. Ad-
ditionally, S checks the garbled material segments sent by the parties by asserting F, = F; fori e [N]. If any
assertion fails, S sends an abort message to .4 on behalf of Server and sends an abort message to the trusted
third party on behalf of the parties that send inconsistent values, and it outputs the entire view of A.

— For step 6, S receives the garbled inputs { X}, } ke[(N—1).¢) from A on behalf of Server. S then extracts the inputs
of A. S parses the input encoding information e := {WP, W}ticpz. Fori € [N — 1], k € [£], if there exists

ml & € {0, 1} such that le ’“1) k= X(l 1)-ltk> then S sets Z; i, as the k-th bit of P;’s input; otherwise, S sets
=1.
- For step 7, S sends the extracted {Z;};c[ny—_1] to the trusted third party and receives the output back. If the
output is L, S sends Y := L to A on behalf of Server and it outputs the entire view of A. If the output is y,
S generates a fake garbled output Y according to the garbled circuit and the output y, and it sends Y to .A on
behalf of Server.
— For step 8, S outputs the entire view of A.

We prove the indistinguishability through a sequence of hybrid worlds.

- Hyb,,. This is the real-world.

- Hyb,. This hybrid world is the same as Hyb,,, except that in Hyb,, if the server Server receives inconsistent
commitments from {P;};c[n—_1], the simulator S sends an abort message to A and the trusted third party. In
Hyb,,, the computation also terminates if such event happens, so Hyb,, and Hyb, are indistinguishable.

- Hyb,. This hybrid world is the same as Hyb,, except that in Hyb., if Py receives coint , 7 such that com mit(co'/ln\l, 7) #
Ceoin> the simulator S sends an abort message to A on behalf of Server and to the trusted third party on behalf
of P;. Note that, when Com is binding, it is hard for A to find inconsistent values that computes to the same
commitment, so Hyb, and Hyb,, are indistinguishable.

- Hyb,. This hybrid world is the same as Hyb,, except that in Hyb,, if the party Py receives seed # seed where
seed := coiny @ coing, the simulator S sends an abort message to A and the trusted third party. In Hyb,, the
computation also terminates if such event happens, so Hyb, and Hyb, are indistinguishable.
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- Hyb,. This hybrid world is the same as Hyb, except that in Hyb,, if the server Server receives inconsistent
hash values of the garbled material segments, the simulator S sends an abort message to A and the trusted third
party. In Hyb,, the computation also terminates if such event happens, so Hyb, and Hyb, are indistinguishable.

- Hyb;. This hybrid world is the same as Hyb,, except that in Hyb,, the simulator S additionally checks the
garbled material segments in the following way: S uses the seed computed by the party Py to generate the
garbled circuit by itself, and it compares the garbled material segments sent by the parties { P;};c;ny—1] with
the generated garbled material segments. If Server receives inconsistent garbled material segments, S sends an
abort message to A and the trusted third party. When H is a collision-resistant hash function, it is hard for the
adversary A to forge fake garbled materials and link materials that evaluates to the same hash value. Therefore,
Hyb, and Hyb; are indistinguishable.

- Hybg. This hybrid world is the same as Hyb,, except that in Hyby, the simulator S extracts the inputs of
the corrupted parties from the garbled input received by the server Server according to the input encoding
information. Subsequently, S sends the extracted inputs to the trusted third party as the inputs of the parties.
After receiving the output y from the trusted third party, Server sets the garbled output according to y and the
garbled circuit, and it sends the garbled output to .A. Hyb, and Hyb differs only when the adversary .4 manages
to find X, ¢ {W?, W} that also evaluates to valid garbled output. According to the authenticity of GC, this
only happens with negligible probability. Therefore, Hyb, and Hyb are indistinguishable.

Note that, Hyb, is the ideal-world. The view of the adversary A and the output of the honest party Py in the
execution of Hyb, are indistinguishable from the corresponding variables in the execution of Hyb,. According
to the security definition, the protocol I, depicted in Fig. 1 is secure in the presence of a malicious adversary
corrupting up to N — 1 parties.

According to Lemma. 1, we can conclude that I, depicted in Fig. 1 is secure when (i) a malicious adversary
corrupts up to N — 1 parties, and the other parties and the server are corrupted by semi-honest and independent
adversaries, and (ii) a malicious adversary corrupts the server, and the parties are corrupted by semi-honest and
independent adversaries.

A.2 Proof of Theorem. 2

Proof. To prove Thm. 2, we need to prove the correctness, obliviousness and authenticity of the construction CGCEC,
Correctness. The correctness of the construction CGC®® follows from the correctness of GC. We only need to argue
that the input labels of the simple circuits are properly generated and evaluated. To link the outputs of the simple
circuit f, to the subsequent simple circuits the link material generation algorithm GenLink generates two ciphertexts

0%y = H(s,t,s',t', W ") @ W} 4 and Ok = H(s,t, s t', W]} ’@1) ® WT,“t’,eB , where 75 ; is the select bit

of the 0-label Wgt. The evaluation CGC®C.Ev computes X/ v := H(s,t,s',t',Y;) ® 05777’;,, where Y ; is the label
of the wire ¢ in the simple circuit s, and 7'5’, . is the select bit of Y ;. Suppose the label Y ; carries the value v, then

ot =0l tt/@v = H(s,t,s',t',WJ,) ® Wy, and Xy v = W, also carries the value v. Therefore, the input
labels of the simple circuits are properly generated and evaluated.

We conclude that the CGC®® correctness game succeeds if all the GC correctness games for the simple circuits
succeed. If GC has correctness, the GC correctness game succeeds except with negligible probability, and poly()) -
negl()\) is still negligible. In other words, if the basic garbling scheme GC has correctness, then the construction
CGC®C has correctness.

Obliviousness. The obliviousness of the construction CGC®® follows from the obliviousness of GC and the multiple
correlation robustness of the hash function H. We first present the simulator in Fig. 4, and then we prove that
Simcgc works. For each simple circuit f, the simulator Simcgc 1nvokes Simgc, which is the obliviousness simulator
for the basic garbling scheme GC, to simulate the garbled material F, and garbled input X,. Simcec then invokes
the evaluation algorithm to obtain the simulated garbled output Y, = Ev(fs, F, X s). After that, Simcgc uses the
procedure SimLink to simulate the link materials. Suppose the output wire ¢ of the simple circuit f; is linked to the
input wire ¢’ of the simple circuit fy/, SimLink extracts the select bit 75 ¢ := Isb(Ysyt). To simulate the two ciphertexts,
SimLink sets 6./ "= RO(s,t, 8",/ ,Y.1) ® X 1 where RO is a random oracle; for the other ciphertext, SimLink

samples 05/7,5,@ uniformly at random.
We prove the simulator Simcgc works by considering a sequence of hybrid worlds.
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procedure Simcec (1A CompCirc)

Parse CompCirc = (k, { fs }se[x), link, Z, O);
Parse link = {Iinks,t}se[o,nﬂl,tefsA@,
Set fo := (|Z1,|Z],0,0,0,0);
Set fn_i'_l = (\(9| ‘O| 0,@,@,@);
for s € [0,k + 1] do:

(FS,XS) < Slmgc(l fs)

Y. i= GC.EV(fs, By, Xs);
for s € [0, k] do:

{Lg t}tefé O Sllenk {Imks t}tgfb o,Ys, {X }S 'e[r+1] )
Sim.X := Xp, A
Sim.F := {Fs}ocpn) U{Ls,t fsclo,n],te fs.00
return (Sim.F, Sim.X).

procedure SimLink(s, {links ¢+ }tef..0, Y, {XSI}S’E[KJ'_H)

Parse Y, = {Ys,t}tefs.o;
for s’ € [k + 1] do:
Parse Xy = { Xy 1 }ees., .
fort € f,.0 do: )
Set Ly := 0
Fop = |sb(i/s,t);
for (s',t') € links,; do:
&Tftt, = RO(s,t,s t Yst) @ X, o
5Tt E 0,11,
Ls,t:= Lst U {&(s)’,t': &;/,t’};
return {L; ¢ }icy,.0.

Fig. 4: The Obliviousness Simulator Simcgc for the construction CGC®®. GC := (Gb, En, Ev, De, ev) is the basic garbling scheme
and Simgc is the obliviousness simulator for GC. RO is a random oracle.

Hyb,: This is the real execution. Namely, given CompCirc = (#, { fs}se[«], link, Z, O) and , (CGC.F, CGC.e, CGC.d)
CGC.Gb(1*, CompCirc) and CGC.X := CGC.En(CGC.e, z) are executed. We have Hyb,.X = Xy = GC.En(eg, 7)
and Hybo-F = {E@}se[n] U {Ls,t}se[o,n],tefs.(?

Hyb; : This hybrid world is the same as Hyb,,, except that in Hyb,, we use random oracle RO rather than the hash
function H to generate the link materials. More concretely, for s € [0,k], t € f5.O, (s',t') € linkg,, we compute

&sTf 1 = RO(s,t, s, ¢/, W, )@W), ,,and 6" tt/@l = RO(s, t,s',t', W} ,)&W ,,, and we insert 6, ,,, G}, ,/ to L.
At the end, we outputs Hyb,.X := CGC.X and Hyb, .F := {F,} [ U {Ls’t}s€ (0,k],t€ f,.O
When the hash function has multiple correlation robustness, Hyb,, and Hyb, are indistinguishable.

Hyb,: This hybrid world is the same as Hyb,, except that in Hyb,,, we first evaluate the composite circuit CompCirc.
We look into the execution of the composite circuit evaluation function evy., and we extract the outputs of the simple
circuits {ys }sc[0,x-+1)- After that, we modify the link materials. The link material 5, tt,@ys ‘ remains unchanged, while
167 tD1Bys, ¢
/ t/
Hbe-F = {Fs}se[m] U {Ls,t}se[O,m],tefsiO
Note that the adversary can only decrypt the ciphertext & ftt,@ys *, which is unchanged. As for 6./ ;/@1@@;5 *, the
outputs of the random oracle are indistinguishable from true random string, so Hyb, and Hyb, are indistinguishable.

the link materia is now sampled uniformly at random. At the end, we outputs Hyb,.X := CGC.X and

Hyb,: This hybrid world is the same as Hyb,, except that in Hyb, the garbled circuit of the simple circuit f,11 is re-
placed by a simulated one. We invoke the GC obliviousness simulator by (F’,QH , XK+1) < Simgc(1*, fiy1). For each
input wire ' of f,; 11, we can find a pair (s, t) in the link information link, indicating that the connection relationship.

Then we modify the related link materials. Suppose the link materials in Hyb, is 60 41 ando o} +1,1» Where 051’1@3* ‘

is computed by RO(s, ¢, k+1,¢/, W/i* )& Wyfi_i .+~ We change UH:_HGT,’S "toRO(s,t, k+1,t', W5 YO X, 11 4. Inthis

K
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way, the link material will evaluate to the simulated input label X rx+1,¢/- At the end, we outputs Hyb;. X := CGC.X
and Hyb; . F := {FS}SE[K] U {Ls,t}se[o,n],tefs.o

The random oracle outputs are indistinguishable. Besides, suppose the adversary A3 distinguishes Hyb,, and
Hyb,, then we can construct an adversary Aj breaking the GC obliviousness game. Aj receives F; 11, X, 41 of the
simple circuit f, 1, and it genuinely generates the garbled circuits of { fs } sc[0,x] and generates the link materials as
in Hyb,. A} feeds Hyb,.F, Hyb,.X to A3 and outputs whatever A3 outputs. When GC has obliviousness, Hyb,
and Hyb, are indistinguishable.

Hyb, , 4, fori € [0, 5 — 1]: This hybrid world is the same as Hyb, , 5, except that in Hyb, , ,, the garbled circuit of the

simple circuit f,_; is replaced by a simulated one. We invoke the GC obliviousness simulator by (Fy_;, X,—;)
Simgc(1?, f4—i). For the inputs of f,_;, we modify the related link materials in the same way as Hyb,. Moreover, we
modify the link materials related to the outputs of f,,_;. We compute the garbled output Vi = GC.Ev(fr—i, F._;, )A(K_Zv).

For t € f._;.O, we extract the select bit 7,_; ; := Isb(Y,.—;); for (s',t') € link,_; ¢, we set U:,"_t?i’t := RO(k —
Tr—i,tD1 :
As,’t/ t A
and Hybi+4'F = {Fs}se[fc—i—l] U {Fs}se[n—i,n] U {LS,t}se[O,n],tefs.O~

All the garbled materials and link materials related to f,_; are replaced by a simulated one. Specifically, in this
way, we make sure that the link materials related to the outputs of f;_; only contains simulated labels. Therefore,

Hyb,, ; and Hyb, , , are indistinguishable for the same reason as Hyb, and Hyb are indistinguishable.

1,t,8,t, Y/N,m) &) st7t/ and sample ¢ uniformly at random. At the end, we outputs Hyb,  ,.X := CGC.X

Hyb, , ,: This hybrid world is the same as Hyb, , 5, except that in Hyb,_, ,, the garbled circuit of the simple circuit
fo is replaced by a simulated one. We invoke the GC obliviousness simulator by (Fy, Xg) < Simgc(1*, fo) and
compute the garbled output by Yy = GC.EV(F(), XO). The link materials related to fy is modified in the same way
as Hyb, ;. At the end, we outputs Hyb, , ,. X := Xo and Hyb,  ,.F = {FS}SE[H] U {]_A‘/&t}se[o,,ﬁ]’,fefs.o.
Hyb, . ; and Hyb,_, , are indistinguishable for the same reason as Hyb, , ; and Hyb, , , are indistinguishable.
Hyb,_  , is the simulated world of the obliviousness simulator Simcgc, and we conclude that if the basic garbling

scheme GC has obliviousness and the hash function H has multiple correlation robustness, then the construction
CGCCC has obliviousness.

Authenticity. The authenticity of the construction CGC®® follows from the authenticity of GC and the multiple
correlation robustness of the hash function H. Suppose there is an adversary .4 breaking the authenticity of CGCCC,
then (i) for some i € [0,k + 1], A successfully obtain a valid Y; #Y;, or (ii) A learns the information of both
input wire labels from the link materials. The first case indicates the existence of an adversary A’ breaking the
authenticity of GC; and the second case indicates the existence of an adversary A" breaking the multiple circular
correlation robustness of H. Therefore, if the basic garbling scheme GC has authenticity and the hash function H
has multiple correlation robustness, then the construction CGC®C has authenticity.

A.3 Proof of Theorem. 3

Proof. According to Lemma. 1, to prove Thm. 3, we only need to consider (i) the case where all the parties and the
server are corrupted by semi-honest and independent adversaries, and (ii) the case where the server is corrupted by
a malicious adversary while the parties are honest. For each case, we present corresponding simulators that make
the ideal-world execution and real-world execution indistinguishable.

Claim. The protocol Ileem; depicted in Fig. 3 is secure in the presence of IV + 1 semi-honest and independent adver-
saries.

Proof. In this case, we assume that the adversary A, corrupts the server and the adversary A; corrupts the party P,
for i € [N]. We construct the simulators in the following way:

— The simulator S; is constructed by Sg := Simg(A;):
o For steps 1-4, S uses the obliviousness simulator for CGC®C (constructed in the proof of Thm. 2) to generate
a fake copy of the garbled circuit. S5 parses the fake garbled circuit to obtain the garbled materials, link
materials and garbled input. In step 3(f) and step 4(c), Ss sends the fake garbled circuit to the adversary A
on behalf of the parties.
e For steps 5-6, S; receives the garbled output from the adversary A, on behalf of the parties. S; then instructs
the trusted third party to send the output to all of the parties. At the end, S5 outputs the entire view of A;.
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Server’s partial output only consists of the view of the adversary .A;. Throughout the execution, A only re-
ceives the garbled circuit. When PRG is a secure pseudorandom number generator, the generated seeds are
indistinguishable from true randomness, so the garbled circuit generated using these seeds are indistinguishable
from a garbled circuit generated using true randomness. When CGC®C has obliviousness, the fake garbled cir-
cuit are indistinguishable from a genuine one. Therefore, Server’s partial output in the real-world execution is
indistinguishable from Server’s partial output in the ideal-world execution.
The simulator S; is constructed by S; := Sim;(A4;):

e For steps 1-3(f), S; acts as the honest parties { P; };c[2, N7 For i € [2, N], S; receives coin from A; on behalf

of P;. §; then follows the protocol description to generate the seeds and the garbled circuit.
e For step 3(g), S1 receives {F1} U {Ls ¢ }sco,1],tcf..0 from A; on behalf of Server.

e For step 4, S; receives the input {xg)} keje and sends {x,il)} kele to the trusted third party to obtain the
output y. Meanwhile, S; receives { Xo 1} re[¢ from A; on behalf of Server.

e For step 5, S; generates the garbled output CGC.Y according to the garbled circuit and the output y,
and it sends CGC.Y to A; on behalf of Server. More specifically, S; have generated (Fivy1,0N+1) =
GC.GbCirc(1*, fy41,eny1;5eeds ny1) in step 3(d). Sy parses oyi1 = Wit W1 }tefns.0 and
Y = {Ut}refn...0- After that, Sy sets CGC.Y := {WI?{/t+1,t}t€fN+1.O'

e For step 6, S; outputs the view of A;.

Py’s partial output only consists of the view of the adversary .A;. Throughout the execution, .A; only receives
CGC.Y from the simulator S;. Specifically, S; programs CGC.Y such that De(d, CGC.Y') = y where y is the
real output. Therefore, P;’s partial output in the real-world execution are indistinguishable from P;’s partial
output in the ideal-world execution.

For i € [2, N], the simulator S; can be constructed in a similar way as S, except that in step 2, S; needs to
sample coin & {0, 1}* and sends coin to .A; on behalf of P;. The proof of indistinguishability is also similar, so
we omit the details here.

Each partial output in the ideal-world execution is indistinguishable from the corresponding partial output in

the real-world execution. According to the security definition, the protocol I/ depicted in Fig. 3 is secure in the
presence of N + 1 semi-honest and independent adversaries.

Claim. The protocol Il¢m; depicted in Fig. 3 is secure in the presence of a malicious adversary corrupting the server.

Proof. In this case, we construct a simulator S by S := Sim(.A). Whenever A aborts, S instructs the trusted third
party to send L to all the parties {P;};c[n]. For the case where A does not abort, the simulation is done in the
following way:

For steps 1-2, S acts as the honest parties. S parses CompCirc = (N, {fs}seqn, link, Z,O) and sets fo :=
(‘I|7 |I|’ 0, (Z)’ @7 @) and fN+1 = (‘OL |O|? 0, (Z)a @7 @)

For steps 3(a)-3(f), S invokes the obliviousness simulator for the composite garbling scheme to generate the fake
garbled material CGC.F and the fake garbled input C/G_Ej(, that s, (CG/_\C/F, C/G_E:/X) < Simcgc (1%, CompCirc).
For step 3(g), S parses the fake garbled material CGC.F = {ﬁs}se[N] U {Zs,t}se[O,Nwefs,o. Fori € [N], S
sends {F;} U{L; ;}ie ;.0 to the adversary A on behalf of P;.

For step 4, S parses the fake garbled input CGC.X = {Xo,t}tefol'- Fori € [N], S sends {)?0,(1'—1)~£+k}k€[€] to
the adversary .4 on behalf of P;.

For step 5, for i € [N], S recelves CGCY Y; from the adversary A on behalf of P;.

For step 6, S computes CGC.Y := CGCEC. Ev(CompCirc, CGC. F,CGC. X) by itself and it compares CGCY
with each of {CGC Y'i}ie(n)- When the trusted third party asks which of the partles should receive the output,

S instructs the trusted thlrd party to send the output to the parties who receive CGC.Yi = CGC.Y and to send
L to the parties who receive &S—E/Yz # CGC.Y. At the end, S outputs the entire view of A.

We prove the indistinguishability through a sequence of hybrid worlds.

Hyb,,. This is the real-world.
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- Hyb,. This hybrid world is the same as Hyb, except that in Hyb,, the simulator S uses true randomness to
execute the garbling algorithms. S then sends the garbled material to .4 on behalf of the parties. When PRG is
a secure pseudorandom number generator, its output is indistinguishable from true randomness, and the views
of Ain Hyb, and in Hyb, are indistinguishable.

- Hyb,. This hybrid world is the same as Hyb,, except that in Hyb,, the simulator S checks the garbled output
sent by the adversary A; in the following way: S execute the evaluation algorithm CGCCC.Ev to obtain the
garbled output, and it compares the generated garbled output with the garbled outputs received by the parties.
For i € [N], if the party P; receives an inconsistent garbled output, S instructs the trusted third party to send
L to P;; otherwise, S instructs the trusted third party to send the actual output y to P;. When CGC®® has
authenticity, it is hard for the adversary A to forge a valid garbled output. Therefore, the outputs of the honest
parties in the Hyb, and in Hyb,, are indistinguishable.

- Hyb,. This hybrid world is the same as Hyb,, except that in Hyb,, the simulator S uses the obliviousness
simulator for CGC®® (constructed in the proof of Thm. 2) to generate a fake copy of the garbled circuit. S parses
the fake garbled circuit to obtain the garbled material, link materials and garbled input, and in step 3(g) and step
4(c), S sends the fake garbled circuit to the adversary A on behalf of the parties. When CGCCC has obliviousness,
the fake garbled circuit is indistinguishable from a genuine one, and the views of .4 in Hyb, and in Hyb, are
indistinguishable.

Note that, Hybs is the ideal-world. The view of the adversary A and the output of the honest parties {P; };c[n] in
the execution of Hyb, are indistinguishable from the corresponding variables in the execution of Hyb, so Server’s
partial output in the real-world execution are indistinguishable from Server’s partial output in the ideal-world execu-
tion. According to the security definition, the protocol 1 depicted in Fig. 3 is secure in the presence of a malicious
adversary corrupting the server.

According to Lemma. 1, we can conclude that I depicted in Fig. 3 is secure when the server Server is corrupted
by a malicious adversary, and the parties are corrupted by semi-honest and independent adversaries.
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