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Abstract. Cryptographic algorithms are vital components ensuring the
privacy and security of computer systems. They have constantly im-
proved and evolved over the years following new developments, attacks,
breaks, and lessons learned. A recent example is that of quantum-resistant
cryptography, which has gained a lot of attention in the last decade and
is leading to new algorithms being standardized today. These algorithms,
however, present a real challenge: they come with strikingly different size
and performance characteristics than their classical counterparts. At the
same time, common foundational aspects of our transport protocols have
lagged behind as the Internet remains a very diverse space in which dif-
ferent use-cases and parts of the world have different needs.

This vision paper motivates more research and possible standards up-
dates related to the upcoming quantum-resistant cryptography migra-
tion. It stresses the importance of amplification reflection attacks and
congestion control concerns in transport protocols and presents research
and standardization takeaways for assessing the impact and the effi-
cacy of potential countermeasures. It emphasizes the need to go be-
yond the standardization of key encapsulation mechanisms in order to
address the numerous protocols and deployments of public-key encryp-
tion while avoiding pitfalls. Finally, it motivates the critical need for
research in anonymous credentials and blind signatures at the core of
numerous deployments and standardization efforts aimed at providing
privacy-preserving trust signals.
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1 Introduction

Rapid advances in quantum computing [49] have motivated the need to replace
current cryptographic schemes based on the believed hardness of traditional
number-theoretic problems, such as integer factorization and discrete logarithms.
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Since 2016, the National Institute of Standards and Technology (NIST) is run-
ning an open Post-Quantum Cryptography standardization process [73] to stan-
dardize quantum-resistant key encapsulation mechanisms (KEMs) and digital
signatures. In July 2022, NIST completed the third round of the process, and se-
lected Kyber [87] as KEM, and Dilithium [64], Falcon [78], and SPHINCS+ [42]
as digital signatures, to become the first NIST post-quantum standards (ex-
pected 2024)." While these primitives provide the same core functionalities as
their classical counterparts, they feature strikingly different size and performance
characteristics. Table 1 summarizes the public key, ciphertext, and signature
sizes of NIST future post-quantum standards, as well as current NIST standards
ECDH P-384, ECDSA P-384, and RSA-3072.

Algorithm Quantum-safe Public Key Ciphertext / Signature
ECDH P-384 X 48 48
Kyber-512 4 800 768
Kyber-768 v 1184 1088
ECDSA P-384 X 48 96
RSA-3072 X 387 384
Falcon-512 v 897 666
Dilithium-2 v 1312 2420
Falcon-1024 v 1793 1280
Dilithium-3 v 1952 3293
SPHINCS+-128s 4 32 7856
SPHINCS+-192s v 48 16224

Table 1. Classical and post-quantum cryptographic schemes selected by NIST for
standardization, ordered by ciphertext/signature size.

Other standardization organizations have also been working on introducing
post-quantum algorithms to existing protocols and standards [94,99] and focus-
ing on post-quantum migration challenges and solutions.? Additionally, a few
Internet Engineering Task Force (IETF) RFC drafts are already introducing
these algorithms in IETF standards [68,95,100,69,41,39]. In February 2023, the
IETF created PQUIP?, a working group focused on the use of post-quantum
cryptography in protocols. Similarly, the European Telecommunications Stan-
dards Institute has formed a Quantum-Safe Working Group [28] that aims to
make assessments and recommendations on the various proposals from industry
and academia regarding real-world deployments of quantum-safe cryptography.

The integration of post-quantum key encapsulation mechanisms and signa-
tures will affect existing protocols due to their size. For example, using post-

! The standardization process continues with a fourth round for alternates key encap-
sulation mechanisms (BIKE [9], Classic McEliece [4], HQC [3], and SIKE [48]), and
a new call for proposal for digital signatures.

2 https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-
post-quantum-cryptographic-algorithms

3 https://datatracker.ietf.org/wg/pquip/about/
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quantum cryptography could increase the number of packets which in turns
could increase the loss probability in constrained conditions [74]. Post-quantum
certificate chains could exceed any certificate chain size that our applications see
today. Post-quantum signatures in TLS could lead to connection establishment
slowdowns [11,56,91,92]. QUIC would also see challenges with post-quantum sig-
natures related to its amplification protection feature [55]. Most of the transport
protocols used today were designed decades ago under different network condi-
tions with different sizes in mind.

Our Contributions. In this work, we emphasize several areas and gaps requir-
ing research and standardization to make the post-quantum migration successful.

1. In Section 2, we discuss how post-quantum authentication will increase the
amplification reflection attack risk for UDP-based secure transport protocols,
and survey potential amplification protection trade-offs for QUIC, DTLS,
and others (Section 2.1). We propose further investigations to identify cur-
rent protocol use-case behavior in order to find the best option for standard-
ization.

2. We focus on congestion control in Section 2.2; we point out that the initial
congestion window value in common secure transport protocols may be al-
ready too small for today and could introduce connection slowdowns in a
post-quantum world. We suggest a re-evaluation of the initial value as done
by Chi et al. a decade ago for RFC 6928. We also stress the potential impact
of such a change on various parts of the world due the heavier additional
post-quantum handshake data.

3. In Section 3, we identify and discuss the need for standardization of quantum-
safe public-key encryption, and in particular that of hybrid public key en-
cryption and key wrapping.

4. We identify the need for research in areas like quantum-safe password-authen-
ticated key exchange (Section 4), oblivious pseudorandom functions, blind
signatures (Section 5), and other cryptographic standards which do not have
the community or the forum to introduce quantum-safe algorithms (Sec-
tion 6).

2 Transport Protocol Implications

This section discusses implications of the post-quantum migration on transport
protocols, and, in particular, talks about the increased concerns around ampli-
fication attacks (Section 2.1) and congestion control (Section 2.2).

2.1 Amplification Attacks

Amplification attacks are distributed denial of service (DDoS) attacks exploiting
a disparity in resource consumption between an attacker and a target system.
When a small request triggers a large response, an attacker performing many
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such requests can disrupt a target system which receives high volumes of re-
sponse data. To further increase the impact, attackers can perform amplification
reflection attacks that leverage a reflector entity which inadvertently serves in
amplifying multiple requests spoofed from a victim’s address. Fig. 1 shows a
typical amplification reflection.

|
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Fig. 1. Attackers spoofing multiple small requests can trigger big responses by the
reflector and deploy reflection amplification DDoS to the victim.

In [67], Majkowski presents historical amplification reflection attacks and
explains how attackers managed to trigger Gbps of traffic over multiple protocols.
These attacks were successful with protocols where the source address is not
validated and thus can be spoofed. Such protocols are usually UDP-based, like
DNS or NTP. CISA created an alert for UDP-based amplification” describing the
amplifications factors for each protocol of concern. MITRE maintains a Common
Enumeration Weakness about them® referencing common vulnerabilities created
in relation to previous DDoS amplifications attacks (e.g., CVE-1999-1379, CVE-
1999-0513, CVE-2000-0041, CVE-1999-1066, CVE-2013-5211).

Such attacks were observed widely a decade ago with DNS®. In one of the
largest amplification attacks, attackers employed open DNS recursors which re-
sponded to anyone on the Internet to initiate very large amounts of data towards
spamhaus.org [79]. The attacks peaked at 90Gbps on the victim’s system and
at 300Gbps on the Tier 1 provider. The amplification factor was 100x by using
21.7 million mis-configured recursors and a UDP protocol.

The impact of an amplification attack grows as the amplification factor in-
creases, i.e., the more data the attacker can trigger in the response with a small,
cheap request, the more damage it can cause the victim. In [84], Rossow proposes
to quantify the amplification by introducing the notions of bandwidth amplifica-
tion factor (BAF) and packet amplification factor (PAF). They also investigate
the efficiency of discovering amplifiers, and the most amplifying protocols (which
include common UDP protocols).

4 https://www.cisa.gov/uscert/ncas/alerts/TA14-017A
® https://cwe.mitre.org/data/definitions/406.html
5 https://www.cisa.gov/uscert/ncas/alerts/TA13-088A
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Fig. 2. Amplification Protection where the reflector limits the size of the response from
a not-yet-validated source and waits for an Acknowledgement to limit the impact of a
potential reflection amplification attack.

Some protocols offer anti-amplification mechanisms which mandate the val-
idation of the source before sending the whole large response. For example,
Fig. 2 shows how the reflector can send part of the data and wait for an
Acknowledgement before sending the rest of it. These mechanisms introduce
a round-trip while the sender is waiting for the ACK which slows down the con-
nection. Thus, service providers sometimes do not honor them [72]. Additional
countermeasures include address spoofing protections deployed at the network
level, which validate the source address based on routing information or rout-
ing firewall rules, but these are not always available or effective. Furthermore,
some of the most commonly exploited amplifying protocols, such as DNS, have
seen hardened deployments over time which improved their security and made
amplification reflection harder.

Below we discuss specific protocols and the potential impact quantum-safe
algorithms would have on their amplification potential.

QUIC. QUIC is a UDP-based encrypted transport protocol, at the core of
HTTP/3, designed for performance. It is specified in a set of IETF standards
ratified in May 2021 [98]. QUIC protects its UDP datagrams by using encryption
and authentication keys established in a TLS 1.3 handshake carried over QUIC
transport. QUIC also offers amplification protection by mandating that a sender
can send up to 3x the size of the request for non-validated addresses (which
could be spoofed). Fig. 3 shows QUIC’s amplification protection.

In typical QUIC deployments, 3x the request size amounts to approximately
~ 4kB. Unfortunately, it is not uncommon for a certificate chain along with the
leaf certificate on the Web to exceed that limit, which would trigger QUIC’s
amplification protection and add a round-trip to common HTTP /3 connections.
As a consequence, many QUIC servers do not honor the amplification window.
Nawrocki et al. [72] investigated common servers like Cloudflare and Google
which exceed the window up to an amplification BAF factor of 10. Meta’s servers
exceed it by an even more significant amount.
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Fig. 3. Amplification Protection in QUIC where the server returns 3x the size of the
QUIC client Init packet and waits for a response before sending more data.
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In a post-quantum world, when using the general purpose Dilithium signa-
ture scheme, the ServerHello, Certificate and CertificateVerify messages
could add up to 15-17kB for the lowest security level. Depending on the digital
signature algorithm, parameters, and length of the certificate chain, the post-
quantum migration could easily make the BAF ranging from 5 to 20 in typical
settings. In [55], Kampanakis et al. discuss how the post-quantum signature
schemes selected by NIST will all exceed the amplification window and incur
at least a round-trip. Fig. 4 experimentally shows this for classical RSA-2048
and post-quantum (PQ) certificate chains, illustrating further the impact post-
quantum authentication has on QUIC amplification protection. If QUIC imple-
menters do not honor the amplification protection window today to prevent the
extra round-trip [72], will they do the same in a post-quantum world where the
amount of data returned from the server is significantly higher? If the servers not
honoring the amplification protection introduce some amplification reflection at-
tack risk today [72], that risk will multiply with post-quantum signatures in the
future. In typical high profile attacks of the past, millions of mis-configured open
DNS resolvers ended up generating Gbps of traffic with amplification factors be-
tween 50-100. Locking down these servers was relatively easy. In a future world,
thousands or more of QUIC servers could theoretically serve as amplification
reflectors with sizeable amplification factors. Locking them down by identifying
illegitimate traffic may not be trivial as they could be serving clients from all
over the world.

There are different approaches to addressing the 3x amplification window

issue with post-quantum authentication in QUIC. Each of them has advantages
and disadvantages. The options are:

— Increase the 3x amplification window to a level that will not incur round-
trips for the post-quantum case. That could mean >15x amplification win-
dows which certainly increase the amplification factor.

— Trim the “authentication data” sent in the handshake. That can include using
session resumption [98, Sec. 4.5], [80, Sec. 2.2] or suppressing intermediate
CA certificates by caching them [55,97]. These could alleviate the size of
the server response and the amplification factor. A similar option could be
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Fig. 4. QUIC connection time (ms) for classical ~ 4kB RSA-2048, 10kB PQ certificate
chains, 18kB Dilithium-2, and 22kB Dilithium-3 certificate chains. In these experi-
ments the client was creating 1,000 sequential connections. The client-server rount-trip
was 60ms. The measurements were collected using s2n-quic’s netbench benchmarking
tool. s2n-quic is AWS’ QUIC library. We can see that all experiments include one
round-trip due to QUIC’s amplification protection. The 18 and 22kB certificate chain
connections include one additional round-trip due to QUIC’s initial congestion window
(see Section 2.2). Note that captures showed that the 10kB chain connection times are
a fraction of 1ms slower than the classical RSA 4kB ones, whereas network condition
variability made them measure a few milliseconds faster in the experiment.

certificate compression [34], but that would not improve the size much as
the certificate bloat comes from random data (public key, signature).

— Use address validation tokens for every post-quantum authentication. QUIC
validation tokens are opaque values which enable the server to confirm it
has seen the client address. Tokens add a round-trip and may negatively
affect performance unless the client revisits the server for the lifetime of the
token. We are not aware of any work that studies the use of QUIC tokens on
the Internet and how frequently clients revisit servers. Another option could
be for the client to include a new extension requesting a token only when
supporting post-quantum signatures and for servers that it knows it visits
often. As a less aggressive measure, servers could start sending tokens only
when suspecting amplification reflection attacks.

— Artificially increase the ClientHello size so that the the quantum-safe au-
thentication data fits in the amplification window. Increasing the ClientHello
means we will be unnecessarily wasting resources or bandwidth.

In short, post-quantum authentication introduces performance complications
with QUIC amplification. We propose the following research investigations and
standardization takeaways:
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Takeway 1. Study the use of address validation tokens in QUIC and identify if
server implementations use them and when. Evaluate their overall effectiveness
by quantifying the frequency of revisiting servers for the lifetime of a token.
Optimize the lifetime of tokens based on total traffic and client revisits.

Takeway 2. Evaluate the amplification protection options and standardize the
best one for post-quantum signature sizes. Trimming the authentication data and
leveraging tokens seem to be the most natural options. As [72] demonstrated, 3x
is not enough even for classical signatures, thus a more realistic amplification
protection limit should also be identified.

DTLS 1.2, 1.3. DTLS 1.3 is TLS’ counterpart over UDP. It was recently
standardized and is susceptible to amplification attacks because the server au-
thentication data is disproportionately larger than the ClientHello. The DTLS
1.3 standard [83] addresses amplification similarly to QUIC. It recommends, but
does not mandate, that “a server SHOULD limit the amount of data it sends
toward a client address to 3x the amount of data sent by the client before it
verifies that the client is able to receive data at that address”. Moreover, it rec-
ommends, not mandates, the use of a cookie to validate the source address. We
are not aware of any work that investigates if DTLS 1.3 implementations honor
these optional amplification protections discussed in the standard.

Like TLS 1.3 and QUIC, DTLS 1.3 post-quantum authentication data size
will significantly increase, which will have implications to its amplification poten-
tial. DTLS 1.3 servers could theoretically serve as amplification reflectors with
sizeable amplification factors.

DTLS 1.2 [81] would suffer the same challenges with amplification and post-
quantum certificates. So far, only (D)TLS 1.3 is being planned for post-quantum
standardization in the IETF’s TLS WG. Thus, we consider DTLS 1.2 out of scope
for this work at this time.

To address some of the open questions for amplifications in post-quantum
DTLS 1.3, we propose the following research investigations and standardization
takeaways:

Takeway 3. Study how server DTLS 1.3 implementations behave when the cer-
tificate chain exceeds 3x the client request (like [72] did for QUIC). Also consider
if an amplification protection mechanism should become mandatory in DTLS 1.3.

Takeway 4. Investigate the DTLS 1.3 use-cases that would benefit from key
exchange cookies when post-quantum certificates exceed the amplification win-
dow. These will depend on the frequency of clients communicating with the same
server over the lifetime of the cookie.
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Takeway 5. Evaluate the amplification protection options and standardize the
best one for post-quantum signatures in DTLS 1.3. These options resemble the
ones in QUIC and include increasing the window, using exchange cookies when
post-quantum certificates are used and limiting the authentication data in the
handshake. A more realistic amplification protection window should also be iden-
tified.

DNSSEC. DNS is a protocol widely used for name resolution. It runs over
UDP. As we already discussed, it has traditionally been a good candidate for
amplification reflection attacks. In a DNS amplification, the EDNSO extension
has been used to include large messages. A DNS request of about 50B could
elicit response sizes of up to 4kB which results to a 80x BAF [67]. Although
widely effective in the past [79], DNS amplification reflections have become less
common as there are fewer open resolvers and protections against them are well
established [67].

DNSSEC is a standard for authenticating DNS responses to prevent DNS
spoofing attacks. Unfortunately, the post-quantum signatures selected by NIST
would not fit in a single packet, and fragmentation is not an option for DNSSEC
[71]. To address the issue, Goertzen et al. [35] propose ARRF, a method of
fragmenting DNS resource records at the application layer based on the client
acknowledging the previous fragment. It is clear that such an approach would
increase the PAF for DNS as there would be many more fragments and acknowl-
edgements needed per DNSSEC RRSIG record. Also, sequentially sending each
fragment after an acknowledgement would slow down getting the full response.
Alternatively, Fregly et al. [29] recently proposed a Merkle-tree structure which
can shrink these signatures to manageable sizes.

To address some of the amplification concerns for post-quantum DNSSEC,
we propose the following standardization takeaway:

Takeway 6. Identify, evaluate and standardize an amplification-resistant solu-
tion for post-quantum DNSSEC in IETF’s DNSOP working group.

TLS 1.2, 1.3. TLS is the status quo for encrypting communications on the
Internet. TLS is not susceptible to the same amplification reflection risks because
TCP validates the source address before the TLS negotiation. However, post-
quantum TLS still induces an amplification risk as the data sent by the client
and server are unbalanced in size.

For example, in a TLS 1.3 negotiation, a client could send a ClientHello
to negotiate quantum-safe key exchanges without including a post-quantum
key_share. If the server supported post-quantum key exchange, it would re-
spond with a HelloRetryRequest and a post-quantum key_share which could
add up to a few kB depending on the post-quantum KEM. Thus, with a very
small ClientHello, the client could trigger a relatively big response (5-8x BAF).
This response would not be nearly as big as the post-quantum certificate chain
from the server which has a higher amplification factor. We consider the ampli-
fication concern for TLS 1.3 to only be a denial of service risk for the server and
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client’s edge capacity, not a reflection attack against a victim. Such attacks have
not been seen widely in the past because they affect both the attacker and the
victim and they are easy to identify and protect against.

In TLS 1.2, the client could trigger a big quantum-safe certificate chain and
Server Key Exchange from the server. Fig. 5 shows the Server Key Exchange,
Certificate and CertificateVerify messages which could add to 20kB with
a very small ClientHello (100x BAF) which is significant. So far, only TLS
1.3 is being planned for post-quantum standardization in the IETF’s TLS WG.
Thus, we consider TLS 1.2 amplifications out of scope for this work at this time.

Client -
e — TLS1.2 ClientHello e
—__TisLaClientielic
TS12 ServerHe\\o
ificates
1512 Certifica } n

.
y ge
TS12 server Ke Exchan

Fig. 5. Amplification in TLS 1.2 where the server returns a potentially large post-
quantum certificate chain and ephemeral public key while the client has only sent a
small ClientHello. The client address is still validated by the TCP handshake.

IKEv2. IKEv2 [60] is another protocol running over UDP. It is used to nego-
tiate keys, authenticate and establish Security Associations between IPsec VPN
peers. CERT/CC published vulnerability VU#4191287 about how IKEv2 im-
plementations could amplify requests by 9x based on a whitepaper by Chad
Seaman from Akamai in 2016. The work had discovered IKEv2 implementations
where the responder kept re-sending IKE_SA_INIT messages after not receiving
an IKE_AUTH by the initiator. The study found thousands of servers replied 21
times or more per initiator IKE_SA_INIT message, and some servers responded
thousands of times. IKEv2 specifies that the “responder MUST never retransmit
a response unless it receives a retransmission of the request”. Thus, the behavior
of these responders was violating the standard.

Post-quantum IKEv2 may need to fragment IKE_SA_INIT messages as the
post-quantum KEM public key or ciphertext may not fit in one packet. RFC 9242
[93] specifies the IKE_INTERMEDIATE exchange which can carry and fragment
post-quantum key exchanges after performing a classical key exchange with
IKE_SA_INIT. The quantum-safe response by the server could be significantly
bigger than the classical IKE_SA_INIT but given that the IKE_INTERMEDIATE
exchange occurs after IKE_SA_INIT there is no additional amplification reflec-
tion possibility. Moreover, Kyber offers a balance between the public key and
ciphertext which means there is no additional amplification factor introduced.
Even if implementers haven’t addressed the IKEv2 amplification vulnerability

" https://www.kb.cert.org/vuls/id/419128
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from 2016, post-quantum algorithms do not bring any additional amplification
concerns to IKEv2.

2.2 Congestion Control

Congestion control algorithms aim to transfer data fast without overwhelming
the network. Generally, they do that by offering a initial congestion window
value which is the starting point. The sender ramps up sending data as long as
it is successful and slows down after it sees failures (which could be because of
congestion).

TCP. TCP congestion control defines an initial congestion window (initcwnd)
size which is the limit of data the sender can send without receiving an ACK
from the receiver. The congestion window starts in the slow-start phase from
initcwnd and increases exponentially when data is received successfully until
a packet loss occurs, at which point the TCP connection enters the congestion
avoidance phase. Fig. 6 shows the sender filling up a window with 10 segments
and waiting for an ACK before continuing the slow-start phase and doubling the
congestion window.

initcwnd

'/ :|> round-trip

Fig. 6. After filling the initcwnd, the sender waits for a full round-trip for an
Acknowledgement before resuming sending data.

The TCP initcwnd has historically been changing over time as networks
evolve. It originally started at 1 Maximum TCP Segment Size (MSS) [96], and
then increased to 2 MSS [76] and to 4 MSS [75]. A decade ago, after careful
evaluation and research [25], RFC 6928 [19] updated initcwnd to 10 MSS. There
was also a proposal [101] to introduce a mechanism to dynamically update the
initial congestion window by tracking connections. This idea never got adopted.

Asia Pacific Network Information Centre’s (APNIC) 2018 survey [86] showed
that 80% of the Alexa Top 1M servers used initcwnd =10 MSS, but there were
thousands that exceeded it. Today’s Content Delivery Network (CDN) providers
often use initcwnd much higher than 10 MSS to maximize their content per-
formance [77]. CDNs increase their starting window based on performance op-
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timizations and content measurements of their networks, but it is unlikely they
use broad Internet data to measure the effect on the rest of the Internet.

Post-quantum authentication will interfere with TCP’s initcwnd. A certifi-
cate chain with quantum-safe signatures and public keys will exceed 10 MSS.
Sikeridis et al. investigated the issue and showed that post-quantum signatures
would introduce a round-trip [92]. Westerbaan simulated post-quantum authen-
tication in TLS with initcwnd =30 MSS [11], and showed that tweaking the
initcwnd value could prevent a round-trip but would not address constrained
networks, buggy servers or middle-boxes which are affected by the overall size of
post-quantum signatures. A discussion® in NIST’s pqc-forum mailing list brought
up the topic of increasing the window to alleviate the issue given that CDNs al-
ready do it.

Significantly increasing the default TCP initcwnd value in every Internet
server that wants to enable post-quantum TLS authentication should not be done
lightly as it could have adverse effects on TCP Congestion Control. We consider
it as a potential improvement that should be carefully studied at a large scale
before deployment. For example, the last increase to 10 MSS received thorough
analysis and investigation; RFC 6928 [19, Appendix A] discusses concerns which
include fairness and effects on slow networks and developing regions.

To address some of these open questions, we propose the following research
investigations and standardization takeaway:

Takeway 7. Consider increasing the TCP initial congestion window to
initcwnd =20-25MSS. A similar exercise to [86] should reveal what values are
commonly used today and how much the industry has tweaked the standard. We
could also continuously monitor initcwnd trends by probing random addresses
on the Internet like in [86]. After carefully researching the initcwnd optimal
values for the Internet like in [25] to ensure the concerns in [19, Appendix A] are
addressed, we could standardize a new initcwnd value.

QUIC congestion control. QUIC has its own congestion control which is
similar to TCP’s (RFC 6928 [19]). [46] states that “endpoints SHOULD use an
initial congestion window of ten times the maximum size (maz_ datagram__ size),
while limiting the window to the larger of 14,720 bytes or twice the maximum
datagram size”. It is clear that QUIC will suffer from the same connection slow-
down with quantum-safe authentication as TCP due to the initial congestion
window. RFC 6928 also says that “ Though the anti-amplification limit can pre-
vent the congestion window from being fully utilized and therefore slow down the
increase in congestion window, it does not directly affect the congestion window.”.
QUIC can be slowed down by both the amplification window (Section 2.1) and
the initial congestion window, whichever is the lowest. Fig. 4 experimentally
shows this for classical RSA-2048 and post-quantum (PQ) certificate chains.
Other than the standard, alternate congestion control algorithms have also been
proposed for QUIC such as CUBIC (RFC 8312).

8 https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/2ak2U_MxyrQ/m/
L-kQ-SubBwAJ
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To address the congestion window issue with post-quantum QUIC, we pro-
pose the following research investigation and standardization takeaways:

Takeway 8. Evaluate if QUIC implementations and deployments honor the ini-
tial congestion window. If they do not honor it, that may mean that addressing
the amplification protection issue (Section 2.1) will be enough to enable the
transition to post-quantum authentication.

Takeway 9. Consider updating the QUIC standard to support bigger initial
congestion window values after carefully investigating its impact as with TCP’s
initcwnd above.

DTLS congestion Control. DTLS does not specify a congestion control algo-
rithm and leaves it to the transport protocol. [83] states that “some transports
provide congestion control for traffic carried over them. If the congestion window
1s sufficiently narrow, DTLS handshake retransmissions may be held rather than
transmitted immediately, potentially leading to timeouts and spurious retrans-
mission. When DTLS is used over such transports, care should be taken not to
overrun the likely congestion window.”. It also acknowledges that large certifi-
cate chains can lead to congestion and recommends sending part of the chain
and waiting for a response packet. It then proposes extensions that will alleviate
the data size sent.

While DTLS calls out potential congestion issues with large server responses,
it does not mandate any specific countermeasure. It is uncertain if implementa-
tions honor the suggestions. If they honor them, a transition to post-quantum
certificates could slow down DTLS connections. To address some of these open
questions, we propose the following research investigation takeaway:

Takeway 10. Research if DTLS implementations and deployments honor the
congestion avoidance suggestions in [83, Sec. 5.8.3]. If these introduce a round-trip
to the post-quantum certificate scenario, investigate what value would be optimal
and how it would interfere with the DTLS amplification protection investigation
takeaway in Section 2.1.

IKEv2. IKEv2 communications consist of pairs of messages where the initiator
initiates an exchange and the responder responds. The specification [60] does not
define any congestion control. It recognizes that retransmissions could affect con-
gestion and mandates exponential backoffs and Explicit Congestion Notification
(ECN) support to alleviate it.

Post-quantum IKEv2 would include large IKE_INTERMEDIATE (RFC 9242 [93])
and IKE_AUTH messages which could exacerbate the problem. It would be inter-
esting to investigate how broad exponential backoff and ECN support is in IKEv2
implementations, but given that IKEv2 negotiations happen only when bringing
up a tunnel and constitute a very small percentage of Internet traffic, we do not
believe post-quantum IKEv2 could affect congestion on the Internet.
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3 Public Key Encryption and Key Wrapping

In its post-quantum standardization call for proposals, NIST asked for public-
key encryption (PKE), KEM, and digital signatures schemes, and said “As the
KEM and public-key encryption functionalities can generally be interconverted,
unless the submitter specifies otherwise, NIST will apply standard conversion
techniques to convert between schemes if necessary.” Indeed, almost all of the
KEM candidates submitted first apply some variant of the Fujisaki-Okamoto
(FO) transform [30,31,24] on a weakly-secure “base” PKE scheme to construct
the resulting KEM. This blueprint holds in particular for Kyber which defines
an IND-CPA secure PKE [87, Sec. 1.2], and uses a tweaked FO transform to
create the IND-CCA2-secure KEM [87, Sec. 1.3].

The generic reverse construction follows the KEM-DEM paradigm [89] (a.k.a,
hybrid encryption). The recipient public key is used as input of the encapsulation
function of the KEM to create a ciphertext and shared key, and the data is
encrypted using the shared key in a data-encapsulation mechanism (DEM) —
often instantiated with an AEAD scheme such as AES-GCM. Albeit these generic
transformations give a nice theoretical framework to work with, we believe that
standardizing public-key encryption will necessitate additional efforts and care
to avoid the pitfalls encountered in the past.

Indeed, numerous standards have been created over the years for public-key
encryption (and hybrid public-key encryption), including ANSI X9.63 (ECIES) [g],
ANSI X9.44 (RSA-KEM) [6], IEEE P1363a [44], ISO/IEC 18033-2 [90], and
SECG SEC 1 [88], and no less than four RFCs for PKCS [53,54,51,52]. Martinez
et al. [33] provide a thorough comparison of the elliptic-curve public-key encryp-
tion standards, highlighting that the differences between them prevented ECIES
from being fully interoperable. The lack of clear PKE standard has further led to
inconsistent support across libraries; e.g., NaCL and BouncyCastle implement
their own versions of hybrid encryption.

(Hybrid) Public-Key Encryption. In 2022, Hybrid Public Key Encryption
(HPKE) was published in RFC9180 [10]. HPKE aims at addressing interop-
erability issues with ECIES. It has been designed to be generic, with simplic-
ity and modularity in mind. It offers a “base” mode which only encrypts data,
and “authenticate” and “psk” modes which authenticate the sender and encrypt
data. HPKE has seen immediate adoption by Internet protocols such as TLS En-
crypted Client Hello [82], Oblivious DNS-over-HTTPS (RFC 9230 [61]), Message
Layer Security”, and Privacy Preserving Measurement'?. Since its ciphersuites
consist of specifying a KEM, a Key Derivation Function (KDF), and an AEAD,
HPKE naturally supports the addition of new ciphersuites in the future [10,
Sec. 9.2]. At ICMC 2022, Anastassova et al. [7] presented the first implemen-

9 https://datatracker.ietf.org/wg/mls/about/
10 https://datatracker.ietf.org/wg/ppm/about/
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tation of a post-quantum HPKE (PQ-HPKE) using Kyber as KEM'!, and a
combination of Kyber and DHKEM [10] in “PQ-hybrid” mode. While they con-
clude that the performance is acceptable (especially for larger messages), they
also emphasize that Kyber does not allow to use HPKE in “authenticated” mode
since it does not provide a direct API for authenticated encapsulation and de-
capsulation. As such, there is no known construction of post-quantum HPKE
resisting key impersonation attacks. Similar discussions were held on the CFRG
mailing list'?, further emphasizing the need of authenticated KEM in protocols,
such as the Certificate Management Protocol (CMP) [70].

To address some of these open issues with quantum-safe PKE, we propose
the following research investigation and standardization takeaways:

Takeway 11. Standardize an HPKE variant that provides post-quantum secu-
rity in the near future, and addresses the security proof gaps with PQ-hybrid
HPKE identified in [7, Sec. IV.C].

Takeway 12. Research and standardize post-quantum authenticated KEMs to
enable the migration of protocols requiring such a primitive.

Key wrapping. While the KEM-DEM paradigm above (or HPKE) enable us
to construct an IND-CCA secure public key encryption, the encryptor does not
fully control the value of the shared key for the data-encapsulation mechanism.
In some applications, this is not desirable. For example, when sending the same
message to many recipients, a natural approach is to encrypt the message with
a fresh AES key, and then encrypt the AES key to each recipient. Henceforth,
the data to encrypt with the KEM-DEM (or HPKE) would be the fresh AES
key. While any secure authenticated encryption scheme can be used to encrypt
the fresh key, there exist specialized symmetric key-wrapping algorithms that
are more compact like those defined in NIST SP 800-38F, IETF RFC 3394,
RFC 5297, RFC 5649. Some of these symmetric key wrapping algorithms have
been combined with public key encryption in RFC 6637 [50] and deployed by
major vendors'®!'*. In many other deployments, the fresh AES key is directly
encrypted (using padding) using the PKE scheme, in particular using RSA-
OAEP (as in AWS KMS'® | AWS CloudHSM'® , or Apple!).

1 They also instantiated the KEM using SIKE [47], which subsequently suffered fatal
attacks [16,66] and should no longer be used [48], so we do not discuss this further.

12 https://mailarchive.ietf.org/arch/msg/cfrg/zTnalh05N7ipvPyJ81mV7IicORU/

13 nttps://opensource.apple.com/source/Security/Security-59754.80.3/
keychain/SecureObjectSync/SOSECWrapUnwrap.c

1 https://cloud.google. com/kms/docs/key-wrapping

!5 nttps://docs.aws.amazon. com/kms/latest/developerguide/importing-keys-
get-public-key-and-token.html

16 https://docs.aws.amazon. com/cloudhsm/latest/userguide/key_mgmt_util-
wrapKey.html

17 https://support.apple.com/guide/security/how-imessage-sends-and-
receives-messages-sec70e68c949/1/web/1
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It is clear there is a need for a standard to wrap data using a KEM pub-
lic key. It is worth asking ourselves whether the few bytes that were gained by
using key wrapping (rather than an AEAD) would be as impactful when us-
ing a post-quantum primitive for which the ciphertext is at least an order of
magnitude larger than the expected gain (Table 1). A potential avenue (which
requires proper evaluation) may be to use symmetric key wrapping as the data
encapsulation mechanism in HPKE. Thus, we propose the following research
investigation and standardization takeaway:

Takeway 13. Research and standardize a public-key wrapping method, either
as a direct application of a (post-quantum) HPKE, or as a specialized construc-
tion.

4 Password-Authenticated Key Exchange

Asymmetric Password Authenticated Key Exchange (PAKE) protocols allow
password authentication and mutually authenticated key exchange without dis-
closing passwords to servers. The most widely deployed PKI-free asymmetric
PAKE is the Secure Remote Password (SRP) protocol [102,43,45]. SRP contin-
ues, as of today, to be the default asymmetric PAKE in many settings such as
authentication in applications (e.g., AWS Cognito, keychains'®, mail authenti-
cation'?).

In 2019, the IETF Crypto Forum Research Group held a PAKE selection pro-
cess, with the goal of recommending a symmetric and an asymmetric PAKE for
usage in IETF protocols. It respectively selected CPace [1] and OPAQUE [15] in
2020. Although those state-of-the-art PAKEs now feature proofs in the Univer-
sal Composability model and good performance, they rely on primitives which
fail to provide quantum resistance. OPAQUE was designed with modularity in
mind by combining an oblivious pseudorandom function (OPRF [20]) and an
authenticated key exchange. [15, Appendix B| explicitly mentions that a post-
quantum AKE can be used in OPAQUE (further strengthening Takeway 12),
but a fully-fledged post-quantum OPAQUE would also necessitate the OPRF
to be quantum-resistant. Unfortunately, state-of-the-art post-quantum OPRFs
are orders of magnitude away from being practical (Section 5). Few papers have
looked at constructing post-quantum PAKEs directly [32].

During the PAKE selection process, the notion of a PAKE being “quantum
annoying” was proposed?’, and this property was later formalized and proved to
hold for CPace [27]. Informally, a scheme is said to be quantum annoying if being
able to solve discrete logarithms does not immediately provide the ability to com-
promise a system but rather only allows to eliminate a single possible password
guess. In the absence of a post-quantum PAKE, such a property becomes very
appealing as considerable quantum resources would be needed to compromise a

'8 nttps://blog. 1password. com/developers-how-we-use-srp-and-you- can-too/
19 https://proton.me/blog/encrypted-email-authentication
20 nttps://mailarchive.ietf.org/arch/msg/cfrg/dtf91cmavpzT47U3AVxrVGNBSUM/
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single well-constructed password. While CPace can serve as a quantum-annoying
balanced PAKE where possible, we propose the following research investigation
and standardization takeaway:

Takeway 14. Research and standardize a post-quantum PAKE (and authenti-
cated KEM; Takeway 12).

5 OPRF, Privacy Pass, and Blind Signatures

Besides OPAQUE, (verifiable) OPRFs are used to construct anonymous to-
kens [21,62,26], a form of lightweight anonymous credentials used as a trust
signal by major vendors?':?2:23, These anonymous tokens aim at providing a
private-key alternative to blind signatures, and are being developed and stan-
dardized in the IETF Privacy Pass working group?*.

As mentioned in Section 4, there exists no efficient post-quantum OPRF to
date. Boneh et al. proposed two constructions based on isogenies in [14]. The
first one was based on SIDH and is therefore insecure [16,66,48], and was recently
improved by Basso in [12]. The second was based on CSIDH (a relatively novel
hardness assumption) and had communication cost around 500kB per evaluation
(no computation cost was provided). Albrecht et al. proposed a lattice-based
construction [5] which is “practically instantiable [but] far less efficient [than its
classical counterpart]”. They suggested that one may want to “accept, for now,
that VOPRFs are less appealing building blocks in a post-quantum world” and to
propose post-quantum alternatives on a per application basis instead. To address
this gap, we propose the following research takeaway:

Takeway 15. Construct an efficient post-quantum OPRF for use in anonymous
authentication schemes or propose post-quantum anonymous credential primi-
tives using general-purpose zero-knowledge proofs.

The past two years have also seen a significant interest renewal for blind sig-
natures, including constructions [37,38,59,17,22,58,36,18], attacks [13], specifica-
tion [23], and deployments by major vendors®?:?°. State-of-the-art post-quantum
blind signatures were initially proposed in 2010 by Riickert [85], and the latest
state-of-the-art protocols [2,65,22] yield signatures of the order of 50kB, i.e.,
two orders of magnitude larger than an RSA-based blind signature as defined
in [23]. Recent deployments and standardization of RSA-based blind signatures
motivates the following research takeaway:

Takeway 16. Construct efficient quantum-safe blind signatures for privacy-
preserving and authentication use-cases.

2! https://support.cloudflare.com/hc/en-us/articles/115001992652-Using-
Privacy-Pass-with-Cloudflare

22 https://blog.cloudflare.com/eliminating- captchas-on-iphones-and-macs-
using-new-standard/

23 https://web.dev/trust-tokens/

24 https://datatracker.ietf.org/wg/privacypass/about/

25 https://one.google.com/about/vpn/howitworks
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6 Conclusion

In this paper, we proposed 16 research and standardization open questions posed
by the upcoming post-quantum migration. We emphasized the impact of post-
quantum authentication in transport protocols: the size increase may exacerbate
amplification attacks and congestion and requires new research and standards.
Additionally, we pointed out the need of going beyond KEM standardization as
done by NIST: many protocols would benefit from an authenticated KEM, as the
generic construction of public-key encryption from KEM does not capture the
versatility of public-key encryption use-cases today. Finally, we briefly discussed
the state of the art for post-quantum password-authenticated key exchange and
anonymous authentication to motivate future research.

Beyond what is discussed above, we invite the reader to consider standards
and protocols which would benefit from increased public attention. One example
is SSH. Although SSH carries huge amounts of proprietary data today, the IETF
working group responsible for it has concluded. The harvest-now-decrypt-later
concern is an important one, so that the IETF TLS working group embarked on a
journey of updating TLS with new quantum-safe hybrid key exchanges. There is
no SSH group to introduce post-quantum algorithms to SSH, and although there
have been some initial efforts to address this [57], it will not be addressed by
the PQUIP working group. Other than SSH, there are important cryptographic
standards that will need to embark on a post-quantum journey as well. These
include Trusted Platform Modules (ISO/IEC 11889), UEFI Secure Boot, OASIS
Key Management Interoperability Protocol (KMIP) and PKCS#11 and more.

Finally, one should always ponder the impact of a post-quantum transition
in proper context. Investigations so far [11,56,91,92,63] have been considering
the time-to-first-byte at the 90-95"-percentile as an indication of overall impact
for post-quantum connections. The tail-ends of the 90-95!"-percentile may be
overestimating this impact. At the time of this writing, web clients perform = 13
connections per page to fetch &~ 2MB of total data [40] on average. Connections
at the tail-ends of the 90-95"-percentile that suffer significantly with 10-20kB
of additional data are probably already suffering with ~ 150kB per connection.
Henceforth, even though one should aim for fairness of impact for upcoming
changes, we stress that the post-quantum transition should avoid rendering poor
connections with low time-to-last-byte much poorer than before.
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