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Abstract. Joint computation on encrypted data is becoming increas-
ingly crucial with the rise of cloud computing. In recent years, the de-
velopment of multi-client functional encryption (MCFE) has made it
possible to perform joint computation on private inputs, without any
interaction. Well-settled solutions for linear functions have become ef-
ficient and secure, but there is still a shortcoming: if one user inputs
incorrect data, the output of the function might become meaningless for
all other users (while still useful for the malicious user). To address this
issue, the concept of verifiable functional encryption was introduced by
Badrinarayanan et al. at Asiacrypt '16 (BGJS). However, their solution
was impractical because of strong statistical requirements. More recently,
Bell et al. introduced a related concept for secure aggregation, with their
ACORN solution, but it requires multiple rounds of interactions between
users. In this paper,

— we first propose a computational definition of verifiability for MCFE.
Our notion covers the computational version of BGJS and extends it
to handle any valid inputs defined by predicates. The BGJS notion
corresponds to the particular case of a fixed predicate, in our setting;

— we then introduce a new technique called Combine-then-Descend,
which relies on the class group. It allows us to construct One-time
Decentralized Sum (ODSUM) on verifiable private inputs. ODSUM
is the building block for our final protocol of a verifiable decentral-
ized MCFE for inner-product, where the inputs are within a range.
Our approach notably enables the efficient identification of malicious
users, thereby addressing an unsolved problem in ACORN.
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1 Introduction

Multi-Client Functional Encryption. Functional Encryption (FE) [BSW11]
is a paradigm designed to overcome the all-or-nothing limitation of traditional
encryption, allowing the sender to control access to their encrypted data in a
more fine-grained manner through functional decryption keys. This paradigm



enables the preservation of user’s privacy in cloud computing services, where
clouds can learn nothing beyond the delegated function evaluated on user’s pri-
vate data. FE with a single user appears to be quite restrictive in practice, as
the number of useful functions may be small. In this case, the Public Key En-
cryption (PKE) can be transformed into FE by encrypting the evaluations of
various functions using specific keys. However, this approach is not feasible for
multi-user settings, even if a fixed function only is considered. To address this,
Multi-Input Functional Encryption (MIFE) and Multi-Client Functional En-
cryption (MCFE) were thus introduced [GGG™T14, GKL*13|, allowing multiple
clients to encrypt their individual data independently and contribute encrypted
inputs to a joint function, with the help of possibly a trusted authority who
runs the setup procedure and generates functional decryption keys. Among the
classes of functions for MIFE/MCFE, the inner product is an expressive class
that allows computing weighted averages and sums over encrypted data, making
it especially useful for statistical analysis.

Chotard et al. [CDG*18] provided a decentralized MCFE (DMCFE) for inner
product where all clients only need to run an MPC protocol once during the
setup and remove the trusted authority. With this setup, each client can have
complete control over their individual data and the generation of the functional
decryption keys over their individual encrypted data. As a follow-up, the MPC
protocol was removed by a decentralized sum protocol in [CDSG™20|, making
the DMCFE for inner product completely non-interactive and eliminating the
need for pairings in the groups. We focus on DMCFE in this paper.

Importance of Verifiability in MCFE. Historically, the security of an en-
cryption scheme has focused on the confidentiality of the message being en-
crypted. The (multi-client) functional encryption is not an exception, with its
indistinguishability security ensuring that given two encrypted values and de-
cryption keys for functions that evaluate the same at these two values, then it is
computationally hard to distinguish between the ciphertexts of these two values.
However, Badrinarayanan et al. [BGJS16] showed that the security of compu-
tation for an honest-but-curious receiver is necessary: a malicious sender could
provide a false ciphertext and false functional decryption keys, so that the value
encrypted within the ciphertext can vary when computed with these different
functions through an honest decryption process. An analogous notion for the
receiver in the multi-input setting is also provided.

In this work, we address a practical concern when using (decentralized) multi-
client FE for inner product in real-world applications. The MCFE for inner-
product protocol can be run by thousands of senders, but they may not be all
honest. If we assume that a small percentage of them are malicious, trying to
bias the function evaluations by sending random data, or even fake data, and
contributing dishonest functional key shares. To minimize the impact of these
malicious clients, we propose a verification scheme for ciphertexts and one for
functional decryption key shares, so that once all are valid, the decryption result
is guaranteed to not be significantly biased. Furthermore, our concrete DMCFE
scheme allows practically-efficient identification of malicious senders. Beyond



the inner products, we define a verifiable DMCFE, which consequently provides
input validation for the receiver as in [BGLT22]. Compared to their scheme, our
verifiable MCFE scheme works on a larger class of functions than the sum, and
does not require interaction between senders and receiver during the verification
process.

Verifiable DMICFE for Inner Product. Verifiability for DMCFE in the gen-
eral case is very difficult, because a small modification of the input can cause
a significant difference in the output (e.g. inverse functions). We can formalize
the validity condition as a predicate, depending on each application. However,
for linear functions with small coefficients and small inputs (which are the most
useful in practice, like average functions for example), a change in the input
does not result in a major change in the output, unless there is a significant
modification to an input. When the number of users is large enough, the inputs
are bounded (which are often considered in Inner-Product Functional Encryp-
tion) then if an input is changed but still remains within a reasonable range,
the output function will be quite close to the exact value. Additionally, most of
the IP-DMCFE schemes need a final discrete logarithm computation to get the
result, which requires it to be small enough, and so the inputs should also be in
a reasonable range. For these reasons, we target DMCFE for inner product, and
verifiability checks that the inputs stay within a specific range. Such a range ver-
ification will be our predicate in the general framework (for both the encrypted
inputs and the functions in the keys).

A Real-Life Example. We consider Aggregating Household Energy Consump-
tion as a practical motivation. For optimization purpose, an energy supplier may
want to aggregate the units of energy (kilowatt-hours or kWh) consumed by its
customers during some specific periods of the day. This is technically feasible as
households are now equipped with smart metering devices which have the ability
to record the energy consumption of a particular measuring point in intervals
of fifteen minutes or even less (real-time). However, the energy consumption of
each customer is a private information, as it may include, for example, the time
they get up in the morning, leave their house, return home and which electronic
devices they use. Still, they may be willing to help the supplier with their data
to improve its service. To protect user’s privacy, the customers are recommended
to use a decentralized multi-client functional encryption to send their data in
an encrypted form. However, nothing guarantees that the electricity supplier
receives a correct aggregate of the metered energy consumption or at least an
approximation of this value. In fact, some customers may encrypt arbitrary val-
ues or create false functional key shares, spoiling the joint-input function by
making it undefined or be far away from the correct value. Therefore, if we can
enforce each client to encrypt a value in some valid range and to generate a
correct functional key share, the noise from the input made by a malicious client
can be mitigated when the aggregate value is among a large number of clients.
The fact that this scenario has not been captured in prior work of (decen-
tralized) MCFE is historically reasonable: in single-input FE, there is only one



encryptor. When this encryptor wants to spoil the result computed by the func-
tional decryptor, he can encrypt an invalid input, such as values out of the use
domain or singular points of the function. Since this FE is single-input, a re-
ceiver can trivially identify the invalidity of the input by looking at the result
of the function. Therefore, the standard security notion of single-input FE only
considers the confidentiality of the individual input, which is later inherited by
DMCFE. On the other hand, a receiver in DMCFE, can only learn the joint
function evaluated on the joint input, then it seems not trivial to identify invalid
individual inputs of the malicious clients out of the valid ones. We stress that
using functional encryption schemes for modular inner product over Z, [ALS16]
where p can be any prime would not solve this problem. An adversary can always
inject an arbitrary value to make the computation over Z, become uniformly
random over the space. Therefore, it seems that verifying (or even reducing) the
value of each encrypted input is a must to tackle this issue.

Our contributions for verifiable DMCFE can be listed as:

— Concept: We introduce the definition of verifiable DMCFE with the ability
to identify malicious senders. The verifiability guarantees that the decryption
process, given as input a vector of ciphertexts and functional key shares that
passed public verification schemes, always outputs the delegated functions
evaluated on a vector of inputs satisfying specific predicates. If any verifica-
tion fails, verifiability guarantees that malicious senders will be identified.

— Technique: We develop a technique called Combine-then-Descend. This
technique enables senders to combine their verifiable private inputs in expo-
nents in a decentralized manner. Subsequently, the final result is descended
to obtain the sum in scalars, which can be used within a pairing-based proto-
col. Private inputs are put in exponent to facilitate efficient verification using
X-protocols. We exploit the particular setting of class group in which the
final result falls in a subgroup where the discrete logarithm problem is easy.
Then, we construct the One-time Decentralized Sum (ODSUM) scheme in
class groups, which serves as the building block for subsequent constructions.

— Construction: We present a concrete construction of range-verifiable DM-
CFE for inner product. We show a technique of extending from one-time
security to multiple-time security for the ODSUM scheme that preserves the
efficiency of the proof of correct encoding. The resulting DMCFE scheme
then has verifiability with overhead costs depending only on the range proof
for the ciphertext. Notably, our approach efficiently addresses the problem
of identifying malicious senders, which remained unsolved in ACORN.

1.1 Technical Overview

Combine-then-Descend Technique. We construct a new decentralized sum scheme
(DSUM) in a DDH group that has an easy DL subgroup (class group, [CL15]).
Our DSUM scheme will not compute the pair-wise shared masks for private input
by using a pseudo-random function (PRF) as in [CDSG™20]. The reason is that



using a general non-interactive zero-knowledge argument (NIZK) to prove the
correct computation of a PRF on input an exchanged key can be very expensive.
Instead, each private input will be encoded as a power of the generator f of the
easy DL subgroup and masked directly by pair-wise exchanged keys in the bigger

group as follows
ti
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Here, C; is the ciphertext of a sender &; that encrypts x; under a secret key
t; and each (T;)% is a Diffie-Hellman exchanged key with a public key T} of
another sender §;. Given public parameters (f, (7});2i), then proving that C; is
encrypted correctly with the witness (x;,t;) can be done efficiently by using a
X-protocol in an unknown-order group [GPS06, CCL*"20|. After verifying that
all ciphertexts are valid, a receiver can combine them into f2i % = [L; Ci, then
efficiently descend the sum ), 2; from the discrete logarithm of f. Unlike in
the classical DDH group, there is no restriction on the size of the sum to be de-
scended when this DSUM scheme is instantiated in a class group. Therefore, with
only a constant overhead for proving time and proof size, this DSUM scheme
allows senders to jointly compute the sum of private random shares of other
cryptographic protocols and to efficiently identify the senders who gave mal-
formed ciphertexts. However, to decentralize an MCFE scheme for inner product
as in [CDG™18], this DSUM scheme is not yet enough since for each setup of pair-
wise key exchanges, the scheme only supports one-time encryption (ODSUM). We
then show a technique to extend from one-time secure DSUM to multiple-time
secure DSUM by leveraging the encryption with labels of inner-product MCFE
scheme in [CDG™18]| itself. Note that the correct encryption of the resulting
DSUM scheme can still be efficiently proved and verified by a X-protocol.

Range-Verifiable DMCFE for Inner Product. To mitigate the effect of malicious
inputs on the inner-product evaluation, each sender is restricted to encrypt values
within a data range, which is relatively small compared to the possible range
of the plaintexts. We design a decentralized MCFE scheme where anybody can
verify the correctness of each encryption and each functional key share. Our work
will not focus on the proof schemes, but on the design of encryption scheme such
that the relations for proofs of correct generation are simplified.

We use the following building blocks: the MCFE scheme for inner product
from [CDG 18], a X-protocol, a range proof on Pedersen commitments, and the
ODSUM scheme that we presented above.

To recall, a ciphertext in the MCFE scheme [CDG'18] is computed in the
form of a Pedersen commitment with message x; and an opening smcre,;, namely
[ci] = [/ ] smcre,i + [z;] where [ug] € G? is the output of a random oracle taking
alabel £ as input, and smcre,; is a private encryption key that is chosen uniformly
from Zfﬂ and z; € Z, is the value to encrypt. For an inner-product function y, the
functional decryption key is computed as dky, = (dk := >, smcre,i - ¥i,y). This
scheme can be transformed into a decentralized MCFE by letting each sender



use DSUM to encrypt his share of functional key smcre,; - ¥:, so that dk, will be
revealed as the sum of all senders’ shares.

For the ciphertext verification (and also for the key share verification), a com-
mitment of private key smcre,; needs to be produced as ([uZﬂCFEvb] . sMCFE,i)bE[Q}

where [wg,.,] € G? is the output of a random oracle taking an initialization
label £nmcre,p as input, and published since the key generation process. The rela-
tion for a proof of correct encryption now states that a ciphertext is correct if it
encrypts a value within a data range under the committed private key. A proof
scheme for this relation is a combination of a Pedersen-commitment range proof
and a XY-protocol in the classical DDH group.

For the key share verification, on one hand we want a DSUM scheme that
supports multi-label encryption as in [CDSG™20], that is, only ciphertexts gen-
erated under the same label can be combined to decrypt the sum of encrypted
inputs. If an adversary mixes and matches ciphertexts of different labels, he re-
ceives nothing. On the other hand, the relation for a proof of correct encryption
has to be simple so that it can be proved by a X-protocol. An MCFE for inner
product (so for the sum) has the former property, while an ODSUM has the
latter. Therefore, we leverage both these schemes to achieve a label-supporting
LDSUM with efficient proofs of correctness: in the key generation process, each
sender publishes an ODSUM encryption of his private MCFE key sipsum,; as his
public key, then each input z; is encrypted by the MCFE scheme under a label
¢ and a private key s psym,;- To decrypt the sum Zl x;, a receiver first collects
all senders’ public keys to reveal dky = )", s.psum,i, which is exactly the MCFE
functional decryption key for vector 1 = (1,...,1) (the sum). Using dky, he can
continue to decrypt the sum of x; that is encrypted by the MCFE scheme. An
important point is that the proofs of correctness for each public key (ODSUM
encryption) and for each ciphertext (MCFE encryption) can still be efficiently
proved by a X-protocol.

A final point to note is that when using the LDSUM scheme to encrypt MCFE
key shares smcre,i - ¥, the functional key dk in dky = (dk := ", smcre,i - ¥ir ¥)
may not be revealed as a scalar. The reason is that LDSUM is technically a
particular case of the MCFE scheme for inner product in [CDG* 18], which can
only decrypt when the inner product is small enough by computing a discrete
logarithm. Therefore, we will use a pairing-based scheme to solve this issue.

1.2 Related Work and Comparisons

Formalization. Our definition of verifiable decentralized MCFE is a generalized
computational version of the verifiability for MIFE in [BGJS16]. The first ad-
ditional point is that the verifiability in our definition implies the validation of
encrypted inputs with respect to a class of predicates. Moreover, the decentral-
ized multi-client setting is a more general context: there is no central functional
key authority, and each sender generates ciphertexts and functional key shares
independently. While this setting is not considered in [BGJS16], our verifiability
guarantees that any malicious sender, who gave malformed ciphertexts and func-
tional key shares to make a global public verification with those of other honest



senders fail, will be identified. On the other hand, if we restrict the functional-
ity to be the sum of encrypted inputs, then we can obtain an analogous input
validation for secure aggregation as in [BGL™22]. Our protocol and ACORN pro-
tocol [BGL122| have been independently developed using completely different
approaches, which we will compare below.

Solutions for Efficient Malicious Sender Identification For all protocols that
allow multiple senders to compute a joint function on their private inputs, Mali-
cious Sender Identification is a desirable feature, but it is not obvious to obtain
within a practical efficiency. An example is that both our DMCFE scheme and
the ACORN protocols in [BGL"22] need a decentralized sum to allow senders to
generate ciphertexts that encrypt the decryption key shares of the bigger proto-
col in a decentralized manner. We both had the same problem in achieving the
input validation: it was very costly to use a general NIZK to prove and verify
the correct encryption of the initial underlying decentralized sum.

To overcome this issue, the authors in [BGL'22| proposed two protocols:
ACORN-detect and ACORN-robust. The first allows validating the aggregated
(decryption) key, which is combined from all key shares of senders. Each key
share is committed by a Pedersen commitment, and the combined key is com-
pared with the aggregation of committed key shares thanks to the homomorphic
property of the commitment. Besides requiring an interactive X-protocol be-
tween the server and each sender, a major drawback is that now a sender can
send a malicious key share to make the combined key broken without being
identified. The second protocol ACORN-robust can identify malicious senders
and remove their inputs based on the help of neighbour honest senders, and
then requires a bounded % number of malicious senders and at least 6 rounds of
interaction between each sender and the server (more rounds of interaction may
happen with a decreasing probability). In our verifiable inner-product DMCFE
scheme, we gain the efficiency by constructing and then adapting a new de-
centralized sum that is efficient to verify. The result covers all and even better
advantages of the two previous ACORN protocols: our DMCFE scheme has mali-
cious sender identification, requires no round of interaction between each sender
and a receiver, allows an unbounded number of malicious senders, and eventu-
ally allows a larger class of functionality (inner product over sum). Notably, in
our verifiable DMCFE scheme, the constant time (group exponentiations) and
the constant size (group elements) for proving each key share can even be more
efficient than those for each ciphertext, which are dominated by the costs of
Bulletproof as in ACORN.

2 Preliminaries

2.1 Groups and Assumptions

Prime Order Group. Let GGen be a prime-order group generator, a proba-
bilistic polynomial time (PPT) algorithm that on input the security parameter
1* returns a description G = (G, p, P) of an additive cyclic group G of order p



for a 2\-bit prime p, whose generator is P. For a € Z,, define [a] = aP € G as
the implicit representation of a in G.

From a random element [a] € G, it is computationally hard to compute the
value a (the discrete logarithm problem). Given [a], [b] € G and a scalar z € Zj,
one can efficiently compute [az] € G and [a + b] = [a] + [b] € G.

Definition 1 (Decisional Diffie-Hellman Assumption). The Decisional

Diffie-Hellman Assumption states that, in a prime-order group G & GGen(1*),
no PPT adversary can distinguish between the two following distributions with
non-negligible advantage:

{(a], Ir), [arDla,r & Z,)} and {([a], [1),[s)a, 7, s & 2Z,}.

Equivalently, this assumption states it is hard to distinguish, knowing [a], a ran-
dom element from the span of [a] for a = (;), from a random element in G2:

la] -7 = [ar] = () ~ ([1).

Pairing Group. Let PGGen be a pairing group generator, a PP T algorithm that
on input the security parameter 1* returns a description PG = (G, Go, Gr,p,
Py, Py, e) of asymmetric pairing groups where G1, G2, G are additive cyclic
groups of order p for a 2A-bit prime p, P, and P, are generators of G; and Go,
respectively, and e : G; X Go — Gr is an efficiently computable (non-degenerate)
bilinear group elements. For s € {1,2,T} and a € Z,, define [a]; = aPs € G,
as the implicit representation of a in G,. Given [a];, [b]2, one can efficiently
compute [ab]r using the pairing e.

Definition 2 (Symmetric eXternal Diffie-Hellman Assumption). The
Symmetric eXternal Diffie-Hellman (SXDH) Assumption states that, in a pairing

group PG & PGen(1*), the DDH assumption holds in both G, and G.

Class Group. We recall the notion of a DDH group with an easy DL sub-
group (first introduced in [CL15]), which can be instantiated from class groups
of imaginary quadratic fields and also recall the corresponding computational
assumptions.

Definition 3 (Generator for a DDH group with an easy DL subgroup
[CCL*19,CCL"20]). Let GenClassGroup be a pair of algorithms (Gen, Solve).
The Gen algorithm is a group generator which takes as inputs a security param-
eter A\ and a prime p and outputs a tuple (p, S, g, f, gp,G F, Gp) The set (G 4
s a cyclic group of odd order ps where s is an integer, p is a wu-bit prime, and
gcd(p, s) = 1. The algorithm Gen only outputs an upper bound s of s. The set
GP = {zp T e G} is the subgroup of order s ofG and F' is the subgroup of order
p of G so that G = F x GP. The algomthm Gen outputs f, gp and § = f.gp

which are respective generators of F), G? and G. Moreover, the DL problem is



easy in F, which means that the Solve algorithm is a deterministic polynomial
time algorithm that solves the discrete logarithm problem in F'.

An important feature of the GenClassGroup is that we can choose the same
prime order as in the classical DDH or the pairing groups for the easy DL sub-
group. A concrete instantiation of such a group can be found in [CCL*19].

Let g, be a random power of g, GP be a subgroup generated by g,, and G
be a subgroup generated by g := g, f. The following assumption is called Hard
subgroup membership assumption, which states that it is hard to distinguish
random elements of G? in G.

Definition 4 (HSM assumption [CCL™"20]). Let GenClassGroup = (Gen, Solve)
be a generator for DDH groups with an easy DL subgroup. Let (8, f, Gp, @,F) be
an output of Gen, g, be a random power of g,, and g := gpf. We denote by
D (resp. Dp) a distribution over the integers s.t. the distribution {g*,x <> D}
(resp. gy, <> Dp}) is at distance less than 272 from the uniform distribution
in (g) (resp. in (gp)) . Let A be an adversary for the HSM problem, its advantage
is defined as:

(3, f.p, F,GP) « Gen(1*,p), t + Dy, g, = 3,

— D,z D, b {01
AVEM(N) = e | T (0.1},
Zo 9", 721+ g, ,

V' < Ap, 3, f,0p> 9p: F, G¥, Z, Solve(-))

The HSM problem is said to be hard in G if for all probabilistic polynomial

time attacker A, AdvieM(\) is negligible.

From [CLT18, CCL*19|, one can set S := 2*72 . 5, and instantiate D, as
the uniform distribution on {0,...,S} and D as the uniform distribution on
{0, ...,pS}. We also put the Low order assumption and the Strong root assump-
tion in Appendix A, which is used to prove the soundness of our X-protocol over
the class group.

2.2 Non-interactive Zero-knowledge Proofs

Zero-knowledge Proofs. Let R be a polynomial-time decidable relation. We
call w a witness for a statement u if R(u;w) = 1. A language L associated
with R is defined as L = {u|3w : R(u;w) = 1}. A zero-knowledge proof for
L consists of a pair of algorithms (P,V) where P convinces V that a common
input v € L without revealing information about a witness w. If u ¢ L, P has
a negligible chance of convincing V to accept that v € L. In a zero-knowledge
proof of knowledge, P additionally proves that it owns a witness w as input such
that R(u;w) = 1. In this work, we focus on the non-interactive proofs where P
sends only one message m to V. On the input m, some public parameters and
its own inputs, V decides to accept or not. A formal definition, from [AGMIS,
BFMS88,FLS90], is given below.



Definition 5 (Non-interactive Zero-knowledge Argument). A NIZK ar-
gument for a language L defined by an NP relation R consists of a triple of PPT
algorithms (SetUp, Prove, Verify):

— SetUp(\): Takes as input a security parameter X, and outputs a common
reference string (CRS) o. The CRS is implicit input to other algorithms;

— Prove(u,w): Takes as input a statement u and a witness w, and outputs an
argument .

— Verify(u, w): Takes as input a statement u and an argument m, outputs either
1 accepting the argument or 0 rejecting it.

Sometimes in this paper we will call m a proof. The algorithms satisfy the fol-
lowing properties.

1. Completeness. For all u,w such that R(u;w) =1,

la + SetUp(N),
r

: Verif; =1|=1.
7 < Prove(u, w) erify(u, m) ]

2. Computational Soundness. For all PPT adversaries A, there is a negligible
function p(X\) such that

": Verify(u,m) = 1Au ¢ L| < p(N).

o + SetUp(A)
(u,m) + A(o)

3. Zero-Knowledge. There exists a PPT simulator (Si,S2) such that for all
PPT adversaries (A1, Az), there is a negligible function u(X\) such that

o < SetUp(}A),
P Ag(o,m,st) =1
Pr | (u,w,st) + A;(o) :
AR(u;w) =1
7 < Prove(u, w)
0,7T) < S1(N),
(:7) 1) Ag(o,m,st) =1
—Pr | (u,w,st) + Ay(0) : < u(X)
AR(uw) =1
7 Sy(o,u,T)

where T is a trapdoor for o and st is an internal state.

We defer the classical definitions and notations for non-interactive zero-
knowledge arguments of knowledge and range proof to Appendix A.

2.3 Decentralized Sum

The decentralized sum (DSUM) [CDSG"20] is a primitive that allows several
parties of a group to commit to values, so that only the sum of their values
can be revealed when all parties of the group have sent the shares. Another
important feature of DSUM is that there is no trusted party: each party totally
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controls the generation of its secret key. The definition of this primitive was first
introduced as a particular case of the general Dynamic Decentralized Functional
Encryption in [CDSG™20]. For the use in this work, we focus on a more relaxed
security: given all senders’ shares, a receiver cannot learn any information about
individual inputs beyond their sum.

Definition 6 (Decentralized Sum). A decentralized sum over an Abelian
group M and a set of n senders consists of four algorithms:

— SetUp(\): Takes as input the security parameter X, and outputs the public
parameters pp. The public parameters are implicit arguments to all the other
algorithms;

— KeyGen(): This is a protocol between the senders (S;)icin) that eventually
each generates its own secret key sk;. The protocol also outputs a public key
pk, which can be an implicit argument;

— Encrypt(sk;,m;): Takes as input a secret key sk; and a message m;. Parses
m; = (x;,¢) where x; € M and £ can be considered as an encryption label.
Outputs the ciphertext cty ;;

— Decrypt(e, (cte,i)iem)): Takes as input an empty key e (no private decryption
key is required) and an n-vector ciphertext (cte;)iem) under the same label
€. Returns ;e ©i € M or L.

Correctness. Given pp < SetUp()), ((ski)iem], pk) + KeyGen(), and ct;, <
Encrypt(sk;,m;) where m; = (x;,£) for all i € [n], then the probability that
Decrypt(e, (ctr,i)iem)) = D_ie[y Ti is equal to 1.

Definition 7 (IND-Security Game for DSUM). Let us consider a DSUM
scheme over a message space M and a set of n senders. No adversary A should
be able to win the following security game with a non-negligible probability against
a challenger C:

— Initialization: the challenger C runs the setup algorithm pp < SetUp(\) and
the key generation ((sk;)icin), Pk) < KeyGen() and chooses a random bit

b {0,1}. It sends (pp, pk) to the adversary A.

— Encryption queries QEncrypt(i, 2%, 21, ¢): A has unlimited and adaptive ac-
cess to a Left-or-Right encryption oracle, and receives the ciphertext cty;
generated by Encrypt(sk;, (x;,€)). Any further query for the same pair (¢,%)
will later be ignored.

— Corruption queries QCorrupt(i): A can make an unlimited number of adap-
tive corruption queries on input index i, to get the secret key sk; of any
sender i of its choice.

— Finalize: A provides its guess b’ on the bit b, and this procedure outputs the
result B of the security game, according to the analysis given below.

The output 5 of the game depends on some conditions, where CS is the set of
corrupted senders (the set of indexes i input to QCorrupt during the whole game),
and HS is the set of honest (non-corrupted) senders. We set the output to 8 < b,

unless one of the three cases below is true, in which case we set (3 & {0,1}:
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1. some QEncrypt(z 20, x} 0)-query has been asked for an index i € CS with
0 # l',L )

2. for some label £, an encryption-query QEncrypt(i,z?,z} ¢) has been asked
for some i € HS, but encryption-queries QEncrypt(j,xJ,xj,K) have not all
been asked for all j € HS;

3. for some label ¢, there exists a pair of vectors (2° = (29);, ! = (2});) such
that >, a9 # >, xl, when

— 29 =z} foralleCS
— QEncrypt(z 29, 2} 0)-queries have been asked for alli € HS.

We say this DSUM is IND-secure if for any adversary A,
Adviggum(A) = |P[3 = 1]b = 1] — P[8 = 1|b = 0]|
s negligible.

Weaker Notions. For some weaker variants of indistinguishability, some queries
can only be sent before the initialization phase:

— Selective Security (sel — IND): the encryption queries (QEncrypt) are sent
before the initialization;

— Static Security (sta — IND): the corruption queries (QCorrupt) are sent before
the initialization.

3 ODSUM from Combine-then-Descend Technique

3.1 Motivation

In a high level overview, we want to develop a concrete DSUM scheme such that
no adversary playing on behalf of some senders can make the decryption with
other honest senders’ encryptions fail, for example by behaving maliciously in
the KeyGen process or sending maliciously generated encryptions.

A straight approach is letting each sender use a general NIZK to prove the
correctness of his encryptions and send the proofs with them. However, this ap-
proach may bring a heavy computational overhead for the encryption time. For
example, given a simplified instantiation (without the All-or-Nothing Encapsu-
lation layer) of DSUM scheme from the construction in [CDSG'20], to encrypt
a message x; € Z, under a label £ € {0,1}*, a sender S; computes a ciphertext

c“_xquZPRF ZPRF ) € .

i<j i>7

where PRF is a pseudorandom function, and each (7})" is a pair-wise exchanged
key in a DDH group G with a public key 7 and a secret key ¢;. The complex part
to be implemented for NIZK is the computation of the pseudorandom function
on input a pair-wise exchanged key and an encryption label.
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Our expected DSUM scheme will remove the use of PRF in the above man-
ner. Instead, the input is encoded as a power of a (sub)-group generator f and
is directly masked by group multiplications with the pair-wise exchanged keys.
This helps greatly simplify the relation of correct encryption so that each ci-
phertext can be proved and verified by using a X-protocol only. As the compu-
tational costs and communication cost of such a X-protocol is constant, then the
overhead is optimally minimized. After combining all valid encryptions by mul-
tiplying them together, the pair-wise masks vanish, and we want the receiver
to efficiently descend the sum from the exponent of f. We refer to this tech-
nique as the combine-then-descend technique. The DDH groups with an easy DL
subgroup [CL15], which are instantiated in class groups of imaginary quadratic
fields, is an extremely suitable environment to construct our DSUM scheme with
those desired properties. Moreover, unlike the composite modulus for plaintext
in Paillier encryption, we can choose a prime for the order of f before creating a
class group, which makes the sum computed by the DSUM scheme automatically
compatible with other applications in classical DDH or pairing groups.

3.2 Class Group-Based One-time Decentralized Sum (ODSUM)
We construct a DSUM scheme from the combine-then-descend technique:

— SetUp(A): It generates a DDH group with an easy DL subgroup (3, £, ,, G, F)
GenClassGroup(1*, p). It samples a t <= D, and sets g, = ¢5*. The public
parameters are pp = (8, f, Ip, Gp» é, F,p), which is an implicit input to other
algorithms.

— KeyGen(): Each sender generates a secret key sk; = t; <= D, and publishes
T; = g} The public key is defined as pk = (T5);c[n]-

— Encrypt(z;, pk, sk;): The encryption is supposed to be done one time for one
message in the protocol, so there is no label. It generates a ciphertext

C;= f%- HTj'HT{l

i<j i>]

ti

— Decrypt(e, (Ci)icpn)) + No decryption key is required (empty key €). It com-
putes M = [];¢(,; Ci and outputs a < Solve(M) € Z;, or L.

Correctness. Given pp + SetUp()), ((sk;)q, pk) < KeyGen(), and the ciphertexts
C; + Encrypt(z;, pk,sk;) for ¢ € [n], we have

M= Hci: H e HTj-HT;l

t;

i€[n] i€[n] i<j 1>]
) o titi—) ottt )
_ fzie[n] T | H gg:rKJ gti E'L>] gti fzzie[n] 117
1€[n]

3 This step can be done in a decentralized manner, with up to Nsetup — 1 malicious
parties out of nsewp as in the interactive setup for the CL scheme in [CCL*20].
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and Solve(M) = 3, () @i-

An important advantage of this scheme is that a proof of correct encryption
can be generated by using a X-protocol in an unknown-order group [GPS06],
which has a soundness based on the Strong Root Assumption and the -Low
Order Assumption in class groups [CCLT20]. Moreover, thanks to the easy DL
subgroup generated by f, there is no restriction on the size of the sum to be
aggregated. If the above scheme is in a classical DDH, a range proof for each
encrypted input is required and thus the computational overhead and the proof
size can not be constant anymore.

On the other hand, we call the above scheme as one-time decentralized sum
(ODSUM), as it only supports one-time secure encryption. Therefore, each sender
is supposed to encrypt a message once only. Without this restriction, an adver-
sary can mix and match between (possibly) multiple ciphertexts of the same
sender with other senders’ ciphertexts in decryption to extract information re-
lated to the mixed-and-matched encrypted inputs. Later, we will provide a tech-
nique to extend from one-time security to multiple-time security and show that
the extended DSUM scheme is applicable to be used in verifiable decentralized
MCFE for inner product.

One-time Security Model. The DSUM scheme described in Section 3.2 is one-
time secure, therefore the security model is as defined in Definition 7, except for
the encryption oracle:

— Encryption queries QEncrypt(i, 2°, 21): A has unlimited and adaptive access
to a Left-or-Right encryption oracle, and receives the ciphertext ct; generated
by Encrypt(sk;, z;) (no label £). Any further query for the same sender 7 will
later be ignored.

Theorem 8. The One-time Decentralized Sum scheme described in Section 5.2
is IND-secure under the HSM assumption, as in the one-time security model
above. More precisely, we have

Advgbsum(t, qe) < 2n(n — 1) - (Advpsm(t) + 272
where

- AdviongSUM(t, qg) is the best advantage of any PPT adversary running in time
t with qg encryption queries against the IND-security game of the ODSUM
scheme;

— Advysm(t) is best advantage of any PPT adversary running in time t to
distinguish a HSM instance.

— qg < n according to the security model of ODSUM.

Proof. We may note that to have a non-negligible advantage of winning the game,
the adversary has to let at least two clients be non-corrupted (honest) such that
each of them has two different messages (2%, 2!) for encryption queries. We call
such clients as explicitly honest clients. Indeed,
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— if there is no explicitly honest client: unless the game output 3 is randomized
by the condition (a), the adversary has only access to the QEncrypt for any
client index i of the same message ¥ = z? = z!, which implies that the
adversary has no information about b;

— if there is only one such honest client: we denote by (i,2?, z}) with 20 # x}
be the only honest query of two different messages to QEncrypt, then the

game output f is randomized by the condition (b).

From above, we consider all PPT adversaries that let at least two clients
be explicitly honest. We proceed by using a hybrid argument. Let A be a PPT
adversary running in time ¢. For any game G, we write Advg the advantage of
A in the game G. Note that Gg is the security game defined in the one-time
security model, whereas Advg, = 0, since the adversary’s view in G; does not

depend on the random bit b & {0,1}.

Game G: this game is as Gy, except the challenger guesses the number of
explicitly honest clients. The challenger samples & [2, n]. If eventually the

number of explicitly honest clients is not x, the game output is & {0,1}.
We have that Advg; = Asvfclo. For all ¢t € [2,k], we define the following
games.

Game Gg,: this game is as G, except that for the first explicitly honest client
id; € [n], QEncrypt(idy, =y , iy ) uses

Cidl _ fzidl_. H (Tj)tidl . H (Tj)_ti‘h,

idy <j id; >j

where u; & Zy for all j € [t]. For the p’th explicitly honest client id, with
1<p<t, QEncrypt(idp,x%p,mi{jp) uses

b
Ca, = fm'dp-‘ H ()" - H (T;) e
id,<j id,>j
The changes from Gg are highlighted in gray. From Gg to Gg 5, we construct
a sub-transition with a similar strategy as in the IND-security proof for the
CL encryption scheme [CLT18]:

— Game Ggub: this game is as G, except that the challenger guesses the
second explicitly honest client, denoted by ids. If the guess is incorrect,
the challenger aborts and returns a random bit. This incurs a security
loss of n.

— Game G! ;: this game is as G, except that the challenger creates
secret keys (t;);ie[n) from a distribution D instead of D, so that (¢;)ic[n)
are close to be uniform over the order of G (the subgroup generated by
gpf). For the pairwise-shared mask Kiq, ; := (Tl,)" = (T};)" with i #
ids that appears in the encryption queries for idy and i respectively, the
challenger will now compute Ki4, ; = (Tl4,)". These two modifications
does not change the adversary’s view, so the simulation remains perfect.
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tido,

Y ., the challenger creates Tlg, = f“g;

— Game G2 ;: by guessing as in GY,;,
with u ﬁ Zy, and tig, <= Dyp. In other words, Tiq, is close to be uniform
over G. It computes Kiq, ; with 7 # id2 as in the previous game, so we
have

X . tids ti
Kida g, = (Tig,)"r = f gy ™.
The gap between G? , and G2, is

AdVGo s AdVGg b S AdVHSM(t).

As p is a 2\-bit prime, the probability that « = 0 mod p is a negligi-
ble 272*. On the other hand, tid, is close to be uniform over the order
ng = psp of G with ged(p, s,) = 1. Therefore the value (tiq, mod p) ap-
pearing in the exponent of f and the value (tiq, mod s,) appearing in the
exponent of g, are independent (more details in Lemma 1, [CCLT19]).
Unless u =0 mod p, the value (utiq, mod p) is then uniformly random
over modulus p, even when an unbounded adversary can extract (tq,
mod Sp) from Tidl and (Ki,idl)z';éid1~
— Game G? ;: this game is as G2 ;, except that K4, 4, is computed as

) tid, i X
Kid, id, = fratution g 2t — fhz(Ty Yia

where fi9 ﬁ Zy. Unless u = 0 mod p, the distributions {utig, mod p :

$ . 3 $ .
tia, < Zp} in G2, and {us + uti, : po < Zp, tia, < Zp} in G2, are
the same, so we have

Advg:  — Advgs ’ <272\,

By switching Tig4, = f”gf,id2 back to Tig, = g,t;d2 and lifting the requirement
that the challenger has to guess ids, we obtain the game Gg 5. Formally, we
have

‘AdvGa - AdvGaJ < 2n - (Advusm(t) +272Y).

The transition from Gg, ; to G, for ¢t € [3,] is similar: the challenger
has to guesses the t-th explicitly honest client. If the guess is unsuccessful,
the challenger aborts and returns a random bit. As before, this incurs a
security loss of n. We then use a similar game-based sub-transition as above.
Eventually, we obtain

Advg: — Advg: | <2(n—1)n- (Advhsm(t) +272).
Game Gj ,: For all i € [n], we put A; = 29 — z0. This game is as G{,  except
that uy is replaced by u; + Ay, for all ¢ € [2, k]. As u; is sampled uniformly,
then the transition from Gg, to G7; remains perfect.
On the other hand, by the condition (b) in the security game, we know

that Zte[n] xi%t = Ete[ﬁ] a?ildt, this implies that x%l = xibdl — Zje{Q,t} Ay, .
Therefore, we have
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fz%1*2j5[2,5](“j+Aidt) — fmi%l*z:je[z,n] Uj

and o +(up+Aia,) 20 +u
f< idp [ idp) — f idp TWp

for 1 < p < k. In other words, this game is as G, except that xibdp is

replaced by x%p for all p € [k]. We transition gradually from G}, to G} as

a switch back from Gy . to G when z¥, is replaced by z for all p € [x].
> P P

Hence, all the answers to encryption queries in G} are encryptions of 2°,

which is independent of b. In the game Gq, we finally lift the requirement

that the challenger has to guess the number of explicitly honest clients .
In conclusion, we have

Advg, < 2n(n — 1)2 . (AdVHSM(t> + 2_2>\).

4 Verifiable Decentralized MCFE

We denote by F a class of n-ary functions from M™ to X. We also denote by
P C {0,1}* a class of polynomially-time-decidable predicates for message to
encrypt and by Pf C {0,1}* a class of polynomially-time-decidable predicates
for function in a functional decryption key.

Definition 9 (Verifiable Decentralized Multi-Client Functional Encryp-
tion). A wverifiable decentralized multi-client functional encryption on M over
(F,P™ P, and a set of n senders (S;); consists of eight algorithms :

— SetUp(\): Takes as input the security parameter X. Outputs the public pa-
rameters pp. Those parameters are implicit arguments to all the other algo-
rithms.

— KeyGen(): This is a protocol between the senders (S;); that eventually each
generates its own secret key sk;, its private encryption key ek;. The protocol
also outputs a verification key for ciphertexts vkcr, a verification key for
functional keys vkpk, a public key pk. Similar to pp, pk can be an implicit
argument.

— Encrypt(ek;, z;, ¢, P?): Takes as input an encryption key ek;, a value x; to
encrypt, a label £ and a predicate P} € P™. Outputs the ciphertext Cy ;.

— DKeyGenShare(sk;, 5, P*): Takes as input a user secret key sk;, a function
label Uy for f € F, and a predicate Pt € PE. Outputs a functional decryption
key share dkg ;.

— VerifyDK((dky,;)ic[n]> VkDk, PE): Takes as input functional decryption key shares
(dky,i)icn), @ verification key vkpk and a predicate Pt ¢ PE. OQutputs 1 for
accepting or 0 with a set of malicious senders MSax # 0 for rejecting.

— VerifyCT(Cy, vkeT, (P})icn)): Takes as input an n-vector ciphertext Cy =
(Cr,i)ien), a verification key vkcr, and message predicates (P});cm) € (P™)".
Outputs 1 for accepting or 0 with a set of malicious senders MS¢ # () for
rejecting.
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— DKeyComb((dky.i)icn), £r): Takes as input the functional decryption key shares

(dkyi)ien), @ function label Ly, and outputs the functional decryption key

dky.

— Decrypt(dky, Cy): Takes as input a functional decryption key dky, an n-
vector ciphertext Cy := (Cy;)iem). Outputs f(x) or L.

Correctness. Given any set of message predicates (P’;‘)ie[n] € (P™™ and any

function predicate Pt € PE: for all functions f € F such that PX(f) =1, and all
sets of values (1, ...,xn) € M™ such that P*x;) = 1 for all i € [n], and

pp < SetUp(A)

((Ski, eki)ie[n], VkCT, VkDK7 pk) — KeyGen()
Cy,i < Encrypt(ek;, z;, ¢, P})Vi € [n]

dky,; < DKeyGenShare(sk;, (5, P*)Vi € [n]

then

VerifyDK((dkyi)icns ko, PT) = 1
VerifyCT (Cy, vkeT, (P})ign)) =1
Decrypt(dks, C¢) = f(21, ..., Zn)

with probability 1.

Verifiability with Malicious Sender Identification. For all PPT adversaries A,

verif

the advantage Adwpucre(A) in the following game is negligible in A.

— Initialization: Challenger initializes by choosing classes of predicates P™, P*
and running pp < SetUp(\). It sends (pp, P™, P%) to A.

— Key generation queries QKeyGen(): For only one time in the game, A can
play on behalf of corrupted senders and call other non-corrupted senders to
join a key generation protocol and together compute (vkcr, vkpk, pk).

— Corruption queries QCorrupt(i): A can make an unlimited number of adap-
tive corruption queries on input an index i, to play on behalf of sender S;
in the protocol. If i was queried after QKeyGen, then A additionally receives
(ski, ekq, vkeT, vkpk) and cannot play on behalf of S; in the key generation
process anymore.

— Encryption queries QEncrypt(i, £, P*): A has unlimited and adaptive access
to call an honest (non-corrupted) sender S; to provide a correct encryption
Cy; = Encrypt(ek;, z;, ¢, P?) for some z; such that P*(x;) = 1. A can only
choose any message predicate P} € P*, otherwise the query is ignored.

— Functional key share queries QDKeyGen(i, f, P%): A has unlimited and adap-
tive access to call an honest (non-corrupted) sender S; to provide a correct
functional key share dky; = DKeyGenShare(sk;, f,PT). A can only choose
any message predicate P* € P* and then a function f such that PX(f) =1,
otherwise the query is ignored.
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— Finalize: let MS 4 be the set of corrupted senders, then A has to output ver-
ification keys (vkcr,vkpk) and public key pk from KeyGen(), message predi-
cates (PT);cn) € (P™)", a function predicate P* € P*, a label £, malicious ci-
phertexts (Cyi)iems.y, and malicious functional key shares (dky; ;)jiems 4
for a polynomially number of functions f; such that P*(f;) = 1. The ci-
phertests of honest senders (Cyi)igms, and their functional key shares
(dky; i)jigmsa are automatically completed by using the oracles QEncrypt
and QDKeyGen.

— A wins the game if one of the following cases happens:

o If VerifyCT(Cy,vker, (P})icm)) = 1 and, for all function queries f;,
VerifyDK((dky, i )icn), Vkok, P*) = 1: there does not exist a tuple of mes-
sages (x;);c[n) such that, for all i € [n], P}(x;) = 1, and

7

Decrypt(dky,, Cr) = fj(1,...,25)

with dky, = DKeyComb((dky; i)ic[n]; f5) for all functions f;.

o If VerifyCT(Cy,vkc, (PF)icin)) = 0 or VerifyDK((dky, )ic(n], Vkok, P*) =
0 for some f;: the union MS = MSUMSqy contains an honest sender
Si, in other words i € MS but i ¢ MS 4.

In our definition of verifiable decentralized MCFE, each functional key share
dky ; is assumed to contain the description of its corresponding function f, and
then a receiver can easily detect if PT(f) # 1 in VerifyDK and reject the key
share. Therefore, the condition that P*(f;) = 1 in the finalization phase of the
verifiability game makes sense. The first winning condition is determined sta-
tistically: the validity of ciphertext verification and functional key verification
guarantees that an adversary could not produce (maliciously generated) cipher-
texts (Cr,i)ien],iems. and functional key shares (dky, ;)icas 4, such that there
exists no tuple of inputs (x1,..,2,) that satisfy all message predicates and are
consistent in the decryption to f;(z1,...,zy) for all f;. The second winning case
guarantees that if any verification fails, then there is a negligible chance that an
honest sender is accused.

Our definition of verifiability for decentralized MCFE, in particular the first
winning condition, is partially inspired by the definition of verifiability for MIFE
in [BGJS16]. The intuition of verifiability in [BGJS16] guarantees that no matter
how the setup is done, for (possibly maliciously generated) every n-vector cipher-
text C' that is valid to a publicly known verification, there must exist an n-vector
plaintext @ such that for (possibly maliciously generated) every functional de-
cryption key dky = (dk, f) that is valid to another publicly known verification,
the decryption algorithm on input (C,dks) must output f(x). By introduc-
ing predicates for messages to encrypt and a predicate for function to generate
a functional decryption key, our definition additionally validates the content
of messages within ciphertexts and the content of functions within functional
decryption keys. Furthermore, we formalize the property of malicious sender
identification in a general context where multiple independent clients join the
protocol.
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To be more detailed, using our syntax for the verifiability game, the definition
of verifiable MIFE in [BGJS16] differs in the following points:

— Functional encryption. Multi-input setting is considered instead of multi-
client setting, i.e. in MIFE, there is no restriction that only ciphertexts under
the same label ¢ can decrypt.

— Message and function predicates. In verifiable MIFE, it is fixed from
the initialization that P*(z) = 1 iff x € M for all i € [n] and P*(f) = 1 iff
ferF.

— Malicious Sender Identification: In verifiable MIFE, each ciphertext is
verified separately, and the functional decryption keys dk¢ to be verified are
given by a central key authority.

— Adversary assumption. In verifiable MIFE, the verifiability game is de-
fined for any adversary that has unlimited computing power and this adver-
sary is allowed to choose pp. The advantage of such adversary in the game
is 0 (verifiability with no trusted party and perfect soundness).

Our verifiability requires computational soundness and the adversary is not al-
lowed to create all the setup parameters (pp must be chosen by the challenger).
This relaxation might help us to obtain verifiable MCFE schemes with prac-
tical efficiency and it might be reasonable in practice to have minimal public
parameters that only consist of computational assumptions and random oracle.

If we restrict the functionality of verifiable decentralized MCFE to be the
sum of encrypted inputs, then we can obtain a protocol with the same feature as
the validation for secure aggregation with input validation in [BGLT22|. In their
ACORN protocols, each encrypted input is guaranteed to satisfy pre-defined
predicates.

Indistinguishability Security. In addition to verifiability, privacy is still an es-
sential security goal: it is derived from the indistinguishability security notion of
decentralized MCFE [CDG 18] as follows.

Definition 10 (IND-Security Game for Verifiable DMCFE). Let us con-
sider a Verifiable DMCFE scheme over a set of n senders, a class function pred-
icates PY, and a class of message predicates P®. No adversary A should be able
to win the following security game with a non-negligible probability against a
challenger C:

— Initialization: the challenger C runs the setup algorithm pp < SetUp(X) and
the key generation ((ski,eki)ie[n],kaT,kaK, pk) + KeyGen() and chooses a

random bit b < {0,1}. It sends (vkcT, vkpk, pk) to the adversary A.

— Encryption queries QEncrypt(i,z°, 21, ¢, P*): A has unlimited and adaptive
access to a Left-or-Right encryption oracle. If P* € P™ and P?(z?) = P?(x}) =
1, then A receives the ciphertest Cy; generated by Encrypt(ek;, 2%, ¢, P®). Oth-
erwise, the query is ignored. We note that any further query for the same
pair (£,4) will later be ignored.
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— Functional decryption key queries QDKeyGen(i, f, P%): A has unlimited and
adaptive access to the senders running DKeyGenShare(sk;, £¢, P*) algorithm
for any input function f of its choice. If PX € Pt and PE(f) = 1, it is
given back the functional decryption key share dky ;. Otherwise, the query is
tgnored.

— Corruption queries QCorrupt(i): A can make an unlimited number of adap-
tive corruption queries on input index i, to get the secret and encryption keys
(ski,ek;) of any sender i of its choice.

— Finalize: A provides its guess b’ on the bit b, and this procedure outputs the
result 8 of the security game, according to the analysis given below.

The output B of the game depends on some conditions, where CS is the set
of corrupted senders (the set of indexes i input to QCorrupt during the whole
game), and HS is the set of honest (non-corrupted) senders. We set the output
to B <+ b, unless one of the three cases below is true, in which case we set

8 <& 0,1}

1. some QEncrypt(z 29,2} 0)-query has been asked for an index i € CS with
20 £ zl;

2. for some label £, an encryption-query QEncrypt(i,z,x},¢) has been asked
for some i € HS, but encryption-queries QEncrypt(j,xJ,le,ﬁ) have not all
been asked for all j € HS;

8. for some label £ and for some function f asked to QDKeyGen, there exists a
pair of vectors (20 = (29);, 2! = (x1);) such that f(z°) # f(x'), when

— 2Y =z} forallzéCS
- QEncrypt(z 29, x}, 0)-queries have been asked for all i € HS.

We say this verifiable DMCFE is IND-secure with respect to P* and P™ if for
any adversary A,

Adwimcre(A) = [P[B = 1]b = 1] — P[8 = 1]b = 0]|
s negligible.

We define sel — IND (selective) and sta — IND (static) security for verifiable
DMCFE as for DSUM.

5 A Range-Verifiable DMCFE for Inner Product

5.1 Ciphertext Verification

For each encryption label ¢, the ciphertext of the MCFE scheme in [CDGV18] is
[ci] = [u] ]-8i+[zi] where [u,] € G is the output of a random oracle taking label ¢
as input, and s; is a private encryption key that is chosen uniformly from Zf,, and
x; € Ly is the value to encrypt. The ciphertext is in the form of a Pedersen com-
mitment, where x; is the committed value and s; is a two-dimensional opening.
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There is a number of efficient range proof schemes [BBB*18, CKLR21,CGKR22]
for the committed value in the Pedersen commitment:

Reange([c], [, 758,2) =1 = [c] = [u']-s+[z]Axel,r]

The functional key for an inner product with y in the MCFE scheme is
dky = (dk := >0y, - s € Zg,y). To avoid encryption under a false en-
cryption key that is not consistent with the share s;y; (and vice versa), our
scheme will require each sender to publish a commitment of his private encryp-
tion key as comex = ([uZMCFE‘b] - 8i)pefz) € G? during the key generation process,
where ([w; __ ])pecp) are generated by a random oracle taking initialization la-
bels (KMCFE,b)l;G[Q] as input. This commitment is perfectly binding, which later
makes proofs for ciphertexts and functional keys become proofs of membership.
By using the soundness of these proofs, we can avoid a large security loss from
multiple rewinding-based extractions [PS96,SG98| when proving the verifiability
of our inner-product decentralized MCFE scheme.

Now each sender is required to provide a proof for the relation Rencrypt:

= [u") s+ 2]
REncrypt([C]vcomekvlaT; va) =1« N € [Z,T’]
A comek = ([tg,cpe , Dbep2)

The above relation defines a non-trivial language Lencrypt & G?3 for ([c], comek)-
On the other hand, a X-protocol (see Appendix B.1), denoted by NIZKyey, can
be used to prove the relation Ryey:

[ =[u'] s+]z]

R c|l,come; s, z) =1 >
key([ ] ek ) {/\ CoMek = ([UZMCFH] . Si)be[Q]

One can combine a Y-protocol and a range proof scheme to obtain a NIZK for
the relation Rencrypt by the Lemma 21.

5.2 Functional Key Share Verification

The MCFE scheme in [CDG™18] can be transformed into a decentralized MCFE
by allowing each sender to use a DSUM scheme [CDSG™20] to encrypt his share
of functional key smcre; - ¥i, so that dk, will be revealed as the sum of all
senders’ shares. A requirement is that the DSUM scheme must support multi-
label encryption, that is, only ciphertexts under the same label can be combined
to decrypt the sum of encrypted inputs. For the context of decentralized MCFE,
by controlling the (inner-product function) label in the decryption, an adversary
cannot mixes shares of different functional keys of a sender and matches them
with other senders’ in the DSUM decryption to obtain valid functional keys of
unagreed functions. As shown in Section 3.2, the ODSUM scheme does not have
this property, since we removed the pseudo-random function in the encryption
to obtain efficiency for the proof of correct encryption.
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From ODSUM to Label-Supporting DSUM. To solve the problem that ODSUM
does not support multi-label encryption, we leverage again the inner-product
MCFE scheme in [CDG™18] that has this property. We now give a brief con-
struction for a DSUM scheme that both supports label-dependent encryption
and preserves the efficiency for the proof of correct encryption. We call this
scheme LDSUM to differentiate with ODSUM and other DSUM schemes.

— Key Generation: Each client i generates its own secret key skmcreg,; for the
MCFE scheme. He joins the key generation of ODSUM with other senders
to obtain a secret key skopsum,; and public key ODSUM.pk in a decentral-
ized manner. His secret key is now (skmcre,i, Skopsum,i). He uses ODSUM
to encrypt skmcre,; under the keys (skopsum,i, ODSUM.pk). The resulting
ciphertext, denoted by pk;, is public.

— Encryption: Each sender S; uses the MCFE scheme to encrypt his message
x; under the key skmcre; and a label ¢. The resulting ciphertext is denoted
by Ci-

— Decryption: The receiver first collects all pk; and uses ODSUM to decrypt
dk. Then he collects all MCFE ciphertexts c; ; under the same label and uses
the MCFE scheme to decrypt ), z; with the key dk.

The correctness of the above scheme comes from the fact that an MCFE func-
tional key for sum, which is presented by vector 1 = (1,...,1), is the sum
of all senders’” MCFE secret keys. We have dk = ODSUM.Decrypt((pk;);) =
> skmcre,i- Therefore, the correctness is implied by the correctness of ODSUM
and MCFE.

A formal description of the protocol and its security analysis can be found in
Appendix B.3. It is also more convenient to leave the relation for proof of correct
generation and the corresponding X-protocol in the description of the verifiable
inner-product DMCFE scheme.

5.3 Description of Range-Verifiable Inner-Product DMCFE Scheme

Let n be the number of senders. The message predicate P"(z) = 1 <> z €
[0,2"™ — 1] and the function predicate P*(y) = 1 <= y; € [0,2™ —1] for all i € [n]
are parameterized by a polynomially bounded m.

— SetUp(\):
1. Tt generates a pairing group PG := (G, Ga,Gr,p) & PGGen(1?), and
Hy, a full-domain hash function onto G7 for b € [2].
2. It generates an initialization label £pmcre € ({0,1}%)2.
It generates the setup of LDSUM in Go: LDSUM.pp = LDSUM.SetUp (A, G3).
4. The public parameters pp consist of (PG, (Hs)se|2), LDSUM.pp, £omcre)
and are implicit arguments to all other algorithms.
— KeyGen():
1. Each sender joins LDSUM.KeyGen() to obtain (LDSUM.sk;, LDSUM.pk).

e
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$ .
2. Each sender generates spmcre,; < ZIQ, and commits Spmcre,; as

compwmcre,i = ([Vbmcre s - SoMCFE.i]1 )bef;

where ['UDMCFE,b]l = IHl(gDMCFE,b) for b e [2]

3. For each sender, the encryption key is ek; = spmcre,; and the secret key
is Ski = (SDMCFE,ia LDSUMSkl)

4. The verification key for ciphertexts is vkct = (compmcre,i)ic[n], While
for functional keys it is vkpk = (LDSUM.pk, (compmcre,i)ic[n])-

5. The public key is pk = LDSUM.pk.

Encrypt(ek;, z;, £, m):

1. It parses ek; = spmcre.; and computes [cy;]1 = [u, Spmcre,i +¥i]1 Where
[we]r = Ha(£).

2. It re-computes compmcre,; and a proof Tenerypt,i for the relation Rencrypt
on input (¢, [c;,;]1, compmcre,i, M T3, €k;).

3. It outputs the ciphertext Cy; = (¢, [ce,i]1, TEncrypt,i)-

DKeyGenShare(sk;, £y, m, pk):

1. It parses Skz‘ = (SDMCFE,'L" |_DSU|\/|S|(1)7 éy = (gy,b)be[Q] and pk = LDSUMpk

2. It computes dk; = (LDSUM.Encrypt(LDSUM.sk;, SpmcFE,i,b* ¥is Cy,b) Jbe[2]-

3. It re-computes compmcre,; and a proof TpkeyGenShare,i for the relation
7aDKeyGenShare on input (LDSUMpk, COMDMCFE, i, dkza €y§ Skl)

4. It outputs the functional key share dk; o, = (dk;, £y, TDKeyGenShare,i)-

VerifyCT((C’g}i)ie [n]> VkCT, m):

1. Tt parses Cy; = (£, [cr,i]1; TEncrypt,i) for i € [n], and vker = (compmcre,i)icin)-

2. For i € [n]: it verifies the proof mencrypt,; for the relation Rencrypt 01 input
(€, [ce,i]1, compmcre,i, M).

3. It outputs 1 for accepting if Tencrypt,i is valid for all ¢ € [n], otherwise
outputs 0 with the set MS = {4 : Tencrypt,i is not valid} for rejecting.

VerifyDK((dki,y)ie[n], VkDK):

1. It parses the keys dk; 4 = (dk;, £y, TDKeyGenShare,i) and vkpk = (LDSUM.pk,
(COMDMCFE,i)icin])-

2. From the function label ¢,, it verifies that y; € [0,2™ — 1] for ¢ € [n]. It
stops and outputs 0 if y is not valid.

3. Fori € [n]: it verifies TpkeyGenShare,i for the relation RpkeyGenshare O input
(LDSUM.pk7 COMDMCFE, i, dki, Ey)

4. It outputs 1 for accepting if mpkeyGenshare,i 1S valid for all ¢ € [n], oth-
erwise outputs 0 with the set MS = {i : TpKkeyGensShare,; is not valid} for
rejecting.

— DKeyComb((dk; 4 )ic[n], £y, PK):

1. It parses the keys dk; , = (dk;, £y, TDKeyGenShare,i) and pk = LDSUM.pk.

2. It outputs [dky]> = (LDSUM.Decrypt((dk;,s)iefn]s £y, LDSUM.pK))per2) €
G3. In the LDSUM decryption, it is hard to obtain dk,, € Z2 from [dky]s,
since dk, is random over Zg. Therefore, we stop the LDSUM decryption
once obtaining [dky]o.

= Decrypt(Cy, [dkyla): Tt gets [o]r = 3;cp, ellenilr: [wil2) — e([uelf, [dky]2),

and eventually solves the discrete logarithm in basis [1]7 to return a.
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The relation Rencrypt that guarantees a correct encryption of a valid input z;
under a committed encryption key spmcre,; is defined as in Section 5.1. We can
use NIZKEncrypt that is constructed in Lemma 21 to prove this relation. Since the
LDSUM scheme uses the ODSUM as a sub-protocol (see Appendix B.3) in its key
generation, we express all the terms LDSUM.pk, LDSUM .sk; explicitly as follows

— LDSUM.pk = ((Tobsum,:)ic[n], (dkLosum,i)ic(n)) € GZ*™ x G™;
— LDSUM.sk; = (SLpsum,s; topsum,i) € Zz% x Z2.

The relation RpkeyGenshare is defined in Figure 1 and proved by NIZKpkeyGenShare
in Figure 3. To see if the above scheme is compatible with the definition of

7zDKeyGenShare

Parameters: i, {y, {pmcre
Statement: (Topsum,;)je[n]> dKLDSUM,:, COMDMCFE, s, dki
Witness: spmcre,i, SLDSUM,i; toDsuMm,i

Relation:
1. Topsum.; = (gtoPsum.i1 gtopsum,i2)
2. dkipsum,i = (f*osMib (T T, Topsum,jb - [ Lis To_DlsLJM’],’b)tODSUM,i,b)be[z]
3. COMDMCFE,; = ([’U—DFMCFE,{, - SDMCFE, i)1)be[2] With [vomcreb]1 = H1(Lomcreb)
4. dk; = ([u], , sLosum,i + SDMCFE.ib - Yil2)belz) With [ue, ,]o = Ha(ly)

Fig. 1. The relation defines the correct generation of each functional key share

verifiable DMCFE in Section 4, we have the following theorem.

Theorem 11. The decentralized MCFE for inner product scheme described in
Section 5.3 has correctness and verifiability for range predicates in the random
oracle, as in Definition 9. More precisely,

Adv\l’;l\r/ilfCFE (t’ qc’ qF) S QC ' maX{Advi\?/dZKEnc,ypt (t)7 QF : Adv?\?/‘:IZKDKeyGenSha,e (t)}

where

— Adv‘S&EFE(LqC,qF) is the best advantage of any PPT adversary running
in time t against the verifiability game in Definition 9 with qc corruption
queries and qr functions for the finalization phase;

— Adv?{,‘,dZKEmypt (t) is the best advantage of any PPT adversary running in time
t against the soundness of NIZKgncrypt-

— Adv?{,‘,dZKDKeyGenShare(t) is the best advantage of any PPT adversary running in
time t against the soundness of NIZKpkeyGenshare-

Proof. We start with the correctness and then with the range-verifiability.
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Correctness. Given a range predicate for input and for inner product function
[0,2™ — 1], a vector y such that y; € [0,2™ — 1], an n-vector plaintext & such
that z; € [0,2™ — 1]. We consider the following case

pp + SetUp(A)

((Ski, eki)ie[n] s VkCT, VkDK7 pk) — KeyGen()
Cp,i < Encrypt(ek;, z;, ¢, m)Vi € [n]

dk;,4 < DKeyGenShare(sk;, £, m)Vi € [n]

Parse Cf,i = (Ea [cf,i]177TEncrypt,i) and dkz,y = (dkivgya’/TDKeyGenShare,i); by the
completeness of NIZKgncrypt and NIZKpkeyGenshare respectively, we have that all
TEncrypt,i ad TDKeyGenShare,i are respectively valid. Therefore,

VerifyCT((C’M)ie[n],vkc-r, m) = VerifyDK((dki7y)ie[n],kaK) =1.

For the decryption, we parse dk; 4 = (dk;, £y, TDKeyGenShare,i) annd pk = LDSUM.pk.
By the correctness of LDSUM (Appendix B.3) and the fact that LDSUM stops
and outputs [dky ]2 before computing the discrete logarithm, we have

[dky]2 = (LDSUM.De(:l’ypt(((ﬁil(i71,)z-€[n],f%b7 LDSUMpk))bG[Q]
= ([Z SDMCFE,i,b * yi]2)be[2]-

i€[n]

Then we have [a]r equal to

> ellenil, [wil2) — e(fuel ], [dky]o)

i€[n]

= Z [(UZSDMCFE,Z' + ;) - yi}T — |u/ - (Z SDMCFE,i  ¥i) | = Z Zi - Yi
i€[n] i€[n] T i€[n] T

As the inner product Zie[n] x; - y; is small, computing « can be done efficiently.

Verifiability. We suppose that there exists a PPT adversary A that can win the
verifiability game in Definition 9 with a non-negligible probability. Without loss
of generality, the range predicate for input and inner product function can be
fixed to be [0,2™ —1].

Except using a trivial attack, A cannot win the game by making other honest
senders accused of sending invalid ciphertexts or invalid functional key shares
(the second winning condition). Indeed, to accuse an honest sender S;, A has
to broadcast some malicious share that makes the proof of correct generation
for S;’s ciphertext or for S;’s functional key share invalid. By the design of
the scheme, the only broadcast elements among senders and the receiver are
the ODSUM public keys (Topsum,;)jeln (included in LDSUM.pk), which are not
used in the relation Rencrypt. For the relation RpkeyGenshare; the condition in-
volving (TODSUM,j)je[n],j;&z‘ is the generation of dk_psum,;, which only requires
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(Topsum,;)jeln],ji to be group elements in class group G. Therefore, sending an
incorrect group-encoding Topsum,; can make the generation and then the proof
fail. However, this is a trivial attack and can be excluded, as each Topsum,; can
be efficiently verified to be in group by the public (and by the verifier in Fig-
ure 3 also) and the public will already know it is the corrupted sender S; who
broadcast a malicious share.

We now consider A that wins the game by winning the first condition. We
let (vkcT, vkpk, Pk, £, (Cri)iemsa» (dKy, i) jiems o) be the transcript that makes
A win the game. In this case we have

VerifyCT((Cg7i)i€[n],VkCT, m) = VerifyDK((dki’y)ie[n],VkDK) =1.

Suppose that the transcript output by A incidentally satisfies the relations
7zDKeyGenShare and 7?fEncrypt-

— From RpkeyGenshare, (VKcT, Vkpk, pk) is generated from KeyGen with secret
keys Ski = (SDMCFE,i, (SLDSUM,i, tODSUM,i)) and encryption keys eki = SDMCFE,i-
For each i € [n] and each inner product function y;, dk,; ; is generated from
DKeyGenShare on input (sk;, £y, pk).

— From Rencrypt; Cr,i is generated from Encrypt on input a message z; € [0,2™—
1] and an encryption key s’pmcre,; for each i € [n].

We model the hash function #; as a random oracle onto G2. Then COMDMCFE, i
is perfectly binding. From above, we have spmcre;; = $'pmcre,i- By the proved
correctness of the scheme, the decryption process with input Cy = (Cy,i)ic}n) and
[dky]o = DKeyComb((dky, i)icn]; £y, Pk) will output the inner product (x,y;)
for all vectors y;. This contradicts the first winning condition, so .4 must break
either the soundness of NIZKgncrypt or the soundness of NIZKpkeyGenshare With the
same probability of winning the game.

If A wins the game by breaking the soundness NIZKgncrype with a non-
negligible probability, an adversary B against the soundness of NIZKgncrypt can
be constructed as follows: B plays as a challenger in the game with A, after A
finalized the game, B guesses an index ¢ from the corrupted set MS 4 and out-
puts the instance (¥, [0272']1,ComDMCFE7i,7TEncrypt,m) from A’s transcript. Given
gc corrupted senders, in the case A wins the game, the probability that B
breaks the soundness of NIZKgncrypt is q%. Similarly for NIZKpkeyGenShare, given
gr inner-product functions y; to be finalized, B outputs one in n-¢r instances of
((TODSUM,i)iE[n]a dkLDSUM,i; comDMCFEvi,dki,yj) from A, which incurs a security
loss of qo - qr. To finalize, we have

AdV\I/)el\r/iIfCFE(A7 t,qc, CIF) <qgc- maX{Ade\ﬂdZKEndypt (t)7 qF - AdVSandZKDKeyGenShare (t)}

As Adv?\?,dZKEmypt (t) and Advihs (t) are negligible, and gc and gqp are

NIZKDKeyGenShare
polynomially bounded, the proof is complete.

5.4 Indistinguishability Security

Theorem 12. The Range- Verifiable DMCFFE for Inner Product scheme described
in Section 5.3 is IND-secure under the SXDH and HSM assumptions, as in Def-
wnition 10.
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The proof can be found in Appendix B.6.

5.5 Efficiency Analysis

We assume that NIZKgnerype is instantiated with the X-protocol NIZKye, (Ap-
pendix B.1) and the Bulletproof for range [BBB*18]| (for the relation Range in
Section 5.1). As far as we know, Bulletproof offers better efficiency for batch
verification than other Fiat-Shamir-based non-interactive range proof schemes.
Since the scalar operation in Z, is cheap compared to the group exponentiation,
we do not detail them here.

— Proving time: NIZKghcrypt costs about 12m+17 exponentiations with O(m)
scalar operations, while NIZKpkeyGenshare costs 16 exponentiations with O(1)
scalar operations.

— Proof size: each Tgncrypt,i has the size of 2log, [m] + 7 group elements and
10 scalars, while each mpkeyGenshare has the size of 8 group elements and 6
scalars.

— Verifying time: for n independent ciphertexts under the same label and a
pre-defined input range [0, 2" — 1], NIZKgncrypt costs about 3 multi-exponen-
tiations of size 34 2n, a multi-exponentiation of size 2m+ 3 +n(2log, [m]+
5), and O(n - m) scalar operations. Meanwhile, NIZKpkeyGenshare COsts 24n
exponentiations.

As it can be seen, the proving time and proof size for functional key share
are even more efficient than those for ciphertext. In terms of verifying time,
both proofs are equal asymptotically in the number of senders n. Therefore,
non-interactively proving and verifying each functional key share, which has the
advantage of identifying up to all n malicious senders, is no more prohibitively
expensive in our scheme.

6 Discussions

6.1 A Shortcut for Functional Key Verification

In our inner-product DMCFE scheme in Section 5.3, if a receiver wants to verify
that the combined functional decryption key dk, is generated correctly with
respect to a vector y, there is a more efficient way than verifying each sender’s
functional key share. The receiver can directly check the following equalities

e() _ comomcreib - yi» [12) = e([vpmere )1, [dks)2)
i=1

for b € [2]. When dk,, is correct, the above equalities are equivalent to

T T
E (UDMCFE,b ) SDMCFE,i) “Yi = | YDMCFE,b ° ( E SDMCFE,i * ¥i)
i€[n] T i€[n] T
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for b € [2]. If any equalities does not hold, then dk, is maliciously generated.
This verification has perfect soundness under the condition that (vomcre)pef2) €
Zf,xz are linearly independent. The verification time is 2n exponentiations and
6 pairings compared to 24n exponentiations for verifying each of n key shares.
In a hybrid use, a receiver can first use this quick verification to see if dk,, is
correct. If it is not the case, he can continue to verify each key share to identify
malicious senders.

6.2 Privacy Improvement with AoNE

The All-or-Nothing Encapsulation AoNE in [CDSG™20] is an encryption which
guarantees that a receiver can reveal either all encrypted messages under the
same label of senders by collecting all their ciphertexts, or nothing. By adding
a AoNE encryption layer on DSUM or DMCFE ciphertexts, the leakage from
incomplete ciphertexts can be ruled out. Due to space constraints, we put an
heuristic of applying AoNE to the verifiable DMCFE scheme while still preserving
the efficiency of malicious sender identification in Appendix C.

6.3 Perspectives

The interest in functional encryption has significantly increased in recent years,
particularly in multi-user settings where data inputs are provided by differ-
ent users, sometimes in competition. It is important to verify the accuracy
of the inputs and identify malicious users in such scenarios. This new direc-
tion of research has garnered interest from both academic and industrial sec-
tors [BGJS16, BGL'22]. Note that ACORN [BGL 22| for summation and our
work for inner-product functions have been independently developed, we com-
pare the two works, with very different approaches in this paper, which highlights
the various possibilities for addressing the crucial problem of efficient verifiabil-
ity and identifying malicious users in multi-client functional encryption. There
are numerous open problems that need to be addressed, ranging from practical
solutions for simple functionalities to more general frameworks. A more gen-
eral problem is to design practical solutions for verifiability for larger classes of
functions, such as quadratic functions.

Finally, in our approach, without the combine-then-descend technique, to
achieve verifiability, we might need to use a trilinear map instead of pairings
to deal with decentralized sum in exponent. In other words, the use of the de-
scend possibility allows us to avoid computing a pairing on the result of another
pairing. This ability to descend and its compatibility with pairings could also
benefit other types of primitives, such as broadcast encryption or attribute-based
encryption.
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Supplementary Material

A More Definitions

A.1 Additional Assumptions in Class Groups

To prove the soundness of our X-protocol in class group, we need the following
additional assumptions in [CCLT20].

Definition 13 (Low Order Assumption). Consider a security parameter \ €
N, and v € N. The y-low order problem (LOP) is (t(\), eLo(N))-secure for Gen
if, given the output of Gen, no algorithm A running in time < t(\) can output a
v-low order element in G with probability greater than e o(\). More precisely,

51,4 ,F,G + Gen(1%, .
eLo(N) :=Pr (5. 1.0 ) A( p):,udzl,l;é,uGG,l<d<’y
(n:d) < A(S, f, 9p, G, F)

Definition 14 (Strong Root Assumption for Class Groups). Consider a
security parameter X € N, and let A be a PPT adversary. We run Gen from on
input (12, p) to get (3, f, 4, G, F') and we give this output and a random Y € (gy,)
as an input to A. We say that A solves the strong root problem for class groups
(SRP) if A outputs a positive integer e # 2F for all k and X € G, such that
Y = X¢. In particular, the SRP is (t()\), esr(N\))-secure for Gen if any adversary
A, running in time < t(X), solves the SRP with probability at most esr()\).

A.2 Commitments

Definition 15 (Commitment). A non-interactive commitment scheme com
over a message space Mcom, a commitment space Ceom and a opening space
Ocom 18 defined by a tuple of three algorithms (SetUp, Commit, Verify):

— SetUp(N\): Takes as input a security parameter \ , outputs public parameters
pp (which are implicit to other algorithms);

— Commit(m): Takes as input a message m € Mecom, generates a uniformly
random 7 € Ocom- Outputs a commitment ¢ € Ceom and the opening value r.

— Verify(c,r,m): Takes as input a commitment ¢, an opening r and a message
m. Verifies if ¢ is a commitment to m with the opening r. Outputs b € {0,1}.

Definition 16 (Hiding Commitment). A commitment scheme com is said
to be hiding if for any PPT adversary A, there is a negligible function p(\) such
that

< p(A)

pp = SetUp(A),  (mo,ma,st) < A(pp), g1
r 1b= - =
b<& {0,1} ¢+ Commit(my), b < A(st,c) 2




where the probability is over random coins in SetUp, A, Commit and in choosing
b. The commitment scheme is said to be perfectly hiding if u(A) = 0.

Definition 17 (Binding Commitment). A commitment scheme com is said
to be binding if for any PPT adversary A, there is a negligible function pu(\)
such that

pp < SetUp(), Verify(c,r,m) = Verify(c, r',m') =1

P :
' (e,m,m/,r,7") < A(pp) A (m #m')

< ()

where the probability is over random coins in SetUp, A, and Commit. The com-
mitment scheme is said to be perfectly binding if u(\) = 0.

Definition 18 (Pedersen Commitment). . Let Mcom = Ocom = Z, and
Cecom = G of order p.

— SetUp: Outputs [h], [¢] &a.

— Commit(m): Outputs r & Zy, and c=[g]-m + [h] - 7.
— Verify(c,r,m): Outputs 1 if ¢ = [g] - m + [h] - 7, and O otherwise.

The Pedersen commitment is perfectly hiding and computationally binding un-
der the discrete logarithm assumption.

A.3 Non-interactive Zero-Knowledge Proofs

Definition 19 (NIZK Argument of Knowledge [AGM18]). A NIZK ar-
gument of knowledge for an NP relation R is a NIZK argument for R with the
following additional extractability property:

Computational FExtraction. For any PPT adversary A, random string r &
{0,1}*, there exists a PPT algorithm K such that there is a negligible function
p(A):
o + SetUp(N),
Pr |(u,m) < A(o;T)
w <+ K(o,u,m;7)

Verify(u,m) =1

CAR(ww) =0 < HY).

K is called a knowledge extractor of A.

Definition 20 (Non-interactive Range Proof). Given a non-interactive
commitment scheme com = (SetUp, Commit, Verify), a non-interactive range
proof over com is a NIZK argument of knowledge for the following relation Ryange

Riange((com, 1, 7); (m, 7)) =1 <= com = Commit(m;r) Al <m <r
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Fiat-Shamir Transformation. Fiat-Shamir heuristic [FS87] is used to trans-
forming an interactive zero-knowledge argument of knowledge scheme to a non-
interactive one. The original scheme must have the property of being public-coin,
i.e. verifier’s random coins are independent of the prover’s messages. All random
challenges are replaced by hashes of the transcript up to that point, including
the statement itself. The transformed NIZK argument is sound (or knowledge
sound) and zero-knowledge in the random oracle model.

B A Range-Verifiable MCFE for Inner Product (More)

B.1 X-Protocol for Encryption Key Validation

In this part, we describe the X-protocol NIZKy., for Ryey in Section 5.1. For the
sake of clarity, we describe the scheme and prove the properties in its interactive
mode.

Given public parameters ([u], [v], [v’]) € (G?)3. Let P and V be respectively the
prover and the verifier in an argument for the relation Ryey:

Riey (COMped, COMei; 8,2) = 1 4= compeg = [u ]-s+[x] Acomey = ([v']-s,[v" ] 5)

’P(COmPed,COmek; S,JJ) V(comped,comek)

Commits the randomness:
T, Ty T’ & Zy
r:=(r,r)

R=[v"]-r
R/ _ [’U/T} .r

Ry =[u'] - r+[r] REUSTEN
— o <= Ly
Computes the responses:
t=s-a+r
ifi he followi li-
ty =@+ 7y tits X‘;;‘l es the following equali

a-compeg+ Ry=[u]-t+[t,]
o -come 1 + R=[v'] -t
Q- comero + R'=[v"T] -t
If all equalities hold,
returns 1 for accepting.
Otherwise,
returns 0 for rejecting.
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Completeness. In an honest execution, one has

0 compe+ Ro = - ([u']- 5+ [o]) + ([w'] -7+ [12)

=[u']l-(s-a+7)+[z-a+r]
=[u] t+[t],
a-comei +R=a-([v']-s)+[v'] r
=" (s-a+tr)
[0']-t,
a-comgo+ R =a- ('] - s)+[' ] r
] (st 7)
=[]t

Then V(comped, comex) = 1 with probability 1.

Soundness. Assume that (R, R, Ry, o1,t1,t,1) and (R, R', Ry, g, ta,t,2) are
two accepting transcripts such that a; # as. Then one has

ar-comegr+R =[]
Qg -come + R =[v'] to,
a1 comega+ R =Tt
Q- Comek 2 + R = [v'T] - ta,

Q1 - COMpeg + Ry = |
Qg - compeg + Ry = [u'] ta+ [ty

which respectively implies that

comgr = [v']- (a1 —az) ™" - (t1 — £2)),

comer2 = [0 1] (a1 — )" - (t1 — ta)),

comped = [u'] - (a1 —ag) ™ - (81 — t2)) + (a1 — a2) ™! - [t 1 — tao).
Then, s = (a1 —az) "' (81 —t2) and . = (a1 —a2) ™' [ty 1 —ts 0] is a valid wit-
ness. Therefore, there exists a PPT extractor £ that takes two valid transcripts

(R,R',Ry,a1,t1,t51) and (R, R, Ry, i, t2,t, 2) and produces a valid witness
(s,z) in polynomial time.

Zero-Knowledge. On input a challenge « and a statement (comped,come), a

simulator S runs as follows:

— Choose t° & Zf, and tY & L.
— Computes RO + [u'] -t + [t2] — - compeq.
— Computes R < [v'] % — - comek 1.
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— Computes R < [v/T] -t — a - comek 2.
— Outputs the transcript (R%, R, R, o, t°,10).

On the other hand, an accepting transcript from an honest execution (R, R, R,
a, t,t;) has t uniformly chosen from ZZQ) and ¢, uniformly chosen from Z,. In both
transcripts, (R, R', R;) and (RY, R'®, R?) are determined by (¢,t,) and (¢%,t2)
respectively. Then the distributions of two transcripts are the same.

To transform the above schemes into non-interactive mode, one can apply
the Fiat-Shamir heuristic.

B.2 Combination between Range Proof and X-protocol

Lemma 21. On public parameters ([u], ([u;MCFE,b])be[Q]), for any input ([c], comex, I, ),
the composition of NIZKiange on the statement ([c],1,7) and NIZKye, on the state-
ment ([c],comek), which is denoted by NIZKgncrypt, is a zero-knowledge argu-
ment for the language Lencrypt, defined by the relation Rencrypt, on the statement

([c], comek, I, 7).

Proof. We note that a transcript of NIZKgncrypt is accepting if and only if it
consists of an accepting transcript for NIZK,nge and an accepting transcript for
NIZKpey -

— Completeness: The completeness comes from the completeness of NIZK,e,
and NIZK nge-

— Soundness: A knowledge extractor K,?ncrypt for P is constructed as follows:

1. Tt takes as input ([c],comek, I, 7).
2. As both NIZKange and NIZK,, have knowledge extractors, it calls the ex-

tractor K. on input ([c], 7, ) and the extractor K2 on input ([c], come).

3. zNhe)n K el 1r) = (s,2) and K&, 0. ([c],1,7) = (8',2), it outputs
S, ).

Note that s = s’ since comg is perfectly binding. Then we have z = x’.
Therefore, (s,z) = (s’,2') is a valid witness for the relation Rencrypt. This
implies that ([c],comek,,7) € Lencrypt. On the other hand, since K7 . and
K%)chnorr are PPT algorithms, then Kl?ncrypt runs in polynomial time. The
existence of a knowledge extractor K E’ncrypt implies the soundness of the pro-
tocol.

— Zero-Knowledge: Since NIZK3nge and NIZK,e, are both zero-knowledge, so
they have Syange and Skey as simulators respectively. The simulator Sgncrypt
can output the concatenation (Srange([c],!,7), Skey([c],cOomek)) as the simu-
lated transcript. This simulated transcript is then indistinguishable from the
transcript of an honest execution. Syange and Skey run in polynomial time, so
SEncrypt also runs in polynomial time.
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B.3 Description of the LDSUM Scheme

— SetUp(\):
1. It generates a prime-order group G := (G, p, P) & GGen(1?), and H a

full-domain hash function onto G2.

2. It generates the setup of one-time Decentralized Sum ODSUM.SetUp(\) =
<§7f7gp’gP7G?F7p)' R

3. The public parameters pp consist of (G, H, (8, f, §p, 9p, G, F,p)) and are
implicit arguments to all other algorithms.

— KeyGen():

1. Each sender generates s; & Z3 for all i € [n].

2. Each sender joins ODSUM.KeyGen() and obtains two instances (¢; 5, T; 5,
ODSUM.pk,) for b € [2].

3. Each sender computes and publishes a global key share for the sum:

e He computes dk; , = ODSUM.Encrypt(s; s, ODSUM.pk,, ;) for b €

[2].
o The key share is dk; = (dk; 1, dk;, 2) e G2.
4. For each sender, the secret key is sk; = (s;,%;.1,%:,2). The public key is
pk = (ODSUM.pk;, ODSUM.pk,, (dk;)ic[n])-
— Encrypt(sk;, x;, ¢):
1. It parses sk; = (s;,t;.1,%i2).
2. Tt computes [ug] = H( ) and computes [c¢;] = [u/ s; + 2;] € G.
3. The ciphertext is Cp; := (¢, [ce4])-
— Decrypt(C, pk):
1. It parses Cy := (C,i)ie[n) and pk = (ODSUM.pk;, ODSUM.pk,, (dki)ic[n))-
2. It recovers the (public) decryption key for the sum:

dky < (ODSUM.Decrypt((dk; 1);), ODSUM.Decrypt((dk; 2);)) € ZIQ,.
3. Decryption for the sum: from Cy; = (¢, [c,4]), it computes
] =) lei] = [w/] - dka,

and eventually solves the discrete logarithm to extract and return «. For
efficient decryption, we require « to be small enough.

Correctness. Given pp < SetUp()), ((ski)icfn), Pk) < KeyGen(), and Cy; <
Encrypt(sk;, x;, £) for ¢ € [n]. By the correctness of ODSUM, we have

dky = > s € Z2.
i€[n]

Then we have

o] = Y e — [ud - db = S [ s+ 1] - Z i =i

% 7 i€[n]

Given the condition that ), z; is sufficiently small, then a can be found effi-
ciently.
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B.4 Security Analysis for the LDSUM scheme

Theorem 22. The LDSUM scheme described in Appendix B.3 is sta-IND-secure
(see Definition 7) under the DDH and HSM assumptions, in the random oracle
model. More precisely, we have

AstLtlgS_LiJnl\(/jl(tv qr) < AdViOngSUM(t) + AdVir\r}ldCFE(ta qB).
where

- Advitsgb"hﬂ(t,qE) is the best advantage of any PPT adversary running in
time t with qg encryption queries against the sta—IND security game of
the LDSUM scheme;

— Ade%SUM(t) is the best advantage of any PPT adversary running in time t
against the IND-security game of the ODSUM scheme;

— Adviitre(t, qr) is the best advantage of any PPT adversary running in time
t with qg encryption queries against the IND-security game of the MCFE
scheme [CDG' 18].

Proof. We proceed by using a hybrid argument. Let A be a PPT adversary
running in time ¢ with gg encryption queries. For any game G, we write Advg
the advantage of A in the game G.

Game Gg: this is the sta — IND security game as given in Definition 7, with
the set CS of corrupted senders known from the beginning. Let HS be the
set of non-corrupted senders.

Game G: this game is as Gg, except for the KeyGen process in the initializa-
tion phase:

— if 7 is the last non-corrupted index, then the challenger computes

dk; , = ODSUM.Encrypt(s; , + _ ODSUM.pky, £ 5)

for b € [2];
— for other non-corrupted index 4, the challenger computes

dk; , = ODSUM.Encrypt(J8ll, ODSUM.pk,, #;.5)

for b € [2];
and answers dk; = (dk; 1,dk; 2). By the (static) IND-security of the ODSUM
scheme, we have _
|Advg, — Advg, | < AdvSeum(t).

We now reduce the IND-security of the MCFE scheme in [CDG™ 18| to the
game in G;. We construct an adversary Bycee against the security of the
MCFE scheme as in Figure 2. _
From the reduction, Advg, < Adv',{h%FE(qu). To complete the proof, we
have

Adve, < Advgpsum (t) + Adviicee (t, gn)-
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Reduction from IND — MCFE to Gi:

Bwmcre calls A and plays as the challenger in G1.

A sends the corruption queries to Bucre before the initialization. Bmcre then sends

the same corruption queries to the IND-security game of MCFE.

l/)&/fter the output b’y < AQEnerypt(-,-,-),QCorrupt(-),QDKeyGen() - 3 0 qutputs bBucre
A.

Initialization:

— SetUp (A): On receiving the MCFE public parameters MCFE.pp = (G, H),
adversary Bucre generates ODSUM.pp = ODSUM.SetUp(A).
— KeyGen (): Bucre generates (ti, Ti,5, ODSUM.pk,) + ODSUM.KeyGen() for
b € [2]. The generation of key shares for the sum is as follows
e If ¢ is the last non-corrupted index, Bumcre first sends a key query for
the sum, namely MCFE.QDKeyGen(1), to obtain dki := (3 ,ccs 8jb +
Z]’E’HS 55.b)befz] € Zg. Then Bucre obtains s; < MCFE.QCorrupt(j) for
all 7 € CS and computes

dki,, = ODSUM.Encrypt(dki, — » 555, ODSUM.pk,, ;)
jeCcs

for b € [2];
e For other non-corrupted index i, the challenger computes

dk; 5 = ODSUM.Encrypt(0, ODSUM.pk,, t; 1)

for b € [2];
e If i is a corrupted index, the challenger computes

dki» = ODSUM.Encrypt(s; 5, ODSUM.pk,, t;»)
for b € [2].
Returns pp = (MCFE.pp, ODSUM.pp) and pk = ((ODSUM.pk,)ser2), (dki)ien))-

QEncrypt(i, 2?0, 1, £):
Returns C; < MCFE.QEncrypt(i, 22, z;, £)

QCorrupt(i):
s; + MCFE.QCorrupt(z)
Returns (si,ti,1,%:,2).

Fig. 2. Reduction for the proof of Theorem 22. A is the adversary in game G, while
Bucre is the adversary in the IND-security game for the MCFE scheme in [CDG'18].
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B.5 JX-protocol in class groups for VerifyDK

Theorem 23. The protocol NIZKpkeyGenshare, @S defined in Figure 3, is a zero-
knowledge argument for the relation RpkeyGenshare- More specifically, this proto-
col has perfect completeness, statistically zero-knowledge, and a computational
soundness under the Strong Root Assumption and the p-Low Order Assumption.

Proof. We prove the completeness, the soundness and the zero-knowledge prop-
erty in the interactive mode.
Completeness. In an honest execution, one has

] __ (. atobsum,i,b PODSUM, 4, b
TODSUM,z‘ - Ropsum,i = (gp *9p )
ZODSUM,z‘,b)

(gp be[2]

([UZJJ,O&SLDSUMJ + QSDMCFE,ib - Yi)2

be(2]

o - dk; + Ry,

+ [uz—y)bPLDSUM,i + PDMCFE,ib  Yil2)be[2)

.
([ug, ,2LDSUM,i + 2DMCFE,i,b * Yil2)be[2]
T

Q- compMcFE,; + RpmcFE,;; =

[
[VpmcFE,b - SDMCFE i]1 + [v—DrMCFE,b * PDMCFE,i|1)be[2)
[

T
UDMCFE,b * ZDMCFE,i]Z)bE[Z]

aSLDSUM, b JOtODSUM,i.b  £pLDSUM,:,b T PODSUM,é,b
f Ky f Ky )

(% dkLDSUM,z‘ + deLDSUM,i i

be[2]

s

(
(
(
_ (szDSUM,i,bK;Ci?SUMJ’b)bE[Q]

Then V accepts with probability 1.
Soundness. Given two accepting transcripts

(RopsuM,is Rdk; ; RDMCFE, i» Rk psum.; s & ZODSUM, i, ZLDSUM, is ZDMCFE, i)}
/ V4 7 /7
(RopsuM,is Rdk; ; RDMCFE,i» Rk osum.s» @'» 2 0DSUM, i» 2’ LDSUM, i5 2’ DMCFE, i)

with « # o/, by putting d, := o — o/, one can obtain the witness spmcre,; and
SLDsUM,; @s in a Schnorr’s protocol over a classical DDH group:

—1 ’ 2, _ 51 ’ 2
SDMCFE,i = 0, (2DMcFE: — 2'DMCFEi) € Zy,;  SLpsum,i = 0, (2LDsum,i — 2'Lbsum,i) € Z,

The extracted value spmcrg,; is the opening to the commitment compmcre ;. In
addition, spmcre,; and s psum,; are witness for the functional key share dk;.
For the public input in class group G, it suffices to prove that with an over-
whelming probability, there exists a witness topsym,; satisfying the relations in
RDKeyGenshare- From the accepting transcripts, one has the following equalities:

’
S __ ( ZODSUM,i,b~Z0DSUM,i,b .
Tobsum,i = (9p Joep2;

’
’ A .
— (fZLDSUM,i,bszDSUMYin K;OFJSUM»W ZODSUM,z,b)
i
)

5a
dkLDSUMﬂ‘ be(2]
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X -protocol for the relation RpkeyGenshare:

Parameters: (PG, H1, Hz), (G,F, 9, [, S,p), (4, €y, LomcFE)
Statement: (Topsum,;);e[n)> dkLbsum,i, cOmpmcre, i, dki
Witness: spmcFe,i, SLbsuM,i, toDsuMm,i

Output: 1 if V accepts, and 0 otherwise.

Protocol:

— V verifies that dkipsum,:, Tobsum,; € G? for J € [n].
— P commits the randomness:

$ 2 $ A2
PLDSUM, i, PDMCFE,i <— Zz, pobsum,i < [0, 2" pS]
_ PODSUM,i,b
Ropsum,i = (gp )oel2]

Ry, = (['U«Zy‘bPLDSUM,i + PDMCFE,i,b - Yil2)be(2)

RDMCFE,z‘ = ([U—DFMCFE,b . PDMCFE,i}l)be[Q]

Let Kx,i == [],; Topsum,jb - ([;5; Topbsum,jp) " € G,
then deLDSUM,i = (prDSUM‘i’bK;?SSUMYi‘b)bE[Q]

P sends (Ropsum,i; Rak; , Romcre,i, Rk psum.;) t0 V

CUk W

V chooses a random challenge « & Zp and sends it to P.
P computes the response:
1. zopsum,i = @ - tobsum,i + PODSUM,i
2. ZLbsuM,i = O * SLDSUM,i + PLDSUM,:
3. ZDMCFE,i = O - SDMCFE,i + PDMCFE,:
— P sends (Zopsum,i, ZLDSUM, i, ZDMCFE,i) to V.
— V verifies that:
zopsum,i € [0, (2* + 1)pS]? and ziosum,i, zomcre,: € Z3
TSpsum,i - Ropsum,: = (QZODSUM'i’b)beD]
o - dk; + Rax, = ([uzyﬁszDSUM,i + ZDMCFE,i.b - Yi)2)be[2]

Q- COMpMCFE,; + RDMCFE,i = ([UEMCFEJ, : zDMCFE,i]l)be[Z]
Let Kx,; := Hi<]~ Topsum, b - (Hi>j Toosum,jb) "' € G,
then dkaSUM,i : deLDSUM,i = (fZLDSUM’i’bKZE??SUM’M)be[z]
— V rejects and stops the protocol if any check is invalid, and accepts oth-

CUR W=

erwise.

Fig. 3. Note that S = 2*72 .5 and D, is a uniform distribution over {0, ..., S}. We let
popsum,i be uniform in [0,2*pS] to obtain statistical zero-knowledge as in [GPS06].
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Following a similar argument of extraction as in [CCLT20], we first put

/ /
d0ODSUM,i,b = 20DSUM,i,b — 20DSUM,i,b> OLDSUM,i,b := ZLDSUM,i,b — ZLDSUM,i,b>
dy, = ged(dopsum,ibs 0a)
for b € [2]. Note that dp < p and dp # 0. From the last equalities, we have
S0DSUM, i,b _da
I d T dp, .
v1 = (gp ) ODSUM,i,b)bEP]’

1 S0DSUM, i ,b 5(1
V2 = (fJLDSUM’i’bAdb Ky ; B dkLDSUM i b)b€[2]
Here we use the fraction symbol to distinguish between division in Z, and in Z.
In the case v; = vz = (15,15) and ‘;—Cb* = 2 for some pyp € N and b € [2], as
the verifier already checked that Topsum,s, dkLpsum,i, Kx; € G? and the group
order of G is odd, one obtain the following mathematical fact

0DSUM,i.b o —py,

(9o Jve2) = (Tobsum,ib)ve(2);
S0DSUM.i,b o—puy,
OLDsuM, i,b° 0o e
(f Ky, Joef2) = (dKLpsum,ip)bef2)-

(§ODSUM irb

Therefore, the existence of a valid topsum,; = - 27 mod Sp)be[g]
where s, is the order of G? is implicitly implied in this case. The statement is
correct with respect to the relation RpkeyGenShare-

For the other cases, we provide an analysis as below:

— Either 'v1 # (1a,15) or vy # (14,14): WLOG, we assume that vy # 14
Since vl =1 and dp|de < p. Then the extractor finds a solution (vy p, dp) to

the p-Low Order Assumption in G, which happens with a negligible proba-
bility.

— v; = vy = (1g,1s) but there exists a b € [2] such that ‘;—‘;‘ # 2t for all
up € N: WLOG, we assume that b = 1 in this case. One can find (uy,v;) € Z2
such that u1 - dopsum,s,1 + v1 - 0o = di. Then one has

gp _ gul -00DsuM, i,1+v1 0 (Tg[l)SUM,i . g;,)l)éa.
We denote that h = gy (Tabsums - 90) %, then htt = 14, If h # 1g
then (h,d;) is a solution to the p-Low Order Problem. If h = 14, then
(TODSUM i 9pts d =) is a not-power-of-2 root of g,, and hence a solution to the
Strong Root Problem with a randomized instance gp- Therefore, this case
happens with a negligible probability.

From above, we can conclude that given two accepting transcripts with two
different challenges, an extractor has an overwhelming probability of extracting
valid (SpmcrE,i, SLbsum,i) and values (dopsum,i, (db, /16 )se[2)) that imply the exis-
tence of a valid topsum,;- This extractor can run in polynomial time. Therefore,
the soundness holds under the Strong Root Assumption and the p-Low Order
Assumption.
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Zero-Knowledge. Given a statement that satisfies RpkeyGenshare:

(TobsuMm,j,b) je[n).be[2]» AKLDSUM, i s COMDMCFE, i, dki,
a simulator chooses

$

— a challenge a < Zp;
$
— IesSponses Z| psuM,i, ZDMCFE,i < Z?;E
$
— a response ZopsuM,i < [pS,2*pS]?;
and computes

—a ZODSUM, i,b .
— Ropsum,i = (Topsum,i b * Ip Joel2);
= Raw, = ([u/, ,ZLosum,i + 2DMCFE,i,b - Yil2 — @ dkip)bep;

— ([T .
— Rpwmcre,i = ([’UDMCFE,b * ZDMCFE,i|1 — O - COMDMCFE, i,b)be[2]}

_ 2] i ZODSUM,i,b —«
- deLDSUM,i = (f LDSUM, 'bKZ,i dkLDSUM,i,b)bE[Q}

where K5 ; =[], Topsum,j.b - ([1;-; Topsum,jp) " € G.

and outputs (Ropsum,i, Rk, ; RDMCFE,i> Rdk psuu.: » O ZODSUM, i5 ZLDSUM, i ZDMCFE,i )
as the simulated transcript. For the part in classical DDH group, namely

(dei , RDMCFE,i7 ZLDSUM, i) ZDMCFE,i), the indistinguishability from those of an hon-
est execution is implied from the perfect zero-knowledge property of Schnorr’s
protocol. On the other hand, by having 2’;5 < negligible in A, then we achieve
the statistical zero-knowledge for the part ofp transcript in unknown order group,
namely (RopsuM,i, Rdkipsum s » 20DSUM,i)s from Theorem 2 in [GPS06].

B.6 Theorem 12 (Security for Verifiable DMCFE)

The Range-Verifiable Decentralized MCFE for Inner Product scheme described
in Section 5.3 is IND-secure under the SXDH and HSM assumptions, as in Def-
inition 10. More precisely, we have

—ind k k
Advicre (t, ae) < ax AV ZKore sensime (1) T AEAVNIZI . ()

+ AR (t, qx) + Advisernd(t, g + 2n).

where

— Advgﬁﬂ_ggg(t,qE,q;{) is the best advantage of any PPT adversary running
in time t with qp encryption queries and qx key share queries against the
IND-security game of the verifiable DMCFE scheme;

— Advﬁ,ZKDKeyGenShare(t) is the best advantage of any PPT adversary running in
time t against the zero-knowledge property of the NIZKpkeyGenshare Scheme;

- Advf\‘,(,ZKEmypt (t) is the best advantage of any PPT adversary running in time
t against the zero-knowledge property of the NIZKgncrypt Scheme;
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- :A\dvsl_tsgtijn,\‘,jI (t,qx) is the best advantage of any PPT adversary running in time
t with qx encryption queries against the IND-security game of the LDSUM
scheme.

— Adv,s\flac;'gd (t,qE + 2n) is the best advantage of any PPT adversary running
in time t with qp + 2n encryption queries against the IND-security game of
the MCFE scheme in [CDGT 18].

Proof. We proceed by using a hybrid argument. Let A be a PPT adversary
running in time ¢ with gg encryption queries. For any game G, we write Advg
the advantage of A in the game G.

Game Gg: this is the sta-IND-security game as given in Definition 10, with the
set CS of corrupted senders known from the beginning.
Game Gi: this game is as G, except that for generating proofs:
— TDKeyGenShare,i 1S produced by a simulator SimpkeyGenshare 0N the input
(LDSUM.pk, compmcre i, dki, £y) if ¢ is queried in QDKeyGen(4,y) such
that y; € [2™ — 1] for all 5 € [n].
— TEncrypt,i 1S produced by a simulator Simgncrypt 00 the input (¢, [ce,;]1, compmcre i, M)
if 4 is queried in QEncrypt(i, 20, z1, /) for 2%, 2 € [0,2™ — 1].
Given ¢gg encryption queries and gx functional key share queries, by the
zero-knowledge property of NIZK proofs, we have

K k
|Advg, — Adva, | < ¢k AAVRIZK ecensnre () T TEADVRIZK e (B)-

Game Gs: this game is as G, except for functional key share queries QDKeyGen

(i, y):
— if 7 is the last non-corrupted index, the challenger computes

dk; = (LDSUM.Encrypt(LDSUM.ek;, SDMCFE,i,bJr_, Cy ) beia;

— for other non-corrupted index 4, the challenger computes
dk; = (LDSUM.Encrypt(LDSUM.ek;, [0, £4.)) ez

Given gx key share queries, by the (static) IND-security of the LDSUM
scheme, we have

|Adva, — Advg, | < AdviBcina(t, qx ).

We now reduce the IND-security of the MCFE scheme in [CDGT18] to the
game in Go. We construct an adversary Bycre against the security of the
MCFE scheme as in Figure 4. From the reduction,

Adva, (A) < Advirird(t, g + 2n).
To complete the proof, we have

k k
AdVGO S qKAdVZNIZKDKeyGenShare (t) + qEAdVZNIZKEncrypt (t)

+ AdviBsini (£, ax) + Adviicee (£, gi + 2n).
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Reduction from IND — MCFE to Go:

Bwmcre calls A and plays as the challenger in Go.

A sends the corruption queries to Bucre before the initialization. Bmcee then sends
the same corruption queries to the IND-security game of MCFE.

After the output b’y < AQE"”YF’“(""'>’QC°"“pt(')’QDKeyGe"('), Bwmcee outputs b;;MCFE —
b,

Initialization:

— SetUp (A): On receiving the MCFE public parameters MCFE.pp in G+, adver-
sary Bmcre generates

pp = (Pg, (Hb)be[g], LDSUM.SetUp()\7 Gz), éLDSUM7 KDMCFE)~

— KeyGen (): Bucre generates (LDSUM.sk;);cn) and LDSUM.pk. For all ¢ € [n],
it generates compmcre,i < (MCFE.QEncrypt(i, 0,0, £omcFe,b))be2);

Returns pp, vkpk = (LDSUM.pk, (compmcre,i)ic[n]), VkcT = (compmcre,i)ie[n) and
pk = LDSUM.pk.

QEncrypt(i, 2, z}, £):

[ce.]1 < MCFE.QEncrypt(i, 22, z;, £).

Bucre calls Simenerypt (4, [ce,i]1, cOmpmcre,i, m) to simulate Teacrypt,i-

Returns C@,i = (£7 [Cé,i]hﬂ_Encrypt,i)-

QCorrupt(7):

spmcre,; — MCFE.QCorrupt (i)

Returns sk; = (spmcre,s, LDSUM.sk;).

QDKeyGen(i,y) :

— If 4 is the last non-corrupted index, Bmcre first sends a key
query MCFE.QDKeyGen(y) to obtain dk, € Z2. Note that dk, =
(Zjecs SDMCFE,j,bY; + ZjEHS SDMCFE,j,byj)bep]- Then Bucre computes

dk; = (LDSUM.Encrypt(LDSUM.eki, dky5 — >  SDmcFE, 5,645, Ly.0)Jbel2] -
jecs

— For other non-corrupted index i, the challenger computes
dk; = (LDSUM.Encrypt(LDSUM.ek;, 0, £y 5))pe(2-
— If 7 is a corrupted index, then the challenger computes

dk; = (LDSUM.Encrypt(LDSUM.eki, SDMCFE,j,byj,ZyJ;)be[Q].

Bmcre calls SimpkeyGenshare(LDSUM.pk, compmcre,:, dki, £y) to simulate

T'DKeyGenShare,i -
Returns dki,y = (dk17 Zy7 WDKeyGenShare,z‘)~

Fig. 4. Reduction for the proof of Theorem 12. Here we leverage the MCFE encryption
of 0 under a specific label {pmcre to obtain a commitment of private encryption keys
in the KeyGen () of the initilization phase.
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C Privacy Improvement with AoNE

Using a AoNE layer on the DMCFE ciphertexts, we can remove the condition 2
in the security model in Definition 10. We recall the pairing-based AoNE con-
struction in [CDSG™20].

— AoNE.SetUp(\): Generates a pairing group PG = (G1, Ga, Gy, p, P1, P, €) &
PGGen(1*), a full domain hash function H from {0, 1}* onto G, a symmetric
encryption scheme SKE = (SEnc, SDec), and outputs pp = (PG, H,SKE). We
denote by [h,] the hash value of H on any message z, and pp is implicit input
to other algorithms.

— AoNE.KeyGen(): Samples t; & Z,, and outputs (pk;, sk;) = ([t:]2, ).

— AoNE.Encrypt(sk;, m): Parses sk; = t; and m = (z;, £). Samples ; & Z, and
computes the symmetric key K; ¢ as

& ,H(g),Ti' Zpki = hg”l“i'zti s

1€[n] 1€[n] T

and uses it to encrypt z; as ¢; = SEnc(Kj ¢, x;). Computes its share S; , =
t; - H(0) = [t; - he)1, and outputs the ciphertext ct; = (¢, [14]2, Sie, £)-

— AoNE.Decrypt((ct;);c[n)): Parses the ciphertexts as ct; = (¢4, [r3]2, Si¢, £) for
all i € [n]. For each ¢ € [n], computes

Kig=e Z Siesril2 | = |he-7i- Z t;

i€[n] 1€[n] T
and recovers x; as x; = SDec(K; ¢, ¢;).

The ciphertext verification will consist of two steps when a AoNE layer is
added on the DMCFE ciphertexts:

— AoNE share validation: each sender sends additionally with his encapsulation
a Y-proof m; aoNE, Which proves a DDH relation

RaoNe(Sie, pkist) =1 <= Si ¢ =t - H(L) A pk; = [t]2.

When all 7; aone for ¢ € [n] are valid, the receiver decrypts encapsulations
by running Decrypt((ct;);c[n]) and continues. Otherwise, returns 0.

— DMCEFE ciphertext verification: each x; decrypted from AoNE is parsed as an
DMCFE ciphertext under the label ¢, namely z; = [cg;]. The receiver then
verifies Cy; = (¢, [ce,i], TEncrypt,i)-

In this AoNE scheme, each share S;, is used as global input to reveal the
symmetric key K, for all j € [n], while [r;]2 is used for K;, only. Therefore,
the first step is to identify malicious senders who want to distort the symmetric
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key of other honest senders. The second step is to identify malicious senders who
give maliciously generated DMCFE ciphertexts.

In terms of the IND-security, the 3-proof for Raone can be simulated by a
zero-knowledge simulator. Therefore, the IND-security of the verifiable DMCFE
scheme with the two-step verification (as described above) can be reduced to that
of the DMCFE scheme with a layer of AoNE encapsulation on the ciphertexts.
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