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Abstract

In STOC 1989, Rabin and Ben-Or (RB) established an important milestone in the fields of
cryptography and distributed computing by showing that every functionality can be computed
with statistical (information-theoretic) security in the presence of an active (aka Byzantine)
rushing adversary that controls up to half of the parties. We study the round complexity of
general secure multiparty computation and several related tasks in the RB model.

Our main result shows that every functionality can be realized in only four rounds of inter-
action which is known to be optimal. This completely settles the round complexity of statistical
actively-secure optimally-resilient MPC, resolving a long line of research.

Along the way, we construct the first round-optimal statistically-secure verifiable secret
sharing protocol (Chor, Goldwasser, Micali, and Awerbuch; STOC 1985), show that every
single-input functionality (e.g., multi-verifier zero-knowledge) can be realized in 3 rounds,
and prove that the latter bound is optimal. The complexity of all our protocols is exponen-
tial in the number of parties, and the question of deriving polynomially-efficient protocols is
left for future research.

Our main technical contribution is a construction of a new type of statistically-secure signa-
ture scheme whose existence was open even for smaller resiliency thresholds. We also describe
a new statistical compiler that lifts up passively-secure protocols to actively-secure protocols in
a round-efficient way via the aid of protocols for single-input functionalities. This compiler can
be viewed as a statistical variant of the GMW compiler (Goldreich, Micali, Wigderson; STOC,
1987) that originally employed zero-knowledge proofs and public-key encryption.
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1 Introduction

The round complexity of interactive protocols is one of their most important efficiency mea-
sures. Consequently, a huge amount of research has been devoted towards characterizing the
round complexity of various distributed tasks (e.g., Byzantine agreement [LF82, DR85, FM85],
coin flipping [Cle86, MNS16], zero-knowledge proofs [GK96, CKPRO01], verifiable secret shar-
ing [GIKRO1, KPR10] and general secure multiparty computation [Yao86, BMR90, GS18, BL18])
under different security models.

In this work, we focus on the round complexity of protocols that achieve full information-
theoretic security, including guaranteed output delivery in the presence of an active (aka Byzantine
or malicious), static, computationally-unbounded, rushing adversary. We assume that there are n
parties that communicate over secure point-to-point channels, and also that they have an access to a
broadcast channel. Feasibility results in this model were first proved in the classic works of Ben-Or,
Goldwasser, and Wigderson [BGW88] and Chaum, Crépeau and Damgard [CCD88]. Specifically,
it is known that perfect security is achievable if and only if the adversary corrupts less than a third
of the parties, i.e., the best-achievable resiliency threshold is t = [(n —1)/3]|. Quite remarkably,
Rabin and Ben-Or [RB89] later showed that, by compromising on statistical security, the resiliency
can be improved to t = [(n — 1)/2|. Put differently, a standard “honest majority” is sufficient
if one is willing to tolerate a negligible statistical error in privacy and correctness. This is the
best that one can hope for since an honest majority is known to be necessary even for weaker no-
tions like passive statistical security [CK89] or active computational security with guaranteed output
delivery [Cle86].

Our goal in this paper is to determine the round complexity of general multiparty compu-
tation (MPC) in the statistical setting (aka the Rabin-Ben-Or setting). Indeed, following recent
results that settled the round complexity of MPC for the perfect (aka BGW) setting [ABT18, GIS18,
ABT19, ACGJ19, AKP20b] and for different variants of the computational setting [GLS15, G517,
GS18, BL18, ACJ17, BGJ ™18, BHP17, ACGJ18, RCCG 20, BJMS20, HHPV21, AKP21], the statistical
setting is arguably the last main challenge in this domain. We therefore ask:

What is the optimal round complexity of general MPC with full statistical security,
including guaranteed output delivery, and optimal resiliency?

Indeed, the round complexity of statistically-secure protocols has remained wide open for any
resiliency ¢ larger than n/3, let alone for the central case of optimal resiliency of t = |(n —1)/2|. In
fact, in this setting, we do not even know what is the exact round complexity of much more basic
primitives, such as statistically-secure verifiable secret sharing.

1.1 Our Results

In this work, we settle the round complexity of general MPC, verifiable secret sharing, and several
related primitives. Details follow.

1.1.1 Verifiable Secret Sharing

Verifiable secret sharing (VSS) [CGMAS5] is arguably the most basic primitive in information-
theoretic multiparty computation, and it is known to be necessary for the construction of gen-
eral MPC protocols both in the perfect setting (see [AKP20b]), and in the statistical setting
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(see [AKP20a]).! At a high level, a VSS scheme consists of two phases: a sharing phase, which
allows a dealer to share a secret s among the parties, and a reconstruction phase, which allows the
parties to recover the secret s. For an honest dealer, VSS has the same guarantees as robust secret
sharing, that is, the adversary learns no information about s in the sharing phase (privacy), and the
secret s will always be reconstructed properly in the reconstruction phase despite the misbehavior
of the adversary (correctness). In addition, for a corrupt dealer, we require commitment, which
means that at the end of the sharing phase there is some value s’ that will always be reconstructed
in the reconstruction phase.

While the round complexity of perfect VSS is well-understood (see [FGG'06, KKKO09,
GIKRO01]), this problem is still open in the statistical settings. The best-known scheme [KPR10]
achieves 3 rounds of sharing and 2 rounds of reconstruction. It is known that 3 rounds are neces-
sary for the sharing phase [PCRR09, AKP20a], but it is unclear whether 2 rounds of reconstruction
are necessary. In fact, as shown by [CDF01], one can derive a VSS in which the reconstruction
phase consists of a single round by first constructing such a protocol under the assumption that
the dealer is honest (aka robust secret sharing) [RB89], and then using statistical MPC to emulate
the honest dealer. This approach suffers, however, from a large number of rounds in the sharing
phase, which is inherently sub-optimal since it employs a VSS with multiple rounds of reconstruc-
tion as a building block (as part of the MPC protocol). Apart from the MPC-based approach, it is
unknown how to achieve a single round of reconstruction even when more than 3 rounds of shar-
ing are being employed [RB89, CDD 199, KPR10]. Let us note that single-round reconstruction has
a qualitative advantage due to its non-interactive nature (parties can just “speak” once without
waiting for others).

Overall, the existence of a statistical VSS that simultaneously achieves 3 rounds of sharing and
a single round of reconstruction is open. In fact, the question is not fully resolved even if one adds
another round of reconstruction (as in [KPR10]) since the known construction [KPR10] lacks some
important properties that are typically employed as part of MPC protocols. Most notably, it is not
linearly homomorphic, i.e., parties cannot locally combine shares of different secrets into a new share
of a linear combination of the underlying secrets.

In this work, we provide the first construction of a round-optimal VSS scheme, that requires
three rounds of sharing, and only one round of reconstruction. Our construction is also linearly-
homomorphic (and has other “MPC-friendly” features, See Section 6).

Theorem 1.1. For a security parameter r, number of parties n, and number of corrupt parties t < n/2,
there exists a protocol for verifiable secret sharing with three rounds of sharing and one round of reconstric-
tion, that provides statistical security against an active, static, rushing unbounded adversary that corrupts
up to t parties, with error 2=". The running time of the protocol is poly(x,2").

Remark 1.2 (On the exponential dependency on n). Our VSS protocol, as well as the rest of our
protocols, have exponential dependency on the number of parties n, so they are only efficient when n =
O(log k). We emphasize that in the settings of statistical security, even inefficient protocols are meaningful,
since the protocols are secure even against a computationally-unbounded adversary. We also mention
that the question of an efficient VSS scheme with three rounds of sharing is open even if we allow more than
one round of reconstruction. Indeed, the construction of [KPR10] also has exponential dependency on the
number of parties, even though it allows two rounds of reconstruction.

!Unless stated otherwise, whenever we refer to the perfect setting and statistical setting, we assume that the resiliency
threshold is taken to be optimal, i.e., tpertect = [ (2 — 1)/3] and tswat = [(n — 1)/2], respectively.



1.1.2 Single Input Functionalities

Before moving to the case of MPC for general functionalities, it is useful to consider the special
case of single input functionalities [GIKR02], whose output depends on the input of a single party,
called the dealer. Single input functionalities capture a large class of non-trivial tasks, including
secure multicast and multi-verifier zero-knowledge. In the perfect setting, the sharing phase of
VSS can be also captured by SIF. However, in the statistical setting, where there is merely an
honest majority, it can be shown that SIF cannot capture VSS. (See Appendix A for proof.)

Augmented SIF. We present a stronger notion of SIF, called augmented SIF, that captures VSS
as well as other related tasks (that will be useful later as building blocks for general MPC). Intu-
itively, it allows the computation of a single input functionality together with some verification
information that will allow every party to publicly open its output, and convince the rest of the
parties of its validity. Formally, for a single input functionality F, the corresponding augmented
single input functionality is a two-phase functionality F’. The first phase, the computation phase,
consists merely of the computation of 7. That is, the dealer inputs x to the functionality 7', and
the i-th party receives the value y; as an output, where F(x) = (y1,...,yn). In the second phase,
the opening phase, every P; can input a command “open” to 7/, and the functionality will return
y; to the rest of the parties. It is not hard to verify that an augmented SIF of any (¢ + 1)-out-of-n
secret sharing scheme is indeed a VSS scheme.

The round complexity of SIF. Not much is known about the round complexity of SIF and aug-
mented SIF. The three-round lower bound for the sharing phase of VSS [PCRR09, AKP20a] implies
that the computation phase of an augmented SIF requires at least three rounds. First, we extend
this lower bound to hold for standard SIF as well.

Theorem 1.3 (Lower Bound for SIF). Let n > 3 and t > n/3 be positive integers. Then there exists an
n-party single input functionality that cannot be computed in two rounds with resiliency t and error 1/12.

The exact round complexity of both, SIF and augmented SIF, is open, and the best upper bound
is some large constant [IK00, IK02, GIKR02].> We fully resolve this question and provide tight
upper bounds. We show that every augmented SIF can be realized in three rounds for the compu-
tation phase, and one round for the opening phase. This implies that every SIF can be realized in
three rounds (ignoring the opening phase).

Theorem 1.4 (Upper Bound for augmented SIF and SIF). For a security parameter r, number of parties
n, and number of corrupt parties t < n/2, for every single input functionality F, the augmented single
input functionality ' can be realized in three rounds for the computation phase, and one round for the
opening phase, with statistical security against an active, static, rushing unbounded adversary that corrupts
up to t parties, with error 27". The running time of the protocol is poly(k, 2", s), where s is the size of
the boolean circuit computing F. Consequently, the single-input functionality F can be realized in three
rounds with similar complexity in the same setting.

>The obvious approach is to use some MPC-friendly VSS, e.g., the VSS of [KPR10] whose sharing takes 4 rounds
and reconstruction takes 2 rounds. Then we can use the protocol of [CDD99] to compute a degree-2 SIF (which is
complete for general SIF [GIKR02]). Computing one multiplication takes more than 10 rounds in [CDD"99], and so the
protocol requires more than 14 rounds. By using standard tricks (sharing random multiplication triples [Bea91]) this
can probably be improved to 7 rounds (4 rounds for sharing, 1 round for generating random challenges that are needed
for the generation of random multiplication triples, and 2 rounds for opening).



Previously, the best 3-round SIF protocol with active information-theoretic security achieved a
threshold of ¢t < |(n —1)/4] [ABT19]. We also mention that if one is willing to relax the security
to computational then the protocols of [AKP22] provide a 2-round SIF based on cryptographic
assumptions (essentially non-interactive commitments).

Application: Multi-verifier zero-knowledge. In multi-verifier zero-knowledge [BD91] for an
NP relation R, there is a single prover and k verifiers, all holding the same statement x. The prover
wants to prove that she is holding a secret witness w so that R(z,w) = 1, without revealing any
information about w. Observe that this task is captured by a single input functionality, that takes
(z,w) from the prover, and returns (x, “true”) to all the parties if R(x,w) = 1, and (z, “false”)
otherwise. Therefore, when there is an honest majority among the k + 1 parties, we can use
our SIF protocol to derive the first multi-verifier zero-knowledge proof system that runs in three
rounds and achieves statistical security.We highlight the special case of a single prover and two
verifiers (i.e., k = 2), allowing a single corruption. That is, by adding just a single verifier to the
standard zero-knowledge settings, we obtain, for the first time, an efficient zero-knowledge proof
with statistical security under no cryptographic assumptions. As a bonus, we even provide UC-
security [Can01], which implies straight-line black-box simulation, as well as knowledge extraction.
In comparison, in the standard settings of (single-verifier) zero-knowledge proofs three rounds
protocols require non-black box simulation [GK96].

1.1.3 General Multiparty Computation

The round complexity of statistical-MPC for general functionalities is a long-standing open prob-
lem. For a long time, it is known that constant-round protocols exist [IK00, IK02], where the exact
number of rounds is some large constant. More recently, [AKP20a] proved that at least four rounds
are required for general statistical MPC. In this work, we close the gap and prove that four rounds
are also sufficient.

Theorem 1.5 (General MPC in four rounds). For a security parameter x, number of parties n, and
number of corrupt parties t < n/2, every functionality F can be realized in four rounds with statistical
security against an active, static, rushing unbounded adversary that corrupts up to t parties, with error 27",
The running time of the protocol is poly(k, 2", s,2%), where s is the size of the boolean circuit computing
F, and d is the depth of the circuit.

As in all known constructions of constant-round information-theoretic MPC, there is an expo-
nential dependency on the depth of the circuit. Getting rid of this dependency, even in weaker
adversarial models (e.g., passive adversary and resiliency of ¢t = 1), is a famous open problem
that goes back to [BMR90]. A potentially more accessible goal is to get-rid of the exponential
dependency in the number of parties n (see Remark 1.2). Based on current techniques, poly(n)-
time protocols seem to require at least 7 rounds, and so the gap between efficient and inefficient
solutions is quite large in this case.

Overall, our protocol is only efficient for n = O(log x) and for NC! functionalities.’> Never-
theless, even for general functions, for which our construction is inefficient, the result remains
meaningful since the protocol resists computationally unbounded adversaries. More generally,

®As in similar cases, this can be pushed up to log-space functionalities since they securely reduce to NC' function-
alities via non-interactive reductions [TK02].



ignoring efficiency aspects, one can view our theorems as computability results that characterize
the minimal computational model (in terms of rounds of interactions) in which universal compu-
tation can be carried out with statistical security and optimal resiliency.

2 Technical Overview

In this section, we provide a detailed technical overview of our construction. We denote the parties
by Pi,...,P,, and we assume that at most ¢ < n/2 of the parties are corrupt. We denote the
security parameter by x, and throughout, we think of I as a finite field of size exp(n, k), and of
1,...,n as n distinct non-zero field elements.

At a high level, our construction consists of two main parts: the construction of a round-
optimal VSS scheme, and a transformation from VSS to general MPC. In Section 2.1 we provide
a detailed overview of our VSS scheme, that constitutes our main technical contribution. In Sec-
tion 2.2 we provide a short overview of the transformation from VSS to general MPC via aug-
mented SIF.

2.1 Verifiable Secret Sharing

Background. We begin with some background on the qualitative difference between VSS in the
perfect setting and VSS in the statistical setting. It will be instructive to start with the simpler task
of robust secret sharing where an honest dealer D shares a secret s among n players. We require
t-privacy, i.e., t shares reveal no information about s, and also perfect ¢-robustness, which means
that if all the parties send their shares to a receiver R, then R can recover s even if ¢ shares are
maliciously chosen and might depend on the honest shares. When n = 3t + 1, it is known that
Shamir’s secret sharing satisfies those requirements since Reed-Solomon codes allow to recover
the secret from ¢ errors. On the other hand, when n = 2¢ + 1, it is not hard to see that this

task is impossible. Indeed, if (s1, ..., s,) are shares of 0, and (s}, ..., s],) are shares of 1, then the

ren
Hamming distance between the two vectors has to be at least 2¢ +1 = n, or otherwise ¢-robustness
is violated. But this means that we can distinguish a secret sharing of 0 from a secret sharing
of 1 based on a single share, so t-privacy is violated. In fact, this argument shows that perfect
robustness is possible only when n > 3t 4 1. We will see that this qualitative difference propagates
up to the more challenging task of VSS.

In the perfect setting, when n > 3t + 1, the canonical approach [BGW88, GIKR01, FGG™ 06,
KKK09, AL17, AKP20b] is to design an MPC protocol for the single input functionality that takes
an input s and randomness r from the dealer, generates the shares s1, .. ., s, according to Shamir’s
scheme, and delivers s; to P;. Privacy follows from the privacy of the secret sharing scheme,
while commitment (and correctness) follows from the perfect robustness property: Even if the
dealer is dishonest, and therefore knows all the shares of the honest parties and has full control
of the shares of ¢ corrupt parties, perfect robustness guarantees that there exists exactly one valid
opening in the reconstruction phase. Indeed, this approach leads to VSS protocols with an optimal
round complexity [GIKR01, FGG 06, KKK09, AKP20b] (3 rounds of sharing and a single round of
reconstruction) and so the problem in the perfect setting is well understood.

The situation in the statistical setting is more subtle. As already observed, we cannot hope for
perfect robustness whenever ¢ > n/3, and so the commitment property cannot be based on the
nonexistence of ambiguous openings. Instead, one has to argue that it is infeasible to find such



ambiguous openings given the adversary’s view. That is, we have to inject some private random-
ness into the shares of the honest parties.* Indeed, following [RB89], the canonical approach here
is to augment each share s; with a private “proof-of-validity”, that allows P; to convince the rest
of the parties in the validity of its share s;. If P; tries to open an invalid share s, # s;, then with
high probability P; will fail to generate a proof-of-validity for s, and the rest of the parties will
set the share of P; to an erasure. Since t erasures can be handled when n > 2t 4 1, such proofs-of-
validity suffices. Of course, some of the randomness used to generate the proofs-of-validity has
to come from the honest parties and should remain hidden from the adversary. Furthermore, the
use of interactive reconstruction (which allows for interactive verification of validity) seems to be
of significant help. (See, e.g., the discussions in [CDF01, CFOR12, FY20] in the context of robust
secret sharing.) In contrast, in the perfect setting, it can be shown that interaction is useless in the
reconstruction phase [GIKR02].)

Interactive signatures. The main tool for constructing the proofs-of-validity is some form of
information-theoretic interactive signatures (aka information-checking protocols [RB89]). This is es-
sentially a weak version of VSS in which the opening is conducted by some designated party Z.
Following the definition of [PCR08, PCPR09], an interactive signature is a protocol involving n
parties, where two of them are distinguished: the dealer D and the intermediary Z. (Say that P, is
D and that P» is Z.) The protocol consists of 3 phases as follows:

1. Distribution phase: D sends to Z a secret s together with some authentication information,
and some verification information to the rest of the parties.

2. Verification phase: The parties verify that the information that D sent is “valid” and “con-
sistent” with the secret s that 7 holds, and terminate the phase with a public decision on
success or failure that is taken based on public information (i.e., broadcasts).

3. Selective opening phase: Assuming that the verification phase succeeds, Z can publicly open
the value s to all the parties. The parties decide whether to accept or reject this opening.
Crucially, the decision of whether to open the value is in the hands of 7 and may depend on
external reasons. (Hence the term “selective”.)

Correctness and privacy are defined in a natural way: When D and 7 are honest, the verification
succeeds, the opening of 7 is accepted by all honest parties (correctness), and the adversary learns
no information about s in the distribution phase and verification phase (privacy). The commit-
ment property from the VSS is replaced with the following three fine-grained requirements that
are all conditioned on the success of the verification phase: (a) unforgeability: If D is honest and
T is corrupt, the honest parties will reject an opening of s’ # s by Z; (b) nonrepudiation: If D is
corrupt and 7 is honest, then the honest parties will accept the opening of s by Z; and (c) agree-
ment: All honest parties agree on whether to accept or reject the opening of Z, even if both Z and
D are corrupt. If verification fails, unforgeability, nonrepudiation, and agreement are vacuously
satisfied.

*Consequently, in the honest majority statistical setting, VSS cannot be realized by a single input functionality. This
is true even if multiple rounds of reconstruction are allowed as we prove in Section A.
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VSS from signatures. The work of [KPR10] implicitly shows a VSS scheme with three rounds
of sharing and one round of reconstruction (which is also MPC friendly) can be based on any
signature scheme with one round of distribution, two rounds of verification, and a single round
of selective opening that can be executed in parallel to the second round of the verification phase.
We call such a signature scheme a (1, 2, 1)-signature. Unfortunately, all known constructions of in-
teractive signatures [RB89, CDD 199, PCR08, KPR10], regardless of the round-complexity of the
distribution phase and the verification phase, require an interactive (two-round) sub-protocol
for selective opening. To bypass this barrier, let us first take a fresh look at existing construc-
tions [PCRO8, PCPR09] which originally rely on polynomials, and abstract them by using general
linear secret-sharing schemes.

Abstraction of previous constructions. Consider a linear secret-sharing scheme over F for N
secret-sharing players )1, ..., Qy. Linearity means that in order to share a secret s € F, we sam-
ple a random vector ps whose first entry is s, and set the i-th share to L;(ps) where L; is some
public non-degenerate linear operator that is associated with the i-th player ;. The scheme is
parameterized by a threshold 7' > n and we assume that any coalition of size n learns nothing
about the secret and coalitions of size T can recover the secret and the randomness vector ps. The
latter property implies that the mapping L : ps ~ (Li(ps))icn) forms a linear code of distance
A = N — T + 1. Jumping ahead, we will have exponentially many “virtual” secret-sharing play-
ers, i.e., N = exp(n, k), but the threshold T is polynomial in n and «. We will employ only n
(randomly chosen) sharing players, so the overall complexity can be, in principle, poly(n, ). An
interactive signature (with 2 rounds of selective opening) can be constructed as follows.

1. Single-round Distribution phase: Given a secret s € I, the dealer samples a random mask
r € F, and random vectors p; and p, whose first entry is s and r, respectively. All these
random values are sent to Z. In addition, for every F;, the dealer picks a random index
«; € [N] that represents some (virtual) secret-sharing player, and sends to party P; the index
«; together with the corresponding shares s; := L,,(ps) and r; := L, (p,), which will be
used as “authenticators”. This step reveals no information about s and r since the adversary
can see at most n shares.

2. 2-round Verification phase: 7 broadcasts a random linear combination of the randomizers p;
and p,, i.e., Z samples a non-zero scalar ¢ € F and broadcasts (¢, p := ps+ c- p,). This
equation is being checked by the dealer who broadcasts a public complaint if ps;+c-p, # p. If
such a complaint is issued verification fails, otherwise verification succeeds. These messages
do not violate privacy since p, masks the value of p;.

3. 2-round Selective opening phase: In order to open the secret Z broadcasts p,. We say that P;
votes for the opening if either (a) Ly, (ps) = s; or (b) Lo, (p) # si + ¢ - r; and D did not
broadcast a complaint.® In the second round, every party broadcasts its vote, and the parties
accept if a majority of the parties vote for the opening. (If the verification phase failed, then
the parties simply ignore the selective opening phase.)

5To achieve such a complexity, the secret sharing should be strongly explicit, i.e., the ith share should be computable
in time poly(7’,log(N)) = poly(n, ). For example, one can use Shamir’s (n + 1)-out-of-N secret sharing scheme with
afield of size |[F|=N+1land T =n+ 1.

°In the latter case, P; thinks that D is corrupt and so he shouldn’t worry about unforgeability and there is no harm
in accepting the opening.
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Analysis (sketch). Correctness, privacy, and agreement are straightforward. For unforgeability,
we assume that D is honest, 7 is corrupt, verification passes and Z opens p/, # ps. Since the
code L has distance A, the probability that L, (ps) # La,(p}), for a random «; € [N], is at least
A/N > 1-T/N, and so every honest party is likely to vote against the opening. Here we crucially
relied on the fact that the adversary does not know «;. For nonrepudiation, assume that D is
corrupt, Z is honest, verification passes but 7 is rejected, i.e., at least one honest party P; voted
against the opening. Thus, L, (ps) # s; but Ly, (p) = s; + ¢ - r;. By linearity, this happens iff
¢ (ri — Lo, (pr)) = (La;(ps) — si), and since the RHS is non-zero, this happens with a probability
of at most 1/(|F| — 1) over the choice of the random non-zero scalar c.

Reducing around? We can try to reduce one round of the selective opening by letting each party
decide locally based on his own vote. However, in this case, an adversary that corrupts both D and
T can violate the agreement property by generating vectors p,, p, (a4, s;, ;) and (o, s,7;), so that
an honest P; accepts the opening while an honest P; rejects the opening. One could also try to let
every P; broadcast the authentication values («;, s;,7;) in the first round of the selective opening
phase, so the rest of the parties will be able to compute the vote of P; based on ps and (ay, si, 7).
However, given this information, a corrupt rushing 7 can efficiently find an invalid opening that
will be accepted by the honest parties, violating the unforgeability requirement. This problem
can be fixed by increasing the distance of the code and setting the privacy threshold below n.
But in this case, the authenticators («;, s;,7;) prematurely reveal the secret before we even know
whether the intermediate wishes to open the secret, thus violating privacy. Overall, the challenge
is to reveal enough information that allows the parties to reach an agreement (in case the secret is
opened), while keeping enough uncertainty about the secret and its “authenticators” (for privacy
and unforgeability).”

At a high level, we solve the problem by letting each party spread some partial, randomized,
pieces of information about his local authenticators. In particular, each party P; will receive many
secret shares from the dealer and will spread random linear combinations of these shares to the
other parties. Crucially, P; will use a local private source of randomness. (This deviates from all
previous approaches in which only D and 7 were randomized). The actual implementation of this
approach requires some care. We will start with a simplified model that includes additional (vir-
tual) verifiers (Section 2.1.1), and then explain how to emulate the verifiers in a round-preserving
way (Section 2.1.2), in order to obtain a (1, 2, 1)-signature in the standard model.

2.1.1 Step I: Signature Scheme with Virtual Verifiers

A simplified model. In previous constructions, every P; had a dual role: P; acted both as a veri-
fier, that had to vote for/against the opening of Z, and also as a receiver, that had to accept/reject
the opening of Z. We consider a simplified model where this role is divided between two entities: a
verifier V; and a receiver P;. Formally, the model consists of m verifiers Vi, ..., V,,, and n receivers
Py, ..., P, and we assume that the dealer D is P, and the intermediary 7 is P. The adversary can
corrupt any number of the receivers, and can weakly corrupt any subset of the verifiers with one

’In contrast, in the reconstruction phase in VSS we do not care about the privacy of the secret, since the opening is
not selective and all the parties know that the secret should be revealed. In this sense, signatures (with a single round
of opening) are more challenging than VSS. Indeed, to the best of our knowledge, the question is open even when the
resiliency threshold ¢ is smaller than n/3 and perfect-VSS is available.
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limitation: When D is honest and 7 is corrupt there must be at least one honest verifier. The
notion of weak corruption is non-standard: A weakly corrupted verifier passes all her incoming
messages to the adversary but keeps her internal state (i.e., her random tape) and the messages
that she sends to the other honest parties hidden. In addition, the adversary is allowed to abort a
weakly corrupted verifier at any time. If a verifier is not aborted, it plays its role honestly.

Hadamard-based secret sharing. Recall that we employ a linear secret-sharing scheme over IF
that is defined by N distinct linear mappings {L;};c[n), one for each virtual party. We will need
the (highly non-standard) property that this set of functions forms a linear space £. For this, we
will take £ to be the space of all linear functions from F to F and think of each function as a vector
in F¥ (so N = |F|"). This is not a valid threshold secret sharing since some small coalitions (that
span the vector e; = (1,0,...,0)) can recover the secret, and some huge coalitions (that do not
span e1) may not be able to recover the secret. However, for a randomly chosen coalition of size
> v (resp., < v) correctness (resp., privacy) holds with high probability. These relaxed properties
suffice (since privacy and correctness will only be needed when the dealer is honest and in this
case the virtual parties will be selected at random). From a coding perspective, this secret sharing
corresponds to the Hadamard code over a large field. Let v be polynomially larger than x - m - n
and let v be polynomially larger than um. We modify the previous construction as follows:

1. Single-round distribution phase: As before, the dealer samples the randomizers ps and p, and
sends them to Z. In addition, D allocates to each verifier v random virtual secret-sharing
parties by sampling a random u x v matrix A;, and sends to V; the “names” of the virtual
parties and their shares, (4;, s;:= A;-ps, r;i:=A;-p,).Since v > um , with a very high

probability the row-span (A;);c|,) does not include the unit vector e; = (1,0, ...,0), which
means that all the messages that the verifiers receive from D reveal no information about s
and r.

2. 2-round verification phase: As in the previous protocol, the intermediate publishes a random
non-zero scalar ¢ and a linear combination of the secret sharing randomizers p := ps+c- py,
and the dealer D announces whether verification succeeds by verifying the above equality.
In addition, in the second round, every verifier V; does the following: (a) broadcasts a public
complaint if its local authenticators are inconsistent with the published information, i.e., if
A - p # s; + c-r;; and (b) privately sends to each receiver P;, j € [n], a random linear
combination of his s-shares (t; ;, a;; := t;; - Ai, $;j; = t;j-s;), where t;; < F“isa
random row vector.

3. Single-round selective opening phase: To open the secret s, the intermediate 7 broadcasts the
vector ps to all the parties. After this, each receiver P; locally computes a vote for each veri-
fier V; and rejects the opening if at least one verifier votes against the opening. The receiver
P; thinks that the verifier V; votes against the opening if the following conditions hold: (1)
V; did not broadcast a complaint®, (2) V; did not abort, and (3) there is an inconsistency
a; j - ps # si ;. Observe that this phase can be executed in parallel to the second round of the
verification phase, so that if the verification phase failed the opening is simply ignored.

8 Again, in case of a complaint the verifier (who always operates honestly) claims that the dealer is cheating, and so
it’s safe to accept the opening without worrying about forgery.
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Analysis (sketch). It is not hard to see that correctness and privacy hold even if none of the
verifiers are honest. For unforgeability, assume that D is honest, 7 is corrupt, some verifier, say V;
is honest, and the verification phase succeeds. By following the previous argument, unforgeability
boils down to showing that the vector a; ; that an honest receiver P; gets from V; is (almost)
uniformly distributed. Moreover, this should hold even when conditioning on the adversary’s
view that consists of all the vectors a; ¢ that V; sent to the corrupted receivers. To see this, observe
that the vectors a = (a; 1,...,a;,,) were generated by taking n random linear combinations 7" =
(ti,1,...,t1,) of the rows of a random matrix A;. Since T is likely to be linearly independent (as
each t; ; is of dimension u >> n) and since A; is uniform, the outcome a is also uniform.

For nonrepudiation, assume that D is corrupt and 7 is honest, and let V; be any verifier that
did not abort. If A; - ps # s; then even weakly-corrupt V; is likely to broadcast a public complaint
(the argument is similar to the one used in the previous scheme); Otherwise, A4; - p, = s; and all
the local authenticators that were sent by V; will be consistent. In any case, no honest party rejects
due to V.

Finally, for agreement, we show that even if D and Z are corrupt, if the verification phase
succeeds, then all the honest receivers are likely to see, for every (possibly weakly-corrupt) verifier
V;, the same vote. This is trivially true if V; aborts or broadcast a complaint. If this is not the case,
then, except with probability of 1/|F| = negl(n, k) over the choice of the linear combination t; j,
the local equation tested by an honest receiver P;, which can be written as t; ; - (4; - ps) = t; ;- (s;)
holds if and only if V;’s equation 4; - ps = s; holds.

Multiple-authenticators variant. It will be useful to consider a variant of the protocol in which
every V; sends multiple authenticators (tf 5 aﬁ = tﬁ i Ai sﬁ j= tﬁ ;"Si)kejy to every receiver
Pj. Accordingly, in the opening phase, P; will treat any inequality of the form ai-f i Ps # sﬁ j
for some k € [/], as an inconsistency, and will reject accordingly (unless V; aborted or issued a
public complaint). We think of the random tape of V; as composed of ¢ blocks where the kth
block consists of all the vectors (tiC ;)jemn)- By slightly modifying the parameters u and v, we can
securely support this extension even if the adversary partially controls the choice of the linear
combinations tﬁ ; of non-honest verifiers V;. Specifically, if either D or Z is corrupt, the adversary
will be allowed to choose, for every non-honest V;, all the random tape except for one block that
is sampled uniformly at random and remains unknown to the adversary. (If D and Z are honest
then we allow the adversary to pick all the vectors tﬁ ; that are generated by V;.)

2.1.2 Step II: Emulating the verifiers

We return to the standard model with n parties Py, ..., P, where at most ¢ < n/2 of them are
corrupt. We consider the multiple-authenticators variant of the protocol in the simplified model
as the outer protocol, and we use a virtualization technique to emulate the verifiers in a round-
preserving way. For ease of presentation, we assume that the parties have an access to an idealized
single-round signature scheme which is also linearly homomorphic. That is, if a signer A signs to
B over secrets (s1,...,s,) then B can pick any vector of coefficients 3; = (3;[1],...,B;[q]) and
privately open the vector of coefficients and linear combination (8, ;¢ B;li] - s:) to some party
P; while certifying that these values were “signed” by A. The opening is designated to P;, and
so we use the terms A signs to B and B opens to P;. While it may seem paradoxical to make this
assumption at this point, we will later see that it can be replaced with a weak form of interactive
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signatures, and thus can be easily realized.

The emulation. We identify the verifiers with all subsets of ¢ parties that do not include D and Z,
som = (";2) 2 In a nutshell, messages that will be sent to the virtual verifier V; will be delivered
to all the parties in the corresponding committee, and whenever V; sends a message, we let each
party in the committee send the message as well where the message will be computed with respect
to his own independent randomness. We think of V; as weakly corrupt if it contains a corrupt party
P;. 1f all the parties in V; are honest, the virtual party will be viewed as an honest party.

In more detail, we think of the distribution phase and verification phase as a three-round
protocol. In the first round of the outer protocol, i.e., in the distribution phase, D sends every V;
a vector (4;,s;,r;). We emulate this step by letting D pass these values to every P; in V; together
with linear private-opening (LPO) signatures. To make sure that D sent the same vector to all
parties in V;, we let the parties perform a public secure pairwise comparison of those values in the
following way. For every V; and every P; and P in V;, we let P; sign a random pad r; j ; to P in
the first round using the LPO signature, and both parties broadcast (A4;,s;, r;) +r; j  in the second
round. Any inconsistency in the broadcasts implies that the comparison failed, in which case we
think of V; as an aborting verifier.

In the third round of the outer protocol, i.e., in the second round of the verification phase,
every V; verifies that A; - p = s; + ¢ - r;, and also generates ¢ authenticators and sends them to
the receivers. We emulate this step by letting every P; in V;, verify that A; - p = s; + ¢ - r;, using
the vector (A;,s;,r;) that P; received from D, and broadcast a public complaint if equality does
not hold. If any P; in V; broadcasts a complaint, we think of V; as a complaining verifier. We set
the number of authenticators generated by every verifier V; to be ¢ = ¢, and we let every P}, in
V; generate a random vector tfi ; for every P;, and privately open to P; the values (tf i afi j =
tf; Iz A, sﬁ j = tﬁ Iz s;) which are linear combinations of the values on which D signed to Py.
That is, every party in V; generates a single authenticator for P;. (If P; rejects the opening of P,
then P; simply ignores the authenticator of P;.)

Analysis. For honest D and Z, we allowed all the verifiers to be non-honest in the outer proto-
col. Observe that every verifier V; contains a corrupt party, that can broadcast a false complaint.
However, since a complaining Vj; is equivalent to an aborting V; in the outer protocol, this behav-
ior is allowed. In addition, when D is honest, the unforgeability of the LPO signature implies
that for every non-aborting V;, all authenticators generated by the parties in V; are of the correct
form (t;C i tfi x A;, t,ﬁ Iz si). If, in addition, Z is corrupt, then there exists a verifier that contains
only honest parties that acts exactly like an honest verifier in the outer protocol, and the adversary
has no information about the internal state of this verifier. Moreover, every verifier V; contains at
least one honest party Py, for which the authenticators (t ;)jem) are uniformly distributed, and
the adversary has no information about the vectors corresponding to the honest parties.

When D is corrupt, every V; contains at least one honest party, and if V; did not abort then
the honest parties in V; agree on the values (4;,s;,r;). This means that for every V; at least one
authenticator is honestly generated. However, the authenticators that the corrupt parties generate
are not necessarily consistent with the values (4;,s;, r;) that the honest parties hold. To solve this
problem, we observe that each pair of parties P, and P} in a non-aborting V; already publicly

°This is the point where complexity becomes exponential in n.
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agreed (via broadcast) on the masked values b; ¢, = (A;, si, i) +1; 0% Also P, signed the random
pad r; ¢ 1 to Py, and since b; ¢, is public, this signature is effectively a signature on the “plaintext”
(Aji,si,r;). In particular, P, can prove to any party P; that her authenticator, (t’;C 1 aﬁ ;= tﬁ ;e
A;, sﬁ = tﬁ ; * i), is consistent with P, by opening to P; the linear combinations of the random
pad r; ¢ ;. that correspond to tﬁ e (See Section 5 for details.)

Realizing the linear private-opening signatures. So far we assumed that we have an ideal-
ized version of the linear private-opening signatures. To replace these signatures we construct
information-theoretic linear private-opening signatures. Since the openings are private, we do not
require agreement and show that such a scheme can be realized with a single round of distribu-
tion, two rounds of verification, and a single round of opening that can be executed in parallel to
the second round of verification. Our construction follows the blueprints presented in previous
works [PCR08, PCPR09] and reviewed in Section 2.1. (Full details appear in Section 4.) Despite
their interactive nature, our signatures can be employed in the above protocol without increasing
the round complexity. The distribution phase is executed in the first round, and the verification
phase is executed in the second and third round. A failures of an LPO verification, which is a pub-
lic event, is translated to an “abort” of the corresponding virtual verifier. The final construction
of the (1,2, 1)-signature scheme satisfies several additional properties (e.g., linearity and refined
versions of openings) that are needed later for the other constructions. See Section 5 for details.

2.2 From VSS to General MPC

At a high level, our (long and winding) road to round-optimal general MPC has few additional
steps. First, we note that our VSS scheme satisfies some useful properties for the construction of
round-optimal general MPC protocol. We then use those properties to construct (standard) single-
input functionalities, and show how to enhance SIF to augmented SIF. Finally, we use augmented
single input functionalities for the construction of round-optimal general MPC. We continue with
a short explanation about each step.

2.5-rounds VSS. In order to obtain round-optimal protocols, we need to perform operations on
the shares before the execution of VSS terminated. This idea can be traced back to [ABT19], and
was used in several papers on round-optimal MPC [AKP20b, AKP22]. We call the shares that
the parties received in the first round of the VSS protocol tentative shares, and we observe that in
some special cases we can perform linear operations over those shares. In the first special case, a
single dealer shared many secrets s1,...,s,,, and the parties securely compute a linear function
> ic[m)] @i - i of the secrets already in the third round of VSS (see Section 7.1.1). In the second
special case there are two dealers D; and D, that share the secrets s; and s9, respectively, and the
parties securely compute the value s; — s, already in the third round (see Section 8.2.1).

Single input functionalities. Recently, [AKP22] implicitly showed a round-preserving transfor-
mation from a VSS scheme that allows performing linear operations over the tentative shares into
a protocol for single input functionalities. We follow this blueprint and show that it can be adopted
to the statistical setting as well. Roughly, the transformation has two steps: (1) Based on VSS, we
construct (Section 7.1.2) a three-round protocol for triple secret sharing (TSS) that allows a dealer D
to share a triple (a, b, c) among the parties via VSS, and also prove in zero-knowledge that the triple
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satisfies ¢ = ab; and (2) We use the TSS protocol in order to construct a three-round SIF protocol for
a degree-2 functionality by letting the dealer shares its inputs and all the degree-2 monomials (via
TSS) and then let the parties compute linear operations over the tentative shares. Since general
SIF non-interactively reduces to degree-2 SIF [GIKR02], we get a 3-round SIF protocol.

While this approach is sufficient for the construction of SIF, it is insufficient for the construction
of an augmented SIF, since a party P; cannot convince the other parties of the validity of its out-
puts. In order to obtain an augmented SIF, we first present a new primitive, called verifiable sharing
and transferring (VST), that allows a dealer D to share a secret s among the parties via VSS, while
delegating the ability to perform the verifiable opening of s to a designated receiver R (who also
gets to learn the secret). The protocol follows similar ideas to VSS, and is presented in Section 7.2.
Now given a SIF functionality f, we realize an augmented SIF as follows. Instead of delivering
the ith output, f;(x), privately to P;, we use SIF to send to all the parties a masked version of
the output f;(x) + r;, and share the mask r; via VST while delegating the opening to P; as the
receiver. As a result, P; learns the output f;(x) and gets the ability to verifiably open ;, and let all
the parties learn f;(x).1°

From Single Input Functionality to General Multiparty Computation To construct a 4-round
MPC protocol for general functionalities, we begin with 2-round perfectly secure protocol II°™
against passive adversaries (e.g., [ABT18]), and use a 3-round augmented SIF to force an honest
behavior while increasing the total round complexity by only one round. This can be viewed as a
new round-efficient statistical realization of the GMW paradigm [GMW87]. Since the underlying
protocol II*™ uses private channels, we face a consistency problem: How should Alice convince
Bob and Charlie that she behaves well when they have different views on her behavior? To solve
this problem GMW eliminate all private communication and pass it, encrypted under public-
key encryption, over a broadcast channel, thus providing a common “point of reference” for all
the parties. This public-key assumption was carried to round-efficient realizations of the GMW
compiler [GLS15, ACGJ18], and was recently relaxed to a symmetric assumption (the existence
of commitments) in [AKP21]. We get rid of computational assumptions and present a statistical
variant of this round-efficient compiler. For this, we exploit the full power of the augmented SIF
protocol and some of its special properties such as the ability to compute the difference between
the outputs of two single input functionalities with different dealers. See Section 10.

Organization. In Section 4 we present the construction of linear private-opening interactive sig-
natures, and we use it in Section 5 to construct a (1,2,1)-signatures. Section 6 is devoted to the new
VSS scheme, Section 7 contains the related notions of TSS and VST, and Section 8 combines these
notions into a single F¢h-comp functionality. The augmented SIF protocol appears in Section 9, and
the MPC protocol appears in Section 10. A flow-chart of our construction is presented in Figure 1.

9T order to construct augmented single input functionalities, we need to execute multiple instances of VSS, TSS and
VST, and perform linear operations over the shares. All these calls should be correlated, i.e., for every pair of parties
(P;, Pj), all instances of VSS, TSS, and VST should use the same underlying instance of linear (1,2,1)-signature with P;
in the role of D and P; in the role of Z. In order to handle this correlation, it will be convenient to capture the execution
of all VSS, TSS and VST instances by a single ideal functionality Fsh-comp, that will formalize both the task of sharing
values by the parties and of computing linear operations over the shares.
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Figure 1: A block diagram of our constructions.

3 Preliminaries

Notation. Throughout, we let n be the number of parties, ¢ < n/2 be the number of corrupt
parties, k be the security parameter, and we let F be a sufficiently large finite field, where we
usually think of the size of F as exponential in n and «. For a vector 3 of length m, we denote
B = (B[1],...,B8[m]). For two vectors a, 3 € F™, we denote o - B := >, «[i] - BJi] .

UC-security. All our results are proved in the framework of universal composability [Can01].
For more information about UC-security, the reader is referred to [Can01]. See also the overview
in [AKP21, Appendix A], with computational-indistinguishability replaced with statistical-
indistinguishability.

Randomized Encoding The following is taken with minor changes from [App17]. Let X,Y, Z
and R be finite sets.

Definition 3.1 (Perfect randomized encoding [IK00, AIK06]). Let f : X — Y be a function. We say
that a function f : X x R — Z is a perfect randomized encoding of f if there exists a pair of randomized
algorithms, decoder dec and simulator Sim, for which the following hold:

~

¢ (Correctness) For any input © € X, Pr,gldec(f(z;7)) = f(z)] = 1.

® (Privacy) For any = € X and any computationally-unbounded distinguisher A,

A

| Pr[A(Sim(f(x))) = 1] = Pr r[A(f(x;7)) = 1]| = 0.
We refer to the second input of f as its random input.

Definition 3.2 (Perfect decomposable randomized encoding). Assume that the function f is an arith-
metic function whose input v = (x1,...,xy) is a vector of elements of some ring X. We say that a
randomized encoding f is a decomposable randomized encoding if each output of f depends on at most
a single input x;. Namely, f decomposes to (fi(z1;7), ..., fn(xn; 7)), where f; might output several ring
elements.

We will also be interested in the special case of 2-decomposable randomized encoding.

Definition 3.3 (2-decomposable randomized encoding). Let f : X — Y be a function where
X = X1 x Xo. A randomized encoding f of f is 2-decomposable (also known as 2-party private
simultaneous messages) if f(z1, z2; 1) decomposes to (fi(x1;7), fa(xa;1)).
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We will always be interested in efficiently constructible randomized encoding whose corre-
sponding algorithms f, dec and Sim are computable by polynomial-size circuits that can be con-
structed efficiently given a description of f. The following theorem, due to [IK02, CFIK03] shows
that such a construction can be obtained for the class of arithmetic circuits with logarithmic depth.

Theorem 3.4. There exists an efficiently constructible perfect decomposable randomized encoding for the
class of polynomial-size arithmetic circuits with logarithmic depth over an arbitrary ring. In particular,
there is a compiler that takes a size-S depth-D arithmetic circuit for f and in time poly(S,27) outputs
arithmetic circuits for f, dec and Sim.

4 Linear Private-Opening Interactive Signature scheme

In this section we present the linear private-opening interactive signature scheme, that was dis-
cussed in Section 2.1.2. We formalize the requirements from the signature scheme by an ideal
functionality F,.sig, parameterized by integers m and /, that correspond to the number of inputs
that D signs and the number of linear combinations that every party receives, respectively. We
slightly deviate from the structure of the interactive signature as presented in Section 2.1.2 and
include the second round of the verification phase within the opening phase, where both run in
parallel in the same round. The functionality (Figure 2) as well as the protocol (Figure 3) take care
of this change. Recall that we will only require private opening for this signature scheme and this
is accounted for in our functionality and protocol.

,—[ Functionality }'gﬁé’}g} N

The functionality receives the set of corrupt parties C.
Distribution phase. D inputs s = (s1,..., Smn) € F™. The functionality returns s to Z.
Verification phase.

e (Inputs) A corrupt Z inputs a bit revealz € {0, 1}. For an honest Z set revealz = 0.
* (Outputs) The functionality returns revealz to D.
Opening phase.
* (I's inputs) T inputs lists of coefficients (3; ;)ic[n),je[), Where B; ; € F™ for every i € [n],j € [{]. A
corrupt 7 also inputs bits aborty, . .. ,abort,, € {0,1} and field elements (2; ;);c[n],je[), Where 2; ; € F.
* (Leakage) The functionality returns (3 ;)icc jejq to the adversary.

e (Corrupt D’s inputs) A corrupt D inputs a bit revealp and values i, ..., s}, € F. For an honest D set
revealp = 0 and s} := s; for all ¢ € [m].

* (Outputs) The functionality returns b := (revealz V revealp) to all the players. If b = 1 then the
functionality returns s, ..., s, to all parties and terminates. Otherwise, the functionality does as
follows.

— (Honest D, T) For every i € [n], the functionality returns (3; ;, 3 ; - s) e[ to Pi.
— (Honest D, corrupt I) For every i € [n], if abort; = 1 then the functionality returns L to P;, and
otherwise it returns (83; ;, B:,; - 8)jcjg to Pi.
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— (Corrupt D, honest Z) For every i € [n], the functionality returns (8 ;, B: ; - ) je[q to Pi.
— (Corrupt D,TI) For every i € [n], if abort; = 1 then the functionality returns L to P;, and otherwise
it returns (8; 5, 2i,5) e[y to Pi.

Figure 2: Functionality J-';Zfig

. Vi . . .
One can realize F i, ¢ based on a general linear secret-sharing scheme with strong recovery
properties (authorized sets can recover the randomness of the dealer). For concreteness, we de-
scribe an instantiation of this approach based on Shamir’s secret sharing scheme.

—[ Protocol poSigm’“}

Public parameters: All parties share a statistical security parameter 1°.

(Distribution phase or poSig.dis): D holds inputs = (sq,..., s,,) at the beginning of distribution phase,
and does the following.

* (Authentication information) D sets d := n and picks random degree-d polynomials fi(z),. .., fm(z) €
F[z] conditioned on f;(0) = s; for every k € [m]. It further picks random degree-d polynomials
ri(z),...,rm(x) € Flz]. D sends (fr(z), 7% (7)) kem) to Z.

o (Verification information) For every P;, D samples a random non-zero point o; € F \ {0}, computes
fri = fu(ag) and ry; := ri(oy) for every k € [m], and sends (v, f1,is- -+, fm,ir "1y -« - s Tm,i) tO Pi.
At the end of the round 7 outputs (f1(0),. .., fm(0)).

(Verification phase or poSig.ver): T picks a random non-zero field element ¢ € F \ {0}, and broadcasts
(¢, fu(@) + ¢ 11(2)) ke fm)-
Let (¢, dx(x))repm) be the broadcast of 7. At the end of the round, if dy(x) = fx(x) + ¢ - ri(z) for every
k € [m] then D outputs revealy = 0. Otherwise, D outputs revealy = 1.

(Opening phase or poSig.open):

* (Checking verification test) D broadcasts “accept” if revealz = 0, and broadcasts s otherwise.

* (Private opening) The intermediary Z receives the coefficient vectors (3 ;)icin],jeq as inputs, and
for every i € [n], she sends to P; the values (3; ;, Out; j(x));c[q wWhere Out; ;(z) is the univariate

polynomial 3; ;[1] - fi(x) + ...+ B ;Im] - fm(x).
(Local computation): Every F; does the following local computation.

¢ If D broadcasted s in the verification phase, then P; sets b = 1, outputs s and terminates.

e Otherwise, P; sets b = 0. If either (1) di(ow) # fr: + cri,; for some k € [m], or (2) it holds that
Out; (i) = Bij[1]f1i+ ...+ Bij[m]fm, for every j € [{], then P; outputs (B; ;, Out; ;(0)) ;e[

e Otherwise, P; outputs a failure symbol L.

Figure 3: Protocol poSig™*

Notation 1 (Conflicts in private-openings signatures). We say that D is poSign-conflicted with Z if
D does not broadcasts “accept” in the verification phase (i.e., if b = 1). If D and T are not conflicted, we
say that the opening of T is accepted by P; if P; does not output L. Otherwise, if the opening of T is not
accepted by P;, we say that the opening was rejected or that it failed.
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Notation 2 (Specifying inputs to poSig). When we use poSig as a subprotocol of a protocol 11, we always
execute the distribution phase in the first round, the verification phase in the second round, and the opening
phase in the third round. It will be convenient to use the following notational conventions.

In the distribution phase, the signed values s, . .., sy, will have many different contexts. Therefore, it
will be convenient to specify each input in its own context, instead of specifying all of them together. Hence,
whenever we introduce a new input s; of D to poSig, we will say that D executes poSig.dis(D, Z, s;), which
means that s; is the i-th input of D in the execution of poSig with T as the intermediary. In fact, we always
assume that every input of poSig has some predetermined role in the protocol 11, so no confusion can arise
regarding the order of the inputs, that we usually ignore. For example, for three field elements, a,b,c,
when we say that D executes poSig.dis(D,Z, a), poSig.dis(D,Z, b) and poSig.dis(D, Z, c) we mean that D
executes the distribution phase with Z as the intermediary, and with inputs (a, b, c).

Similarly, instead of specifying all the coefficients that T inputs in the opening phase of poSig at the
same time, it will be convenient to specify the coefficients in their own context. Therefore, whenever we
introduce a new vector of coefficients 3, we will say that T executes poSig.open(D,Z, P;, 3 - s) if T inputs
the coefficients (3 to poSig™* in poSig.open at the role of some 3; j. Again, we assume that every coefficient
in the opening phase of poSig has some predetermined role in the protocol 11, so no confusion can arise
regarding the order of the coefficients, that we usually ignore.

We will sometimes think of s as a matrix M (say of dimensions a x b) rather than a vector, and
use the matrix notation poSig.open(D,Z, P;, 3 - M) to specify the opening of the b linear combinations
B Mi,...,B My, where 3 is a row vector and M is the j-th column of M.

In some cases we will only be interested in opening a linear combination of a subset of inputs s;,, . .., s;,
where k < m. In this case we simplify notation and denote the opening by poSig.open(D,Z,[ -

(Siys---,8i,)) where 3 € F*. Observe that 3 can be naturally translated into a length-m vector 3 € F™ so
that B -s = B[1]si, + ...+ Blk]si,, by setting B[i;] = B[j] for all j € [k], and B[j] = 0 in the remaining
entries. In this case it will be convenient to say that the output is (3,03 - (si,,- .., Si,)) instead of saying

that the output is (B3, 3 - ). This extends naturally to the matrix notation as well.

Notation 3 (On m and /). When using poSig as a subprotocol in a protocol 11, the number of inputs and
outputs that every instance of poSig requires can be deduced from the definition of 1. Therefore, in order to
simplify notation, we usually ignore input parameter m and the output parameter £ when using poSig as a
subprotocol.

In Section C we prove the following theorem.

Theorem 4.1. Let « be a security parameter, and let n be the number of parties and t < n/2 the number
of corrupt parties. Let m, ¢ be the parameters of poSig, and let ¥ be a field of size greater than 2% - 2n?md{.

Then protocol poSig™* is a UC-secure implementation of F. mt against a static, active, rushing adversary

poSig
corrupting up to t parties. The complexity of poSig™* is poly(k, n,m, ¢,log |F|).

5 Linear Interactive Signature Scheme

In this section we present our protocol for (1,2,1)-signatures, that we call linear interactive signature,
discussed in Section 2.1. We formalize the requirements by an ideal functionality Fis;s, param-
eterized by an input-parameter m and and output-parameter . As in F,osig, the functionality
consists of a single distribution phase, and a single verification phase. However, for Fis;g it will be
useful to have two opening phases, where in the first opening phase Z can perform both private
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and public opening of linear combination of the secrets, and in the second opening phase Z can
perform only public opening of a subset of secrets.!! The functionality is described in Figure 4.

/—[ Functionality }"S'f;} N

The functionality receives the set of corrupt parties C.
Distribution phase. D inputss = (sq,..., S;») € F™. The functionality returns s to Z.
Verification phase.

e (Inputs) A corrupt 7 inputs a bit revealy € {0, 1}. For an honest Z set reveal; = 0.

* (Outputs) The functionality returns revealz to D.

Opening phase 1 (for private and public opening of linear combination of the secrets).

e (I’s inputs) T inputs lists of coefficients, (ﬂp“ )jelq and (B} )Ze[ 1.jelg, Where ﬁp“b ﬂp”. e F™ for

every i € [n],j € [{]. A corruptZ also 1nputs b1ts abortp”b abort’l’”7 ...,abort™ € {0,1} and field
elements (ZPUb)JG[g and (z ”)16[71] jel, where 28, frj' € Fforeveryi € [ 1,7 € [£].

¢ (Leakage) The values (ﬁp” )jerg and (87 ])ZGCJE[ are leaked to the adversary.
* (D’s inputs) A corrupt D inputs a bit revealp and field elements s/,...,s],. For an honest D set
revealp = 0 and s := s; for all i € [m].
¢ (Outputs) The functionality returns b := (revealr V revealp) to all the players. If b = 1 then the
functionality returns s, ..., s, to all parties and terminates. Otherwise, the functionality does as
follows.
— (Public opening)
+ (Honest D,Z) The functionality returns (ﬁf”b, ﬂf“b -8);c[q to all parties.
+ (Honest D, corrupt T) If abort™® = 1 then the functionality returns L to all parties. Otherwise,
the functionality returns (3¢ ub, BY ub, S)icjq to all parties.

« (Corrupt D, honest T) The functionality returns (8P*°, 87" - s)icq to all parties.

+ (Corrupt D, 1) If abort™® = 1 then the functionality returns L to all parties. Otherwise, the
pUb)iem to all parties.

functionality returns (8P, f
— (Private opening) If T is corrupt and abort™® = 1 then the functionality returns L to all the parties.

Otherwise, the functionality does as follows.

+ (Honest D,T) For every i € [n], the functionality returns ( 5'3'7 IS} ']' s)jelq to P;.

* (Honest D, corrupt ) For every i € [n], if abort? = 1 then the functionality returns | to P;, and

otherwise it returns (3 r;, ﬁp” s)jelq to P;.

* (Corrupt D, honest T) For every i € [n], the functionality returns (3] ';, By 'J' -8)jeqq to P;.

« (Corrupt D,T) For every i € [n], if abort™ = 1 then the functionality returns L to P;, and

otherwise it returns (87, ) [ to Pi.

""We could allow Z perform private and public opening of linear combination in the second opening phase as well,
however it will not be necessary for the applications.
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Opening phase 2 (for public opening of a subset of the secrets). If (1) b = 1, or (2) Z is corrupt and
abort”™ = 1, then return L and terminate.”

Otherwise, the adversary inputs a bit abort and values s/, ..., s);,. We split into cases.

* (Honest D,7) Oninputs 0 <y < mand ky, ..., k, € [m] from Z, return (k;, sy, )ic[, to all parties.

* (Honest D, corrupt I) If abort = 1 return L to all the parties and terminate. Otherwise, on inputs
0<p<mandk,...,k, € [m]fromZ, return (k;, s, );c[, to all parties.

* (Corrupt D, honest Z) On inputs 0 < p < m and ky,...,k, € [m] from Z, return (k;, sg,);e,) to all
parties.

* (Corrupt D,Z) Oninputs 0 < p < mand ky, ..., k, € [m] from Z, return (k;, s}, )ic(, to all parties.

"This phase takes place after the former opening phase. This is why we have taken into account whether condition
(2) (i.e. Z is corrupt and abort™® = 1) is already the case.
| J

Figure 4: Functionality ]—"ITSnlgE

We construct a protocol that realizes every phase in exactly one round. We let S be the family
of all sets that contain ¢ players and do not contain D and Z. The protocol is presented in Figure 5.

—[ Protocol iSigm’f}

All parties share a statistical security parameter 1%. Let u > tn and v > u - 2".

(Distribution phase or iSig.dis): D holds inputs s = (s, ..., ;) and does as follows.

* (Authentication information) For every k € [m], D picks a random vector f;, € F” whose first entry is
the secret s;. It further picks a random vector r, € FV. D sends (fy, rx)repm) to Z.

o (Verification information) For every set S € S, D picks a random u x v matrix A% € F“*?, computes
f7 = A% . f;, € F* and r} := A% -1, € F*, and executes poSig.dis(D, P;, (A%, (f7, 1] )ke(m))) with
every P;in S.*

The players do as follows.

* (Exchanging random pads) For every set S € S, and every pair (P;, P;) in S, P; picks a random pad

ry, € Fvw2me and executes poSig.dis(P;, Pj,r5;).

* (Z's output) T outputs (fi[1])xe[m), where fi.[1] is the first entry of f;.

(Verification phase or iSig.ver): Z does as follows.
e (Verification test) T picks a random non-zero field element c € F\ {0} and broadcasts (c, fx +crx) kepm)-
The players do as follows.

* (poSig execution) The players continue with the verification phase of all poSig executions.

» (Comparing verification information) For every set S € S, and every pair (P;, P;) in S, P; broadcast
a%S:j = (AS7 (f;f,rf)ke[m]) + I‘Ej and b%S:j = (AS7 (f157r/§)k€[m]) + I‘iz

D does as follows.

* (Checking verification test) Let (c, d) e[ be the broadcast of Z. D sets revealr = 0 if dy = fi + cry, for
every k € [m], and revealz = 1 otherwise.
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(Opening phase 1 or iSig.open;): The dealer does as follows.
* D broadcasts “accept” if revealz = 0, and broadcasts s otherwise.
In addition, for every S € S every P; in S does as follows.

* (Checking verification test) If AS - dj, # £ + cry for some k € [m] then P, broadcasts “not equal”.
* (Sending verification information) P; does as follows for every player P; (not necessarily in 5).
- P; samples a row vector t; ; € Fu.

- P; executes poSig.open(D, P;, P;, tf: e A%). (Here we think of P; opening v linear combinations to

Pj, denoted t; - AST1],...,t7; - AS[v], where A®[k] is the k-th column of A.)
— For every Py in S, P; executes poSig.open(Py, P;, P;, t7 ; - x5 [[A%]). (Here, rj; ,[A] is the part of
rf ; that pads A®, where we think of rj; ;[A°] as a u x v matrix.)

- P; executes poSig.open(D, P;, P;, t7; - £7) for every k € [m].

— For every P/ in S and every k € [m], P; executes poSig.open(Py, P;, P;,t7, - v ;[f7]). (Here,
r ;[f7] is the part of rj} ; that pads f;;, where we think of r}} ;[f;] as a vector of length u.)

Z, that holds inputs (ﬁ;’”b)jem and (,ng)ie[n]de[g], does as follows.

e (Public opening) T broadcasts (ﬁ?”b, > ke[m] BEPE] - 1) jeia-

J

* (Private opening) T sends (3} ';, > kelm) ﬁfrj' (k] - f1) jejq to P; via private message.
Each party P; does the following local computation.

¢ If D broadcasted s in the verification phase, then all parties output s and terminate.

* Let G C S be the set containing all sets S € S so that (1) for every P; in .S, D is not poSign-conflicted
with P; in poSig(D, P;, (A5, (£, 1} )kem))), (2) for every P; and Py in S it holds that a7, = b3l ; (3)
for every P; and Py in S it holds that P; is not poSign-conflicted with P;s in poSig(FP;, Py, rfi,), and
(4) for every P; in S it holds that P; did not broadcast “not equal” in Open Phase 1."

e Forevery S € G, P; defines a set G that contains all player P; in S so that:

1. Pj accepted the openings of P; in the below instances, and P; uses the same vector t7; in all of
them:

- poSig.open(D,Pi,Pj,tfj - A%,

— (poSig.open(Py, Py, P;,t5, - r5 [AS]))p, es,

Jo Vig i’
— (poSig.open(D, P;, Py, t7; - £7))keim) and
SAEID) o es keim)-

R

- (poSig.open(Py, P;, P;, t;'s,‘j

) ri’,i[
S (.S, S.j S.j .
Denote the outputs by o7/, (p;}) P, es, (71 Jkeim) and (7,77 1) P, e5,kem), Tespectively.

2. For every Py in S it holds that o)/ + pi] = t5, - b, [AS] and 7} + 7501, = t5, - bS, [£5] for
every k € [m].c

* (Acceptance of public opening) If there exists a set S € G, a player P, € G®7, and an index j' € [{] so
that
o D7 B A # Y BEIK] -0
ke[m)] ke[m]

then P; outputs L as the public output. Otherwise, P; outputs the first entry of =, (., 85/ °[k] - £y
for every j' € [{].
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* (Acceptance of private opening) If the public output is L then so is the private ouptut. Otherwise, if
there exists a set S € G, a player P; € G, and an index j’ € [/] so that

a; - Y Bk B Y BIK] -6
ke[m]

ke[m]

then P; outputs L as the private output. Otherwise, P; outputs the first entry of } -, (., ﬁ%, (k] - fi
for every j' € [(].

(Opening phase 2 or iSig.open,): Oninput y, k1,...,k, € [m], T broadcasts (k;, fx,)ic[,-
Every P; does the following local computation. If D broadcasted s in the verify phase, or if the public
output in iSig.open; was L, then P; outputs L and terminate. Otherwise, If there exists a set S € G and
aplayer P € G597 so that a7 - ., # gbfjk for some i € [u] then P; outputs L. Otherwise, P; outputs
(K £, [1])ie -

“Here we think of (A%, (£7, v} )kc[m)) as a vector in F** 2™,
"Note that all honest parties agree on the set G.
“Note that the set G/ depends on the private view of P;, and may differ for two honest parties.

Figure 5: Protocol iSig™*

Notation 4. We say that D is iSign-conflicted with Z if D does not broadcasts “accept” in the verification
phase (i.e., if b = 1). If D and T are not conflicted, we say that the opening of Z is accepted by P; if P; does
not output L. Otherwise, if the opening of T is not accepted by P;, we say that the opening was rejected or
that it failed.

When we use iSig as a subprotocol of a protocol 11, we always execute the distribution phase in the first
round, the verification phase in the second round, the first opening phase in the third round, and the second
opening phase in the fourth round (if exists). We therefore follow the same conventions in Notation 2 and
Notation 3.

Notation 5 (Private versus Public Opening). When we invoke the private opening of iSig.open;, we in-
voke the protocol with the receiver’s identity along with the identities of D and T i.e. iSig.open;(D,Z, R, v).
When no receiver is specified, it means we invoke the public opening of iSig.open;.

Notation 6. It will be convenient to consider the case where D and 1L are the same party. In this case, in
the distribution and verification phase there is no communication. In opening phase 1 we let T broadcast
(@?”Ib, B;-’”b. -8)jeiq and send (B}}, B} - 8)jejq to P, and we assume that P; always accepts the opening.
Similarly, in open phase 2 we let T broadcast (ki, si);c[y), and we assume that all the players accept the

opening.

7

Throughout, we assume that I is a sufficiently large field of size exp(n, , ¢, m), that allows the
execution of poSig as required by iSig. In Section D we prove the following theorem.

Theorem 5.1. Let  be a security parameter, and let n be the number of parties and t < n/2 the number
of corrupt parties. Let m, ¢ be the parameters of poSig, and let IF be a field of sufficiently large size as
a function of (n, s, ¢, m). Then protocol iSig™* is a UC-secure implementation of J-"i’sni’gg against a static,
active, rushing adversary corrupting up to t parties. The complexity of iSig™* is poly(x, 2", m, £, log |F).
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6 Verifiable Secret Sharing

In this section we present a protocol for verifiable secret sharing with three rounds of sharing and
a single round of opening. We start by discussing the underlying secret sharing scheme.

The secret-sharing scheme. We consider an extension of the classical Shamir’s secret sharing
scheme, based on symmetric bivariate polynomials F(x,y) of degree at most t in each variable. It will
be convenient to think of the shares as an n x n symmetric matrix where the (i, j)-th share is
F(j,i), for i,j € [n]. It is well known (see Fact B.3) that if F'(x,y) is chosen uniformly at random
conditioned on F'(0,0) = s, then every ¢ rows of the matrix reveal no information about s, but any
t + 1 rows fully determine the matrix (see Fact B.2).

From secret sharing to VSS. We note that the task of constructing a VSS protocol can be reduced
to the construction of a two-phase protocol vss with the following guarantees: (1) in the first phase,
the sharing phase, the dealer P; shares a polynomial F'(x,y) among the parties, so that every P,
learns the univariate polynomial f;(x) := F(z,4) and nothing else, and (2) in the second phase,
the reconstruction phase, every P; can publicly open f;(z), and nothing else. Indeed, if P; picks
F(z,y) at random conditioned on F(0,0) = s, then in sharing phase the adversary can see at
most ¢ shares, so privacy is guaranteed. In addition, in the reconstruction phase, since there are
n—t > t+1 honest parties, F'(z, y) will be revealed, so all parties can recover F'(0, 0), which means
that correctness and commitment hold.

The rest of the section is organised as follows. In Section 6.1 we present the construction of
our vss protocol, that requires three round of sharing and only a single round of reconstruction. In
Section 6.2 we analyse protocol vss and prove that it indeed implies a VSS protocol. In Section 6.3
we show that our VSS protocol is linearly-homomorphic, and in Section 6.4 we present the notion
of tentative shares and provide some properties.

6.1 The Construction

In the first round of the protocol, the dealer P; signs the values (F(j,7));¢|, for every P;. In
addition, every P; sends to every P; a random pad r; j, that will be used for a pairwise-consistency
test in the second round, together with a signature. P; also sends r; j to Py with a signature. In
the second round, the parties execute the pairwise consistency test, where every P; broadcasts
a;j = F(j,1)+r;;and b; j = F(j,i)+r;; for every j € [n], and P, broadcasts agj = F(j,i)+r;  for
every i, j € [n]. Observe that, because of the random pads, this step reveals no information about
the shares of the honest parties. In the third round, if P, is conflicted with P; (i.e., if az j # a;j
for some j € [n]) then P; and P; open all the signatures that correspond to the shares of P,.
Similarly, if P; and P; are conflicted (i.e., if a; ; # b;; or a;; # b;;), then P; and P; open all the
signatures that correspond to the (4, j)-th share. We mention that parties also become conflicted
if they are iSign-conflicted . If the dealer is honest then every two honest parties are consistent, so
no information about their shares is revealed to the adversary. Since we use vss as a subprotocol
in our general MPC protocol, we also allow the parties to inputs flags, that indicate whether they
are conflicted due to some external reason.

At the end of the execution the parties first verify that, given the opened signatures, no player
has a clear malicious behaviour. Every party found to be corrupt is added to the set of bad parties
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B. If P;is found to be corrupt then Py is discarded. Otherwise, for every P; conflicted with F,, the
shares of P; will be computed based on the public openings of P; and P;, and will be known to all
the parties. Similarly, if P; and P; are conflicted, then the (i, j)-th share will be computed based
on the public openings of P; and P}, and will be known to all the parties. However, if P; and P;
are not conflicted, then the (7, j)-th share is not known to all the parties, and it is set to be b; j — 7 ;,
where b; ; is a public value, and P; holds a signature of r;; from P;. In the analysis we show that
if Py is not discarded, then the shares of the honest parties are consistent with some polynomial
F'(z,y), so that F'(x,y) = F(xz,y) if the dealer is honest. In addition, the shares of every corrupt
P; are either consistent with F”(x, i), or correspond to a polynomial of degree more than ¢, so that
in the opening phase the parties will turn the shares into an erasure.
We continue with a formal description of the protocol in Figure 6.

—| Protocol vss

Inputs: The dealer P; has a symmetric bivariate polynomial of degree ¢ in each variable F'(x,y). All
parties share a statistical security parameter 1%.

Round 1 (share and signature generation):

* P;lets fi(z) == F(z,i). P; executes iSig.dis(Py, P;, f;(j)) for every i,j € [n]. Let every party P,
receive f/(z) via the signatures.

e Every P, picks a random pad r;; € T for each P; and executes iSig.dis(P;, Pj,r; ;) and
iSig.dis(P;, Py, 7; ;). Let the value received by P; and P; be denoted as r; ; and r¢ ;.

Round 2 (Pairwise consistency): The parties do the following.

K3

P; broadcasts a; ; = f;(j) +ri;j and b; ; = f/(j) + 1, for every j € [n].

Py broadcasts af ; = fi(j) +r{; for every i, j € [n].
Run iSig.ver(Py, P;, fi(j)), iSig.ver(P;, P;, r; ;) and iSig.ver(P;, Py, r; ;) for every i, j € [n].

e If P, received f/(x) which is not a polynomial of degree ¢, then P, broadcasts a public complaint.
At the end of the round, the parties do the following local computation.

o If P, iSign-conflicted with P; OR P; complained against P; in Round 2 OR a; ; # af ; for some j € [n],
then we say that P; is internally-vss-conflicted with P;. (This state is known to P; at the end of the
round.)

o If P; iSign-conflicted with P; OR a; ; # b;; OR a;; # b; j then we say that P; is internally-vss-conflicted
with P;. (This state is known to P; at the end of the round.)

o If P, iSign-conflicted with P, then we say that P; is internally-vss-conflicted with P;. (This state is
known to P; at the end of the round.)

Round 3 (Resolution by signature opening): Every P; inputs a flag-bit flag; together with flag-bits
(flag; ;) jen)- In addition, Py inputs flags flag{, ..., flag?.? The parties do the following.

* Every party broadcasts all of its flags.
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o If P, is internally-vss-conflicted with P;, or flagf = 1, then we say that Py is vss-conflicted with P;. P
executes iSig.open, (P;, Py, ¢, ) and iSig.open, (Py, Py, . ;) for all k € [n]. Let W be the set of parties
that P, are vss-conflicted with. (Observe that all parties agree on W at the end of the round since
iSign-conflicted become public at the end of the round.)

* If P; internally-vss-conflicted with P; OR flag, ; = 1, then we say that P; is vss-conflicted with P;. P;
executes iSig.openy (Py, P;, f;(j)) and iSig.open, (P;, P, 7’ ;). (Observe that all parties agree on the
conflicts at the end of the round since iSign-conflicted become public at the end of the round.)

o If P; internally-vss-conflicted with Py OR flag; = 1 then we say that P; is vss-conflicted with P;. P;
executes iSig.open, (P, P;, f;(k)) and iSig.open, (P, P;, 7}, ;) for all k € [n]. Let W’ be the set of all P;
that are vss-conflicted with P; and are not in W. (Observe that all parties agree on W’ at the end of
the round since iSign-conflicted become public at the end of the round.)

e Complete iSig.open, (Py, P;, fi(j)), iSig.open, (P;, Pj,r; ;) and iSig.open, (P;, Py, r; ;) for every i,j €
[n].
(Local computation):

Initialize a set B := @ of bad players. Add a party P; to B, if one of the following is true:

¢ There exists an instance of public opening iSig.open, (*, P;, *) that failed (but did not have iSign-
confliction), or P; did not open the correct value (i.e. it used the wrong linear coefficients 3s).
¢ There is some P; so that (1) P; and P; are not iSign-conflicted with P;, (2) P; executed
iSig.openy (P4, P;, f;(j)) and iSig.open, (P;, P;, 7} ;) and opened the values f/(j) and 7} ;, and (3)
it holds that b; ; # f/(j) + 7/ ;.
Remove from W and W' all parties P; that are in B.
P, is discarded if one of the following holds.

* (Failed opening) There exists an instance of public opening iSig.open, (x, Py, *) that failed (but did
not have iSign-conflict), or Py did not open the correct value (i.e. it used the wrong linear coeffi-
cients 3s).

o (W wverification I) There exists P; € W that is not iSign-conflicted with P;, and the polynomial

defined by (a¢; — r¢;) c(n), denoted ff(z), is not of degree-t.

* (W wverification II) There exists P; € W for which the following holds. Consider the polynomial
defined by (af. ; —r{l ;) for every Py not iSign-conflicted with Py, and denote it by g¢(x). Then g'(x)
is not of degree-t. If P, is iSign-conflicted with P, define f&(z) := g¢(x).

e (W wverification III) There exists P; € W that is not iSign-conflicted with P,, for which f(x) # g¢(z).

* (W' verification) There exists P; € W' such that the opening (iSig.open, (Py, P;, f{(k))) ke Was
accepted, but (f{(k))re[n) does not lie on a degree-t polynomial. Otherwise, denote the polynomial
by f{(w).

* (Pairwise consistency of polynomials in W UW') There exist P;, P; € W U W' such that f&(j) # f(i).

* (Pairwise Consistency of polynomials) There exist P;, P; that P, is not iSign-conflicted with, so that
iSig.openy (P4, P;, f{(j)) and iSig.open; (Py, P;, f;(i)) resulted in successful opening, and f/(j) #
f3G).

o (IJ’airwise Consistency between W U W' and its complement I) There exists P; € W U W' and some P;
with a successful opening in iSig.open, (Ps, P;, f}(i)) so that f}(i) # f{(j).

e (Pairwise Consistency between W U W' and its complement 1I) There exists P; € W U W' and some P;
where P, is not iSign-conflicted with P, in iSig(P;, Py, rﬁj), and iSig.open, (P;, Py, rﬁj) was success-
fully opened, so that af; # f{(j) +r¢;.
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* (Pairwise Consistency between W U W' and its complement III) There exists P, € W U W' so that
iSig.open, (P;, Py,r4;) was successfully opened for some P; and af; # f{(j) +1¢,.

If Py is discarded then the parties output L. Otherwise, the shares are computed as follows.
For every P;, P; ¢ B, the parties compute the (4, j)-th share as follows:

e (P, € WUW’) The parties set the (4, j)-th share to be the public value fZ(j).
e (P, ¢ WUW') We split into cases.
- For P; € W U W’ the parties set the (i, j)-th share to be the public value f§(i).
— Consider P; ¢ W U W’ that did not vss-conflict with P;.
If P; is not vss-conflicted with P; the parties set the (i, j)-th share to be b; ; — r;;, where b; ; is
public, and P; can open iSig.open,(P;, P;, 7, ;) since P; is not iSign-conflicted with P;.
If P, is vss-conflicted with P; then P; opened f/(j) and 7 ; and it holds that b; ; = f;(j) + 17,
otherwise P; € B). The parties set the (7, j)-the share to be f/(j).
— Consider P; ¢ W U W’ that vss-conflicted with P;.
If P; is not vss-conflicted with P;, then P; opened f}(i) and r; ; and it holds that b; ; = f}(i) +1;
(or otherwise P; € B). The partles set the (i,7)-th share to be f3(0).
If P; is vss- conﬂzcted with P; then P; opened f/(j) and P, opened fi(i) and fi(j) = f;(i) (or
otherwise P, is discarded). The parties set the (i, j)-th share to be f/(3).

(or

"We allow the parties to input flags, that can make them conflicted with other parties in the vss protocol due to
an external reason. This will be useful when vss is used as a sub-protocol, and we would like to reflect conflicts in the
outer protocol in the vss protocol as well.

Figure 6: Protocol vss

For completeness, we also provide the reconstruction protocol, that requires one round.

—| Protocol vrec

Round 1 (Reconstruction): Every P, ¢ BU W U W’ executes iSig.openy(P;, P;, 7’ ;) for every P; ¢ B U

(3] ]7

W U W’ so that P; is not vss-conflicted with P; and P; is not vss-conflicted with P;.

Local Computation Party P; initializes the set of accepted parties A := WUW'. P;adds P; ¢ BUWUW’
to A if all the following are true.

1. For every P, ¢ BU W U W' so that Py, is not vss-conflicted with P; and P; is not vss-conflicted with
Py, the opening iSig.openy (Py, Pj, 7}, ;) is accepted. Let the (4, k)-th share be b; . — 7}, ;.
2. The interpolation on all (j, k)-th shares, P, ¢ B, results in a degree-t polynomial, denoted f;(x).

For every P; € W U W' let fj(x) := fi(x). Use f;j(x) of every P; in A to reconstruct the unique
symmetric bivariate polynomial F'(x,y). Output F'(0,0).

Figure 7: Protocol vrec
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6.2 Analysis

Protocol vss can be used to implement a verifiable secret sharing scheme with three rounds for
the sharing and one round for the opening, as per Definition A.1, in the following way.!? Upon
holding a secret s € F, the dealer P; picks a random symmetric bivariate polynomial F(z,y) of
degree at most ¢ in each variable conditioned on F(0,0) = s. The sharing phase consists of an
execution of vss with input F(z,y) to P;, and where all the flags are set to 0. For the opening
phase, the parties execute vrec. (If P, is discarded in the sharing phase, simply set the secret to be
0.)

For completeness, we continue with an analysis of the properties of vss in the Fis;z-hybrid
model.

Privacy. A simulator is provided in Appendix E.1, and its security is implicitly proved as part of
the security-proof of protocol sh-comp. Since the privacy of protocol vss follows from known facts
about bivariate polynomials (see Fact B.3) and analysis similar to previous works (see [KPR10,
Section 5]), we skip a full analysis here.

Correctness. Assume that P, is honest, and let F'(z,y) be the input of P;. It will be useful to
prove correctness even for the case where the honest parties might raise flags in the third round.
Observe that Py is not discarded in the execution of vss, and that none of the honest parties are in
B. We continue with the following claim.

Claim 6.1. For every corrupt P; ¢ B, and every honest P; the (i, j)-th share, as well as the (j,i)-th share,
are F'(i,j) = F(j, ).

Proof. We split into cases.

¢ Assume that P; is vss-conflicted with P;. Then P, opens r,‘f’i for every P which is not
iSign-conflicted with P,. Since there are at least n — ¢ > ¢ 4+ 1 honest parties that are not
iSign-conflicted with Py, and since af ; = F(i, k) + r{.; for every P}, not iSign-conflicted with
Py, then gd(z) = F(x,1).
If P is iSign-conflicted with Py then f&(x) := g&(x), so the (i, j)-th share and the (j, i)-th share
are set to be f(j) = F(j,i) = F(i,j), as required.
If P; is not iSign-conflicted with Py then P also opens () ) e Since af) = F(k,i) + rd,
for every k € [n], then f&(x) = F(z,i) so the (i, j)-th share and the (j, i)-th share are set to
be f(j) = F(j,i) = F(i, j), as required.

e Assume that P, is not vss-conflicted with P;, but P; is vss-conflicted with P,. In this case P;
opens f/(k) = F(k,i) for every k € [n] (as well as 7}, for every P, that is not iSign-conflicted
with P;). Therefore the (i, j)-th share and the (j, z')ith share are set to be f/(j) = F(j,i) =
F(i,j), as required.

¢ Assume that P, is not vss-conflicted with P;, and that P; is not vss-conflicted with P,;. We split
into cases.

2A functionality-based VSS protocol is captured by the sharing functionality Fsn-comp in Section 8. The reason that
we do not use such a definition here, is that it is inconvenient to employ VSS later as an ideal functionality (see the
discussion in Footnote 10).
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- Assume that P; is vss-conflicted with P; or that P; is vss-conflicted with P;. In this case
at least one of the values f;(j) = f](i) is opened, and set to be the share. Since f;(j) =
fi(i) = F(j,i) = F(i, j), the (i, j)-th share and the (3, i)-th share are F'(j,i) = F(i, j), as
required.

- Assume that P; is not vss-conflicted with P; and that P; is not vss-conflicted with P;. In
this case it holds that a;; = b;j so bij — ), = aj; — rj; = F(j,i), as required. Since
P; is not vss-conflicted with P; then P; is not iSign-conflicted with P;. Therefore, upon
opening 7’ ; the parties recover the correct (7, j)-th share F(j,4). Similarly, the (3, i)-th

i j = F(j,1), as required.

share is set to be b; ; — 7}

This concludes the proof of the claim. O

We conclude that a corrupt P; has to open at least n — ¢t > t 4 1 points that are consistent with
F(z,i). Therefore, the polynomial f;(x) that P; reveals in vrec is either F(z,i), or it has degree
more than ¢ in which case P is not an accepted party. We continue with the following claim.

Claim 6.2. For every honest P;, and every P; ¢ B. it holds that the (i, j)-th share is F'(i,j) = F(j,1).

Proof. If P; is corrupt then this follows from Claim 6.1. Otherwise, if P; is honest, then P;, P; and
P, are not internally-vss-conflicted. If flagd = 1 or flag? = lorflag; = 1 orflag; = 1 or flag; ; = 1 or
flag;; = 1 then, by the same analysis as in the proof of Claim 6.1, the (3, j)-th share is set to be the
public value F(j,i). Otherwise, P;, P; ¢ W UW’, and the (i, j)-th share is b; ; — rj; = F(j,%), as
required. This concludes the proof of the claim. O

We conclude that in vrec all honest parties are in A, and for every corrupt P; in A it holds that
fi(z) = F(x,1). Since there are at least n — ¢t > t 4 1 honest parties, the polynomial F'(x, y) will be
recovered, and the output will be F'(0,0) = s. This concludes the analysis of correctness.

Commitment. We continue with the analysis of the commitment property. We show that even
if Py is corrupt, in every execution in which P; is not discarded, at the end of vss there exists a
symmetric bivariate polynomial F'(x, y) of degree at most ¢ in each variable that will be opened in
vrec with probability 1, and we take the committed value to be F'(0,0). In fact, we prove that this
is true even if the parties are allowed to raise flags in the third round. As before, we observe that
none of the honest parties are in B. We continue with the following claim.

Claim 6.3. For every honest P; ¢ W U W' and every honest P; it holds that (1) the (i, j)-th share is
consistent with the degree-t polynomial f!(x) that P; received from Py in the first round, and (2) the (i, j)-
th share is equal to the (3j,i)-th share.

Proof. We split into cases.

e Assume that P; ¢ W UW’. Since P; and P; are honest then they are not iSign-conflicted , and
it is not hard to see that if P; is internally-vss-conflicted with P; or P; is internally-vss-conflicted
with P; then P, is discarded since f/(j) # f;(i).

Otherwise, they are not internally-vss-conflicted, which means that a; ; = b;; so f;(j) = f;(i).
If flag;, ; = 1 or flag;; = 1, then since a;; = b;; it must hold that the correct share f;(j) is
made public.
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Otherwise, P and P; are not vss-conflicted. In this case the (4, j)-th share is b; ; — 1, = fi(j),
and the (j,4)-th shareis b ;—r; ; = fi(i), and it holds that f;(j) = b ; —77,; = aji—rj: = f;(i),
as required.

e Assume that P; € W. In this case the (4, j)-th share and the (j, 7)-th share are both set to be
fjd(z) Since P; ¢ W U W’ then P; is not iSign-conflicted with P, and agj = a; ;. Therefore Py

has to open rgfj, and P; is discarded unless fj‘-i(i) =ad. — rz‘f -=ai;—rij = fi(j), as required.

ij g

e Assume that P; € W’. Asbefore, if P, is internally-vss-conflicted with P;, or P; is internally-vss-
conflicted with P; then P, is discarded. Otherwise, it must hold that a; ; = b;; so f;(j) = f;(i).
Since P; € W/, the (i, j)-th share and the (7, ¢)-th share are both set to be f]d(i) = f;(i), as
required.

This concludes the proof of the claim. O

Consider now any honest P, € W U W’. We've already argued that f¢(x) is consistent with
fj(z) for any honest P; ¢ W U W’. Observe that it also has to be consistent with fjd(x) for any
honest P; € W U W’ or otherwise P, is discarded. We conclude that the polynomials

(fj(@) pen,pygwon U (1 (2) pyen,pyewuw

are pairwise-consistent. Since there are n — ¢ > ¢ 4 1 honest parties, those polynomials define a
unique symmetric bivariate polynomial of degree at most ¢ in each variable F'(z,y) (see Fact B.2).

We continue by showing that all the shares of the honest parties are consistent with F'(z,y).
This is clearly true for any P; € W U W’'. We continue with the following claim.

Claim 6.4. For every honest P; ¢ W U W', and every corrupt P; ¢ B it holds that the (i, j)-th and the
(4, 1)-th share are both f!(j) = F(j,1).

Proof. We split into cases.
e Assume that P; ¢ W U W’. We split into cases.

— Assume that P; is vss-conflicted with P; and that P; is vss-conflicted with P;. In this case
P; opens f;(j) and P; opens f;(i). If they are not the same then F; is discarded, and
otherwise, the (i, j)-th share, as well as the (7, ¢)-th share, are set to be f/(j).

— Assume that P; is vss-conflicted with P; and that P; is not vss-conflicted with P;. In this
case P; opens f/(j) and the (7, j)-th share, as well as the (j, ¢)-th share, are set to be f/(j).

— Assume that P; is not vss-conflicted with P; and that P; is vss-conflicted with P;. In this
case Pj opens f;(i) and ; ;, and the (i, j)-th share, as well as the (j, i)-th share, are set
tobe f7(i). It must hold that b;; = f}(i) +r} ; or otherwise P; isin B. But then a; ; = b;;
or otherwise P; is vss-conflicted with P;, so necessarily f;(i) = f;(j), as required.

— Assume that P; is not vss-conflicted with P; and that P; is not vss-conflicted with P;. In
this case the (7, j)-th share is b;; — 7}, = f/(j), and the (j,i)-th share is b;; — 7} ; =
a;j —rij = f1(j), as required.

* Assume that P; € W. In this case the (7, j)-th share and the (j,7)-th share are both set to
be fjd (i). Observe that P; opened rg i and that P; is discarded unless f]d(i) = a‘ij — Tf'l,j —
a;j —rij = f1(j), as required.
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e Assume that P; € W’. In this case the (i, j)-th share, as well as the (j, i)-th share, are set to
be f}(i). We split into cases.

— Assume that P; is vss-conflicted with P;. In this case P; opens f/(j). If f/(j) # f;(i) then
P, is discarded, and otherwise, the (i, j)-th share, as well as the (7, 7)-th share, are set to
be f;(j).

— Assume that P; is not vss-conflicted with P;. Since P; € W' then P; also opens 77 ;.
Since P; is not vss-conflicted with P;, it must hold that a; ; = b;; and since P; ¢ B then

bji = fj(i) + ri ;. Butsince a; ; = f{(j) + 74 ; it must hold that f}(i) = f/(j), as required.
This concludes the proof of the claim. O

We conclude that in the vrec execution all honest parties are in A, and that for every honest
party it holds that f;(x) = F(z,4). In addition, by the above analysis, for every corrupt P; ¢ B,
and every honest P; it holds that the (j,:)-th share is F'(j,i) = F(i,j). This means that f;(z)
agrees with F(z,j) onn —t > ¢t + 1 points, so if P; € A then f;(z) = F(z, j). Finally, since there
are at least n — t > t + 1 honest parties that will provide their shares in the opening phase, the
polynomial F'(x,y) will be recovered, and the output will be £'(0,0). This concludes the analysis
of commitment.

For future reference, let us record the following lemma whose proof follows from the above
analysis.

Lemma 6.5 (Properties of the shares.). In any execution of vss in the Fisig-hybrid model, if P; is honest
then Py is not discarded. In addition, the following is true for any execution of vss in which Py (that might
be corrupt) was not discarded.

1. The set B does not contain honest parties.

2. At the end of the execution, the shares of the honest parties (i.e., the (i, j)-th shares for P; € H and
P; ¢ B) are consistent with a unique symmetric bivariate polynomial of degree at most t in each
variable, denoted by F'(x,y). If Py is honest then F'(x,y) = F(z,y).

3. If Py is honest then for every P;, P; ¢ B, if the (i, j)-th share is public then the (i, j)-th share is equal
to F(j,1).

4. For every P; € W U W' the shares of P; are public and they are consistent with F'(z, ).
5. For P;, P; ¢ B, if P; is honest or P; is honest then the (i, j)-th share is F'(j,i) = F'(i, j).
6. For an honest P; ¢ W U W' and every P; ¢ B, the (i, j)-th and (j,1)-th shares are equal to f!(j)
and it holds that F'(j,i) = f!(j).
6.3 Linearly-Homomorphic VSS

In this section we show that our VSS scheme is linearly-homomorphic, i.e., it allows parties to
combine shares of different secrets into a new share of a linear combination of the underlying
secrets. Assume that the parties shared m secrets sq,..., s, via m instances of vss, denoted by

vssl, ..., vss™. To obtain linearity, we require that for every pair of parties (P, P;), all instances of
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vss use the same underlying signature scheme iSig, where P; is D and P; is Z, denoted iSig"’. The
m pads used in these instances act as the m messages in iSig"/

The underlying idea to reveal a linear combination of the secrets s, ..., sy, is similar to vrec.
For every i,j € [n] we let P; open a linear combination of the (i, j)-th shares over all instances
of vsst, ..., vss™, by using the linearity of the signatures scheme (by setting the 3s for all cases to
the required linear combination). Then, we let the parties verify that the shares that P; revealed
correspond to a degree ¢ polynomial, and otherwise we set P;’s share to an erasure. Finally, we
interpolate over all valid shares to obtain the output.

Formally, assume that the parties want to compute the value s := Y ;" | B - s;. Let S C [m] be
the set of all indices k € [m] so that the dealer in vss* was not discarded, and for every k € S let
Fk (:c y) be the polynomial defined by the shares of the honest parties in vss¥, so that s, = F*(0,0),
let r be the random pad that P; signed to P; in vssk, let bk be the broadcast of P;, and let B* be
the set of bad parties in vss*. Denote B = UycgB*. Smce every discarded dealer is necessarlly
corrupt, we simply reset s;, = 0 for every k ¢ S, so it is enough to compute >, . Bk - F*(z, y). For
every k € S denote by f; ’“ - the (i, 7)-th share in vss¥, and for every P;, P; ¢ B, let S; ; be the set of
all indices k£ € S, so that the (1, 7)-th share in vss” is not public.

For the computation of the linear function, every P; ¢ B reveals his shares of s as follows. For
every P; ¢ Bwelet P;openo;j:=3 ;. Si; Bk r ; by using the hnearlty of the signature scheme.!?

Observe that this allows the secure Computatlon of (> ke Si; ﬁk D)0 = D ke Si.; 6k (bk —rk )=

Zkesm B - fw by the parties. The parties set f; ; := (Zkes, ; w — 0 +ZkeS\S ZkeS f i,
to be the (i, j)-th share of s. If the shares (f;;)p,¢p do not correspond to a degree t polynormal
fi(z) then the parties ignore the shares of P;. Finally, the parties interpolate all valid polynomials
fi(z) to obtain F'(z,y), and output F'(0,0). Using Lemma 6.5 one can verify that the output is
indeed s.

6.4 On Tentative Shares

In order to obtain round-optimal MPC protocol, it will be crucial to perform operations on the
shares before the termination of the vss protocol. For any honest P; that received a degree-t poly-
nomial f/(z) in the first round, think of the shares defined by f/(x) as the tentative shares. We note
that the tentative shares satisfy the following property.

Observation 6.6 (Tentative shares.). Tentative shares of an honest P; might change in Round 3 only if
(1) P; received a polynomial of degree more than t in the first round, or (2) P; is iSign-conflicted with P,
or (3) there exists some j € [n] so that a;?’; ; # ai,j. This means that P, knows already at the end of the second
round whether its shares might change in the third round.

Indeed, assume that P; received a degree-t polynomial, that P; is not iSign-conflicted with P,
and that for every j € [n] it holds that af ; = a; ;. We split into cases.

* If P is vss-conflicted with P;, then P; must open the random pads (7; ;) e[,- Since P; is not
iSign-conflicted with P4, and since ad = a;; for every j € [n], it must hold that af T =
a;j —ri; = f1(j). Therefore, the polynom1al fi(z) is equal to f!(x).

BThe linear computation is executed in the fourth round of iSig, i.e., in iSig.open,. Technically, iSig does not support
linear operations in iSig.open,, since those will not be required for the construction of general MPC. However, it is
straightforward to modify iSig.open, to support linear operations by following the same protocol as in iSig.open;.
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e If P, is not vss-conflicted with P;, but P; is vss-conflicted with Py, then the (i, j)-share is set to
be f/(j) forall j € [n].

¢ Otherwise, Py is not vss-conflicted with P;, and P; is not vss-conflicted with P;. The claim now
follows from Lemma 6.5.

7 The VSS Suite

In this section we present two VSS-related primitives, called triple secret sharing (TSS) and ver-
ifiable sharing and transferring (VST). In principle, we could abstract these protocols by ideal
functionalities. However, for technical reasons, it is inconvenient to employ them later as ideal
functionalities (as discussed in Footnote 10). We will therefore prove directly some useful prop-
erties of these protocols, that suffices for our applications, namely, for the construction of the
Share-Compute functionality (Section 8).

7.1 Triple Secret Sharing

In triple secret sharing the dealer P, shares three polynomials F*(z,y), F°(z,y) and F¢(z,y) and
also proves that F¢(0,0) = F%(0,0) - F*(0,0). In order to do so, we first develop a sub-protocol for
performing linear operations over tentative shares from a single dealer.

7.1.1 Linear Operations over Tentative Shares from a Single Dealer

Consider the case where a single dealer P; performs m executions of vss in parallel, using the

polynomials F!(z,y),..., F™(z,y). In the third round (the last round of the vss execution), some
P; wishes to privately reveal a linear combination of its shares to some receiver R, using the co-
efficients 8 = (B[1],...,08[m]). As in Section 6.3, we assume that all instances of vss use the same

underlying signature scheme iSig where P; is D and P; is Z. In the k-th instance of vss, we de-
note the random pad that P; sent to F; by ré-ﬁ ;» the second-round broadcast messages of P; by
(aﬁj, bﬁj)je[n], and the set of bad players by B*.

The main idea is to extend a conflict between two parties in some vss execution into a conflict
between the same parties in all vss executions. For example, if an honest P is conflicted with
some P;, then necessarily P; is corrupt, so P; can become conflicted with P; in all vss executions,
and makes all the shares of P; public. In particular, the (4, j)-th share becomes public in every vss
execution, so R can compute the (7, j)-th share of the output based on the public values. Similarly,
if an honest P; is conflicted with P, then P; becomes conflicted with P; in all vss executions.
Note that if an honest P; is conflicted with some P, then either P, or P; is corrupt. In both
cases there is no need to keep the (j, k)-th share secure, so P; becomes conflicted with P, in all
vss executions. Finally, if F; is not conflicted with P;, then we let P; privately open the linear
combination } (., Blk] - rfz to 1, so R could compute (3_;.¢,,, BIF] - bﬁj) — (ke BIK] - rfl) =
>_kepm) £'(J, ). Givenall the shares, R can recover the polynomial } () B[k]-F(, ¢). We continue
with a sub-protocol for linear operations over the tentative shares that is executed in parallel to
the vss executions.
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—[ Protocol Iinopl]

Inputs. P; inputs a vector of coefficients 3 = (B[1],...,3[m]). All parties share a statistical security
parameter 17~.

Assumption. We assume that the first and the second round of all vss instances were executed. In addi-
tion, we assume that in the third round of the outer protocol, the parties are instructed to execute the
vss instances as follows.

e If P, is internally-vss-conflicted with some P; in some vss execution, or if flag;i = 1 in some vss execu-
tion, then P; raises a flag ﬂag? in all vss executions.

* If some P; is internally-vss-conflicted with P; in some vss execution, or if flag; = 1 in some vss execu-
tion, then P; raises a flag flag; in all vss executions.

* If some P; is internally-vss-conflicted with some Pj: in some vss execution, or if flag; ;, = 1 in some vss
execution, then P; raises a flag flag; ;, in all vss executions.

Round 3. P; inputs the flags (flag;, flag; ;) jc[n]- (Those are the flags of P; in the vss executions.)
P; sends 3 to R. In addition, P; does as follows.

e If flag, = 1 then P; does nothing.
¢ Otherwise, for every P;, P; does as follows.
- Ifflag; ; = 1 then P; does nothing.
— Otherwise, P; executes iSig.open; (P}, P;, R, Y=y (. BIKITS,)-

i
Local computation. If some vss execution ended with P; discarded, or if Py is vss-conflicted with some P;
in some vss execution but not in others then R outputs L and terminates.

Otherwise, let B := Uye[,, B*. Add to B any P; so that either (1) P; is vss-conflicted with Py in some vss
executions but not in others, or (2) P; is vss-conflicted with some P;, in some vss executions but not in
others. If P; is in B, then R outputs L and terminates.
Otherwise P; is not in B. If P; is vss-conflicted with P; in all vss executions, or P; is vss-conflicted with
Py in all vss executions, then the shares f}(z),..., f"(z) of P; are public. In this case R sets g;(z) :=
> rem) BlE] - fE(x), outputs (3, g;()) and terminates.

Otherwise, P; and P; are not vss-conflicted in any execution. For every P; ¢ B, R does as follows.

o If P; is vss-conflicted with P;, or P; is vss-conflicted with P;, or Py is vss-conflicted with P;, or P; is vss-
conflicted with P, then the shares f}(j),..., f"(j) are public, and R computes g; ; := > kem] Blk] -
FEG)-

* Otherwise, R computes g; ; := (X ycpp Blk] - ;) — (Cyepm BIK] - 75,), where the first sum can
be computed based on the public values b; ;,...,b}", and the second sum was obtained from
iSig.open (P}, Pi, B, 3 ) ) ,B[k]rf’i).

If P; did not use the same vector 3 in all iSig.open (P}, P;, R, 3y c () B [k]rk;) instances, or the opening
terminated with L, or if the shares (g;;)p,¢p do not correspond to a degree-t polynomial, then R
outputs L. Otherwise let g;(z) be the degree-t polynomial corresponding to the shares (g; ;) p,¢5, and
R outputs (8, gi(x)).

Figure 8: Protocol linop,

We continue with a short analysis in the Fisig-hybrid model. In the analysis of the vss protocol
(see Lemma 6.5) we have seen that any vss execution defines a polynomial F'(z,y) so that (1) for
every P, € W U W’ it holds that the public polynomial f{(z) is equal to F(x,k), (2) for every
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honest P, ¢ W U W’ and P; ¢ B the (k, j)-th share is F(j, k), and (3) for every corrupt P, and
honest Pj, the (k, j)-th share is equal to F(j, k).

Assuming that the outer-protocol satisfies the assumptions of linop, it is not hard to see that
the set B does not contain honest parties. Therefore, for an honest P;, the correct value g;(x) =
> kepm BE] - F *(z,4) will be recovered by R. For a corrupt P;, the polynomial g;(z) has to be
consistent with the shares of at least n — ¢ > ¢ + 1 honest parties, so either g;(z) = > ;¢ BlF] -
F*(z,1), or g;(z) has degree more than ¢ in which case R outputs L.

We proved the following lemma.

Lemma 7.1. Consider any execution of vss', ... vss™ and linop, in the Fisig-hybrid model, where the
parties are instructed to act according to the assumptions of linop,. Assume that P, was not discarded, and
let FX(z,y),..., F™(z,y) be the polynomials defined by the shares of the honest parties. Then the set B
does not contain honest parties, and the following holds.

e If P, is honest then R outputs (B, 3 ., BIK] - F¥(x,1)).

o If P; is corrupt then R outputs either (8, c(, BIK] - F*(x,4)) or L.

7.1.2 The Triple Secret Sharing Protocol

The dealer, on inputs F%(z,y), F*(x,y) and F¢(z,y) so that F°(0,0) = F%(0,0) - F*(0,0), picks
two random degree-d polynomials A(x), B(x) conditioned on A(0) = F%(0,0), B(0) = F®(0,0),
and sets the degree-2d polynomial C(z) := A(x) - B(x). The dealer shares the coefficients of
the polynomials A(z), B(z) and C(z) via vss, where the free coefficients are shared by using the
polynomials F%(z,y), F*(z,y) and F(z,y). As in Section 6.3, we assume that all instances of vss
use the same underlying signature scheme iSig, where P; is D and P; is 7.

The goal now is to convince the parties that F¢(0,0) = F(0,0) - F°(0,0), and to do so it is
enough to convince the parties that C(x) = A(z) - B(x). At a high level, the idea is to generate
a random challenge 5 € F \ {0}, let all the parties compute A(53), B(5) and C(3) by performing
linear operations over the tentative shares, and then verify that C(3) = A(8) - B(f) and reject the
dealer if equality does not hold. Since A(z) and B(x) are random polynomials, this will reveal no
information about the free coefficients of A(z), B(z) and C(z). In addition, if C(x) # A(z) - B(x),
then with high probability C(8) # A(5) - B(8). The main challenge in implementing this idea is
that we cannot let the adversary know the challenge /3 before the termination of the vss protocol.
Indeed, since the tentative share might change even in the last round of vss, a corrupt dealer who
knows 3 before the termination of the vss protocol could pick polynomials A(z), B(z) and C(x) so
that C(8) = A(B) - B(B) but C(x) # A(x) - B(z).

To solve this problem we use the honest majority, and let every subset ) of ¢t + 1 parties to gen-
erate random challenges ¢ 1, . .., 8g.n, and privately open the shares of A(8q.;), B(8g,i),C(5q.)
to P; by using linop,. First we note that there is at least one set () that contains only honest parties,
that for this set the challenges that correspond to honest parties are unknown to the adversary, and
that every honest P, receives t+1 shares of A(5q,i), B(89.i), C(Bq,:), so P; can recover those values
and verify that C(8g,) = A(Bq,:) - B(Bg,). In addition, for every set @) that contains a corrupt
party, by the correctness of linop;, the corrupt party can either open the correct linear combination
or L, so an honest dealer will not be discarded by sets that contain corrupt parties. Finally, if the
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degree d is large enough, then even though the adversary sees many evaluations of the polyno-
mials A(z), B(z), and C(x), the adversary still holds no information about the free coefficients of
A(z), B(z), and C(x).

We continue with a description of the protocol in Figure 9.

—| Protocol tss

Inputs: The dealer P; has three polynomials F¢(z,y), F’(x,y), F¢(a,b) such that F¢(0,0) =
F2(0,0)F"(0,0). All parties share a statistical security parameter 1~.

Round 1. The dealer does as follows.

* P, picks three random polynomials A(z), B(x), and C(x) of degree d,d and 2d, respectively, such
that C(z) = A(z) - B(z), and A(0) = a, B(0) = band C(0) = ¢, where d := (,}) - (t + 1)*. Let
A*  BF, and C* denote the k-th coefficient of A(z), B(x) and C(z), respectively, where A* = B* =0

for k > d.

e For each k € {1,...,d}, D shares A* and B* via two vss instances, vss®*, and vss respec-
tively, and we denote the corresponding sharing polynomials by F®*(z,y) and F**(z,y). For each
k € {1,...,2d}, D shares C* via a vss instance, vss*, and we denote the corresponding sharing
polynomial by F*(x,y).

ak b,k

e For k = 0 the values A° = a, B’ = b and C" = c are shared by executing vss®?, vss”? and vss®? with
inputs F(z,y), F(z,y) and F(z,y), respectively. We denote the corresponding sharing polynomi-
als by F40(x,y), F*%(z,y) and FO(z,y).

Round 2. The parties continue with all the vss executions. For every subset ) of exactly ¢ + 1 parties,
the parties do as follows. Let Py be the party with the minimum index in (). Then Py picks non-zero
random field elements 8¢ ; < F \ {0} for every i € [n], and sends them to all parties in ) via private
channels.

Round 3. Every P; inputs a flag-bit flag; together with flag-bits (flag; ;) e[, In addition, P; inputs flags
flag{, ..., flag?.
The parties continue with all the vss executions with the following flags. If P; is internally-vss-conflicted
with Py in some instance of vss, or flag; = 1, then P; inputs flag; = 1 in all instances of vss; Otherwise,
P; inputs flag; = 0 in all instances of vss. In addition, if in some vss instance Py is internally-vss-conflicts
with P;, or fla g‘f = 1, then Py inputs flagf = 1in all vss executions; Otherwise, P; inputs fla g‘f =0inall
instances of vss. Also, if P; is internally-vss-conflicted with P; in some vss execution, or flag; ; =1, then
P; inputs flag; ; = 1in all vss executions; Otherwise, P; inputs flag; ;=0in all instances of vss.

For every set ) of t + 1 parties, every j € [n], and every P; € Q, P, sends ¢ ; to P; and opens

B%,j : Fa,O(x,Z-) + Bé,j ! Fa’l(xvi) +.o 5%,]’ ' Fc,d(xai)
5%7]' : Fb’o(xai) + 557]' : Fb’l(xai) +...+ ﬂ%,j : Fb;d(xvi)
BY.; - FO (i) + Bl - FON w,i) + ...+ BEL - FO*(x,4)

to P; by executing three instances of linop,: the first instance, linop?**, is executed with respect to
vss®0 .. vss®¢ and with vector of coefficients 3 = (B%’j, . ,,Bg’j); the second instance, Iinop?’b’m, is

executed with respect to vss”?, ..., vss”? and with vector of coefficients 3 = (89 ;, ..., % ;); and the

Q c,0 c,2d

third instance, linopy“"”7, is executed with respect to vss®?, ..., vss®?? and with vector of coefficients
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B =By B5;)- Inall of the instances P; is using the flags (flag;, flag, ;) ;e[ that are used as inputs
in the vss instances, as we defined above.

(Local computation): Every P; does as follows.

¢ Run the local computation of every vss execution. If some vss execution ended with P,; discarded, or
if Py is vss-conflicted with some P; in some vss execution but not in others then P; is discarded.

e Otherwise, run the local computation of every linop, instance. Denote the output of linop?"*7* that
did not terminate with 1 by (39k:3:¢ gQ:kdi(z)).

o Let B := (Uje{ap},kef0,...at B**) U (Ukeqo,... 20y BEF), where B7*F is the set of bad players defined in
vss’F. Add to B any P; so that either (1) P; is vss-conflicted with P; in some vss executions but not
in others, or (2) P; is vss-conflicted with some P} in some vss executions but not in others.

e AsetQisbadif (1) QxNB # @, or (2) not all parties in @) send the same S, ;, or (3) there is some party
P; € Qand k € {a,b, ¢} for which the output of linop?* " is either L, or B@*-3i (B0 - B4 if
k€ {a,b}, or BUFIT L (6D ... BEL) if k= c.

e For every good set @ reconstruct A(Bg,).B(Bq:) and C(Bg,)  from
(g@@di(x), g9bIt(z), g9 (2)) p,eq and verify that C(Bg,:) = A(Bg,) - B(Bg,:). If equality

does not hold then P; is discarded. Otherwise, set the shares as defined in vss®?, vss®® and vss¢°.

Figure 9: Protocol tss

Analysis. We continue with a short analysis of the correctness of tss.!* We first note that by
the properties of vss (see Lemma 6.5), the set B does not contain an honest party. Consider an
honest P; and observe that F; is not discarded in the first step of the local computation phase. In
addition, for every honest P; and for every set () that is good for P;, the correctness of linop; (see
Lemma 7.1) implies that the shares that P; receives from the parties in () define the correct values
A(Bqg,i), B(Bg,:) and C(Bq,i), so necessarily C(5g,:) = A(Bq.i) - B(8q,i). Therefore, an honest Py is
not discarded by the honest parties.

Consider now a corrupt P, that was not discarded in the first step of the local computation
phase. By Lemma 6.5, the shares of the honest parties in the internal vss execution define poly-
nomials FV*(z,y) for v € {a,b,c} and k € {0,...,2d}, where we set F'*F(z,y) = F"*(z,y) = 0
for k£ > d. Those polynomials fully defined the univariate polynomials A(z), B(x) and C(z) in
tss. Like in the case of an honest Py, if C'(z) = A(z) - B(x), then for every honest P; and every
set () that is good for P;, the dealer is not discarded due to ). We continue by proving that the
probability that C'(z) # A(x) - B(z) and that Py is not discarded by all honest parties is at most
2nd/(|F| —1). We let Q* be a set of t + 1 honest parties, and we say that the tss execution is “bad” if
(1) C(x) # A(z) - B(x) and (2) there exists an honest P; so that C(8g+«;) = A(Bg+i) - B(Bg+,). Ob-
serve that, since the values (8- ;)icn are uniformly distributed even conditioned on the view of
the adversary in the tss execution, the probability that the execution is bad is at most 2nd/(|F| —1),
as required. Finally, it is not hard to see that in every good execution correctness holds.

7.2 Verifiable Sharing and Transferring

In verifiable sharing and transferring the dealer P, shares a polynomial F'(z,y) among the parties,
and, in addition, the same polynomial F'(z, y) is also transferred to a special player R, so that R can

A formal proof of security will be provided as part of the share-compute protocol (Section 8).
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reconstruct F'(z,y) for the other parties, and convince them that the reconstruction is correct.

In order to share F'(z,y) among the parties, we simply let the dealer execute the vss protocol
with input F(z,y). In order to transfer F'(z,y) to R, we follow similar ideas to those of vss. In
the first round, we let the dealer sign the values (F(j,1)); je|n) for R. In the second round, every
P; publicly compares the values (F'(j,1)) e[,y with both R and P;. In addition, we let P; and
R publicly compare the values (F(j,1))ic[n),jen)- Finally, in the third round, there is a conflict
resolution process. Observe that if an honest P; is conflicted with R, then either P; or R are
corrupt, which means that the adversary holds the polynomial F'(z,y). Therefore, in this case we
allow P; to raise a flag in the vss instance so that the share of P; will become public, even though it
is possible that P; is honest. Similarly, if Py is conflicted with R, then P; knows that R is corrupt
and that the adversary knows the polynomial F'(z,y). Therefore, we allow P; to raise a flag flag;
for every i € [n], including for honest parties, in order to make the shares of all the parties public
in the vss execution. The protocol is described in Figure 10.

—| Protocol vst

Inputs: The dealer P; has a polynomial F'(x, y). All parties share a statistical security parameter 1*.

Round 1 (share and signature generation):

* The players execute the first round of vss, where P; inputs F'(z,y). For every P; we use the same
notation as in vss, and denote the polynomial of P; by f;(z), the random pad that P; received from
P; by r; ; and the random pad that P; received from P; by rﬁ i

e P, executes iSig.dis(Py, R, F(i,j)) for every i,j € [n]. Assume that Py received F'(z,y) via the
signatures.

* Rpicks random pads (pr,i,j)i,je[n) and executes iSig.dis(R, Py, pr,i,j) for every i, j € [n]. In addition,
R executes iSig.dis(R, P;, pr,i,;) for every P; and j € [n]. Denote the random pads that P, received
by p% ; ;, and the random pads that P; received by pfz ; ;.

* Every P; picks random pads (p; j r)je[n) and executes iSig.dis(P;, Py, p; j,r) and iSig.dis(P;, R, p; j,r)
for every j € [n]. Denote the random pads that P, received by p ; r and the random pads that R
received by p; ; x.

Round 2 (Pairwise consistency): The parties execute the second round of vss. For every P; we use the
same notation as in vss, and denote the broadcasts of P; by (a; j,b; ;) c[n). Similarly, we denoted the
broadcasts of Py by (af;); jefn]-

In addition, the parties do the following.

* Rbroadcasts ag;; = F'(j,1) + pr,ij; and Br,i; = F'(j,1) + pg’j,R for every i,j € [n].

* P;broadcasts a; j,r = f{(j) + pijrand Bi jr = fi(j) + plr; ; for every j € [n].

* Pjbroadcasts ot ; ; = fi(j) + ph; and of ; p = fi(j) + p; g for every i, j € [n].

* Run iSig.ver(Py, R, F(i,7)), iSig.ver(R, Py, pr. ), iSig.ver(R,P;,pr;;), iSig.ver(P;, Py, p;j r) and
iSig.ver(P;, R, p; j r) for every i, j € [n].

e If the polynomial F’(x,y) that R received is not a symmetric bivariate polynomial of degree at most

t in each variable, or if F(z,y) is not consistent with the shares that R received in the vss execution,
then R broadcasts a public complaint.
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At the end of the round the parties do the following local computation.

If P, is iSign-conflicted with R OR P is internally-vss-conflicted with R OR R complained against
P;OR ag;j # o, ; for some i, j € [n], then we say that Py is internally-vst-conflicted with R. (This
state is known to P, at the end of the round.)

If Py is iSign-conflicted with P; OR P is internally-vss-conflicted with P; OR «; j r # o ; r for some
Jj € [n], then we say that Py is internally-vst-conflicted with P;. (This state is known to P; at the end
of the round.)

If R is iSign-conflicted with P; then we say that R is internally-vst-conflicted with P,. (This state is
known to R at the end of the round.)

If R is iSign-conflicted with P; OR ar; ; # i, r for some j € [n] OR «; ; r # Br,i,; for some j € [n],
then we say that R is internally-vst-conflicted with P;. (This state is known to R at the end of the
round.)

If P; is iSign-conflicted with P; OR P; is internally-vss-conflicted with P; then we say that P; is
internally-vst-conflicted with Py. (This state is known to P; at the end of the round.)

If P; is iSign-conflicted with R OR P; is internally-vss-conflicted with R OR «; j r # Sr,:,; for some
J € [n)OR g i j # Bi,j,r for some j € [n] then we say that P; is internally-vst-conflicted with R. (This
state is known to P; at the end of the round.)

Round 3 (Resolution by signature opening): Every P; inputs flag-bits flag; ;,flag,  together with

flag-bits (flag; ;)jcin)- In addition, P; inputs flags flag{, ..., flag? flag}, and R inputs flags

flag, ..., flag?, flag’. The parties reset the flags as follows.

If P; is internally-vst-conflicted with P; then P, locally resets flagf = 1. If Py is internally-vst-
conflicted with R, or if flagh, = 1, then P, locally resets flag = 1 and flag? = 1 for every i € [n].

If R is internally-vst-conflicted with P; then R locally resets flag® = 1. Similarly, if R is internally-
vst-conflicted with Py, or if flag} = 1, then R locally resets flagh = 1 and flag® = 1 for every i € [n].

If P; is internally-vst-conflicted with Py, or P; is internally-vst-conflicted with R, or flag, ; = 1, or
flag; rp = 1, then P; locally resets flag, ; = 1 and flag; = 1.

In addition, the parties do as follows.

Every party broadcasts its flags.

If P, is internally-vst-conflicted with R OR flagh, = 1 then we say that P, is vst-conflicted with R. In
this case P, executes iSig.open, (P;, Py, 7 ;), iSig.open, (P;, Pa, p} ; ) and iSig.open, (R, Py, p}, ; ;) for
alli,j € [n].

If P; internally-vst-conflicted with P; OR flagf = 1, then we say that P, is vst-conflicted with P;. In
this case P, executes iSig.open, (P;, Py, pi; ) and iSig.open; (R, Py, p, ; ;) for all j € [n]. Let V be the
set of parties that P, is vst-conflicted with. (Observe that all parties agree on V' at the end of the
round since iSign-conflicts and vss-conflicts become public at the end of the round.)

If R internally-vst-conflicted with P; OR flagff = 1, then we say that R is vst-conflicted with P;. In
this case I? executes iSig.open, (P, R, p ; r) and iSig.open, (Py, R, F'(i, j)) for all 4, j € [n].

If R is internally-vst-conflicted with P; OR flag/® = 1 then we say that R is vst-conflicted with
P;. In this case R executes iSig.open, (P;, R, p; ; p), iSig.open, (P4, R, F"(i, j)), iSig.open, (P}, R, p; ; g),
iSig.open, (P4, R, F'(j,1)), for all j € [n]. Let U be the set of parties that R is vst-conflicted with.
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(Observe that all parties agree on U at the end of the round since iSign-conflicts and vss-conflicts
become public at the end of the round.)

e If P; internally-vst-conflicted with P; OR flag; ; = 1, then we say that P; vst-conflictes with P;. P;
and executes iSig.open, (Py, I, f;(j)) and iSig.open, (R, P;, pf ; ;), for all j € [n]. Let V' be the set of
all P; that are vst-conflicted with P; and are not in V. (Observe that all parties agree on V' at the
end of the round since iSign-conflicts and vss-conflicts become public at the end of the round.)

e If P; internally-vst-conflicted with R OR flag; , = 1 then we say that P; is vst-conflicted with R. In
this case P; executes iSig.open, (Py, I;, f;(j)) and iSig.open, (R, P;, pz ; ;) for all j € [n]. Let U’ be the
set of all P; that are vst-conflicted with R and are not in U. (Observe that all parties agree on U’ at
the end of the round since iSign-conflicts and vss-conflicts become public at the end of the round.)

¢ Complete the execution of iSig.open, (Py, R, F' (3, j)), iSig.open, (R, Py, p(f%’i)j), iSig.open, (R, P;, p;%,m.),
iSig.open, (P;, Py, pﬁj7R) and iSig.open, (P, R, p; ; ) for every i, j € [n].

* The parties execute the last round of vss where P; holds flag; and (flag; ;);e[n), and P; holds
flag’f, .. ,flagz.

(Local computation):

Every party executes the local computation of vss. Let B be the set of bad parties, and let W, W’ be the
sets computed in vss.

Add a party P; to B, if one of the following is true:
¢ There exists an instance of public opening iSig.open, (*, P;, *) that failed (but did not have iSign-
conflict), or P; did not open the correct value (i.e. it used the wrong linear coefficients 3s).
e There is some j € [n]| so that (1) P; and R are not iSign-conflicted with P;, (2) P; executed
iSig.open; (P4, Pi, f(j)) and iSig.open, (R, P;, pf; ;) and opened the values f;(j) and o7, ;, and
(3) it holds that 3; j,r # fi(j) + PR ;-
* P is vst-conflicted with P; or R, but flag; ;, = 0 in vst or vss.
Remove from W, W', V, V', U, U’ the parties in B.
R is discarded if one of the following holds.
¢ There exists an instance of public opening iSig.open, (*, R, *) that failed (but did not have iSign-
conflict), or R did not open the correct value (i.e. it used the wrong linear coefficients 3s).
¢ There exists some P;, and some j € [n] so that (1) P; and P; are not iSign-conflicted with R, (2) R
executed iSig.open, (P, R, F'(j,4)) and iSig.open, (P;, R, p; ; r) and opened the values F’(j, %) and
P ;. and (3) it holds that Br,; ; # F'(j,7) + p} ; g-
* R did notbroadcast a complaint against P;, and there exists P; € U that is not iSign-conflicted with
R, so that the polynomial /*(x), defined by (Br.i,; — £} ;. r)je(n], has degree more than ¢.
¢ R did not broadcast a complaint against P,, and there exists P; € U’ so that the values (ag; ; —
Pr.i.;)ielm) do not correspond to a degree-t polynomial.
* R did not broadcast a complaint against P;, and there exist some P;, P; that are not iSign-conflicted
with R, R opened pj ;  and p/; ;  and it holds that Sr; ; — 0} ; r # Br.j.i — P).ir-
P, is discarded if one of the following holds.

e P;is discarded in vss.

e There exists P; so that P, is vst-conflicted with P;, but fla gf = 01in vst or vss. If P, is not discarded
here then W = V and W’ = V’, and we continue with the notation of W, W”’.

e P, is vst-conflicted with R but flag! = 0 in vst or vss for some i € [n].
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e (Failed opening) There exists an instance of public opening iSig.open; (x, P4, *) that failed (but did
not have iSign-conflict), or P; did not open the correct value (i.e. it used the wrong linear coeffi-
cients 3s).

® (W wverification I) There exists P; € W which is not iSign-conflicted with Py so that the polynomial
defined by (o ; p — pf; r)jem) is not fi(x), where f{'(z) was defined in the local computation of
vss.

* (W wverification II) R is not iSign-conflicted with P;, and there exists P, € W for which the polyno-
mial defined by (a% ; ; — p%; ;) e is not fi(x).

* (U verification) Py is not iSign-conflicted with R, and there exists P; € U for which the polynomial
defined by the values (F'(j, 7)) je[n) is of degree more than ¢.

e P; is not iSign-conflicted with R, and there exist i,j € [n] such that R executed
iSig.open, (P4, R, F'(j,4)) and iSig.open; (P4, R, F’(i, 7)) and it holds that F’(i, j) # F’(j,1).

* (Pairwise Consistency between W U W' and its complement I) There exists P, € W U W' and some
P;, where P; is not iSign-conflicted with P, in iSig(P;, Py, pf’j’R), and iSig.open, (P;, Py, pgj’R) was
successfully opened, so that af; , # f{(j) + p; &

* (Pairwise Consistency between W U W' and its complement 1I) There exists P, € W U W’ and some
j € [n], so that P, is not iSign-conflicted with R, and R opened F’(j,i) so that F’(j,i) # f&(5).

* (Pairwise Consistency between W U W' and its complement III) There exists P, € W U W' and some
j € [n], so that P, is not iSign-conflicted with R, and R opened F'(i, j) so that F'(i, 7) # f&(5).

* (Pairwise Consistency between U and its complement I) There exists P, € U and some Pj, so
that P; is not iSign-conflicted with P; and R, P, opened iSig.open,(Py, P;, f/(j)), R opened
iSig.open, (P4, R, F'(j,4)), and it holds that F’(j,7) # f(j).

* (Pairwise Consistency between U and its complement II) There exists P, € U and some P;, so
that P; is not iSign-conflicted with P; and R, P; opened iSig.open,(Py, P, f;(i)), R opened
iSig.open, (P4, R, F'(j,1)), and it holds that F'(j,4) # f;(4).

If P, is discarded then the parties output L. Otherwise, they output their shares as defined in vss.
If R is not discarded, then for every P;, P; ¢ B, the (i, j)-th share that R holds is defined as follows.
e If P, € WU W/ then the (4, j)-th share is ().
* Otherwise, if P; € W U W’ then the (i, j)-th share is f]d(i).
¢ Otherwise, if P; € U then the (i, j)-th share is set to be the public value hl*(5).”
* Otherwise, if P; € U then the (i, j)-th share is set to be the public value 7% (i).

* Otherwise, the (i, j)-th share is defined to be 8r,; ; — p; ; r, Where g ; ; is public, and R can open
the signature iSig(7;, R, p; ; r)-

“Observe that P; is not iSign-conflicted with R. Indeed, if P; is iSign-conflicted with R then either P; € W’ since
P; raises a flag in vss as instructed, or P; € B. Therefore, th(x) is well-defined.

Figure 10: Protocol vst

Remark 7.2 (On conflicts between honest parties.). Consider the case of an honest Py and a corrupt R,
which means that the adversary holds all the information regarding F'(x,y). In this case we allow an honest
P; to be conflicted with an honest Py in the vss instance, since this conflict reveals no information that the
adversary doesn’t already know.

For completeness, we also provide the reconstruction protocol for R.
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—| Protocol vrecy

Round 1 (Reconstruction): For every P,,P; ¢ B so that P,,P; ¢ W U W' U U, R executes
iSig.openy (P, R, p;,j,R)‘
Local Computation For every party P; ¢ B, the parties do as follows.
1. f P, e WUW’, set fz(x) = ffl(x)
2. Otherwise, if P; € U, set fi(x) := hi*(x).1
3. Otherwise, for every P; ¢ B do as follows.
* Iij e WUW’' set fi,j = f]d(l)
e Otherwise, if P; € U set f; ; := hf(i).
e Otherwise, set f; j := Br,ij — pg’j,R.
Interpolate over all (f; ;) p, ¢ to obtain a polynomial fi(x).
If there exists an instance of public opening iSig.open,(*, R, *) that failed (but did not have iSign-
conflict), or R did not open the correct value (i.e. it used the wrong linear coefficients 3s), or if for

some P; ¢ B the degree of f;(z) is more than ¢, or there exist P;, P; ¢ B so that f;(j) # f;(i) then
output L. Otherwise, interpolate over (f;(x))p,¢ g to obtain F'(z,y). Output F'(z,y).

“Observe that P; is not iSign-conflicted with R. Indeed, if P; is iSign-conflicted with R then either P; € W' since
P; raises a flag in vss as instructed, or P; € B. Therefore, h () is well-defined.

Figure 11: Protocol vrecr

7.2.1 Analysis

In this section we analyse the properties of protocol vst in the Fisjg-hybrid model. In Section 6
we argued that if P; is not discarded then the shares of the honest parties are consistent with a
unique polynomial F’(z,y) and that F'(z,y) = F(z,y) for an honest P; (see Lemma 6.5 for a
formal statement). We continue by proving that an honest R can open the polynomial F’(x,y)
by executing vrecg, and that a corrupt R can either open F’(z,y) or L. We observe that in every
execution of vst the set B contains only corrupt parties, and we split into cases.

Honest P;, R. Assume that P; and R are honest, and that F'(z, y) is the input of P;. Observe that
P, and R are not discarded. We show that for every P;, P; ¢ B the (i, j)-th share of R is F(j,1).
Observe that if P, € W U W’ or P; € W U W’ then the correct shares are made public in the vss
execution (see Lemma 6.5). Otherwise, if P; € U or P; € U then the correct shares are made public
in the vst execution, since hf*(z) = F(x,i) or hf(x) = F(z, 7). Otherwise, the (i, j)-th share is set
tobe B, ; — p j r = F'(j. 1), where B ; ; is public and R can open the value p} ; . Since there are
at least n — t > ¢ + 1 honest parties, it is not hard to see that by executing vrecg the parties will
recover the polynomial F(z,y).

Honest Py, corrupt R. Assume that Py is honest with input F'(z, y), and that R is corrupt. Again,
we observe that P; is not discarded. Our goal is to show that if R is not discarded, then for every
honest P;, the receiver R can either open f;(x) = F(x,1) in vrecp, or a polynomial f;(z) of degree
more than ¢. Since there are are n—t > t+41 honest parties, this would imply that the only bivariate
polynomial that R can open in vrecy is F(z,y). In order to do so, it is enough to prove that for
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every honest P;, the (i, j)-th share of R is F'(j,i). Indeed, since there are n —t > ¢ + 1 honest
parties, this would imply that f;(z) is either F'(z, ) or has degree more than ¢.

Observe thatif P, € W UW’, or P; € W U W’ then the correct shares are made public in the vss
execution (see Lemma 6.5) . Otherwise, assume that P; € U. Since P, is notin W UW’, it must hold
that Br;; = i jr = F(j,i) + pijr forall j € [n], and P; is not iSign-conflicted with R. Therefore
it must hold that h2(j) = F(j,i), as required. Otherwise, if P, ¢ U but P; € U, then a similar
argument shows that the (7, j)-th share is indeed F'(j,i) = F'(i, j). Otherwise, if P;, P; ¢ U, it must
hold that 8g,;; = i ;,r = F(j,i) + p; ; p, and the (i, j)-th share is set to be Sr,i; — p} ; rp = F'(j, ),
where g ; ; is public and 1 can open only the value p} ; p, as required.

Corrupt P;, R. Assume that P; and R are corrupt, and let F'(z,y) be the polynomial defined by
the shares of the honest parties in vss (see Lemma 6.5). Our goal is to show that in every execution
in which P, and R are not discarded, for every honest P; and any P; ¢ B, the (i, j)-th share of R
is F'(j,). Since there are n — ¢t > t + 1 honest parties, this would imply that the only polynomial
that R can open in vrecp is F'(z,y).

Observe that if P, € WU W’ or P; € W U W' then the correct shares are made public in the vss
execution. Otherwise P;, P; ¢ W U W’, which means that P; and P; are not iSign-conflicted with
R, and that 8r; j = a; ; r. We split into cases.

» Assume that P, € U. Then the (i, j)-th share is set to be hf(j) = BR,ij — p;,j,R = R —
p;jr = 1i(j) = F'(j,i), where the last equality follows from Lemma 6.5.

® Otherwise P, ¢ U. Assume that P, € U. Then R opens iSig.open(F;, R, pg’j’R),
iSig.open(Fy, R, F'(i, j)), iSig.open(P}, R, p; ), iSig.open(Py, R, F'(j,i)), and the (i,7)-th
share is set to be hf'(i) = Br ji — p; p- In addition it must hold that S i — 0 ; p = Br.j —
p; j.r or otherwise R is discarded. Therefore, the (i, j)-th share is hf(i) = Brji — p,; p =

/

Br.ij — Pijr = fi(j) = F(j,i), where the last equality follows from Lemma 6.5.

* Otherwise P; ¢ U. Then the (i, j)-th share is fr; ; — p;’ GRS where 3g; ; is public and R can
/

open p; ; p- Therefore Br; ; — p ; p = @ijr — p; ; g = fi(§) = F(j, i), where the last equality
follows from Lemma 6.5.

Corrupt P;, honest R. Assume that P, is corrupt and that R is honest. In Lemma 6.5 we've
seen that (1) the shares of the honest parties are consistent with a unique symmetric bivariate
polynomial of degree at most ¢ in each variable, denoted F(z,y), (2) for every P, € W U W' the
public shares of P, are consistent with F'(z,y), and (3) for every P;, P; ¢ B, if P, is honest or P, is
honest then the (i, j)-th share is F'(j, ).

Observe that R is never discarded, and consider any execution in which F; is not discarded. If
P, is vst-conflicted with R, then all the shares of F'(z,y) are made public in vss, as required. Oth-
erwise, P, is not vst-conflicted with R, which means that the polynomial F’(z, y) that R received
from P is a symmetric bivariate polynomial of degree at most ¢ in each variable. Assume that R is
vst-conflicted with P;, and note that R publicly opens the polynomial F”(x,y), and that all parties
are in U. We show that for every P;, P; ¢ B the (i, j)-th share of R is F'(j,i). In addition, if P; is

honest then F'(i,j) = F(j,1).
e Assume that P, € W U W' If f(z) # F'(z,4) then P, is discarded. Otherwise, the (i, j)-th

share is set to be f2(j) = F'(j, i), and since f&(j) = F(j,4) then F'(j,i) = F(j,1), as required.
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e Otherwise P; ¢ W U W’. Assume that P; € W U W’. Then the same argument shows that
the (i, j)-th share is F'(j,i) = F(i,j) = f;-l(i) = F'(i,j) = F'(j,1), as required.

e Otherwise P; ¢ W U W', and P; € U. This means that P, is not iSign-conflicted with R, and
the (i, j)-th share is set to be h*(j) = Bri; — p; jr = F'(j,1), as required.

Assume that P; is honest. Then g, ; = ari; = f/(j) + pijr Or otherwise P, € W U W'

Therefore, F'(j,7) = f!(j) = F'(j, ), as required.
We conclude that all the shares are consistent with the polynomial F'(x,y) so F'(x,y) will be
recovered in vrecrp with probability 1. Since there are n — ¢t > t 4+ 1 honest parties, and since

F'(z,i) = F(x,1i) for every honest P;, we conclude that F'(z,y) = F(x,y), as required.

Otherwise R is not vst-conflicted with P;. We show that for every honest P; and every P; ¢
B it holds that (1) the (4, 7)-th and the (j,7)-th shares of R are consistent with F(z,y), and (2)
F'(4,i) = F(4,9).

* Assume that P, € W. Then the polynomial f¢(x) = F(x,i) is public, and the (i, j)-th and
(j,4)-th shares are set to be f&(j) = F(j,i) as required. Since P; € W it must hold that P,
opened p%i’ ;» and since R is not vst-conflicted with Py it must hold that adR’L i p‘é’i’j =
aRij— Pk = F'(j,1). Since Py is not discarded it must hold that f{(j) = a%; ; — ph; ; s0
F'(j,i) = F(j,1), as required.

e Otherwise P, ¢ W. Assume that P, € W. Then, by using the symmetry of F(z,y) and
F'(z,y), the same argument shows that the (i, j)-th and (j,)-th shares are F'(j,7) = F’(j, ).

* Otherwise P, P; ¢ W. Assume that P; € W'. Then the (i, j)-th and (j, i)-th shares are set to
be f&(j) = F(j,1) as required. We split into cases.

- Assume that R is vst-conflicted with P;. Then P; € U and R opens F’(z, i), and it must
hold that f¢(j) = F’(j,1) or otherwise P, is discarded.

- Assume that R is not vst-conflicted with P;, so ar;; = i r. Since P; € W' it must
hold that P; opened f&(j) and Pr.i.; (note that Py and R are not iSign-conflicted with P).
But then f¢() +0rij = Bijr = anrij = F'(j,i)+pg, ;, or otherwise P; € B. Therefore
fa(j) = F'(j,1), as required.

e Assume that P; € W'. Then, by using the symmetry of F(z,y) and F'(x,y), the same argu-
ment shows that the (i, j)-th and (j, 7)-th shares are F'(j,i) = F'(j,i).

e Otherwise P;, P; ¢ W UW'. Assume that P; € U. Observe that P; is not iSign-conflicted
with R, so R opens hf(z) and hf(z) = F'(z,1), so the (i, j)-th and (j,4)-th shares are set to
be F'(j,1), as required. In addition, it holds that ar;; = f; ;g or otherwise P, € W U W'
Therefore F'(j,i) = f!(j) = F(j,1), as required.

* Assume that P; € U. In this case R opens hf'(z) = F'(x,j), so the (i,j)-th and (j,%)-th
shares are set to be [ (i, j) = F"(j,4), as required. Since I, ¢ W U W' then ag;; = B r, 0
F'(j,i) = fl(j) = F(j,1), as required.

* Otherwise P;, P; ¢ U. But then the (4, j)-th share is F'(j, 1) = Br,ij — p; j p = Yij,R — Pijp =

fi(j) = F(j,i), as required. Similarly, the (j,4)-th share is Brj; — 0}, r = @jir — ;g =

F'(i,j) = F'(j,i), and we've seen that F'(j,i) = F(j,1), as required.
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Since F(z,i) = F'(z,i) for every honest P;, and since there are at least n — ¢ > ¢ + 1 honest
parties, we conclude that F'(z,y) = F’(z,y). It remains to show that for corrupt P, P; ¢ B the
(i,7)-th share is F(j, ). By the above analysis, if P, or P; are in W U W’ U U then the above holds.
Consider any P;, P; ¢ B so that P, P; ¢ W U W’ UU. Then the (i, j)-th share is 8r;; — p} ; g =

F'(j,i) = F(j,1), as required. This concludes the analysis.

We proved the following lemma.

Lemma 7.3. Consider any execution of vst in the Fisig-hybrid model. Then an honest Py is not discarded,
an honest R is not discarded, and the set B contains no honest parties.

For an honest Py with input F(x,y), if R is honest then for every P;, P; ¢ B the (i, j)-th share is
F(j,1), and by executing vrecg, an honest R opens the polynomial F'(x,y) with probability 1. On the other
hand, a corrupt R can either open F(x,y) or L.

For a corrupt P, that was not discarded, let F'(x,y) be the polynomial defined by the shares of the
honest parties in vss. Then for an honest R, for every P;, P; ¢ B the (i, j)-th share of R is F'(j,1), and
by executing vrecg, an honest R opens the polynomial F'(x,y) with probability 1. On the other hand, a
corrupt R can either open F'(x,y) or L.

8 Share and Compute

Here we present the share-compute functionality Fsh-comp and realize it in a protocol sh-comp.

8.1 The Share-compute Functionality

The functionality Fsh-comp captures and formalizes our requirements from VSS, TSS and VST, in-
cluding the execution of linear operations over tentative shares. We continue with an explanation
of each task that the functionality performs.

Sharing polynomials. Every party P; inputs m polynomials G%!(z,y), ..., G"™(x) that will be
shared among the parties, i.e., every P; receives G¥!(z,7),...,G"™(z,j) from the functionality.
The functionality also supports triple sharing, where every P; also inputs additional polynomi-
als H%*(z,y) so that H*k(0,0) = G%(0,0) - G**(0,0) for every j,k € [m], and the func-
tionality shares the polynomials among the parties, i.e., every Py receives H3*(z,4'). Finally,
the functionality supports the sharing and transferring operation, where P; inputs ¢ polynomi-
als F!(x,y),..., F*(x,y), the functionality shares the polynomials among the parties, and also
transfers FJ(z,y) to party Py; ;) where ¢ : [n] X [(] — [n] is a mapping that, for every i € [n] and
v € [/], specifies the receiver of F""V(x,y). As part of the sharing and transferring, the functionality
allows P .,y to publicly open F*(z, y) at the opening phase.

Linear operations. The functionality also supports two kinds of linear operations over the
shares.!® First, for every P; the functionality supports performing linear operations over the

>When we realize the functionality, we show that we can perform linear operations over the tentative shares to save
rounds.
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shares that P; distributed. This means that the functionality is parameterized by coefficients
(Bi5> 715 )i€ln) ke lm) welq and returns

m
N BLGH () + > A H Y (@, y) + F(a,y)
Jj=1 J:k€[m]

to all the parties, for every v € [¢]. Since H*/**(0,0) = G*(0,0) - G**(0,0) for every j,k € [m]
this allows the computation of degree-2 functions where all the inputs belong to the same party.
Looking forward, when using Feh-comp We will think of F*’(xz,y) as a random pad, so that only
party Py ;) canlearn 300 BY,G™ (2,y) + 37 1epm) 7 H ¥ (2, y). Recall that Py; ) can publicly
open F"¥(z,y), 80 Py(;,) will be able to reveal 37", B ,G™ (2,y) + 3 pc ) W H Y (2, y) to all
the parties if needed.

The functionality also supports linear operations between shares of two different dealers. For-
mally, the functionality is parameterized by a set S of tuples ((i1,v1), (i2,v2)) € (([n] x [£]) x ([n] %
[€])). The functionality returns F*V1(z,y) — F22(z, y) to all the parties.

Communication with the adversary. The functionality allows the adversary to choose the inputs
of the corrupt parties, after seeing the following leakage: (1) the shares of the corrupt parties from
the polynomials that the honest parties input, (2) the outputs of the linear computation over the
shares that the honest parties distributed, (3) F! (x,y) — F2'2(x,y) for ((i1,v1), (ig,v2)) € S
with honest P;,, P;,, (4) F'2"1(z,y) for ((i1,v1), (i2,v2)) € S with corrupt P;,, and (5) F22(z,y)
for ((i1,v1), (i2,v2)) € S with corrupt P;,. Looking forward, we will need to make sure that our
protocol is secure even if the adversary can choose its inputs based on the leakage.

We allow the adversary to cause every corrupt P; to abort, by inputting flag, = 1 to the func-
tionality. The functionality returns the set I, of all aborting corrupt parties, to all the parties.

,—[ Functionality }‘sh-comp} N

The functionality is parametrized as follows. There is an input parameter m € N, an output parameter

¢ € N, a function ¢ : [n] x [{] — [n] and coefficients (5} ;,7}; x)icn].j.ke[m]ve[g- There is also a set
S C (([n] x [€]) x ([n] x [4])) containing tuples ((i1,v1), (i2,v2)) so that ¢(i1,v1) = ¢(i2,v2) and every
pair (i,v) appears in at most one tuple ((i1, v1), (i2,v2)) in S.

The functionality receives the set of corrupt parties C.
Input phase.

* (Triple sharing) Every honest party P; inputs m symmetric bivariate polynomials of degree at most
t in each variable G%!(z,y), ..., G"™(x,y) as well as m? symmetric bivariate polynomials of degree
at most ¢ in each variable (H"7**(z,y)); re(m) so that H**(0,0) = G*9(0,0) - G**(0,0) for every
J. k€ [m].

* (Share and Transfer) Every honest party P; inputs ¢ symmetric bivariate polynomials of degree at
most ¢ in each variable F*!(z,v), ..., F"*(x,y).

* (Leakage) The values (F*"(x,i’), G* (x,i'), H"7¥(x,i"))en icc jkeim)ve are leaked to the adver-
sary. In addition, for every corrupt P/, and every i € H and v € [{] so that ¢(i,v) = ¢/, the polyno-
mial F“¥(z,y) is leaked to the adversary.
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Linear computation phase.

¢ (Leakage) The functionality leaks the following to the adversary. For every honest P; the functional-

ity leaks (Z;n:l BLG(x,y) + 30 ke pm Vg H T F (2,y) + F9¥ (2, y)) " to the adversary. In ad-
: ske[m] g, ve

dition, for every ((i1,v1), (i2,v2)) € S so that P, and P;, are honest, the functionality returns
F'ovi(z,y) — F™%2(x,y) to the adversary. Finally, for every ((i1,v1), (i2,v2)) € S so that P, is
honest and P;, is corrupt, the functionality returns "' (x,y) to the adversary, and for every
((i1,v1), (i2,v2)) € S so that P;, is honest and P;, is corrupt, the functionality returns F'2:"2(z,y)
to the adversary.

o (Corrupt parties” inputs) Every corrupt P; inputs m symmetric bivariate polynomials of degree at
most ¢ in each variable G%!(x,y),...,G"™(x,y) as well as m? symmetric bivariate polynomials of
degree at most ¢ in each variable (H*7*(x,y)); ke[ and a bit flag;. Let I be the set of indices of all
corrupt P; with flag; = 1, or such that H*7**(0,0) # G*7(0,0) - G**(0,0) for some j, k € [m).

* (Shares distribution) The functionality returns

Ia (Fl ’v(xai)aGi ’j(xfi)aHi ’j’k(xai))i’é],j,ke[m],ve[é]v and (F’L }U(xay))i’&[,ve[@]:qﬁ(i’,v):i)

tOPi.

* (Public linear computation) For every i ¢ I, the functionality returns

S OBLGH (wy) + > A HY (@, y) + FY ()
J=1 J,k€[m] vell]

to all parties.

¢ In addition, for every ((i1,v1), (i2,v2)) € S the functionality returns
— (i1,i9 ¢ I). The tuple ((i1,v1), (i2, v2)), F'*V1 (z,y) — F™2(x,y)) to all parties.
— (Otherwise.) The tuple ((i1,v1), (i2,v2)), L) to all parties.

Opening phase.

* (Inputs of honest parties) Every honest P; inputs an integer y; € N, and pairs (ji k, Vi, )ke[u,) SO that
Jik € [N\ I, vix € [{] and ¢(j; k,vi k) = 3. (The functionality just ignores pairs that are not of this
form.)

* (Leakage) For every honest P; the functionality returns (u;, (ji i, ik, 750k (2, 9) ) kelu,))) to the ad-
versary.

* (Inputs of corrupt parties) Every corrupt P; inputs a bit abort;, an integer p; € N, and pairs
(Jik> Vik ) kelp,) SO that j; . € [n]\ I, vix € [£] and ¢(jix,vik) = i. (The functionality just ignores
pairs that are not of this form.)

* (Output) Let I' be the set I together with all the corrupt parties with abort; = 1. The functionality
returns

(', (Bis Jisgor Vi FI9"0% (2, 9) )ig 1 e [ua])-

to all the parties.

Figure 12: Functionality F¢h-comp

In the next sections we realize Fh-comp by a protocol sh-comp. As always, we assume that
[F is a sufficiently large field of size exp(n, x, ¢, m), that allows the execution of iSig as required
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by sh-comp. We also assume that ¢ and S can be computed in time 7. We prove the following
statement in Section E.

Theorem 8.1. Let k be a security parameter, let n be the number of parties and let t < n/2 the number of
corrupt parties. Let IF be a sufficiently large finite field, as a function of (k,n, ¢, m). Then protocol sh-comp
is a UC-secure implementation of Fsh-comp against a static, active, rushing adversary corrupting up to t
parties. The complexity of sh-comp is poly(k, 2", m, ¢, T,log |F|).

8.2 The Share-compute Protocol

The share-compute protocol requires multiple executions of vss, tss and vst. As in Section 6.3, we
assume that all instances of vss, tss and vst use the same underlying signature scheme iSig where
P; is D and P; is Z. First, in Section 8.2.1 and Section 8.2.2 we present two subprotocols for the
computation of linear operations over tentative shares. Finally, in Section 8.2.3 we present the
protocol sh-comp.

8.2.1 Linear Operations over Tentative Shares from Different Dealers

Consider the case where Dy and D, share F(z, y) and F?(z,y), respectively, via vss' and vss?, and
the parties want to reveal F'(z,y) — F?(x,y) in the third round. For k € {1,2}, in the execution
of vss* we denote the random pad that P; sent to P; by ri-‘fj, the broadcast messages of P; by
(af’j, bﬁj)je[n], the set of bad players in vss* by B¥, and the sets W, W’ by W* and (W*)". We
remind the reader that, at the end of the second round of a vss execution, a party P; thinks that its
tentative shares might change if either (1) P; received a polynomial of degree more than ¢ in the
first round, or (2) P; is iSign-conflicted with P, or (3) there exists some j € [n] so that af-l’ j # aij
(see remark 6.6).

The idea underlying our protocol is similar to that of linop;. We let every P, who thinks that
its shares might change in vss' to raise a flag in vss', and also publicly open its shares in vss?, so
that the parties will be able to recover F(z,i) — F?(x,i) from the public shares. We note that this
does not violate privacy, because if P; is honest and thinks that its shares might change in vss!,
then necessarily D; is corrupt and there is no need for privacy, because the adversary can learn
the polynomial F%(z,y) from F!(x,y) — F%(z,y). P; acts in a similar way if he thinks that its shares
might change in vss2. If P, does not think that its share might change, then for every P; ¢ B, we let
P, open rj,;—r3; so the parties can compute (b} ;=7 ;) — (rj; —75,) = (b j—ri;)— (07 ;—75,). If P is
honest, then, since P; does not think that its share might change, this is indeed the correct (i, j)-th
share. On the other hand, if P; is corrupt, then P; has to be consistent with at leastn —¢ > ¢t + 1
honest parties, which means that P;’s shares will either correspond to a degree-t polynomial, or

set to an erasure. We continue with the description of the protocol.

Protocol IinopQJ

Assumption We assume that the first and the second round of all vss instances were executed. In addi-
tion, we assume that in the third round of the outer protocol, the parties are instructed to execute the
vss instances as follows.
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e For every k € {1,2}, if P, thinks that its share might change in vss* then P; is instructed to raise a

flag flagf = 1 in vss.

e Let flag; and flag? be the flags of P; in vss; and vss, respectively. If flag} = flag? = 0, then P, is
instructed to do as follows.

- If P is 1nternally vss-conflicted with P; in vss' and vss? then P; sets flag; J = flag?’j = 1 in vss?
and vss?
- If P is 1nternally-vss-conﬂicted with P; in vss! then P, sets flag; ;=1in vsst.

— If P; is internally-vss-conflicted with P; in vss? then P; sets flag? ;= linvss®.

Round 3 Every P inputs the flags (flag?, flagF j)jeln),kef1,2)- (Those are the flags that the players input
into vss' and vss?.)

Every P; does as follows.

e Ifflag; = flag? = 1, then P, broadcasts “complaint:1,2".

¢ Otherwise, if ﬂagl = 1and ﬂagl = 0, then P; broadcasts “complaint:1”. In addition, P, executes
iSig.open, (P;, P;,r3,) for all j € [n].

e Otherwise, if flagl = 1and flagi = 0, then P; broadcasts “complaint:2”. In addition, P; executes
iSig.open, (P}, P;,r} ;) for all j € [n].

e Otherwise flag} = flag? = 0. P, does as follows for every P;.
- If flag}’ ;= flag?’ ; = 1 the P; does nothing.

- If flag}’j =1land flagij = 0 then P; executes iSig.open, (P}, P;, 2 ,).

19 j’L
- If flag;j =0and flagij = 1 then P; executes iSig.open; (P}, P;,r},).

(2] ]1

— Ifflag; ; = flag] ; = 0 the P; executes iSig.open, (P, P;, v}, —12,).

[ERE R

Local computation The parties do as follows.

* Execute the local computation of vss! and vss?, and observe that all the flags are public at the end of
the vss executions. If D; or D, were discarded then the parties output L and terminate.
e Compute B = B*U B2
e Add to B every P; so that there exists an instance of public opening iSig.open; (x, P;, %) that failed
(but did not have iSign-conflict), or P; did not open the correct value (i.e. it used the wrong linear
coefficients 3s).
¢ Add to B every P; that raised a flag in some vss execution but did not broadcast the corresponding
complaint.
e Add to B every P, that broadcasted “complaint:1,2” so that P, ¢ W' U (W) or P, ¢ W2 U (W?)'.
* Add to B every P, that broadcasted “complaint:1” so that P, ¢ W' uU (W)
e Add to B every P, that broadcasted “complaint:2” so that P; ¢ W2 U (W?)'.
» For every P; ¢ B that broadcasted a complaint, the parties do as follows.
- If P, e WlU(W'Y, then let f!(x) be the public polynomial that corresponds to the shares of P; in
sl. Otherwise, P; ¢ W' U (W'Y, which means that P; did not broadcast a complaint regarding
s', but did broadcast a complaint regarding vss*. Since P; executed iSig.open, (P;, P;, r} ;) for
every P; so that flag; =0, the (4, j)-th share of P; invss' is public for every P; ¢ B, and let f} (x)

be the polynomlal obtained by interpolating all the shares. If the degree of f (z) is more than ¢
then add P; to B.
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- If P, € W2U(W?2Y, then let f?(x) be the public polynomial that corresponds to the shares of P; in
vss?. Otherwise, P; ¢ W2 U (W?2)’, which means that P; did not broadcast a complaint regarding
vss?, but did broadcast a complaint regarding vss'. Since P; executed iSig.open, (P;, P;, 77 ;) for
every P; so that flag? ; = 0, the (i, j)-th share of P; in vss? is public for every P; ¢ B, and let f2(x)
be the polynomial obtained by interpolating all the shares. If the degree of f?(z) is more than ¢
then add P, to B.

= Set fi(x) := fi(2) = 2 (2).
* For every P; ¢ B that did not broadcast a complaint, the parties do as follows.

- If both D; and D, were vss-conflicted with P;, then P, € W' and P, € W?, and let f!(z) and
f2(z) be the public polynomials corresponding to the shares of P;. The parties compute f;(z) :=
fi(@) = ().

— Otherwise, for every P; ¢ B the parties do as follows.

+ If P; broadcasted a complaint, then set f; ; := f;(i).

+ If P; is vss-conflicted with P; in some vss instance, then the (i, j)-th shares are public in both
instances, and we denote them by f}';, f?;. The parties compute f; ; := fl'; — f7;.

+ If P; is vss-conflicted with P; in some vss instance, then the (7, ¢)-th shares are public in both
instances, and we denote them by f}';, f?;. The parties compute f; ; := fl'; — f7;.

+ Otherwise P; and P; are not vss-conflicted in any vss execution. In this case we set f; ; :=
(bj; —b7;) = (ri; —r3;), where b} ; and b7 ; are public values, and (7}, — 77 ;) was opened by
P;.

The parties interpolate over (f; ;) p,¢p in order to obtain a polynomial f;(x). If f;(z) is of degree
more than ¢ then the parties add P; to B. Otherwise, the i-th share is taken to be f;(z).

* Finally, the parties interpolate (f;(z))p,¢p in order to obtain a symmetric bivariate polynomial of
degree at most ¢ in each variable F'(z, y), and output F'(z, y).

Figure 13: Protocol linop,

We continue with an analysis of the correctness in the Fisj;-hybrid model in an execution in
which the parties are instructed according to our assumptions. Recall that in any vss execution
in which the dealer is not discarded, the shares of the honest parties fully define a symmetric bi-
variate polynomial of degree at most ¢ in each variable (see Lemma 6.5). Consider any execution
of vss' and vss? in which the dealers were not discarded, let F'!(x,y) and F?(z,y) be the corre-
sponding polynomials, and observe that the set B does not contain any honest party. We start by
showing that for any P; ¢ B that broadcasts a complaint it holds that f;(z) = F!(z,4) — F?(x,1).
We split into cases.

o If P, € WU (W) then f}(z) = F'(z,i) by Lemma 6.5.

* Otherwise, if P; is honest, then by Lemma 6.5, for every P; ¢ B! the (i, j)-th share of P; is
F1(j,4), and since there are at least n — ¢ > ¢ + 1 honest parties that are not in B, it holds that
the (i, j)-th shares for all P; ¢ B fully determine the polynomial F(z,4), so f}(z) = F(z,1).

* Otherwise P; is corrupt. By Lemma 6.5 for every honest P; it holds that the (7, j)-th share of
P; is F'(j,i), and since there are at least n — ¢ > ¢ + 1 honest parties that are not in B either
fi(z) = Fl(z,i), or f}(x) has degree more than t and P; € B.

A similar argument shows that f2(x) = F?(x,1). Therefore, f;(x) = F!(z,i) — F?(z,1), as required.
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Consider now every honest P; that did not broadcast a complaint. If P; € W'and P, € W?
then fl(x) = F'(x,i) and f?(x) = F?(x,i), so fi(z) = F(z,i) — F?(z,1), as required. Otherwise,
consider any P; ¢ B. We show that f; ; = F(j,i) — F?(3j,14).

e If P, broadcasted a complaint then by the analysis above f; ; = f;(i) = F1(i,7) — F2(i,j) =
FY(j,i) — F?(j,1), as required.

¢ Otherwise P; did not broadcast a complaint. If P; is vss-conflicted with P; in some vss in-
stance, then the (i, j)-th shares are public in both executions, and by Lemma 6.5 it holds that
L= F(j,i) and f?; = F?(j,i), 0 fij = F'(j,i) — F?(j,1), as required. (Observe that this

is true even if P; or P; are in W' or W2))

* Otherwise, if P; is vss-conflicted with P; in some vss instance,then the (j,7)-th shares are
public in both executions, and by Lemma 6.5 it holds that f!; = F'(j,4) and f?; = F?(j,%),
so fij = F'(j,i) — F?(j,i), as required.

¢ Otherwise, P; and P; are not vss-conflicted in any instance. Since F; is honest and P; did
not complain, then the shares of P; are equal to f; ( /) even if P, € Whor P, € W2 (see

Remark 6.6). In particular, the (i, j)-th share in vss' and vss® are equal to b1 - rjlz and
b; ; — 17, respectively. Therefore, fi;j = (b} ; — b7 ;) — (rj; —75,) = (bi ; —75;) — (bQ’ —r3) =

Fl(], i) — F2(j,14), as required.

Consider now any corrupt P; ¢ B that did not broadcast a complaint. If P, € W' and P, € W?
then fl(x) = F!(x,i) and f?(x) = F?(x,i), so fi(z) = F(z,i) — F?(z,4), as required. Otherwise,
we show that f; ; = F'(j,i) — F?(j,i) for every honest P;. Since there are at leastn — ¢ > t + 1
honest parties, this means that either fi(z) = F'(z,i) — F?(z,i) or f;(z) has degree more than ¢, in
which case P; € B.

The same arguments as before show that if P; broadcasts a complaint, or if P; and P; are vss-
conflicted, then f; ; = F'(j,i) — F?(j,i). Therefore, we only analyse the case where P, and P; are
not vss- conﬂicted in any instance of vss. Since P; is honest and not vss-conflicted with P; it must
hold that b’“ = a] = f ’“( ) + rk for every k € {1,2}. In addition, since P; is honest and did not

broadcast a complamt by Lemma 6.5 and Remark 6.6 it must hold that the ( j,4)-th share in vss" is

FE() = FE(i,5). Butthen fo; = (b}, —b2 )~ (rl,—12,) = (B} =1k (62, —12%,) = F1(j, i) F2(j, ),
as required.

Finally, since there are n — ¢ > ¢ + 1 honest parties not in B, and since for every P; ¢ B it holds
that f;(z) = F'(x,i) — F?(z,1), then the polynomial recovered by the parties is F!(z,y) — F?(z,1),
as required.

We proved the following lemma.

Lemma 8.2 (Correctness of linop,). Consider any execution of vss', vss® and linop, in the Fisig-hybrid
model, where the parties are instructed according to the assumptions, and Dy and Dy are not discarded.
Then the set B does not contain honest parties, and the output of the honest parties is F*(z,y) — F?(x,y),
where F(z,y) and F?(x,y) are the polynomials defined by the shares of the honest parties in vss* and vss?.
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8.2.2 Private Linear Operations over Tentative Shares from a Single Dealer with Verifiable
Opening

Consider the case where the dealer P; shares F'(x,y),..., F™(x,y) via vss and wants to let a
receiver R learn a linear combination

H((L‘,y) = /BlFl(x7y) +. BmFm(J),y),

in three rounds, where the linear coefficients 31, ..., 5, € F are known to all the parties at the
beginning of the execution. In addition, R should be able to choose, based on external reasons,
whether or not to open the polynomial H(z,y) to the rest of the parties in the fourth round. If R
chooses to open H (x,y), then R should be able to convince the rest of the parties of the correctness
of this polynomial.

In order to do so, we let P; share another random polynomial F™*1(z, y) via vst with R as the
receiver, and we would like the parties to compute the public value

BLF Nz, y) + .. B F™ (2, y) + F™ N2, y) = H(z,y) + F™ ' (z,y).

In this way (1) the parties have no information about H (z,y), as F""!(z,y) is used as a one-time
pad, (2) R knows F™!(z,y) so he can compute H(z,y), and (3) R can choose to open F™"1(z, y)
via the reconstruction of vst and let all the parties learn the value of H(z,y).

We denote the vss execution of F(x,y) by vss’, the vst execution of F™ "1 (z,y) by vst™!, and
the internal vss execution by vss™*1. In vss®, we denote the random pad that P; sent to P; by rﬁ s
and the broadcast messages of P; by (aﬁ o bi-f ;)jemn)- We denote the set of bad parties in vss’ by
BF for k € [m], and for vst™*! by B*¥*1. The protocol follows the same lines as linop;, with the
following modifications: (1) if P; is not internally-vst-conflicted with FP; in the vst execution, but
P, raises flag{ in the vst execution, then P, is not required to raise a flag in all vss instances, since it
is possible that P; raises the flag because of a corrupt R, and (2) if F; is not internally-vst-conflicted
with P; in the vst execution, but P; raises flag; in the vst execution, then P; is not required to raise
a flag in all vss instances, since it is possible that P; raises the flag because of a corrupt R. The
protocol is described in Figure 14.

—[ Protocol Iinopg]

Assumptions We assume that the first and the second round of all vss and vst instances were executed.
In addition, we assume that in the third round of the outer protocol, the parties are instructed to execute
the vss and vst instances in the following way. P, does as follows.

e For every ¢ € [n], if P; is internally-vss-conflicted with P;, or flagf = 1 in some vss* execution for
k € [m], or Py is internally-vst-conflicted with P; then P, inputs fla gf = 1 to all vss and vst executions.

Otherwise, if Py is internally-vst-conflicted with R or flagﬁé = 1, then P; inputs ﬂagf =1 to vst™t!
and vss™tT,

e If P, is internally-vst-conflicted with R then P, inputs flagg = 1 to vst™*1.
R does as follows.

e If Ris internally-vst-conflicted with P, then R inputs flag’} = 1 to the vst executions.
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¢ If Ris internally-vst-conflicted with P;, or if R is internally-vst-conflicted with P; or ﬂagdR =1, then
R inputs flag;’ = 1 to vst.

Every P; does as follows.

e If P, is internally-vss-conflicted with P; in any vss execution, or flag; = 1 in some vssk execution for

k € [m], or P; is internally-vst-conflicted with Py in the vst execution, then P; inputs flag; = 1 to all
vss and vst executions. Otherwise, if P; is internally-vst-conflicted with R, or flag, = 1 in the vst
execution, then P; inputs flag; ; = 1 to vst™*! and vss""*'.

* If P, is internally-vst-conflicted with R then P; inputs flag, = 1 to the vst execution.

e If P, is internally-vss-conflicted with P;, or flag, 4 = 1 in some vss or vst execution, then P; sets
flag; ; = 1 in all vss and vst executions.

Round 3 Every P, inputs (flag”, flag® ) :cin1 % jand ﬂagm+1 ﬂag"”rl,ﬂagm+1 m]- (Those are the flags
y p i i,5)j€[n],ke[m iR ] g
to the vss and vst instances.)

Every P; does as follows.

o If ﬂagl1 = flag]” = 0 and f|agm+1 = 0 then P; executes iSig.open, (P}, P;, 51 7"]11 tooit B+
m+1) for every P; with flag” - = ﬂagm+1 —o.
o Ifflagj =...=flag"" = 0and flagm+1 = 1 then P; executes iSig.open; (Pj, P;, B1 -7, + ... + B - 77%)
for every P; w1th flagw - = f|agm+1 —o.

Local computation At the end of the vss and vst execution, all flags are public. If some vss or vst execution
ended with P; discarded, or if P; did not follow the assumed instructions, then Py the parties output
1 and terminate.

Otherwise, let B := Uke[mH]Bk. Add to B any P; that did not follow the assumed instructions, or that
there exists an instance of public opening iSig.open; (x, P;, ) that failed (but did not have iSign-conflict),
or P; did not open the correct value (i.e. it used the wrong linear coefficients 3s).

For every P; ¢ B the parties do as follows.

e If P, is conflicted with P; in all vss and vst executions, or P; is conflicted with P, in all vss and vst
executions, let f! (), ..., f""!(x) be the public shares of P;. The parties compute g;(z) := £1 f} () +
o B f (@) + F T (a).
¢ Otherwise, if flagerl = 1, then the polynomial f{"*!(z) is public. For every P; ¢ B do as follows.

- Ifflag; ; = 1 orflag;; = 1 orflag; = 1 or flagj = 1 in all vss instances, then all the (i, j)-th shares
denoted f},,..., f™, f"*', are public. The parties locally compute g; ; := 81 f; + ...+ B [T
fm+1 .

— Otherwise the parties compute g; j := (81-0; ;4. ..+ Bm b)) — (B1- rj it BT+ + (),
where (81 -7}, + ... 4 B - 77) was opened by P

The parties interpolate over (g; ;) p,¢ 5 to obtain a polynomial g;(x). If g;() is of degree more than ¢

then the parties add P; to B.

* Otherwise, if flag; r = 0, then for every P; ¢ B do as follows.

- Ifflag; ; = lorflag;; = 1 orflag; = 1 or flag? = 1lin all vss instances, then all the (¢, j)-th, denoted
Liree o JI fm+1, are public. The parties locally compute g; j := S1f; + ... + B /7 + fm“.
- Otherw1se, the parties compute g; ; := (81-b} ;+. . .+5m-b;'fj+b?j+1) (B} i+ +6m r L—H"m“)

where (81 -7} ;4 ... 4 B -1 + r?fj*l) was opened by P;.
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The parties interpolate over (g; ;) p,¢ 5 to obtain a polynomial g;(x). If g;() is of degree more than ¢
then the parties add P; to B.

The parties interpolate over all (g;()) p,¢ g in order to obtain a symmetric bivariate polynomial G(x, y)
of degree at most ¢ in each variable. The parties output G(z, y). The receiver R also outputs F" "1 (z,y).

Round 4 (Opening phase) In order to reveal the unencrypted value G(z,y) — F™ 1 (z,y), R executes
vrecp with respect to vst™ 1. If the output is L then all parties output L. Otherwise, let the output be
F™+1(z,y) and all the parties output G(z,y) — F™ ! (z,y).

Figure 14: Protocol linop;

We continue by analysing the correctness of linop; in the Fisig-hybrid model, in an execution
in which the parties are instructed according to our assumptions. It is not hard to see that the
honest parties are not in B, and that honest P; and R are not discarded. Consider any execution in
which P; is not discarded, and by Lemma 6.5 the shares of the honest parties in the executions of
vsst, ..., vss™*! define polynomials F'(z,y), ..., F™"1(z,y). We show that the outputis G(z,y) =
S BiF (z,y) + F™ (2, y) with probability 1.

Consider any P; so that flag; = 1 or flagd = 1 in all vss and vst executions. Then the shares
fHx), ..., f*(x) are public, and by Lemma 6.5 those shares are equal to F' (x, 1), ..., F™!(z, ).
Therefore g;(z) = G(z,1).

Consider now any honest P, so that flag; = flag! = 0in vss* for all k¥ € [m]. Let P; ¢ B be any
party. We prove that g; ; = G(j, 7). We split into cases.

e Ifflag;, ; = 1 orflag;; = 1 or flag; = 1 or flag;l = 1 in all vss executions then the (i, j)-th share
is public in all vss executions. Correctness now follows from Lemma 6.5.

* Otherwise, assume that flag; = 1. In this case the (3, j)-th share of vss™ 1 is public, and by

Lemma 6.5 it is equal to F™*1(j,4). In addition, by Lemma 6.5 for every k € [m] it holds that
bﬁ i rfl = F*(j,4). Correctness follows.

* Otherwise flag; p = 0. By Lemma 6.5 for every k € [m] it holds that bfij - rfl = F¥(j,i), as
required. If flag{ = 0 in vst™*! then by Lemma 6.5 it holds that 6" — /"1 = F™H1(j, i) as
well, and correctness follows.

Otherwise, fla gfl = 1. Since P, did not raise flags in all vss instances, then P; is not internally-
conflicted with P; (or otherwise Py is discarded). In particular, this means that P; did not
raise a complaint against Py in any vss instance, and in every vss instance it holds that aﬁ ;=
a; j forall j € [n]. Since P; did not raise flags in all vss instances, then P, is not iSign-conflicted

with P;. Therefore the tentative shares of P; do not change (see Remark 6.6), and b?;-“ -
rh = Fmtl(j, i) as well, and correctness follows.

Consider now any corrupt P; ¢ B so that flag; = flag? = 0 in vss* for all k € [m]. We show that
for every honest P; it holds that g; ; = G(3, j). Since there are at least » — ¢ > ¢ + 1 this means that
gi(z) = G(x,1), or otherwise g;(z) has degree more than t and P; € B. We split into cases.

o Ifflag; ; = 1 or flag;; = 1 or flag; = 1 or ﬂag§Z = 1 in all vss executions then the (i, j)-th share
is public in all vss executions. Correctness now follows from Lemma 6.5.
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* Otherwise, assume that flag; = 1. In this case the (i, j)-th share of vss™*1 is public, and

by Lemma 6.5 it is equal to F™*1(j,i). In addition, by Lemma 6.5 it holds that in vss* the
(7, 7)-th share is bﬁ = rfz = F*(j,1), for every k € [m]. Correctness follows.

* Otherwise flag; z = 0. Since flag;; = flag; ; = 0 in all vss instances, then for every k € [m + 1]
it holds that bfij = afﬂ- = (bfl — rf’j) + 7“;?’@-, and we’ve already seen that b;“l - rﬁj = F*(i, j).
Correctness follows.

Since there are n — ¢ > ¢ + 1 honest parties not in B, and since for every P, ¢ B it holds that
gi(z) = G(x,1), then the polynomial recovered by the parties is indeed G(x,y), as required. In
addition, by the correctness of vst (Lemma 7.3), it follows that R outputs F™"!(z,y).

Finally, by Lemma 7.3, an honest R can open F™*1(z, y) by executing vrecg, and all the parties
can output G(z,y) — F™(z,y) = > B;F(z,y). In addition, a corrupt R can either open
F™Fl(z y) or L, so the output of the honest parties is either >.1* | 3;F(x,y) or L, as required.

We proved the following lemma.

Lemma 8.3. Consider any execution of vss',... vss™, vst™*1 and linops in the Fisig-hybrid model,
where the parties are instructed according to the assumptions, and Py is not discarded.  Let
FY(z,y),..., F™"(z,y) be the polynomials defined by the shares of the honest parties in the vss execu-
tions. Then the output of all honest parties at the end of the third round is 1 F (z,y)+. ..+ B F™ (2, y) +
F™tY(z,y), and R outputs the polynomial F™+(z, y).

In the opening phase, if R is honest then all honest parties output B1F(z,y) + ... + B F™(x,y). If
R is corrupt, then the output is either 1 F(z,y) + ... + B F™(z,y) or L.

8.2.3 The Protocol

We continue with the description of protocol sh-comp. We let every P; to share
(G (z,y), G, H"'F(x,y)) via tss, thus proving that they satisfy the multiplicative relation. We
also let P; share F“Y(xz,y) via vst with Py, as a receiver. The linear computation over tentative
shares from a single dealer is done by using linops, while the linear computation between shares
of two different dealers is done by linop,. The protocol is presented in Figure 15.

—[ Protocol sh-com p}

Round 1 (Input phase) Every P; does as follows.

* Forevery j € [m], P; shares G%J (x,y) via an instance of vss, denoted vss@'

e Forevery j, k € [m], P; shares H"7*¥(z, y) via an instance of vss, denoted vss®""".

e For every j, k € [m] the parties execute an instance of tss, denoted tss*/ ! with P; as a dealer and the
instances vss¢'”, vssG " and vsst”" as the sharing of A%, BY and C°.

* For every v € [{], P; shares F*¥(z,y) via an instance of vst, denoted vst” ", with Py(i.v) as the
receiver. Denote the internal vss execution by vss™™ .

Round 2 The parties continue with the execution of all vst, vss and tss instances.
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Round 3 (Linear computation phase) At the beginning of the round all flags are initialized to 0. Every
P; sets its flags as follows.

* (Pjas adealer I) For every j € [n], if P; is internally-vss-conflicted with P; in any vss execution where
P; is the dealer, or P, is internally-vst-conflicted with P; in any vst execution where F; is the dealer,
then P; inputs flag? = 1 to every vss, tss and vst execution where P; is the dealer.

* (P as a dealer 1) If there exists an instance of vst in which P; is the dealer and F; is internally-vst-
conflicted with the corresponding receiver, then P; inputs (flag;-l =1)e[n) and flagy = 1 into this vst
instance.

* (P, as a receiver I) If there exists an instance of vst in which P; is the receiver, and P is internally-vst-
conflicted with the corresponding dealer, then P; inputs (flagf =1),¢[n) and flagh’ = 1 into this vst
instance.

(P, as a receiver II) For every j € [n], if there exists an instance of vst in which P; is the receiver, and
P; is internally-vst-conflicted with P;, then P; inputs flagf = 1 into this vst instance.

* (Conflicts with dealer I) For every j € [n], if P; is internally-vss-conflicted with the dealer in any vss
execution where P; is the dealer, or P, is internally-vst-conflicted with the dealer in any vst execution
where P; is the dealer, then P; inputs flag; = 1 to every vss, tss and vst execution where FP; it the
dealer, as well as flag; p = 1in the vst executions where P; is the dealer.

* (Conflicts with dealer II) For every j € [n], if P; thinks that its share might change in any vss execution
in which P; is the dealer (as per Observation 6.6), then P; inputs flag; = 1 to every vss, tss and vst
execution where P; it the dealer, as well as flag; ; = 1 in the vst executions where P; is the dealer.

e (Conflicts with receiver) If there exists some instance of vst where where P, is internally-vst-conflicted
with the receiver, then P; inputs flag; = 1 and flag, ; = 1 into this vst instance, and flag, = 1 into
the internal vss instance.

* (Conflicts with other players) For every j, k € [n], if P; is internally-vss-conflicted with P; in any vss
execution where P is the dealer, then P; inputs flag; ; = 1 to every vss, tss and vst execution where
P, it the dealer.

The parties do as follows.

¢ The parties execute all vss, tss and vst instances using the above flags.

* For every P; and every v € [{], the parties compute

m

S OBLGH @)+ > W H (@ y) + P (2,y)
Jj=1 J,kelm]

by executing linops with respect to the instances (vss@"  vss! i’j’k) j kem) and vstf’ ", where P, is the

dealer, and P,; . is the receiver, and with the same flags as in those instances.

e For every ((i1,v1), (i2,v2)) € S the parties compute
Fil,’Ul (xa y) - FiQ,’Uz (13, y)

by executing linop, with respect to the instances vss”'U" and vsst?"? with P;, as Dy and P;, as D,
and with the same flags as in those instances.
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* (Local computation) At the end of the round the parties execute the following local computation. Let
B be the union of all sets of bad parties, discarded dealers, and discarded receivers, in all vss, tss, vst
executions, as well as in linop, and linop; operations. The parties set I = B. The parties output the
following values.

— The set I.

— Forevery i ¢ I and j € [m], every party outputs the degree-t polynomial defined by its shares in
vss@"’ . The parties act similarly in vss?"”" and vst”"" foralli ¢ I, j, k € [m] and v € [4].

~ For every i ¢ I and v € [{], the parties output 7", 87,G" (2,y) + 3 pepm Vi H " (@, y) +
F'v(z,y). Foreveryi ¢ I and every v € [(] so that ¢(i, v) = j, P; outputs the bivariate polynomial
defined by its shares as a receiver in vst”

— For every ((i1,v1), (i2,v2)) € S so that iy, iz ¢ I, the parties output ((i1, v1), (i, v2), F**"* (2, y) —
F»=v2(z,y)). If i1 € I or iy € I then the parties output ((41,v1), (i2,v2), L).

Round 4 (Opening phase) Assume that P; holds inputs (s, (jik, Vik)re[u,]))- Then P; broadcasts
(tis (Ji,k> Vi k) kelus))), and for every k € [u;], P; executes the open phase of the linop; execution that

. ! . v ’
GJi koI Hii g3k
ss )

Gi Vs b
corresponds to (vss v FERETE

J',k'€[m] and vst

In addition, the parties do the following local computation. Initialize I’ := I, and add every P; for
which the opening phase of linop; where P; is the receiver ended with L to I’. Output

(', (bis Jitor Vi FI9"0% (2, 9) )ig 1 o [ua])-

Figure 15: Protocol sh-comp

9 Augmented Single Input Functionalities

In this section we present our protocol for augmented SIF. First, we formalize our requirements
by an ideal functionality F.f. We start by providing an overview of the functionality. The func-

tionality is parameterized by single input functionalities F7, ..., F,, where F; takes as an input
a vector x; € ™ and returns f; j(x;) to Pj, where f; ;(x;) = (fij,1(Xi), .-, fije(x;)) is a length-/
vector.

Input and computation phase. In the input phase, every P; inputs x; to F.sf, and in the com-
putation phase every P; receives f; j(x;). In addition, in the computation phase, the functionality
supports linear operations over the outputs from different dealers. Formally, the functionality is
parameterized by a set S of tuples (k, (i1,v1), (i2,v2)) € [n] x ([n] % [€]) x ([n] x [¢]) and returns
fir koo (i) = fia kws (Xio) to all the parties for each such tuple.

Communication with the adversary. Like in Fgh-comp, the functionality allows the adversary
to choose the inputs of the corrupt parties, after seeing the following leakage: (1) the outputs
of the corrupt parties in (F;)icH, (2) fii ko (Xir) — fi ke (Xip) for (k, (i1,v1), (i2,v2)) € S with
honest P;,, P;,, (3) fi, kv (Xi,) for (k, (i1,v1), (i2,v2)) € S with corrupt P;,, and (4) fi, kv, (Xi,) for
(k, (i1,v1), (i2,v2)) € S with corrupt P;,. Looking forward, when using F.qf as a subprotocol we
will make sure that the outer protocol is secure even if the adversary can choose its inputs based
on the leakage. We also allow the adversary to cause every corrupt P; to abort the computation
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of F; by inputting flag; = 1 to the functionality. The functionality returns the set I, of all aborting
corrupt parties, to all the parties.

/-[ Functionality fasif} N
The functionality is parameterized by an integer ¢, and single input functionalities F1, ..., F,,, where F;
takes as an input a vector x; € F™ and returns f; ;(x;) to P;, where f; ;(x;) = (fij,1(Xi), .-, fi,je(Xs)).

There is also a set S C [n] x ([n] x [€]) x ([n] x [¢]) containing tuples (k, (i1,v1), (42, v2)) where every pair
(i,v) appears in at most one such tuple.

The functionality receives the set of corrupt parties C.
Input phase. Every honest party P; inputs x;.
Computation phase.

* (Leakage) The values (f; j(x;))icn,jec are leaked to the adversary.

In addition, for every (k, (i1,v1), (i2,v2)) € S so that P;, and P;, are honest, the adversary receives
fin ko1 (Xiy) — fia kva (X3, ). For every (k, (i1,v1), (i2,v2)) € S so that P;, is honest and P, is corrupt,
the adversary receives f;, ., (xi, ). For every (k, (i1,v1), (i2,v2)) € S so that P;, is honest and P;, is
corrupt, the adversary receives fi, i v, (Xi,)-

 (Corrupt parties’ inputs) Every corrupt P; inputs x; and a bit flag,. Let I be the set of all corrupt parties
P, with flag; = 1.

* (Outputs) Every honest P; receives the private output

(L, f5.4(%5))j¢1-
In addition, for every (k, (i1,v1), (i2,v2)) € S, the functionality returns
= (i1,iz ¢ I) The tuple (k, (i1,v1), (i2,02), fi, koor (Xiy) = fiz ho,00 (Xi2))-
— (Otherwise) The tuple (k, (i1, v1), (i2,v2), L).
Opening phase.
* (Inputs of honest parties) Every honest P; inputs an integer y; € N, and pairs (ji k, Vi, )ke[u,] SO that
Jik € [n} \ I, and Vik € [f]

* (Leakage) For every honest P; the functionality returns (i, (Ji,k» Vik, i sivi 0 (X5i0 Jke[ui])) to the
adversary.

* (Inputs of corrupt parties) Every corrupt P; inputs a bit abort;, an integer p; € N, and pairs
(ji,k:“i,k)ke[p,] so that j; 1 € [n] \ I, and Vik € [E]

* (Output) Let I' be the set I together with every corrupt P; with abort; = 1. The functionality returns

(L', (15 Jiokor Vikes Fivivvi e (%4 1 ))ig 17 ke i)

to all the parties.

Figure 16: Functionality F,gs

First we consider the special case where Fi, ..., F, are degree-2 single input functionalitiess
over [F, and present a protocol asif for this special case. Later, we explain how to reduce general
single input functionalities to degree-2 functionalities. Therefore, let us assume for now that for
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every i, € [n] and v € [¢], the function f; i ,, is a degree-2 function of the form

E Bzz’ xl,J_‘_ E : 712 jkxlj Li k-

Jrk€[m]

We use protocol sh-comp as a subprotocol with the following parameters. The input parameter is
m and the output parameter is n/, and that the field I is sufficiently large, as per Theorem 8.1.
For simplicity we identify each pair (i,v) € [n] x [nf] with a tuple (¢, j,v") € [n] x [n] x [{], where
j=l(v—1)/¢] +1and v = (v+1) mod ¢. Thatis, the ¢ pairs (i, (j — 1){+1),..., (i, j¢) are iden-
tified with the ¢ tuples (7, j,2), ..., (4, j,¢), (i, J, 1), respectively. The coefficients in the definition of
sh-comp are set to be (51 i Vit g, k)z i"e[n).j,ke[m)wel, and we define ¢(i, j,v) = P;. Given the set S
of Fast, we define S’ of sh-comp to include ((i1, k,v1), (i2, k,v2)) for every (k, (i1,v1), (i2,v2)). We
continue with a description of the protocol.

—| Protocol asif

Round 1 (Input phase) Every P; does as follows.

e Samples a random symmetric bivariate polynomial F**"*(z,y) of degree at most ¢ in each variable,
for every i’ € [n] and v € [/]

¢ Samples a random symmetric bivariate polynomial G*/(x,y) of degree at most ¢ in each variable,
conditioned on G%*7(0,0) = z; ;, for every j € [m].

* Samples a random symmetric bivariate polynomial H*/"*(z, ) of degree at most ¢ in each variable,
conditioned on H*7(0,0) = x; ; - x; 1, for every j, k € [m).

The parties execute the first round of sh-comp with those inputs.
Round 2 The parties execute the second round of sh-comp with those inputs.

Round 3 (Computation phase) The parties execute the third round of sh-comp. Observe that all the
parties agree on the set I and on the bivariate polynomials

m
(OUtlﬂ ﬂ)(x,y) = Zﬂz i’ JG ( ) + Z rYiv,i’,j,k:Hl’Jyk(xa y) + P ’v(xay)>
4,4’ €[n]\I,vE[l]

j=1 J,k€[m]

and
(Out(k’(“’vl)’(w’m))(CL‘, y) — le,k,u] (1‘, y) . F’lg,k‘,’UQ (l‘, y))(k,(il,vl),(ig,vg))GS:il,iggl-

In addition, every P; holds the polynomials (F“'/’”(x, Y))icn)\I,ve[¢, that were transferred as part of
sh-comp. Every Py does as follows.

e Foreveryi € [n]\Iand v € [{], party Py sets
fi,i/,v = (Outi’i/"”(O, 0) _ Fi,i/7v(07 0))

e Forevery (k, (i1,v1), (ig,vg)) € Ssothatiy, iy & I, party Py sets fi (i,.01),(is,02)) ‘= (Out"l’k’”1 (0,0)—
Out™*:2(0,0)) — Out® (v (202 (g 0).,
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e Py outputs
(L, (fi,ir 0 )ietnloele)s (Fk,(ia,00),(i2,02))) (ks (i,01),(i,02)) €S+in yin 1) -

Round 4 (Opening phase) Every P; on input p; € N, and pairs (jik,vik)ke[u, broadcasts
(t4is (Ji,k> ik )kelu,)), and executes the opening phase of sh-comp with input p; € N, and pairs
(Jik» 85 Vi k)kelu,)- At the end of the round the parties execute the local computation of sh-comp. De-
note the outputs by

(I, (1t Ji e Vi F7R 50K (2, 9) i 1))

Then every P; outputs
(L', (> Ji b Vi, OUETH D5 (0,0) — ItV (0,0)ig 1 pefn,]))-

Figure 17: Protocol asif

Notation 7. In the opening phase, instead of specifying all the indices that P; opens, it would be convenient
to say that P; opens f;; ,(x;) via asif, if one of the indices that P; inputs is (j,v).

In Section F we prove the following theorem. As always, we assume that [F is a sufficiently
large field of size exp(n, K, s).

Theorem 9.1. Let x be a security parameter, let n be the number of parties and t < n/2 the number of
corrupt parties. Let Fi,...,F, be degree-2 single input functionalities with circuit size at most s, over
a sufficiently large field F as a function of (n,k,s). Then protocol asif is a UC-secure implementation
of Fasif against a static, active, rushing adversary corrupting up to t parties. The complexity of asif is
poly(k, 2™, s, log |F|).

Computing general single input functionalities. Let Fi,...,F, be single input functionalities
given by boolean circuits C1,. .., Cy, respectively, where the size of each circuit is at most s. Fol-
lowing the standard reduction from circuit-satisfiability to quadratic equations over an arbitrary
tield I, it is well known (see, e.g., [GIKR02, Theorem 1]) that the computation of every single input
functionality F; can be efficiently and non-interactively reduced to the computation of a degree-2
single input functionality H; over an arbitrary finite field FF, where the circuit size of #; is at most
s' = O(s), where s is independent of the choice of F. More concretely, the functionality H; receives
from the dealer the values of all wires of Cj, and (1) returns to every P; the values of all output
wires that belong to P;, and (2) returns to all the parties a public vector that is equal to 0 if and
only if the inputs are “well-formed”, i.e., the values of all wires are binary and for every gate of C;
the values of the wires incident to the gate are consistent with the gate. Note that verifying that
the inputs are well-formed can be computed by degree-2 functions.

We show that we can apply this reduction even for the case of augmented SIF. That is, we ar-
gue that the computation of F,q with Fi, ..., F, can be efficiently and non-interactively reduced
to the computation of H1,...,H, over any field F that is an extension field of F>. Indeed, in the
computation of Fye¢ with Hq,. .., H,, if the players find out in the computation phase that a cor-
rupt P; did not use “well-formed” inputs, they automatically add P; to the set of bad parties I,
and we observe that the use of not “well-formed” inputs reveals no additional information in the
linear computation in the computation phase, as all the relevant information is already leaked
to the adversary. We emphasize that we need to use an extension field of IF5, since for every
(k, (i1,v1), (i2,v2)) € S, if the inputs of P;, and P;, are “well-formed” and P;, and P;, are not in
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I, then f;, kv, (x4;) and fi, kv, (Xi,) are in {0, 1}, and the computation of f;, kv, (Xi;) — fia ke (Xis)
should be perforemd over Fy, which is exactly what happens if we work over an extension field
of FQ.

We conclude that by choosing the field F to be a sufficiently large extension field of IF; as a
function of (n, s, s), we can use Theorem 9.1 with respect to #;, ..., H, to obtain the following
theorem.

Theorem 9.2. Let x be a security parameter, let n be the number of parties and t < n/2 the number of
corrupt parties. Let F,...,JFy be single input functionalities with boolean circuit size at most s. Then
protocol asif is a UC-secure implementation of Fasis against a static, active, rushing adversary corrupting
up to t parties. The complexity of asif is poly(k, 2", s).

In the rest of the paper, we always assume that the single input functionalities 7, ..., F, are
boolean functionalities.

10 General Multiparty Computation

10.1 Overview

Let F be an n-party functionality, with circuit size s and depth d. Our starting point is a 2-round
perfectly-secure protocol II*™ for general MPC against rushing semi-malicious adversaries. Such
adversaries are allowed to choose their inputs and randomness, but other than that play hon-
estly. For concreteness, we take the protocol of [ABT18] as II*™, that is executed over Fy and has
complexity poly(n, s, 2?). Animportant feature of [ABT18] is that for every player, given the input,
randomness, and all incoming first-round messages, the second-round messages can be computed
by a circuit with size poly(n, s, 2¢) and depth O(log(n - s - 29)).

We follow the blueprints of [AKP21]. We start with the 2-round perfectly secure protocol II°™
against rushing semi-malicious adversaries and compile this protocol into a 3-round protocol TI,
secure against fail-stop adversaries, that follow the protocol but can abort every corrupt P; at any
time. We then explain how to use augmented SIF in order to compile this protocol into a 4-round
protocol, secure against malicious adversaries.

Throughout this section all computation is over Fo. Therefore, all messages sent in the proto-
cols are simply binary vectors, and by addition and subtraction we simply mean bitwise-XOR of
vectors.

From semi-malicious to fail-stop. The work of [AKP21] provided compiler from semi-malicious
security to fail-stop security, that preserves information-theoretic security. We briefly recall the de-
tails here. We note that protocol II™ consists of only private messages in the first round, and only
broadcast messages in the second round,'®, and we denote the first-round private message from
P; to P; in II°™ by a; ; and the second round broadcast of P; by b;.

First-round abort of a party P; causes two problems to the other parties: (1) P; did not send her
tirst round messages; and (2) the first-round messages that were directed to P; were lost. The first
issue is solved by letting each party to locally generate the outgoing messages of P; by running

1%Tn fact, using standard padding techniques [GIKRO1], every protocol can be transformed into a protocol of this
form.
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P; on the all-zero input and the all-zero random tape.!” The second issue is solved by letting
every party share its outgoing messages among the parties, using (¢ + 1)-out-of-n secret sharing
scheme. In this case, if P; aborts during the first round, then in the second round the parties
reconstruct all the first round incoming messages of P;. After the second round, the parties have
enough information to locally continue the emulation of P; (with respect to the all-zero inputs)
and generate her second round broadcast messages.

Handling second-round aborts is more subtle. The main idea is to let every P; that did not
abort in the first round to share enough information among the parties, so the parties could se-
curely compute the second-round broadcast of P; by themselves. In order to do so, we first make
the communication in II*™ public in the following way. We add a round at the beginning of the
protocol, Round 0, in which every P; sends a one-time pad p; ; to P;. In Round 1, the parties ex-
ecute the first round of II*™ over the broadcast channel, where P; encrypts its message to P; with
the one-time pad p; ; (i.e., Pj sends a;; + p; j to P;). Every P; also generates a garbled circuit to a
function G; that takes (1) the input and randomness of P; in II*™, (2) the one-time pads (pi ;) e[,
and (3) the encrypted incoming messages of P, i.e., (a;; + pij)je[n- The function returns the
broadcast of P; according to II°™ given its input, randomness and all decrypted incoming mes-
sages. Observe that inputs (1)—(2) are known to F; already in the first round, so P; can share the
label of those inputs among the parties. In addition, P; shares the labels that correspond to every
potential encrypted incoming message. Since all the encrypted messages to P; are public by the
end of Round 1, in Round 2 the parties can recover all the labels, and compute the output of G,
that is, the broadcast of P; in Round 2.

From fail-stop to malicious. The work of [AKP21] showed a round-preserving compiler from
security against fail-stop adversaries to security against malicious adversaries assuming the exis-
tence of non-interactive commitments. In this work we show that this technique can be adapted
to the statistical regime as well, without any cryptographic assumptions, at the expanse of having
an additional round.

In the first three rounds, every P; executes an augmented single input functionality, that takes
the input and randomness of P; to II*™, the inputs of G;, and some additional random pads
(1i.4)je[n) that P; picked. The functionality returns to all parties the encrypted outgoing messages
of P; in II°™, where the message to P; is A; j := a; j +1; j. In addition, it shares the (not-encrypted)
outgoing messages (a; ;) jc[n) of P; among the parties (to handle first-round aborts), and also shares
the labels of the garbled circuit of G; (to handle second-round aborts). In the fourth round, every
P; can simply use the opening phase of the augmented SIF to open the labels of the garbled circuits
of each party.

However, there is a little technicality to be handled: the function GG; was defined with respect
to random pads (p; ;) je[n) that are known to P; already in the first round. However, the encrypted
message from P; to P; is encrypted with the random pad 7;; which is not known to P;. To solve
this mismatch, we use the linearity of our augmented SIF protocol, and publicly compute the
value v;; := n;j; — p;; already in the third round, so that all the parties can locally compute the
new encrypted message A;; —v;; = a;; + p; j, and open the corresponding label according to this
encrypted message. The full details appear in the next section.

ere, among other places, we use the fact tha is secure against a semi-malicious adversary.
7H, ther pl the fact that TT°™ t 1 d y.
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10.2 The protocol

We continue with a formal presentation of the protocol.

The function G;. Foreveryi € {1,...,n} we define the following function. (We slightly deviate
from the high-level overview in order to simultaneously handle first-round aborts and second-
round aborts.)

—| Function G;

Inputs. The function receives (1) (x;,r;) the input and randomness of P; in II*™, (2) random pads
(pij)jef1,..ny, 3)aset L; C {1,...,n}, represented as an n-bit string where the j-th bitis 1if j € L;,
(4) messages (4;.i)je(1,....n}-

Outputs. Define a;; := A;; if j € L;, and a;,; := A;; — p;; otherwise. Let b; be the broadcast message
of P; in the second round of II*™, where P; has input z;, randomness ;, and P; received the private
message a;; from P; in the first round. Output b;.

Figure 18: Function G;

Let ¢ be the bit-length of each input of G; (by using padding, we assume without loss of generality
that all inputs of G; have the same length, and that every G; and G the inputs have the same
length of 4¢). Since for every player in II*™ the second-round messages can be computed by a cir-
cuit of size poly(n, s, 2¢) and depth O(log(n-s-29)), the function G; can be implemented by a circuit
of size poly(n, s,2%) and depth O(log(n-s-24)). Therefore, by Theorem 3.4, G; has a perfect decom-
posable randomized encoding of size poly(n, s, 24), which we denote by G, = (ém, ey CAT*@M).

The functionality F;. Foreveryi € {1,...,n} we define the functionality F;, presented in Fig-
ure 19. The functionality uses (¢ + 1)-out-of-n secret sharing over [Fy: this is simply Shamir’s secret
sharing over an extension field F of the binary field [, of size at least n + 1, where the computa-
tion can be performed by a boolean circuit of size poly(n). By computing Shamir shares of a secret
s we always mean sampling a degree-t polynomial p(z) over F whose free coefficient is s, and
generating the shares (p(1),...,p(n)).

,—[ Functionality ]—',-J N
Inputs. The functionality receives from the dealer P; the following inputs: (1) (z;, ;) the input and ran-
domness of P; in II°™, (2) random pads (p;,j,7i,5)je{1,....n}, and (3) auxiliary randomness, as described
below.

Outputs. The functionality computes the first-round messages of P; in II*™ on input z; and randomness
r;, denoted (a; 1,...,a;y). Using the auxiliary randomness, the functionality samples Shamir shares
(a;;[1],...,ai [n]) for every messages a; ;.

In addition, using the auxiliary randomness, the functionality samples a random string rRF for a ran-
domized encoding G; of G; and does as follows.
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* (For inputs (1)—(2).) Inputs (1)-(2) of G; correspond to (x;,7;) and the random pads (pi ;)je(1,...,n}-
Consider the j-th input bit of G; that correspond to inputs (1)-(2), denoted 5; where j € {1,...,2¢}.
Compute G, ;(8;,7RF), and use the auxiliary randomness to sample Shamir’s shares of this value,
denoted s; ;[1],..., s [n]

» (For inputs (3)-(4).) Recall that inputs (3)-(4) of G; correspond to a set L; and messages
(Aji)jeq1,..ny- Consider the j-th input bit of G; that correspond to inputs (3)-(4) where j €
{20 4 1,...,4¢}. For every § € {0,1} compute G; ;(3,7FF), and use the auxiliary randomness to
sample Shamir’s shares of this value, denoted sf S s? [n].

» 54,4
For every k € [n], return the following values to P: (1) the message a; » and the random pads 7; x, (2)
the shares (a; j[k])je(1,... .n} Of Pi’s first round messages (3) the shares (s; j[k]);cq1,..., 20} corresponding

to inputs (1)-(2) of G;, (4) the shares (sﬁj (k]) gef0,1},je{26+41,....4¢} corresponding to inputs (3)-(4) of G,
(5) the encrypted messages (a;,; + 7i,j) je{1,....n}-

In addition, P; receives the values (p; ;) ;je[n] @s an output.

Figure 19: Functionality F;

The protocol. We consider a asif protocol parameterized by F, ..., F,, so that in the linear com-
putation phase the values (7 ; — pj k) jre[n are revealed (note that P; is the receiver for both 7 ;
and p; ). We continue with the protocol for general MPC.

—| Protocol mpc

Inputs. Every P; holds an input x;. All parties share a statistical security parameter 1°.

Round 1. Every party P; samples randomness r; for II*™, random pads (p;,;, 7: ;) jef1,...n}, and the aux-
iliary randomness required for F;. The parties execute the first round of asif.

Round 2. The parties execute the second round of asif. This completes the input phase of asif.

Round 3. The parties execute the third round of asif, the linear-computation phase, where the values
(Vjk = Nj,k — Pk.j)j.kef1,...n} are revealed. At the end of the round, let I be the set of corrupt parties in
the linear-computation phase of asif. For every j,k ¢ I the parties hold v .

For i ¢ I denote the output of P, from F; by (1) the message a; 1, and the random pads p; i, 7%, (2)
the shares (a; j[k])je{1,....n} Of Pi’s first round messages (3) the shares (s; j[k]);eq1,....2¢y corresponding
to inputs (1)-(2) of G;, (4) the shares (sl; ik beg0,1y,je1,...,2¢y corresponding to inputs (3)-(4) of G;, (5)
the encrypted messages (A;,j)je{l,...,n}'

Round 4. Every P does as follows in the fourth round of asif.

Foreveryi € I:
* Forevery j ¢ I, open the value q; ;[k] via asif.
Foreveryi ¢ I

* (For inputs (1)—(2).) For every j € {1,...,2¢}, open the value s, ;[k] via asif.

* (Forinputs (3)-(4).) Let L; := I. For j ¢ I'locally compute A;; := A} ;—v; ;. Forj € I, compute 4;; =
a; ;, where a; ; is the message that P; sends according to II*™ when x; and r; are the all-zero string.

66



Consider the length-2/ binary string 8; = (8;[1], ..., 8:[2¢]) that corresponds to (L;, (4;:)je1,... n})-
For j € {2¢ + 1,4/}, open the value sf;‘-[j*ﬂ] [k] via asif.

Local computation. The parties execute the local computation of asif. The parties do as follows.

* Foreveryi € I, set x; and r; to be the all zero string. For every j € I compute the message a; ; based
on the input and randomness of P; (that are set to the all zero string). For j ¢ I, use all opened
shares a; ;[k] in order to recover a; ;. Compute the second-round broadcast b; of P; in II*™ according
to x;, ri, and (ajj)je{l,_“’”}.

 Foreveryi¢ I,and j € {1,...,4¢}, use all valid opened shares to recover the value of G; ;, denoted
gij- Given (g ;)je(1,... .40y use the decoding algorithm of the randomized encoding to obtain the
output b;.

Finally, every P; computes its output in TI*™ based on x;, 74, (a;,:)jeq1,... n} and the broadcast messages
(bj)jeft,...n}-

Figure 20: Protocol mpc

In Section G we prove the following theorem.

Theorem 10.1. Let  be a security parameter, let F be a degree-2 functionality with boolean circuit size s
and depth d. Protocol mpc is a UC-secure implementation of F, against a static, active, rushing adversary
corrupting up to t parties. The complexity of the protocol is poly (s, 24, 2", k).

11 Lower Bound: Single Input Functionality

Theorem 11.1 (Lower Bound for SIF). Let n > 3 and t > n/3 be positive integers. Then there exists an
n-party single input functionality that cannot be computed in two rounds with resiliency t and error 1/12.
This holds even for a non-rushing adversary.

Let F' be the 3-party single input functionality that takes x,y € {0,1} from D, and returns x to
P; and the tuple (y,z A y) to P». D itself gets nothing. Formally,

F(z,y) == (x, (y,z Ay), L).

Let 7 be a 2-round protocol that provides e-statistical security for e = 1/12.

Adversary A, ,. Adversary A;, corrupts D and acts as follows.
* In the first round D samples randomness rp, computes (ap’, as’, ap5%) = 7p,1((z,9);7p),

broadcasts a7;?, sends a7}%, to P», and sends L to P;.

¢ At the end of the round A, , receives the messages (a1, a1 p) from Py, and (az, az p) from Ps.
Az samples 7; conditioned on the event a; = a;, where (a1, a1,p, a1,2) = 71,1(71).

¢ In the second round A computes b}’ := mp1((a1,a1,p,a2,a2p), (z,y);rp) and broadcasts
b7y,
D
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Adversary B. Adversary B corrupts P; and acts as follows.

¢ In the first round P, samples randomness 71, and computes (a1, a1,p,a12) = m1.1(r1). P
samples 7; conditioned on a; = a1, where (a1, a1 p,a1,2) = m1,1(71). Pi broadcasts a1, sends
ayz to P, and ai,p to D.

¢ At the end of the first round B receives the messages (ap,ap, 1) from D, and (ag, az,1) from
P,. The adversary sets ap := L.

¢ In the second round A computes by := 71 2((ap,ap.1, az, az,1); r1) and broadcasts b;.
¢ At the end of the round B receives the second-round broadcasts b and bs.

* We define the imaginary view of B tobe (r1,ap,ap1,a2,a21,bp, b2).
Adversary C. Adversary C corrupts P, and plays honestly.

Analysis. We start with the following simple observation.

Observation 11.2. The view of P, in an execution of w4, , has the same distribution as in an execution
of m5(x,y). In addition, the view of Py in an execution of w4, , has the same distribution as the imaginary
view of B in an execution of mg(x,y).

We continue with the following lemma.
Lemma 11.3. The output of Py in mwa, , is (y,x A y) with probability at least 1 — e.

Proof. Consider an execution 7 Ay BY Observation 11.2, the view of P, has the same distribution
as in an execution of 7 (x, y) with adversary B. By the correctness of 7 the output of P, in 75(z, y)
is (y, x A y) with probability 1 — e. Therefore, the output of P, in 74, , is (y, » Ay) with probability
atleast 1 —e. O

Case I (z = y = 1). We show that the output of P in 74, , is 1 with probability 1 — 3e. By
Lemma 11.3 the output of P in 74, , is (1,1) with probability at least 1 — ¢. Therefore, in the
ideal-world with A; ;, the output of P, is (1,1) with probability at least 1 — 2¢. This means that
the inputs of A; ; must be (x = 1,y = 1) with probability at least 1 — 2e. We conclude that in the
real-world, the output of P; and P is (1, (1, 1)) with probability at least 1 — 3e.

Case Il (z = 1,y = 0). We show that the output of P in 74, , is 1 with probability at least
1 — 5e. By security against 55, we conclude that the imaginary-view of B in 75(1, 1) is e-close to the
simulated view. Since the simulator sees the same output when (z =1,y =1) and (z = 1,y = 0),
we conclude that the simulated view is e-close to the imaginary-view in m(1,0). Therefore, the
imaginary-view of B in m5(1, 1) is 2e-close to the imaginary-view in 75(1,0).

By the analysis of Case I we know that the output of P; in 74, , is 1 with probability at least
1—3e. By Observation 11.2 the view of P in 74, , has the same distribution as the imaginary-view
of B in (1, 1), so the output of B in m5(1, 1) is 1 with probability at least 1 — 3e. Therefore, the
output of P; in m5(1,0) is 1 with probability at least 1 — 5e. By Observation 11.2 the view of P; in
T4, , has the same distribution as the imaginary-view of Bin 75(1,0), so the output of P in 74, ,
is 1 with probability at least 1 — 5e.
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CaseIll (x = 0,y = 0). We show that the output of P, in 74, , is 1 with probability at least 1 — 7e.
Denote the view of P; in an execution 74, , by

(1%, ap’,aph, a3, ag], bp”, b3 7).
Observe that a7} is L with probability 1.
First, we note that
00 00 00 00 ;00 - 1,0 1,0 1,0 1,0 ;1,0
(ry”,ap ,apg,ay by ) is2e-closeto (ry",ap sapg,ay by ). (1)

Indeed, the LHS has the same distribution as the partial view of P in an honest execution with
(x = 0,y = 0) and the RHS has the same distribution as the partial view of P, in an honest
execution with (x = 1,y = 0), and the claim follows by security against C. We continue by
showing that

(12,020,098, a20,a20, 890, 100) is 2e-closeto (r0, aly,ak?,, al® al®,610,510). ()
Consider the following probabilistic process. Given (r2,ap,ap2,a1,bp) as an input, the process
(1) sets ap,1 = L, (2) samples r; conditioned on (a1, a1,p,a12) = m,1(r1), for some ay p, a2, (3)
computes (a2, a2 p,az1) = m21(r2), (4) computes by = m2(ap,ap2,a1,a1,2;72), and (5) outputs
(ri,ap,ap.1,a2,a21,bp,bs). It is not hard to see that given a sample from the LHS (resp., RHS) of
Equation 1 the process outputs a sample from the LHS (resp., RHS) of Equation 2, and the claim
follows. Finally, since the output of P in 74, , is 1 with probability at least 1 — 5¢, then the output
of Py in 74, , is 1 with probability at least 1 — 7e.

Case IV (z = 0,y = 1). We show that the output of P in 74, , is 1 with probability at least
1 — 9e. By security against 53, we conclude that the imaginary-view of B in 75(0, 0) is e-close to the
simulated view. Since the simulator sees the same output when (z = 0,y = 0) and (z =0,y = 1),
we conclude that the simulated view is e-close to the imaginary-view in 7(0, 1). Therefore, the
imaginary-view of B in m5(0, 0) is 2e-close to the imaginary-view in 75(0, 1).

By the analysis of Case IIl we know that the output of P in 74, , is 1 with probability at least
1—T7e. By Observation 11.2 the view of P; in 7 4, , has the same distribution as the imaginary-view
of B in m(0,0), so the output of B in m5(0,0) is 1 with probability at least 1 — 7e. Therefore, the
output of P; in 75(0, 1) is 1 with probability at least 1 — 9¢. By Observation 11.2 the view of P; in
T4y, has the same distribution as the imaginary-view of Bin 75(0, 1), so the output of Py in 74, ,
is 1 with probability at least 1 — 9e.

Contradiction. By Lemma 11.3 the output of P in 74, , is (1,0) with probability at least 1 — e.
We’ve seen that the output of P is 1 with probability 1 — 9¢, so the probability that the output of
P and P, is (1,(1,0)) is at least 1 — 10e. Note that (1, (1,0)) is an output that cannot occur in the
ideal-world, so the probability that it occurs is at most €. Therefore, 1 —10e < eso1/12 =€ > 1/11,
in contradiction. This concludes the proof.
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A Appendix: SIF does not imply VSS

In this section we prove that SIF does not capture VSS when n < 3t — 1. Closely related statements
have appeared in [BGW88, CCD88, RB89], and the proof is mainly given here for the sake of
completeness. In Section A.1 we provide a formal definition of VSS as a standalone primitive.
Then, in Section A.2 we prove the impossibility result.

A.1 Definition of VSS
The following definition is taken verbatim from [AKP20a].

Definition A.1 (e-secure VSS). Let Y be a finite domain, |Y| > 2, and let P be a set of parties that
includes a distinguished dealer D € P. A VSS protocol consists of two phases, a sharing phase and a
reconstruction phase, with the following syntax.

¢ Sharing: At the beginning, D holds a secret s € Y and each party including the dealer holds an
independent random input r;. The sharing phase may span over several rounds. At each round,
each party can privately send messages to the other parties and it can also broadcast a message. Each
message sent or broadcasted by P; is determined by the view of P;, consists of its input (if any), its
random input and messages received from other parties in previous rounds.

® Reconstruction: At the beginning of the reconstruction, the parties are holding their view from the
sharing phase. The reconstruction phase may span over several rounds, and at each round the parties
send messages based on their view. At the end of the reconstruction, each party outputs a value.

Let € > 0. A two-phase, n-party protocol as above is called an e-secure (n,t)-VSS, if for any adversary
A = (Asp, Arec) corrupting at most t parties, the following holds:

o Correctness: If D is honest then all honest parties output s at the end of the reconstruction phase,
with probability at least 1 — e.

 Privacy: If D is honest then the adversary’s view during the sharing phase reveals almost no infor-
mation on s. Formally, let Dy is the view A in the sharing phase on secret s. Then, for any s # s/,
the random variables Dy and Dy are e-close in statistical-distance.

e Commitment: If D is corrupt then, except with probability 1—e, at the end of the sharing phase there
is a value s* € Y such that at the end of the reconstruction phase the output is s*. More formally,
we assume that an adversary A that corrupts D is a two-phase adversary A = (Ash, Arec) where
Asp, takes randomness r 4, plays the sharing phase and outputs a state Z. At the reconstruction phase
Avrec gets Z and, in addition, a bit o and tries to flip the outcome depending on o. Specifically, let H
denote the set of honest parties. For r = (r;);cn and o € {0, 1} denote by y,., , (i, o) the final output
of party P in an execution with Ash(74), Arec(Z, o) where the random tape of an honest party P; is
set to ;. Then the commitment property requires that

Pr3s*eY : :VieH,0€{0,1},s" =y(i,o)] > 1 —e.

TrA
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A.2 Impossibility Result

Consider an n-party VSS protocol II with parties D = P, ..., P, with the following structure.

¢ The sharing phase of II consists of the computation of a single input functionality F, that
takes from D the secret s and randomness 7, and returns a share s; to P;.

¢ In the reconstruction phase, we assume that the parties execute a (possibly multi-round)
protocol rec where every P; inputs s;.

We prove that IT has error at least 1/10.

Assume towards contradiction that II is a VSS protocol with error at most ¢ < 1/10. We
construct two adversaries, .4 and B, so that one of them violates the commitment property of II
with probability 1/10, which is a contradiction.

Adversary A. Let A be the adversary that corrupts D = P,..., P. In the sharing phase, A
samples a random string r, and inputs (0,r) to F. Let 7(0,r) = (s1, ..., sy). In the reconstruction
phase, we present two strategies for A.

e Strategy Ag: The corrupt parties play the reconstruction phase honestly with inputs
S1y...4 St

e Strategy A;: The adversary samples randomness 7’ conditioned on F(1,7'); = s; for ev-
ery i € {2t,...,3t — 1}, where F(1,7'); is the i-th output of F(1,7'). Let F(1,r) =
(8- s S 1,82, ..,83—-1). D aborts and does not send any more messages. The corrupt
parties P, ..., P, play honestly as if the shares they received are s, ..., sj.

By the correctness property, when A picks strategy Ag the output is 0 with probability 1 — .
Let

p = Prrecg;_1(L, 8, ..., 8}, 8141+, 83-1) = 1]
where recg;—1 (L, s5, ..., 8}, St+1, - - ., S3—1) denotes the output of P3;_ in the reconstruction phase
when D aborts, and P, ..., P, play honestly with inputs s,..., s}, S¢+1,. .., S31—1, respectively,

sampled as in strategy A;.

Adversary B. Let B be the adversary that corrupts D = Pj, P41 ..., Py—1. In the sharing phase,
B samples a random string 7, and inputs (1,7) to F. Let F(1,7) = (51, ..., 5,). In the reconstruc-
tion phase, we present two strategies for .

* Strategy By: The adversary samples randomness 7 conditioned on F(0,7); = 5; for every
i€ {2t,...,3t—1}. Let F(0,7) = (51,..., 821,82, ...,83—1). D aborts and does not send
any more messages. The corrupt parties Py, ..., Pa—1 play honestly as if the shares they
received are S;11,...,82_1-

¢ Strategy Bi: The corrupt parties play the reconstruction phase honestly with inputs
S1,8t41---552t—1-
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By the correctness property, when B picks strategy B; the output is 1 with probability 1 — e.
Let

q:= PI‘[I’eC3t_1(J_, S89,...,8¢, §t+17 ce §2t—17 8%y vy §3t—1) = 1]
where recs;—i(L,S2,...,5,841,...,52-1,52,...,53—1) denotes the output of Ps_; in
the reconstruction phase when D aborts, and P»,...,FP, play honestly with inputs
59, ..., 84, 8141, .-+, 82—1, 82, - - ., 53¢—1, respectively, sampled as in strategy By.

Analysis. First, we prove that p > ¢ — €. Indeed, by the privacy property, the random variables
Sot,...,83;_1 are e-close in statistical distance to the random variables 5o, ...,53;_1. Now, the
random variables (s), ..., s}, St+1,...,83:—1) are e-close to (Sa, ..., St, 8141y« -, 52t—1, 52 - - -, 53t—1)
because they can be sampled by the same randomized procedure given either sy, ..., s3:—1
or So,...,53—1. Concretely, given sa,...,s3—1 the randomized procedure samples r and
r’ conditioned on F(0,7); = F(1,7); = s; for all i € {2¢,...,3t — 1}, computes s; :=
F(1,r"); for all i € {2,...,t} and s; := F(0,r); for all i« € {¢t + 1,...,2t — 1}, and returns
(s2,...,83t—1). It can be verified that the procedure perfectly samples (s, ..., s}, St+1,- -, S3t—1)
(resp., (52, ey Bty Sty ey S2—1, 52, - - ,§3t,1)) given (5215, . ,Sgtfl) (resp., (5215, R §3t71))-

If ¢ < 1/2 then the probability that the output of Ps;_ is 0 if B follows strategy By is at least
1 — ¢ > 1/2. This means that with probability at least 1 — ¢ — 1/2 = 1/2 — ¢, if B picks strategy
0 the output is 0, and if B picks strategy 1 the output is 1. Since 1/2 — ¢ > ¢, the commitment
property is violated, in contradiction. Therefore, ¢ > 1/2. This means that p > 1/2 —e. But
now the same argument with respect to A shows that the commitment property is violated with
probability 1/2 — 2e > ¢, in contradiction. This completes the proof.

B Appendix: Standard Useful Facts

B.1 Polynomials

Let n > 0 be a natural number, and let ¢ < n. In the following, unless stated otherwise, F is a field
of size greater than n. We start with basic facts about polynomials (see., e.g., [AL17]).

Fact B.1. Let s € F and let p(x) be a random degree-d polynomial, conditioned on p(0) = s. Let
aq,...,0q € F be distinct nonzero field elements. Then the random variables

p(ar), .., p(a)
are uniformly distributed over F¢.

Fact B.2. Let K C {1,...,n} be a set of size at least t + 1, and let {fi.(x)}rex be a set of degree-t
polynomials. If for every i, j € K it holds that f;(j) = f;(i) then there exists a unique symmetric bivariate
polynomials F'(x,vy) of degree at most t in each variable such that fi(z) = F(x,k) = F(k,x) for every
ke K.

We denote by P*! the uniform distribution over symmetric bivariate polynomials F'(z,y) of
degree at most ¢ in each variable, conditioned on F(0,0) = s.

Fact B.3. Forany s,s' € Fand C C {1,...,n} of size at most t, it holds that
(ia F([E, i))iEC = (Za F/(l', i))i€C7
where F is sampled from P>' and F' is sampled from P*'*.
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B.2 Secret Sharing
The following fact is adopted from [CDN15, Theorem 6.6].

Fact B.4. Let A € F"*" be a uw x v matrix so that the unit vector (1,0, ...,0) is not spanned by the rows
of A. Let s, s € F be two elements in F, and let £,f" € F¥ be two random vectors conditioned on £[1] = s
and £'[1] = s'. Then the distribution of A - f is identical to the distribution of A - f'.

C Linear Private-Opening Signature Scheme

In this section, we prove that protocol poSig UC-emulates Fosi; with statistical security. Let A
be the dummy adversary. We define the simulator as follows. The simulator uses A in a black-
box manner, and forwards all messages between Z and .A. The simulator first receives the set of
corrupt parties C. We split into cases.

C.1 HonestDand 7
C.1.1 The Simulator

Simulation of poSig.dis. The simulator sets s = (0,...,0), takes the role of the honest parties,
where D has input s, and executes poSig.dis. The simulator computes the outgoing messages of
D in poSig.dis, and gives them to the respective parties, where messages to honest parties are
transferred to the simulated honest parties, and messages to corrupt parties are transferred to the
adversary. Denote the polynomials that D picked by fi(z),..., fm(z),r1(x),...,rm(x), and let
(e, fir- s fmyir 1y - - -, Tm,i) be the message from D to P;.

Simulation of poSig.ver. In poSig.ver the simulator continues by computing the broadcast mes-
sage (c, d(z))rem) of Z, and giving it to the adversary.

Simulation of poSig.open. In poSig.open, the simulator first receives the outputs of the corrupt
parties, denoted (3 ;, g;, j)iec,je[é}/ where g; ; € F. The simulator does as follows.

* (D to corrupt parties) The simulator broadcasts “accept” on behalf of D.

* (T to corrupt parties) The simulator finds any pre-image s = (51, ..., 5, ) such that8; ;-5 = g; ;
foralli € Cand j € [¢]. (This can be done in polynomial time by Guassian elimination.)

The simulator samples a random degree-d polynomial f(z) conditioned on (1) fx(c) = fi,i
foralli € Cand k € [m], and (2) f1(0) = S for every k € [m].

The simulator computes Out; ;(x) := B; ;[1] - fi(z) + ...+ Bij[m] - fn(x) for every i € C and
j € €], and sends (3; ;, Out; j()) je[q to every corrupt P; on behalf of 7.

This concludes the simulation.
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C.1.2 Analysis

The environment Z sees during the execution (1) the inputs (si,...,Sy,) of D, that are
picked by the environment, (2) the outputs (si,...,sn) of Z in poSig.dis, (3) the values
(s friis- s fmyis "1y - - - s Tm,i)iec received from D, (4) the broadcast of D in poSig.open, (5) the
broadcast (¢, di())kejm) of Z, (6) the inputs (8; ;)ic[n),je[q to Z, (7) the values (B j, Out; ;(2))icc el
from 7, and (9) the outputs of the honest parties.

The inputs (s1,. .., sm) are chosen by Z in the same way in both worlds, so (1) has the same
distribution in both worlds. Fix (1). In the ideal world the output of 7 is always (s, ..., 5,,). Itis
not hard to see that this is also the case in the real world. This means that (2) is the same in both
worlds.

Let S C FF\ {0} be the set of all points «; that appear in (3), and observe that |S| < n = d.
All those points are chosen uniformly at random both in the real world and the ideal world, so
they have the same distribution. Fix those points. Conditioned on those points, (3) consists of
evaluations of each polynomial in fi(x),..., fm(z),m1(z), ..., m(z) on the points of S. Observe
that for every k € [m] it holds that (a) in the real world fj(z) is a random degree-d polynomial
conditioned on f;(0) = si, and in the ideal world fi(z) is a random degree-d polynomial condi-
tioned on f;(0) = 0, and (b) rx(x) is a random degree-d polynomial both in the real world and in
the ideal world. Since |S| < d, by Fact B.1 those evaluations have the same distribution in both
worlds. We conclude that (3) has the same distribution in both worlds, and we fix those values.

Since D and Z are honest, the broadcast of D in the real-world is always “accept” just like in
the ideal-world. Therefore, it remains to show that conditioned on (1)—(4), the partial view (5)—
(8) has the same distribution in both worlds. In both worlds the random variable c is uniformly
distributed in IF \ {0}, and we fix it. In both worlds 7 () is a random degree-d polynomial con-
ditioned on 7 (c;) = ry; for every i € C. (Note that those are exactly the points in S.) Therefore,
in both worlds, the random variables d;(z), . .., d, (2) are uniformly distributed degree-d polyno-
mial conditioned on dj(a;) = fi; + cry; for every k € [m] and every i so that i € C. Therefore (5)
has the same distribution in both worlds, and we fix it.

Conditioned on those values, observe that (8;;)ic[n),jc[q are picked by the environment in
the same way in both worlds. Fix those values as well. Observe that even conditioned on (1)-
(6), the real-world polynomials fi(z), ..., f;(2) are uniformly distributed degree-d polynomials
conditioned on f3,(0) = s; and fi(ou) = fi; for every k € [m] and every i so that i € C. (Observe
that those are exactly the points in S.) Similarly, the ideal-world polynomials fi(z),..., fm(z)
are uniformly distributed degree-d polynomials conditioned on f;(0) = 5; and fi.(a;) = fr,i for
every i so that i € C. In addition, the real-world polynomials (Out; ;(z))icc jejq and the ideal-
world polynomials (Out; ;());cc jejq agree on all the points in S U {0}. Let T' C F \ S be a set
of d — | S| non-zero points. Then, by Fact B.1 the real-world values (fi())ke[m),acr and the ideal-
world values (fi(a))kejm],aer are uniformly distributed. This means that the real-world values
(Out; () = B[] f1(a) + ... + Bij[m] fm(@))icc jejg,acr and the ideal-world values (Out; j(r) =
Bi il fi(a) + ...+ Bijlm]fm(a))icc je,acr have the same distribution. Finally, for every fixing
of those values, the real-world polynomial Out; j(z) and the ideal-world polynomial Out; ;(x)
are both of degree-d and agree on d + 1 points (the points in S U T" U {0}), which means that
Out; j(z) = Out; j(z). Fix (7) as well.

It remains to show that the outputs of the honest parties are the same in both worlds. In the
ideal world every honest P; outputs b = 0 and (8;;,8:; - 8)e|q With probability 1. In the real
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world, since D and Z are honest, it is not hard to see that b = 0 with probability 1, that every
honest P; accepts the opening, and that Out; ;(0) = B; ;- s forall i € [n] and j € [¢]. This concludes
the proof for honest D and 7.

C.2 Honest D, Corrupt 7
C.21 The Simulator

Simulation of poSig.dis. At the beginning of poSig.dis, the simulator receives (si,. .., sy,) from
the ideal functionality. The simulator, that holds all the inputs of D, simply initiates an execution
of poSig.dis by taking the roles of the honest parties, where D inputs (s1, ..., Sm).

Simulation of poSig.ver. The simulator continues with the execution of poSig.ver, by receiving
from the adversary the broadcast of the corrupt Z, and transfers it to all the simulated honest
parties. The simulator computes the output revealzr of D, and sends it to the ideal functionality as
the input of the corrupt 7.

Simulation of poSig.open. The simulator continues with the execution of poSig.open, and com-
putes the outputs of the honest parties.

If revealz = 1 then the inputs of Z to the ideal functionality do not matter, and the simulator
terminates. Otherwise, for every honest P; the simulator does as follows. If the output of P; is L
then the simulator inputs abort; = 1 to the ideal functionality. Otherwise, let (3; j, w ;) je[¢ be the
output of P;, and the simulator inputs abort; = 0 and (3; ;) jelq to the ideal functionality.

C.2.2 Analysis

Observe that there is a 1-1 correspondence between real-world executions of the protocol and
executions of the simulator, and that those executions agree on the output of D in poSig.ver, and
on the output bit b in poSig.open. It remains to show that for (1 — 27")-fraction of the executions,
the real-world outputs of the honest parties in poSig.open is the same as the ideal-world output.

We say that an execution is “bad” if there exists some honest P; so that (1) P; received
(,61'7]', Outi,j(x)) from Z for some j € w], so that Outm-(x) 7& ,Baj[l} . fl(l') 4+ ...+ /Bi,j [m] . fm(x),
and (2) Out;;(ew) = Bij[1] - fii + ... + Bijm] - fms. Fix any honest P;, any j € [{]. Since
D is honest, we have fi;, = fi(a),..., fmi = fm(cs). Since Out; ;j(z) and fi(z),..., fm(2)
are all degree-d polynomials, and since «; is uniformly distributed even conditioned on the
view of the adversary, the probability that Out; j(x) # Bi;[1] - fi(z) + ... + Bij[m] - fm(x) and
Out; j(a;) = Bij[1] filas) +...+Bij[m]- fm(a;) isatmost d/(|F| —1) < 27%/(nf). By taking union
bound over all P; and j € [¢], we conclude that the probability that the execution is bad is at most
278,

Consider any good execution. If revealz = 1 then D broadcasts s in poSig.open then the output
is the same in both worlds. Otherwise reveal; = 0 and D broadcasts “accepts”. This means that
for every k € [m] it holds that dy(z) = fi(x) + cri(z). Consider now any honest P;. If there
exists j € [{] so that Out; j(x) # Bi;[1] - fi(z) + ...+ Bijlm] - fm(z) then P; outputs L in both
worlds. Otherwise, Out; ;(z) = B ;[1] - fi(z) + ...+ Bij[m] - fm(x) for every j € [¢], so P; outputs
(81,3, Outij(0))jeg = (Bigs Biy[L]- f1(0) +... + Bijj[m] - fim(0))jeiq = (Biy, Biy; - 8)jelq, as required.
This concludes the analysis of honest D and corrupt 7.
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C.3 Corrupt D, Honest 7
C.3.1 The Simulator

Simulation of poSig.dis. The simulator initiate an execution of poSig.dis by taking the roles of
the honest parties. Let (fi(z),..., fim(z)) be the polynomials that the corrupt D sent to Z. The
simulator sets s; := f;(0) for all i € [m], and inputs (s1, ..., Sm).

Simulation of poSig.ver. The simulator continues with the execution of poSig.ver.

Simulation of poSig.open. The simulator receives (3 ;)icc,je¢ from the ideal functionality. In
addition, the simulator computes the private opening of 7 to every corrupt F; as follows: 7 sends
(Bi,j, Out; (@) e(q to P, where Out; j(x) = Bi;[1] - f1(x) + ...+ Bij[m] - fm(2).

If D broadcasts s’ in poSig.open, then the simulator inputs revealp = 1 and s’ to the ideal
functionality. Otherwise, the simulator inputs revealp = 0 and s to the ideal functionality. This
concludes the simulation.

C.3.2 Analysis

Observe that there is a 1-1 correspondence between real-world executions of the protocol and
executions of the simulator, and that those executions agree on the output of D in poSig.ver, and
on the output bit b in poSig.open. It remains to show that for (1 — 27*)-fraction of the executions,
the real-world outputs of the honest parties in poSig.open is the same as the ideal-world output.

We say that an execution is “bad” if there exists some honest P;, and some k € [m] so that
(1) fe(ew) # fri, and (2) dig(ou) = fri + crpy. Since di(cow) = fi(a;) + erp(a;), (2) implies that
fr(aw) + erp(a;) = fri + cry,i. Therefore (2) holds only if

felas) = fri = c(re; — ri(aq)).

Since ¢ is uniformly distributed over F \ {0} we conclude that if f(a;) # fi; then (2) holds with
probability at most 1/(|F| — 1) < 27%/(nm). By taking a union bound over all P; and k € [m], we
conclude that an execution is “bad” with probability at most 27*.

Consider any good execution of the protocol. If b = 1 then the output in both worlds is s/, as
required. Otherwise, b = 0. Fix any honest F;, and observe that, since the execution is good, P;
outputs (8; ;, Bi;[1] - f1(0) + ...+ Bi;[1] - fm(0)) = (Bi;, B - s), just like in the ideal world. This
concludes the analysis of corrupt D and honest 7.

C4 CorruptDandZ
C.4.1 The Simulator

Simulation of poSig.dis. The simulator initiate an execution of poSig.dis by taking the roles of the
honest parties. The simulator sets s; := 0 for all i € [m], and inputs (s1,...,5p).

Simulation of poSig.ver. The simulator continues with the execution of poSig.ver. The simulator
inputs revealy = 0 to the functionality.
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Simulation of poSig.open. The simulator continues with the execution of poSig.open. At the end
of the execution the simulator computes the outputs of the honest parties.

If D broadcasts s’ in poSig.open, then the simulator inputs revealp = 1 and s’ to the ideal func-
tionality. Otherwise, the simulator inputs revealp = 0 and s to the ideal functionality. In addition,
if the output of P; is L then the simulator inputs abort; = 1 to the functionality (in this case the
value of (8i ;, zi ;) je[q doesn’t matter). Otherwise, denote the output of P; by (85, 2i,j) je[- Then
the simulator inputs (8, j, zi ;) je|q to the functionality. This concludes the simulation.

C.4.2 Analysis

It is straightforward to verify that the simulator perfectly simulates a real execution of the protocol.
This concludes the analysis of protocol poSig.

D Linear Interactive Signature Scheme

In this section, we prove that protocol iSig UC-emulates Fisj; with statistical security in the Fpsig-
hybrid model. From the composition properties of UC-security, this implies that protocol iSig UC-
emulates Fis;g. Let A be the dummy adversary. We define the simulator as follows. The simulator
uses A in a black-box manner, and forwards all messages between Z and A. The simulator first
receives the set of corrupt parties C. We split into cases.

D.1 HonestD and Z
D.1.1 The Simulator

Simulation of iSig.dis. For every k € [m], the simulator picks a random vector f;, € F’ whose
first entry is 0, and a random vector rj, € F*.

The first-round communication between D and a corrupt P; consists only of the output of
the distribution phase of Fposiz where D is the dealer and P; the intermediary. Those outputs
correspond to the values (A%, (f7,ry) ke[m)) for every set S that contains P;. We simulate those
values as follows. For every set S that contains a corrupt P;,

e The simulator picks a random u x v matrix A € F4*.
e The simulator computes f; := A% - f; and r{ := A% - 1.

¢ The simulator simulates the output of the distribution phase of F.si; corresponding to the
set S by giving (A%, (£, r7)kejm)) to every corrupt P; in S.

We also let the simulator sample a random u x v matrix A% € F“*?, and compute f; := A9 - f;, and
ry := A% - 1}, for every set S that contains only honest parties (if such exists).

The first-round communication between an honest P; and a corrupt P; consists only of the
output of the distribution phase of F,.sig, where P; is the dealer and P; is the intermediary. Those
outputs correspond to the vectors (rf ;) for every set S that contains both P; and P;. We simulate
those values as follows. For every set S that contains F; and P;,

® The simulator picks a random pad rf ;€ [Fuvt2mu,
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¢ The simulator simulates the output of F.siz corresponding to the set S by giving r ; to Pj.

We also let the simulator sample a random pad r} ;€ Fuvt2mu for every set S and every two
honest parties P; and P; in S.

At the end of the round the simulator receives the inputs r of the corrupt parties to Fyosig,
for every set S, corrupt P; in S and any P; in S.

Simulation of iSig.ver. The simulator picks a random non-zero field element ¢ € F \ {0} and
broadcasts (c, fj, +cry). In addition, for every instance of 7.5, where the dealer is corrupt and the
intermediary is honest, the simulator returns revealy = 0 as the output of F,.sig in the verification
phase.

In addition, for every set S every honest P; in S and every P; in S, the simulator computes

D= (A5, (67, 1) kem)) + rfj and bf = (A% (£, 00 kem)) + rj ,» and broadcasts a ;and bS on

behalf of P;.

Finally, the simulator receives the following from the adversary.

e The broadcasts a and bS for every set S, every corrupt P; in S, and every P; in S.

¢ The input bit reveals for every instances of F.si; where the intermediary is corrupt.

Simulation of iSig.open;. The simulator receives the bit b = 0, as well as the outputs of the
corrupt parties, denoted (B;-’”b wj)jerg and (87" "»Wij)iec,jefy- The simulator continues by broad-
casting “accept” on behalf of D. In addition, for every instance of Fposi; where both the dealer
and the intermediary are honest, the simulator returns the bit b = 0 as the output of F.sg in the
opening phase. In addition, for every instance of F,.s;; where the dealer is honest and 7 is cor-
rupt, the simulator returns the bit b = reveals as the output of poSig in the opening phase, where
revealz was received from the adversary in the simulation of iSig.ver.

The simulator finds any vector § = (S1,...,5,,) such that B?”b -8 = w; and ,Bfg '8 = w;
for every i € C, j € [¢]. The simulator picks random vectors fi,...,f, € F? conditioned on (1)
AS f, = £ for every S € Sand k € [m], and (2) fx[1] = 5 for every k € [m]. The simulator
broadcasts (Bp » 2 okelm ,Bpu [k] - £&) jejq on behalf of Z. For every corrupt P;, the simulator sends

2,7
Consider any set S and any honest P; in S. The simulator does as follows for every corrupt P;.

(B kefm) BL, '[ ] - f&) jejq to the adversary as the private message from 7 to P;.

¢ The simulator samples a row vector t ; € F

¢ The simulator returns (ts AS 7 SRR 2) to the adversary as the output of P; in the instance

of poSig where D is the dealer and P, is the intermediary.

¢ For every honest P in S, the simulator returns (tf = 5[A%) 87 T Z[fk |) to the adversary

as the output of P; in the instance of F,si; where Py is the dealer and P; is the intermediary.
¢ For every corrupt Py in S, the simulator leaks the vector of coefficients corresponding to tf f
to the adversary in the instance of 7.5, Where Py is the dealer and P, is the intermediary.

At the end of the round the simulator receives from the adversary the broadcasts of the corrupt
parties, and their inputs to the Fyqsig. For every instance of Fosig in which the dealer is corrupt
or the intermediary is corrupt, the simulator holds all the inputs to F.sig, and can compute the
outputs and return them to the adversary.
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Simulation of iSig.open,. The simulator receives from the functionality a list of length 1, denoted
(ki 8k, )ielu), where p < m, k; € [m] and sy, € F for every i € [u]. The simulator finds any vector

S = (81,...,5m) such that (1) ﬂ]‘.’“b -8 = w; forevery j € [{], (2) ﬂz;.i s =w; jforeveryie C,je [/,
and (3) 5k, = sy, for every i € [p].

The simulator samples random vectors f,,...,f, € F’ conditioned on (1) A° - f}, = f,f for
every S € S and every k € [m], (2) Yycpmy ﬁ?”b[k] = > kefm] ﬂ]‘.’“b[l{] - fy, for every j € [(], (3)
> kelm] ﬂf;’[ ]-f, = > keim] ,@p”[ ]-fy, forevery i € Cand j € [¢], and (4) f;[1] = ; for every i € [m).
The simulator broadcasts (k;, fy, )ie[m) on behalf of Z. This concludes the simulation.

D.1.2 Analysis

The environment Z sees during the execution (1) the inputs (s, ..., sy) of D, that are picked by
the environment, (2) the outputs (s, ..., s;,) of Z in poSig.dis, (3) the values (A%, (fk ,rk)ke[m]) for
every set S € S that contains a corrupt party, (4) the vector r? ', for every set S € S, every honest
P; in S, and every corrupt P; in S, (5) the broadcast (c, dk)iem) of Z, (6) the broadcasts aa ; and
bf ; for every set S, every honest F; € S and every P; € S, (7) the output of D in the verification
phase, (8) the inputs of 7 in iSig.open; that are picked by the environment, (9) the broadcast of D
in iSig.open;, (10) the broadcast of Z in iSig.open;, (11) the output and leakage from the opening
phase of all instances of Fyosig, (12) the outputs of the honest parties in iSig.open;, (13) the inputs
of 7 in iSig.open,, that are picked by the environment, (14) the broadcast of Z in iSig.open,, and
(15) the outputs of the honest parties in iSig.open,.

Distribution phase. First, observe that the inputs (s1, ..., s,,) are picked by Z in the same way in
both worlds, and that in both worlds the output of Z is (s1, . . ., 8, ). Let A be the (";2)u X v matrix

consists of all matrices (A%)ges one on top of the other. In both worlds A is a random (”;2

and the probability that its rows span the unit vector (1,0, ...,0) is at most \IF]( *u JIF|Y < 27K
Here we require v > u(";z) which is guaranteed from our assumptlon that v > wu - 2". Fix any
matrix A whose rows do not span the unit vector (1,0,...,0), and observe that this fixes the
matrices (A%)ses. Then, by Fact B.4 the vectors (f4 := A - fi,var = A - ri)repm have the
same distribution in both worlds. Fix those vectors and note that this means that the vectors
(£, 1) ses,ke[m] are fixed as well. Finally, it is not hard to see that for every set S, and every
honest P;, the vectors (r; 5 ) p;es are sampled in the same way in both worlds, and we fix them as
well. This concludes the analy51s of (1)—(4).

Ju x v,

Verification phase. In both worlds the field element c that Z picks is uniformly distributed over
F \ {0}. Fix ¢. In both Worlds the random variables ry, ..., r,, are uniformly distributed con-
ditioned on A° - rj, = rk for every S € S. Therefore, in both worlds the vectors dy,...,d,, are
uniformly distributed conditioned on A -d; = fJ + cr} for every S € S. Fix those vectors, which
fixes (5).

Fix any set S and any honest P; in S. For every PJ in S, it holds that af = (A% (£7,r7) ke[m)) T

9. is fixed, since we've already fixed A% f7,ry and r7. Similarly, it holds that bs =

rZ7]
(A5 (£9 >rk)k€[m]) + r] ; is fixed, since A% flf, r; were already fixed, and if P; is honest then rj ;
was fixed, and if P; is corrupt then rH was picked by the adversary in the distribution phase,
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so it is also fixed. We conclude that (6) has the same distribution in both worlds, and we fix it.
Finally, since both D and 7 are honest, in both worlds the output of D in the verification phase is
revealz = 0, which fixes (7).

Opening phase 1. In both worlds the environment picks the inputs of 7 in the same way. Fix
those inputs, which fixes (8). In both worlds, since both D and 7 are honest, D always broadcasts
“accept”, which fixes (9).

Consider the subspace spanned by the rows of the matrix A that we defined above, and Let
ai,...,a, € Y be a basis for the subspace. Observe that for every ¢ € [v] and k € [m] the
values o; - f;, and «; - f;, are fixed and equal, and we denote this value by ~; ;. Recall that A
does not span the unit vector (1,0,...,0), and let a1, ..., o, € FY be vectors so that a1, ..., o
is a basis of F", where we assume that o, = (1,0,...,0). Observe that the random variables
(ai-fy, oy fk)l,+1<z<v 1,ke[m] are uniformly distributed, Where f}; is the real-world random variable,
and fj, is the ideal-world random variable defind by the simulator. Also, observe that every vector
a € FV is fully determined by the values a; - o, ..., @y, - .

Consider the real-world broadcasts of 7 and the private messages from 7 to the corrupt par-

ties, (ﬁ?”b, Outj = > tcim) B;“b[k;] ~f1)jerg and (8], Outij = 3 4cpm) ,Bp”[ |+ fi)icc Jels and the
corresponding ideal-world messages (B?”b,Outj = kelm] B]”b[ ] - f&)jeq and ( Z],Out” =
> kelm] B ;' [k] - f)icc jefq- Consider the random variables

(ap - Outj, ap - Outy j)iec jejg kep] and  (ag - Outy, o - Outy j)icc jce kefo]s

and note that they have the same distribution. Indeed, for every i € C, j € [¢], and k € [v] it holds
that

o Outj =y Y BPI] £ = > B = Y B = oy - Out

k'e[m]

oy - Out; j = ay - Z Bf;[k:’] Ay = Z 52;[/4]%,1@/ =y - Z ﬁfj[k’J £ = oy, - Out, .

k'e[m] k'e[m] k' e[m]

In addition, forevery i € C, j € [¢(]and v + 1 < k < v — 1 it holds that

ay - Outj = Z ,BEUb[k/] : (Oék : fk/) and [0 7738 mj = Z ,BEUb[/{,] . (Oék : Fk/)

k' €[m] k'€[m]
oL - Outiyj = Z ﬁz;[k’] : (ak : fk/) and (8770 ﬁ@j = Z ,@Zg [k:/] : (ak . Fk’)
k’'€[m] k’'€[m]

Since the random variables (o - fi, @; - fk),,ﬂgigv,l,ke[m] are uniformly distributed, we con-
clude that (e, - Outj, oy - Out; j)iec jef]v+1<k<v—1 have the same distribution as (cy, - Outy, oy, -
Out; j)iec,jefe]v+1<k<v—1- In addition, by definition of (fi)ye it holds that

o, - Out; = Out;[1 Z B;k] fﬁp“b'ézwj:Outj[l]:av-Outj,
ke[m]
oy - ﬁi,j = ﬁi,j[l] = Z ﬁi’j[k‘] . fk[l] = ,le;b ‘S =wi = Outi,j[l] =0y - Outm',
ke[m]
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for every ¢ € Cand j € [{. Since every vector a« € [FY is fully determined by the
values a1 - «,...,a, - a, we conclude that the real-world random variables (ﬂ?Ub,OUtj)jem

and (B j',Outw)Zecje[@ and the corresponding ideal-world messages (Bp”b Outj)jepq and

(8; J', Out; j)iec je[q have the same distribution. We conclude that (10) has the same distribution in
both worlds, and we fix it.
We continue by analysing the outputs of F.sis. Consider any set S € S that contains an honest

party, any honest P; in S, and any corrupt P; (not necessarily in 5).

¢ First, observe that in both worlds the vector tf ; € F* is uniformly distributed, and we fix
this vector.

¢ Consider the instance of Fosi; in which D is the dealer and P; is the intermediary. Then in

both worlds corresponding output is fixed to be (t ( - ASED i 1 ).

e For an honest Py in S, consider the instance of ]:poS|g in which Py is the dealer and P; is the
intermediary. Then the value r3 ; is fixed to be a; 7 (AS (£2,17) ke[ 1). Therefore, in both
worlds the corresponding output is fixed to be (t3 v [AS ], t5 - 13 Z[fs]) kefm]-

» Vil

¢ For a corrupt Py in S, consider the instance of Fqsig in which Py is the dealer and P; is the
intermediary. Then the leakage is fixed and computed in the same way in both worlds, as
required.

At this point the corrupt parties send their inputs to the functionality F.sig, and the outputs are
computed in the same way in both worlds. This concludes the analysis of (11).

Outputs of honest parties in opening phase 1. In the ideal world the output of an honest F; is
(6§”b, B;.’”b -8)jerq and (87 ;', 68 ;' s) je[q With probability 1. We show that this is also the case in the
real world.

Consider any honest P; and any S € G (if G is empty then P; accepts the opening with prob-
ability 1). We show that P; does not reject the opening because of S. Fix any P, € G (if G is
empty then P; does not reject the opening because of S) Since D is honest, and since P, € G,
it must hold that there exists some t; , € F“ so that a = tgi - AS and gbf = tS - £ for every
k' € [m]. In particular, for every j € [E] it holds that

a3 B e = Y Bty A f
k'€|m]
= D B £

k'€[m]

b S,
= Z B¢
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and

Sy ri ri
oSt ST B e = S Bt A5 gy
k'€lm] k' e[m]
= > BYK] -t - £

k' €[m]
= > BKsp
k’'€[m)]

Therefore P; does not reject the opening because of S. Since this holds for every S € g, the output
of P, in the real world is (B?”b, ,B}’Ub -8)jerg and (85, BY; - 8)jefq with probability 1, as required.
This concludes the analysis of (12).

Opening phase 2. The inputs of 7 are picked by Z in the same way in both worlds, and we fix
them, which fixes (13). Let the inputs be (k;);c[,). We show that the real-world random variables

(fk,)ic|, have the same distribution as the ideal-world random variables (fki)ie[u]' Observe that
the real-world random variables (f; )¢, are uniformly distributed conditioned on (a) fi.[1] = sy
for every k € [m], (b) AY - £y, = £ for every S € Sand k € [m], (c) > kelm] ,@?“b[k;’] - fiy = Out;
for every j € [(], and (d) X"y BE K] - fir = Outy; for every i € Cand j € []. Similarly, the
ideal-world random variables (f; )¢ are uniformly distributed conditioned on (a) f;[1] = 5} for
every k € [m], (b) AS - f;, = £ for every k € [m], (c) > krefm] ﬁ?”b[k’] -f;, = Out for every j € [(],
and (d) >y cpn BF K] - f1r = Out; j for every i € Cand j € [/].

As before, it is not hard to see that «; - f, = a; - fy,, for every j € [v] and i € [p]. Similarly,
since a, is the unit vector (1,0, .. .,0) it holds that «,, - fy, = «,, - fy,, for every i € [u].

For every v +1 < j < v — 1, observe that the random variables (c; - f},)1¢[, are independent
of (e - fi)kelm),jrj- Fixany v +1 < j < v — 1, and observe that (c; - fi)epm) are uniformly
distributed conditioned on (a) > ;¢ B;?,”b[k’ ] - aj - fiy = a; - Outj for every j/ € [(], and (b)
> wem By k'] - fir = Out; jv for every i € Cand j’ € [¢]. Since the same argument holds with
respect to (o - fx)repm), we conclude that (o - f,)ic[u)v+1<j<v—1 has the same distribution as
(etj £k, )ie|u),v+1<j<v—1- Since every vector a € F" is fully determined by the values o - e, . . ., @y -
a, we conclude that the real-world random variables (f,);c[,) have the same distribution as the
ideal-world random variables (f}, );c|,- This completes the analysis of (14).

Outputs of honest parties in opening phase 2. In the ideal world the output of an honest P, is
(Ki, Sk, )ic|,) With probability 1. By the same analysis as in the outputs of honest parties in opening
phase 1, we conclude that this is also true for the real world. This completes the analysis of an
honest D and 7.

D.2 Honest D, Corrupt Z

D.2.1 The Simulator

Simulation of iSig.dis. At the beginning of iSig.dis, the simulator receives (s, ..., s;;) from the

ideal functionality. The simulator, that holds all the inputs of D, simply initiate an execution of
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iSig.dis by taking the roles of the honest parties, where the inputs of D are (s1,. .., sp).

Simulation of iSig.ver. The simulator continues with the execution of iSig.ver, first by sending
the messages of the honest parties, and then by receiving from the adversary the broadcast of the
corrupt Z, and sending it to all the simulated honest parties. The simulator computes the output
revealz of D, and sends it to the ideal functionality.

Simulation of iSig.open;. The simulator continues with the execution of iSig.open;, and com-
putes the outputs of the honest parties. If reveal; = 1 then the inputs of 7 to Fisjz do not matter,
and the simulator terminates. Otherwise, fix any honest party P;. If P; outputs L as the public
output, then the simulator inputs abort™® = 1 to Fis;; and terminates (the rest of the inputs do not
matter). Otherwise, the public output of P; is (8™°, w;) jele), and the simulator inputs (B;’”b) je to
the ideal functionality Fig;g.

In addition, for every honest P; the simulator does as follows. If P; outputs L as the private

output, then the simulator inputs abortfri = 1 to Fisig. Otherwise, the private output of P; is
(B }i, wi j)jefy, and the simulator inputs (37 ;') jelq to the ideal functionality Fisjg.
Simulation of iSig.open,. The simulator continues with the execution of iSig.open,, and com-
putes the outputs of the honest parties. Let P; be any honest party. If P, outputs L as the public
output, then the simulator inputs abort = 1 to Fisjg, and terminates (the rest of the inputs do not
matter). Otherwise, the output of P; is (i, sy, )ic[,), and the simulator inputs p and (k;);¢|,, to the
ideal functionality Fis;z. This concludes the simulation.

D.2.2 Analysis

Observe that there is a 1-1 correspondence between real-world executions and the simulated ex-
ecutions performed by the simulator up to the end of iSig.open;. It is not hard to see that iSig.dis,
iSig.ver, the outputs of the honest parties in iSig.ver and iSig.open; are perfectly simulated. We
continue by considering the outputs of the honest parties in iSig.open;.

Output of honest parties in iSig.open;. Since 7 is corrupt, there exists some set S* € S that
contains only honest parties. It is not hard to see that if D broadcasts “accept” then S* € G, and
that for every honest P it holds that G°" = S*. We say that an execution is “bad” in iSig.open, if
D broadcasts “accept” in iSig.open; and there exists an honest P; and some j € [{] so that one of
the following holds.

¢ 7 broadcasted (B;”b, Out;) as the j-th public output so that (1) it holds that 3>, (., ﬁ}wb[k] .
fy # Out;, and (2) for every Py in S* it holds that o - Out; = > kelm] ﬁ?”b[k:] A

e Zsent (8™, Out; ;) as the j-th private output of P; so that (1) it holds that 3 ke[m] B[] - £, #

i’j, . . . 27‘7
Out; j, and (2) for every Py in S* it holds that af:*’l Outij = kepm] B5" k] - qbf;lk

We continue by showing that an execution is bad in iSig.open; with probability at most 27".
Consider the tn x u matrix 7", that consists of all the rows (tfj* ) Pies+ jeln)- Observe that T* has
full rank with probability at least 1 —|F|t" /|F|* > 1—27"*. Here we require u > ¢tn which is what we
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assume in our protocol. Fix any such matrix 7°, and note that this fixes the rows (tf] )P,es* jeln]-
Consider the tn x v matrix 7°" - A5" and observe that since 7°" has full rank, and since AS" is
uniformly distributed, then 79" - A" is uniformly distributed. This means that even conditioned
on the vectors (af,*’j )P, es+ jec, the vectors (ais,*’j )P, e5* jeH are uniformly distributed.

Fix any P;, any j € [f]. Then for every Py € S* the event o} * Outy = kem BpUb[ k] - (bs,zk

occurs if and only if o)) - OUtj = D keim] BPUb[ k] t5 A5y, since ¢y = 57, - £ = tS* A5 f; this

event occurs if and only if o)) p " Out] = a " (Xkepm Bp” [k] - £;.) since aS, "t = tf,;AS ; therefore

this event occurs if and only if o’ 7 e (Outj = keim Bp” [k]-fx) = 0, which occurs with probability
1/|F| < 27%/(2n) if Outj # > ycim) ,6’?“ [k] - £}, since the vectors the vectors (ais,*’j)Pi/es*JeH are
uniformly distributed even conditioned on the view of Z. Since the same argument holds for the
j-th private output, and by taking union bound over all honest P; and j € [¢], we conclude that the
execution is bad in iSig.open; with probability at most 27". Note that here we require |F| > 2%-2¢n.

Consider any good execution of the protocol. If D did not broadcast “accept” in iSig.open; then
we’re done. Otherwise, if Out; # >, ) 85 "> £, for some j € [¢] then since the execution is good,

all the parties output L in both worlds. Otherwise Out; = 3, (.., ,3; “o £, for every j € [(]. In this
case, since D is honest, for every P, every S € G and every Py € G/ it holds that as’i = tS A
and qbs it = = t5, - i for some vector t; € F*. Therefore in the real-world P; does not re]ect the

public output on behalf of P;. Since thls is true for every P;, every Seg and every Py € G%, we
conclude that in the real-world all honest parties output (,BP Zke[m] :3 fk) jelq as the public

output. Therefore, in the ideal world the simulator inputs (,8;-’ ) je[q to the ideal functionality, and

all the parties output (B?Ub, > kem] B;’”b - ) jejq as the public output, as required.

Consider now the private output of an honest P;,. Then the same analysis shows that if the
execution is good then the private output of P; is the same in both worlds. This concludes the
analysis of the outputs of the honest parties in iSig.open;.

Execution of iSig.open,. The only party that communicates in this round is the corrupt Z, so
communication is done in the same way in both worlds. It remains to analyse the outputs of
the honest parties in this round. We say that an execution is “bad” in iSig.open, if D broadcasts
“accept” in iSig.open; and there exists some j € [u] so that 7 broadcasted (k;, gx,) in iSig.open,,
and it holds that fi; # g, and there exists some honest P; so that for every Py in S* it holds that
af, gk = qbzé:’,lkj

By the above analysis, the random variables (aiS,* g )P, s+ jen are 27 "-close to uniform in sta-
tistical distance even conditioned on the view of Z and on the execution being good in iSig.open;.
Therefore, conditioned on the execution being good in iSig.open;, the same analysis as before
shows that an execution is bad in iSig.open, with probability at most mn/|F| + 27" < 2.27%, as
required. Note that here we require |F| > 2"mn. Conditioned on the execution being good in
iSig.open, as well, it is not hard to see that the outputs are the same in both worlds. This concludes
the analysis of honest D and corrupt Z.
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D.3 Corrupt D, Honest 7
D.3.1 The Simulator

Simulation of iSig.dis. The simulator initiate an execution of iSig.dis by taking the roles of the
honest parties. Let (fy, . . ., f,,) be the polynomials that the corrupt D sent to Z. The simulator sets
s; := f;[1] for all i € [m], and inputs (s1,. .., Sm).

Simulation of iSig.ver. The simulator continues with the execution of iSig.ver.

Simulation of iSig.open;. The simulator receives (87" jerg (BY ;'i)iec, jejq) from the ideal function-
ality. The simulator continues by executing the honest parties that send the verification informa-

tion to each other. In addition, the simulator computes the opening of Z as follows.
e 7 broadcasts (,B?Ub, Out;) e[, where Out; = B?”b[l] i+ + 5}’”b[m] . .

e For every corrutp P, Z sends (3 Out”)Jem, where Out; ; = ﬁf;'[ -+ + 62? [m] - £,,.

A ]7
If D broadcasts s’ in poSig.open, then the simulator inputs revealp = 1 and s’ to the ideal

functionality and terminates. Otherwise, the simulator inputs revealp = 0 and s to the ideal func-
tionality.

Simulation of iSig.open,. The simulator receives (k;, sy, )ic|, from the ideal functionality. The
simulator broadcasts (f, );c|,) on behalf of Z. This concludes the simulation.

D.3.2 Analysis

Observe that there is a 1-1 correspondence between real-world executions and the simulated ex-
ecutions performed by the simulator up to the end of iSig.open;. It is not hard to see that iSig.dis,
iSig.ver, the outputs of the honest parties in iSig.ver and iSig.open; are perfectly simulated. We
continue by considering the outputs of the honest parties in iSig.open;.

Outputs of honest parties in iSig.open;. Since D is corrupt, every set S € S contains at least on
honest party. For every set S € S and every honest P; in S, denote the matrix that P; from D by
A%%, and the corresponding vectors by (f; Ot rk 9 ke[m]- We say that an execution is “bad” if there
exists aset S € S, an honest P, in S, and some k € [m], so that (1) A% - f;, # fS,k/ and (2) P; did not
broadcast “not equal” in iSig.open; . Observe that P, broadcasts “not equal” if A5 .d;, # f,f iy crf’i
for some S € S that contams Pl, and some k € [m]. Since dj, = fj + cry then P; broadcasts “not
equal” if A% . (f + cry) # f b+ crk . Therefore, P; broadcasts “not equal” if

A% gy — fks’i % c(rf’i —T).

Since c is uniformly distributed over F \ {0} we conclude that if A% . f;, # 5 then P; does
not broadcasts “not equal” with probability at most 1/(|F| — 1) < 27%/(nm(";*)). By taking a
union bound over all S € S, honest P; and k € [m], we conclude that an execut10n is “bad” with

probability at most 2~*. Note that here we require |F| > 2%nm/("} 2)
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Consider any good execution of the protocol. If b = 1 then the output in both worlds is s/, as
required Otherwise, b = 0, and in the ideal world the output of any honest F; is (ﬂ?”b “8)jeld

and (8" ;" S)jelg- We show that in the real-world every honest P; accepts the openings of 7, so the
outputs are the same in both worlds. Fix any honest P;, and every set S € G. We show that P; does
not reject due to S. Recall that S contains at least one honest party, denoted P;«. Observe that all
honest parties in S are in G¥*, that they agree on the values of A°, (f7,r?) ke[m), and since the view
is good it holds that AS-f;, = f{ for every k € [m]. Therefore for every honest party P in S it holds

that o) 2 kelm] /3;?Ub[k] £ =D kepm] BEUb[k’] '<I5§’fk/ and o, D ke By [ 1Bk = > kepm] ﬁp”[ Ik ¢
for every j € [/].

Consider any corrupt Py in G%% and let t3 ; be the vector that P; received from Py. We use the
following claim. 7

Claim D.1. It holds that o' = t5 ;- A5, and ngSZ =t5 ;- £ forall k € [m].

Proof. Since S € G then b i af*,i,, and since Py is in G5 then the following holds.
o a4 p2 =t b . [A%] = tS -age i[A%] = t5 ;- (A5 + vl ,[A%]) and since P~ is honest

then pSZ. =t ;-1 [A7] soa, =t A5
J For every k € [m] it holds that qﬁ/k +'yl Z,k = tS bS ] = tS -aj [ka] = tf,z (F7 +
r ,[f7]) and since P;- is honest then pSl. =t T Z,[fs] SO ngl = ts , f,f.

This concludes the proof of the claim. O

Therefore, the same argument as for an honest P;; shows that P; does not reject because of Py,

as required. This concludes the analysis of the outputs of the honest parties in iSig.open;.

Execution of iSig.open,. It is not hard to see that iSig.open, is perfectly simulated. It remains to
analyse the outputs of the honest parties. However, this follows as before for every good execution
of the protocol. This concludes the analysis of a corrupt D and an honest Z.

D.4 CorruptD and Z
D.4.1 The Simulator
Simulation of iSig.dis. The simulator initiate an execution of iSig.dis by taking the roles of the

honest parties. The simulator sets s; := 0 for all i € [m], and inputs (s1,. .., sp).

Simulation of iSig.ver. The simulator continues with the execution of iSig.ver. The simulator
inputs revealy = 0 to the functionality.

Simulation of iSig.open;. The simulator continues with the execution of iSig.open;. At the end
of the execution the simulator computes the outputs of the honest parties. If D broadcasts s’ in
iSig.open;, then the simulator inputs revealp = 1 and s’ to the ideal functionality. Otherwise, the
simulator inputs revealp = 0 and s to the ideal functionality.
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Let P; be an arbitrary honest party. If the public output of F; is L then the simulator inputs
abortP? = 1 and terminates (the rest of the inputs do not matter). Otherwise, let the public output
of P; be (Bp“b pUb)]e[g] Then the simulator inputs (Bp“b, jPUb)je[g] and abortP"? = 0 to the ideal
funct10na11ty for the public outputs.

For the private inputs of an honest P; the simulator does as follows. If the private output

is L then the simulator inputs abort?ri = 1, and otherwise abort?ri = 0. In the latter case, let
(BY5: 21) jejq be the private output of P;. Then the simulator inputs (87}, 2’} ) je[g for the public

outputs, for the private outputs of P;.

Simulation of iSig.open,. The simulator continues with the execution of iSig.open;. At the end
of the execution the simulator computes the outputs of the honest parties. Let P; be an arbitrary
honest party. If the output of P; is | then the simulator inputs abort = 1 and terminates. Otherwise
abort = 0, and we denote the outputs of P; by (k;, wy;,)ic[,)- Then the simulator inputs s} = wy, for
every i € [u], inputs arbitrary values for the rest of s;, and inputs y, (k;);c[,) to the functionality.

D.4.2 Analysis

Observe that there is a 1-1 correspondence between real-world executions and the simulated ex-
ecutions performed by the simulator up to the end of iSig.open;. It is not hard to see that iSig.dis,
iSig.ver, the outputs of the honest parties in iSig.ver and iSig.open, are perfectly simulated. We
continue by considering the outputs of the honest parties in iSig.open;.

Outputs of honest parties in iSig.open;. We start by analysing the public output. Observe that if

some honest party outputs ( B;’”b, 2PUby jelg as the public output, then the rest of the honest parties

can either output (,Bp”b, qub) jejg or L. Therefore, we need to show that the honest parties agree
on whether to accept the public output.

Denote the broadcast of Z by (B;-’”b, Out;)c(q- Fix any set S € G, and observe that since D is
corrupt, S contains at least one honest party, denoted P+, and that for every honest P; it holds that
all honest parties in S are also in G**'. Also observe that all honest parties in S agree on the values

of A (fks,rk)ke[ |- We split into cases.

* Assume that A° - Out; # > kepm) Bilk] - fY for some j € [¢]. Then, for every honest P, it holds
that af,f 0uty = 3 4eim Bilk] - qbs’ik if and only if tS - A% . Out; = > kepm) Bilk] - S*Z £
if and only if tZS*Z - (A% Out; — D kepm) Bilk] - ) = O Since A° - Out; # > keim) Bilk] £,
and since tzs*Z is uniformly distributed even conditioned on the view of the adversary so far,
it follows that the probability that P; accepts the public opening is at most 1/|F|. By taking

union bound on every honest P;, it holds that the probability that some honest P; accepts is
at most n/|F|.

* Assume that A% - Out; = > keim) Bilk] - f2 for all j € [¢]. Fix any honest P;. It is not hard to
see that P; does not reject the public opening due to an honest party in S. Consider a corrupt

Py in G%*. Then the same proof of Claim D.1 shows that a = tS - A%, and qu A= tS fS
for all & € [m]. Therefore, it is not hard to see that P; does not re]ect on behalf of P - well
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We conclude that for every set S € G, the parties agree whether to accept or reject the opening due
to S with probability at least 1 — n/|F|. Taking a union bound over all sets S € S we conclude
that the probability of disagreement is at most (”;2) n/|F| < 27", as required. Note that here we
require |F| > (";2) n2". Finally, it is not hard to see that if there is an agreement on the public
output, then the private outputs are the same in both worlds.

Execution of iSig.open,. Even conditioned on the view of the adversary so far, the random vari-
ables (1:;9 j)5€g7 PiesnH,P;eH are 27 "-close to uniform. Therefore the same argument as in the anal-
ysis of the outputs in iSig.open; shows that the honest parties agree on the outputs in iSig.open,.
This concludes the analysis of iSig.

E The Sharing Functionality

In this section, we prove that protocol sh-comp UC-emulates Fgp-comp With statistical security in
the Fisig-hybrid model. From the composition properties of UC-security, this implies that protocol
sh-comp UC-emulates Fgh-comp- We do so by presenting a simulator Simgp-comp for the protocol
sh-comp.

We begin by presenting some helper simulators, that will be used by the Simgh-comp to simulate
the sub-protocols of sh-comp. Those helper simulators receive inputs from Simgh-comp and simulate
the view of the adversary in an execution of a sub-protocol of sh-comp.

E.1 Verifiable Secret Sharing

We begin by presenting a helper simulator Simys for the vss protocol. We consider only the case of
an honest P;, and denote the simulator by Sim!

VSss*®

Round 1. On input (i, fi(7))iec, the simulator gives (f;(j));e[n) as the output of the distribution
phase of Fis;z in the instance where P; is the dealer and P; is the intermediary. In addition, for
every honest P; and every corrupt P;, the simulator picks a random pad r; ; € F and gives r; ;
as the output of the distribution phase of Fis;, in the instance where P; is the dealer and P; is the
intermediary. At this stage the simulator receives the messages from the corrupt parties to the
honest parties, and the inputs of the corrupt parties to the Fis;z instances in which the dealer is
corrupt.

Round 2. For every honest P; the simulator does as follows.

¢ For every honest P; where j > i the simulator picks random field elements a; ; and b; ; and
broadcasts a; j and b; ; on behalf of P;.

¢ For every honest P; where j < i the simulator already picked a;; and b; ;. The simulator sets
a;; = b;; and b; ; := a;; and broadcasts a; ; and b; ; on behalf of P;.

¢ For every corrupt P; the simulator picked in the first round the random pad r; j, and also
received from the adversary the pad T;Z The simulator sets a; ; := f;(i) + r;; and b; ; =
fj(@) + 1}, and broadcasts a; j and b; ; on behalf of P;.
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In addition, the simulator does as follows for P;.

¢ For every honest P;, the simulator sets af{ ; 1= ajj for every j € [n], and broadcasts (az i)iem]

on behalf of P;.

¢ For every corrupt P;, the simulator received a pad rg f from P;, for all j € [n]. The simulator
sets al‘{ ;= fild) + Tg ; for every j € [n], and broadcasts (aﬁj) je[n) on behalf of Py.

At this stage the simulator receives the messages from the corrupt parties to the honest parties,
and the inputs of the corrupt parties to the Fisj; instances in which the intermediary is corrupt.

We say that P; is internally-vss-conflicted with a corrupt P; if either (1) P;’s input to the verifi-
cation phase of the iSig instance in which Py is the dealer and P; is the intermediary is revealr =1,
or (2) P; broadcasted a public complaint in the second round, or (3) a; ; # af{ ; for some j € [n],
where q; ; was received from the adversary in the second round.

We say that an honest P; is internally-vss-conflicted with a corrupt P; if either (1) P;’s input
to the verification phase of the iSig instance in which P; is the dealer and P; is the intermediary is
reveaII = 1, or (2) Q; 5 75 bj,z', or (3) Qs i 7'5 bi,j.

Round 3. The simulator receives the flags flag;, (flag; ;) je|n) for every honest P;, as well as the
flags (flag;i) je[n), where we assume that flag; ; = 0 for every honest P, P;, and that flag; = 0 and
ﬂag;l = 0 for every honest P;.

The simulator first broadcasts the flags of all honest parties. In addition, the simulator does as
follows.

¢ Consider any corrupt P; for which either: (1) Py is internally-vss-conflicted with P;, or (2)
fla g;-i = 1. In this case P; is vss-conflicted with P;, and for every honest P, the simulator sets
1, as the output of the output phase 1 of the Fisj, instance in which P is the dealer and
Py is the intermediary. In addition, in the instance of Fisi; where P; is the dealer and P; is
the intermediary the simulator leaks that P; intends to open (rf{ ;)jen) in that Fisjg instance.
Similarly, for every corrupt P, the simulator leaks that P; intends to open (r{ ) in the Fisig
instance where P, is the dealer and Py is the intermediary. 7

¢ Consider an honest P; and a corrupt P; so that one of the following holds: (1) P; is internally-
vss-conflicted with Pj, or (2) flag; ; = 1. In this case P; is vss-conflicted with P;, and the
simulator sets f;(i) as the output of the output phase 1 of the Fis;; instance in which Py is
the dealer and P; is the intermediary. In addition,in the Fisjs instance where P; is the dealer
and P; is the intermediary, the simulator leaks that P; intends to open (r; ;) in that Fisig
instance.

At this point the simulator receives the messages of the corrupt parties, and their inputs to the
various Fisjg instances. Consider the opening phase 1 of the Fisj; instance in which a corrupt P; is
the dealer and F; is the intermediary.

¢ If the input is revealp = 1, then the simulator also received a pad (Ff ;

P;, and the simulator simply returns b = 1 and (fg ;)jeln) as the output of the open phase 1.

)je[n) from the dealer

* Otherwise, revealp = 0 and the simulator returns b = 0 as the output of the functionality.
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If P, is vss-conflicted with P; then the simulator also returns (Tg ;)jen) as the output of the

functionality.
If P;is vss-conflicted with some P, then the simulator also returns rz .. as the output of the
functionality.

Consider the opening phase 1 of the Fisj; instance in which a corrupt F; is the dealer and an
honest P; is the intermediary.

¢ If the input is revealp = 1, then the simulator also received a pad (Fg ;)jeln) from the dealer

P;, and the simulator simply returns b = 1 and (7¢.) .1, as the output of the open phase 1.
ply i,5/3€[n] P pen p

* Otherwise, revealp = 0 and the simulator returns b = 0 as the output of the functionality.

In addition, if P; is vss-conflicted with P;, then the simulator also returns (7; ;) as the output
of the functionality.

For every instance of Fisj; in which the dealer is P; and the intermediary P; is corrupt, the
simulator holds all the inputs of P;, and therefore, given the inputs of the corrupt P; can compute
the output of the functionality and return it to the adversary. Similarly, for every instance of
Fisig in which the dealer is an honest P; and the intermediary a corrupt P;, the simulator holds
all the inputs of P;, and therefore, given the inputs of the corrupt P; can compute the output of
the functionality and return it to the adversary. Finally, for every instance of Fisjg in which both
the dealer and the intermediary are corrupt, the simulator holds all the inputs, and therefore can
compute the output and return it to the adversary. This completes the simulation for an honest
Py.

E.2 Triple Secret Sharing

We continue by presenting a helper protocol Sims for the tss protocol. We only consider the
simulator for an honest P;, denoted Sim!!..

Round 1. The simulator receives inputs (i, f*(x), f2(), f¢(z))iec. The simulator picks random
polynomials A(z), B(x) and C(z) of degree d,d and 2d, respectively, conditioned on A(0) =
B(0) = C(0) = 0. The simulator picks any symmetric bivariate polynomials F®°(x,y), F*%(z,y)
and F“°(x,y) of degree at most ¢ in each variables, such that F*0(z,i) = f*(z) and F*°(0,0) = 0,
for every u € {a,b,c}. In addition, for every 1 < k < d, the simulator picks random symmet-
ric bivariate polynomials F%*(z,y) and F"*(z,vy) of degree at most ¢ in each variables such that
F*¥(0,0) = A* and F®*(0,0) = B*. Similarly, for every 1 < k < 2d, the simulator picks a ran-
dom symmetric bivariate polynomial F*(x,y) of degree at most ¢ in each variables such that
Fek(0,0) = CF.

For every u € {a,b} and k € {0,...,d} the first round of vss“* is simulated by executing an
instance of Sim!!,, denoted Sim!. [u, k], with P; as the dealer, and with inputs (i, F*“*(z,4));cc.
Similarly, for every k € {0,...,2d} the first round of vss®* is simulated by executing an instance
of Sim!l, denoted Sim!L [c, k], with P, as the dealer, and with inputs (i, F“*(z,1))cc.

Vvss/ VSs
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Round 2. The second round of vss** is simulated by continuing the execution of Simfl [u, k]. In
addition, for every set () of size ¢t + 1 in which Py is honest, the simulator picks random non-zero
field elements (3¢,i)icq1,...,n}, and sends them to all corrupt parties in ) as the message from .
At this stage the simulator receives the messages from the corrupt parties to the honest parties.

Round 3. The simulator receives the flags flag;, (flag; ;) ;e[ for every honest P;, as well as the

flags (ﬂag;l)je[n}, where we assume that flag; ; = 0 for every honest P;, P;, and that flag? = flag; = 0
for every honest P;. For every honest P; the simulator sets

i d 'FBE,L = 0,
. @L ; = 0 for every honest P},

. flag; j = 1 for every corrupt P; with flag; ; = 1 or so that P, is internally-vss-conflicted with
P; in Sim!!_[u, k] for some u € {a,b,c} and k € {0,...,2d}.

In addition, for every corrupt P; the simulator sets ﬂ/:;éj .= 1if flagd = 1 or if P, is internally-vss-
conflicted with P; in Sim!_[u, k] for some u € {a,b,c} and k € {0,...,2d}.

The third round of vss** is simulated by continuing the executlon of Sim! [u, k] with inputs
ﬂagi, (flagm) je[n) for every honest P;, as well as the flags (flagj) jeln) for the dealer.

The simulation of linop; is done as follows. For every set (), every honest P; in () does as fol-
lows for every corrupt P;. If Py is honest then we already sampled g ;. Otherwise let 3¢ ; be
the value that the corrupt Py sent to P; as the challenge corresponding to P;. For every honest
P/, the private output of P; in the instance of Fisig where P/ is the dealer and P; the intermedi-

ary is (ZZ:O Bé:?,j ST Zk 0 ,BQ Ty, w Z ,BQ j ) together with the vector of coefficients

(58?], o ,Bgéj) (5Q], . ,ﬁQ]) and (BQ],. . .,6 L) respectlvely, where r"l? = b“k Fuwk(44),
and b“ * is the broadcast of P; in the second round of Simf! [u, k]. In addltlon, for every corrupt

Pj for which flag; ;, = 0, the simulator leaks the vectors (B B8 5), (B> BY ), and
(6%7 oo Bgffj) to the adversary in the Fis;; instance in which Pj is the dealer and P; is the inter-
mediary.

At this point the simulator receives the messages of the corrupt parties, and their inputs to the
various Fis;g instances. Consider the opening phase 1 of the Fis;; instance in which a corrupt Py
is the dealer and an honest P; is the intermediary.

¢ If the input is revealp = 1, then the simulator does nothing (the simulation is done in the

third round of the Sim!_ executions).

¢ Otherwise, revealp = 0 and the simulator returns b = 0 as the output of the functionality.

In addition, if P; is fIAaTgZ-’ ;~ = 1 then the simulator does nothing. Otherwise, for every set () the
simulator does as follows for every corrupt P;. If Py is honest then we already sampled g ;.
Otherwise let 3¢ ; be the value that P sent to P; as the challenge corresponding to P;. The
private output of P in the instance of ]:.s.g where P v is the dealer and P; the intermediary

is (Zizo ﬁ5 iy e ks =0 BQ i Ty, Z, Z BQ ; ) together with the Vector of coefficients
(B%J, . 75%,j)/ (ﬁQJ, . ,5QJ), and (5Q,j, . ,5QJ), respectively, where rj,yi is the input of
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P to the instance of Fisjg corresponding to Simfl [u, k], where P is the dealer and P is the
intermediary.

For every instance of Fisjg in which the dealer is an honest P; and the intermediary a corrupt
P;j, the simulator holds all the inputs of P;, and therefore, given the inputs of the corrupt P; can
compute the output of the functionality and return it to the adversary. Finally, for every instance
of Fisig in which both the dealer and the intermediary are corrupt, the simulator holds all the
inputs, and therefore can compute the output and return it to the adversary. This completes the
simulation for an honest P,.

E.3 Verifiable Sharing and Transferring

We continue by presenting a helper protocol Sim,s: for the vst protocol. We only consider the
HH
vst

simulator for honest P;, R, denoted Sim
Round 1. The simulator receives inputs (i, fi(z))icc. The simulator simulates the vss instance
by executing Sim!l. with inputs (i, fi(z))icc. In addition, the simulator picks random pads
(PRi,j)iec,jein) @nd gives (pr. ;) je[n as the output of the distribution phase of Fis;y in the instance
where R is the dealer and a corrupt P, is the intermediary. At this stage the simulator receives the
messages from the corrupt parties to the honest parties, and the inputs of the corrupt parties to
the Fisig instances in which the dealer is corrupt.

Round 2. The simulator continues the simulation of the vss instance by executing the second
round of Siml.. In addition, for every honest P, and every j € [n] the simulator picks random
field elements «; ; r and 3; j g, and broadcasts «; ; g and j3; ; r on behalf of P;.

For every honest P;, and every j € [n], the simulator sets ar;; := (i ;r and Br,; = a;j R,
and broadcasts ag; ; and Sg; ; on behalf of R. For every corrupt P;, and every j € [n], let p; iR
be the pad that R received in the first round. Then the simulator sets ar;; := fi(j) + pr,; and
Br,ij = fi(j) + p; ; p, and broadcasts ag,,; and (g, ; on behalf of R.

In addition, the simulator does as follows for P;.

* For every i,j € [n] the simulator sets aﬁlﬁ’ ; = ag, j, and broadcasts O‘?%,z‘, ; on behalf of Py.

* For every honest P; and every j € [n], the simulator sets O‘;‘i, iR = Qij R and broadcasts afi iR
on behalf of P,.

¢ For every corrupt P;, the simulator received a pad pz iR from P;, forall j € [n]. The simulator
sets o, p := fi(j) + p; p for every j € [n], and broadcasts (o ; ) e[y On behalf of P;.

At this stage the simulator receives the messages from the corrupt parties to the honest parties,
and the inputs of the corrupt parties to the Fisj; instances in which the intermediary is corrupt.

Round 3. The simulator receives the flags flag; 4, flag; g, (flag; ;) jc[n) for every honest P;, as well
as the flags (ﬂag?) je[n) and (flagf“) jen), Where we assume that flag; ; = 0 for every honest P;, P},
and that flag;l = flagf = flag; 4 = flag; p = O for every honest P;.

For every honest P; the simulator sets
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¢ ]Egéi,d = ﬂavgz‘,R =0,
. 1%1-’ ; = 0 for every honest P;,

o 1%1.’ ; = 1 for every corrupt P; with either (1) flag; ; = 1, or (2) F; is internally-vss-conflicted
with P; in Sim!l,.

—d —d
For the dealer, the simulator sets flagp = 0; the simulator sets flag; = 0 for every honest P;; for

—d
every corrupt P; the simulator sets flag, := 1 if either (1) flagf = 1 or (2) if Py is internally-vss-

H

conflicted with P; in Simy,

—R
or 3) if o; jr # O‘Z ;g For the receiver, the simulator sets flag; = 0;

—R ——d
the simulator sets flag; = 0 for every honest P;; for every corrupt P; the simulator sets flag; := 1

if either (1) flagd = 1, or (2) aR,ij # BijRr or (3) Bri,j # iR

The simulator continues the execution of the vss instance by executing the third round of Sim!!

VSs
— o~ —~d —d —~R ~—R

with inputs (flag; 4, flag; g, flag; ;)ich jein), (flag;, flagr) e and (flag; ,flagy ) jefn)- The simulator

also broadcasts the flags of all honest parties. In addition, the simulator does as follows.

¢ Consider any corrupt P; for which @j = 1. In this case P; is vst-conflicted with P;, and the
simulator sets (pjf%,i,j = adRﬂ" ; — fi(4))jem) as the output of the output phase 1 of the Fisjq
instance in which R is the dealer and F; is the intermediary. In addition, in the Fis;; instance
where P; is the dealer and P, is the intermediary, the simulator leaks that P, intends to open

(pgj,R)jE[n]'

¢ Consider any corrupt P; for which 1%? = 1. In this case R is vst-conflicted with P;, then
for every honest P; the simulator sets (p;; r := B?%,i, ; — fi(4))jen as the output of the output
phase 1 of the Fisj; instance in which an honest P; is the dealer and R is the intermediary.
Moreover, for every corrupt P;, in the Fisjg instance where P; is the dealer and R is the
intermediary, the simulator leaks that R intends to open (¢, z).

In addition, the simulator sets the values (fi(j)) ;e[ as the output of the output phase 1 of
the Fisig instance in which P; is the dealer and R is the intermediary, both for F’(j, i) and for

F(i,j).
Moreover, in the Fisj, instance where P, is the dealer and R is the intermediary, the simulator
leaks that R intends to open (p; i R)jeml-

At this point the simulator receives the messages of the corrupt parties, and their inputs to the
various Fisjg instances. Consider the opening phase 1 of the Fis;; instance in which a corrupt P; is
the dealer and F; is the intermediary.

¢ If the input is revealp = 1, then the simulator also received a pad (ﬁ?’ ;.Rr)jeln) from the ad-

versary as an input to Fis;g, and the simulator simply returns b = 1 and (ﬁﬁ j.Rr)jeln) as the
output of the open phase 1.

¢ Otherwise, revealp = 0 and the simulator returns b = 0 as the output of the functionality.

If P, is vst-conflicted with P; then the simulator also returns ( pz ; r)jeln as the output of the
functionality.
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Consider the opening phase 1 of the Fis;; instance in which a corrupt F; is the dealer and R is
the intermediary.

¢ If the input is revealp = 1, then the simulator also received a pad (ﬁ; j. Rr) jeln] from the ad-
versary as an input to Fisig, and the simulator simply returns b = 1 and (p; ; z)je[n) as the
output of the open phase 1.

¢ Otherwise, revealp = 0 and the simulator returns b = 0 as the output of the functionality.

In addition, if R is vst-conflicted with P; then the simulator also returns (p; j r)jc[n) as the
output of the functionality.

If R is vst-conflicted with P}, then the simulator also returns (py; r) as the output of the
functionality.

For every instance of Fisj; in which the dealer is P; and the intermediary P; is corrupt, the
simulator holds all the inputs of P, and therefore, given the inputs of the corrupt P; can compute
the output of the functionality and return it to the adversary. Similarly, for every instance of Fisig
in which the dealer is R and the intermediary a corrupt P;, the simulator holds all the inputs of
R, and therefore, given the inputs of the corrupt P; can compute the output of the functionality
and return it to the adversary. Finally, for every instance of Fisj; in which both the dealer and the
intermediary are corrupt, the simulator holds all the inputs, and therefore can compute the output
and return it to the adversary. This completes the simulation for an honest F; and an honest R.

E.4 The sh-comp Simulator

In this section, we describe the simulator for protocol sh-comp.

E4.1 Round 1 Simulation: Input Phase

For every honest P; the simulator receives the values (F*(z, '), G% (x, '), H""*(x,1));en iec,jkeim)vel]
from the ideal functionality, as well as the polynomial F“?(z,y) for every corrupt Py, and every
i € Hand v € [{] so that ¢(i,v) = 7.

vst simulation. The simulator simulates the vst executions as follows.

* For every i € Hand v € [{] so that P, , is honest, the simulator simulates vst " by exe-
cuting an instance of Sim'™H, denoted Sim/M[Fiv], with inputs (F“°(x,i'))yec. Denote the

internal execution of Sim!, by Simf_[F#7].

* For every i € Hand v € [/] so that Py;, is corrupt, the simulator simulates vst® " as
follows. The simulator, that holds the input F*"¥(x, y) of the honest dealer, take the roles of
the honest parties, samples randomness for the execution of vst”"" on their behalf, computes
their messages, including the calls to Fis;g, and transfers them to the corrupt parties and to
the simulated honest parties in vst!™"”. We denote this sub-execution by Sim":C[Fi].

* Foreveryi € Cand v € [/] so that Py; ) is honest, the simulator simulates vst” " by taking
the roles of the honest parties, that have no inputs, sampling randomness for the execution of
vst?"" on their behalf, computing their messages, including the calls to Fisjy, and transferring
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them to the corrupt parties and to the simulated honest parties in vst’’ ", We denote this sub-
H,C C.H

execution by Simyg [F*]. We denote this sub-execution by Simz ' [F].

e For every i € Cand v € [(] so that Py, is corrupt, the simulator simulates vst”"" by
taking the roles of the honest parties, that have no inputs, sampling randomness for the
execution of vst?"" on their behalf, computing their messages, including the calls to Fis;g,
and transferring them to the corrupt parties and to the simulated honest parties in vst!’ "
We denote this sub-execution by Sim&E [Fio).

vst

tss simulation. We start by describing how to simulate the internal vss executions.

* For every i € Hand j € [m], the simulator simulates vss@"’ by executing an instance of
Simfl,, denoted Sim!! [G*], with inputs (G*(z,’))scc.

Vvss/

¢ For every i€ Hand j,k € [ ], the simulator simulates vss’! by executing an instance of
Simfl_, denoted Sim!! [H%7*], with inputs (H*/*(x,i’))ycc.

VSs/

e Foreveryi € Cand j € [m/], the simulator simulates the execution of vssC" by taking the role
of the honest parties, that have no inputs, sampling randomness for the execution of vss®
on their behalf, computing their messages, including the calls to F; s,g, and transferring them
to the corrupt partles and to the simulated honest parties in vss®’. We denote this sub-

execution by S|mVSS [GH].

 For everyi € Cand j,k € [m], the simulator simulates the execution of vss o by taking
the role of the honest parties, that have no inputs, sampling randomness for the execution of

ss?"”" on their behalf, computing their messages, including the calls to F; s,g, and transfer-

ring them to the corrupt partles and to the simulated honest parties in vss’"”". We denote
this sub-execution by Sim& [H7*].

In order to simulate the tss executions, the simulator does as follows.

» For every i € Hand j,k € [m], the simulator simulates tss*/* by executing an instance
of Simi_ with inputs (G (x, ), G"*(x, "), H"* (2,1")) rec/ where the internal Slm\,SS execu-
tions corresponding to A%, B and C? are Sim{L [G?7], Sim{l [G**] and Sim!\ [H7*] that were
already executed. We denote this execution by Sim! [i, j, k].

VSS[

e For every i € Cand j,k € [m], the simulator simulates tss’/** by taking the role of the
honest parties, that have no inputs, sampling randomness for the execution of tss*/* on
their behalf, computing their messages, including the calls to Fisjs, and transferring them to
the corrupt parties and to the simulated honest parties in tssJ**, where the internal Sim!!
executions corresponding to A%, B® and C° are Sim& [G*], Sim& [GZ *] and Sim
were already executed. We denote this execution by Sim[i, , .

VSS

[HF] that

VSs

At this stage the simulator receives from the adversary the massages of all corrupt parties, as well
as the inputs of all honest parties to the Fis;; instances where the dealer is corrupt.
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E.4.2 Round 2 Simulation

The second round simulation is done by continuing the execution of all Simyss, Simyst and Simiss
in the same manner as in the first round. At the end of the round the simulator receives from the
adversary the massages of all corrupt parties, as well as the inputs of all honest parties to the Fis;g
instances where the intermediary is corrupt.

E.4.3 Round 3 Simulation: Linear Computation Phase

For every honest P; the simulator receives

m
N BLGH () + S A H (e, y) + F(a,y)
J=1 J,k€[m] vel]

from the ideal functionality. In addition, for every ((i1,v1), (i2,v2)) € S so that P;, and P;, are hon-
est, the simulator receives F"1V1 (z,y) — F:%2(x, y). Finally, for every or every ((i1,v1), (i2,v2)) € S
so that P;, is honest and P, is corrupt, the simulator receives F1V1(z, y) from the ideal function-
ality, and for every ((i1,v1), (i2,v2)) € S so that P,, is honest and P;, is corrupt, the simulator
receives F2:%2(x, y) from the ideal functionality.

Flag computation. At the beginning of the third round of simulation, for every honest P; and
every corrupt P;, the simulator can compute whether P, is iSign-conflicted with P; by checking the
input bit reveal7 that the corrupt P; sent to the Fis;; instance where F; is the dealer and P; is the
intermediary. For every honest P; and P;, we say that P; and P; are not iSign-conflicted . Therefore,
for every honest P;, and every P; the simulator knows whether P; is iSign-conflicted with P; or
not.

Based on this information, in every vss, tss and vst instance, the simulator can compute for
every honest P; and every P; whether P; is internally-vss-conflicted and internally-vst-conflicted
with P;. Based on this information, for every honest P; the simulator can compute the input-flags
of P; to every vss, tss and vst instance just like in the protocol. Similarly, for every honest P; and
every corrupt P; we know whether P; thinks that its shares might change in a vss instance in which
P; is the dealer.

The simulator simulates the third round of vss, tss and vst by continuing the execution of all
Simyss, Simys: and Simyss in the same manner, and using the computed flags as the inputs of the hon-
est parties. In addition, for every instance of Fis;; in which both the dealer and the intermediary
are honest, the simulator returns the bit b = 0.

linop; simulation. Consider any honest P; and v € [¢]. Let Py be an honest party, and for every
J, k € [m], denote by (bfflj )iren]s (bf,l ;ff k) e (b5 ljf) j'c[n) the broadcast of Py in the simulation of
vss@ vss#"”" and vss!™, respectively. Then the messages of Py in the v-th linear computation of
P; are simulated as follows.

o If flagy g = 0invst” ", then for every honest P}/, let the corresponding output of Fis;; where
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P/ is the dealer and Py is the intermediary be

Zﬂi’] BT+ Y by bl ZB“ GH(f i)+ D R HRG )+ FRGLE) )

& J,k€[m]

where the first term can be computed from the broadcasts of P, and the second term is

given as part of the leakage.

In addition, for every corrupt Pj with flag;, ;; = 0invss&”, vss'*”* and vss™"", the simulator

gives the vector of coefficients (8;;,7/; 1, 1)jkefm) to the adversary, as the corresponding

leakage in Fisj; where P; is the dealer and Py is the intermediary. (Otherwise, the vector of
& g j Yy

coefficients is set to be the all-zero vector.)

o If flagy p = 1 in vst” ", then R is necessarily corrupt, and for every honest P/, let the corre-
sponding output of Fisj; where P is the dealer and Py is the intermediary be

Zﬁw Ty, z’ + Z %szrw'“C

j,k€[m]

Observe that the simulator holds all the random pads since R is corrupt.

In addition, for every corrupt P;; with flag; ;; = 0 in vss@ vsst"" and vss™", the simu-
lator gives the vector of coefficients (8;;,7/; .)jxeim to the adversary, as the corresponding
leakage in Fis;s where P} is the dealer and Py is the intermediary. (Otherwise, the vector of

coefficients is set to be the all-zero vector.)

Consider any corrupt P, and v € [{]. Let Py be an honest party, and denote by
(TJG/;) (7’]]3”2/] ", (rﬁllf’) the random pads that Pj sent to Py in the simulation of vss®"”, vss o
and vss/"", respectively. (Observe that the simulator holds all of those values when P, is corrupt.)
Then the messages of Py in the v-th linear computation of P; are simulated as follows.

o Ifflagy p = 0invst’™ " and flag, = 0 in (vss&"’, vssHi’j’k)jvkE[m], then for every honest P/, let

the corresponding output of Fisiz where Pj is the dealer and Py is the intermediary be

ZBZ] i L+ Z %Jk:THZ'J + JFT
j,k€lm
In addition, for every corrupt Py with flag; , = 0invss"” vss®"" and vss”"", the simulator
gives the vector of coefficients (5;;,7/; s, 1)jke(m) to the adversary, as the corresponding
leakage in Fisi; where P} is the dealer and Py is the intermediary. (Otherwise, the vector of

coefficients is set to be the all-zero vector.)
* Ifflag;; p = Lin vst!" and flag; = 0in (vssGi’j,vssHi’j’k)jvke[m], then for every honest P/, let
the corresponding output of Fisiz where Pj is the dealer and Pj is the intermediary be

Zﬁw Ty, 1’ Jr Z %J,k’ra’l']k

J,k€[m]
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In addition, for every corrupt P; with flag;, ;; = 0 in vss@™? ,vss!! "% and vsst i’v, the simu-
lator gives the vector of coefficients (8,77 1)j.keim) to the adversary, as the corresponding
leakage in Fisiz where P} is the dealer and P is the intermediary. (Otherwise, the vector of

coefficients is set to be the all-zero vector.)

linop, simulation. Let ((i1,v1), (i2,v2)) € S. Consider any honest P; and denote by b;""* the

broadcast message of P; in vss!’ wk e {1,2}. We split into cases.

e Assume that P;,, P;, are honest. Then for every honest P;, the output of Fisi; where P; is the
dealer and P; is the 1ntermed1ary is (b bt — bfj”g) — (Fvi(4,4) — F22(5,4)).

e Assume that P, is corrupt and P, is honest. If flag; = 1 in vss’ "1 then P; broadcasts
“complaint:1”. In addition, for every honest P; let the corresponding output of Fis;; where

P;j is the dealer and P, is the intermediary be b”’”2 Fi2:2(5 4).

Fll

Otherwise, flag; = 0 in vss For every honest P;, if flag; ; = 1in vss?1" then let the

corresponding output of Fisi; where P; is the dealer and P; is the intermediary be b”’w -

Fi2v2(j 7). Otherwise, if flag; ;= 0in vssPU et the corresponding output of Fisig where

P; is the dealer and P, is the intermediary be r”’”l — (622]”2 — F22(j,4)), where r;'»’li’vl is the
random pad sent from P; to P; in the 51mulat10n of vsst™ 1
The case where P;, is honest and F;, is corrupt is symmetric.

Fil,vl

¢ Assume that P;, and P;, are corrupt. If flag; = 1 in vss and in vss™"*"? then P; broadcasts

“complaint:1,2”.

Otherwise, if flag; = 1 in vss” "I but not in vss”>"*? then P, broadcasts “complaint:1”. In

addition, for every honest P; let the corresponding output of Fisj; where P; is the dealer

7j2 27.72

and P; is the intermediary be r/%’?, where 7’

F2,72

is the random pad sent from P; to P; in the

simulation of vss
Otherwise, if flag; = 1 in vss’ 292 byt not in vss” "' then P; broadcasts “complaint:2”. In
addition, for every honest P; let the corresponding output of Fisi; where P; is the dealer

and P; is the intermediary be r“’J !, where 7’”’] ! is the random pad sent from P; to P; in the
y J

simulation of vssf™! .

Otherwise flag; = 0 in vss”"”* and in vss*"*"%. For every honest P;, if flag; ; = 1 in vss'™*”*

and vss™*”? F171 then let the corresponding output

227]2

then do nothing. If flag; ; = 1 only in vss

of Fisig where P; is the dealer and F; is the intermediary be r;
Fi2,J2

Similarly, if flag; ; = 1

only in vss then let the corresponding output of Fisig where Pj is the dealer and P; is

L1 Fren F272 " we let the

217J1 _

the intermediary be r . Otherwise, if flag; ; = 0 in vss and in vss

corresponding output of Fisig where P; is the dealer and F; is the intermediary be 7
7’22-7]2
gi

For every honest P; and corrupt P;, the leakage of the Fis;; instance in which P; is the dealer

Fil ;U1

and P, is the intermediary is computed as follows. If flag; = 1 in vss or in vss™"*" then the
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Fil ;U1 Fi2 ,v9

leakage is the all-zero string. Otherwise, flag; = 0 in vss and in vss

VSSFil,vl Fi2,'u2

. i1,V
and in vss Fam

Fi2,v2

, then the leakage is the all-zero string. Otherwise, if flag; ; = 1in vss

but not in vss then the leakage is the vector of coefficients (1). Otherwise, if flag; ; = 1 in

19,V . i1,V
vsst#? but not in vsst !
Fil,'ul Fi2,1)2

then the leakage is the vector of coefficients (1). Otherwise, if flag; ; = 0

in vss and in vss then the leakage is the vector of coefficients (1, —1).

Completing linop; and linop,. At this stage the simulator receives the messages from the corrupt
parties to the honest parties, as well as the inputs to the Fisj, instances where either the dealer
or the intermediary (or both) is corrupt. For all of those instances that correspond to linop; and
linop, the simulator holds all the inputs the Fisjg, and can compute the output accordingly. This
concludes the simulation of the third round.

E.4.4 Communication with Fgp-comp

The simulator computes the set I like in the protocol. Consider a corrupt P;. If P; is in I,
then the simulator inputs flag; = 1 to Feh-comp. Otherwise flag; = 0, and P; is not discarded
in any vss instance. Let (G (z,y), H"/F(x,y), F*(x, Y))jkelm],velg be the polynomials defined

by the shares of the honest parties in (vssGi’J ,vssl i’j’k,vssF i’v) jkelm]vel- The simulator inputs

ﬂagi7 (Gz,y (1’, y)v HiJ’k (.T, y)7 Fiv (JZ’, y))j,ke[m],ve[é} as the iHPUt of P’L

E.4.5 Round 4 Simulation: Opening Phase

For every honest P; the simulator receives (i, (Jik, Vik, F7/2%% (2, 9) ) ke(u,)))- For every honest P;
the simulator broadcasts (14, (i, Vi k)ke[u,])) on behalf of P;. In addition, for every honest P; and
every k € ; the simulator does as follows.

Honest P;,,. Assume that Pj, , is honest. Then for every honest P so that Py is notin W U w'u

U U B in vst?"*""*  the simulator returns (bir jr — Fliwvik (g i'))jicn) as the output of the Fisig
instance in which Py is the dealer and P, is the intermediary, where by ; is the broadcast of Py in

vst?""*""* In addition, for every corrupt Py so that P;isnotin W U W' UU U Bin vst?” """  the
simulator gives the vector of coefficients (1) to the adversary as the leakage of the Fis;; instance in
which Py is the dealer and P; is the intermediary.

Corrupt P;,,. Assume that P;, , is corrupt. Then for every honest P so that P is not in W U
W/ UU U B in vst?""*""* | the simulator returns (s j,) j'e[n) @s the output of the Figjy instance in
which Py is the dealer and P is the intermediary, where pf, ;, p, is the message that Py sent to 12 in
oM In addition, for every corrupt Py so that P; isnotin WUW/UU U B in

, the simulator gives the vector of coefficients (1) to the adversary as the leakage of the
Fisig instance in which Py is the dealer and P, is the intermediary.

the execution of vst®"
Ji, ko Vi,k
vstf

At this stage the simulator receives the messages from the corrupt parties to the honest parties,
as well as the inputs to the Fis;; instances where either the dealer or the intermediary (or both) is
corrupt. For all of those instances the simulator holds all the inputs the Fis;s, and can compute the
output accordingly.
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E4.6 Communication with Fgp-comp

For every corrupt P; so that ¢ ¢ I at the beginning of Round 4, Ilet
(1is (Gi o> Vi, FI0%k (2, ) ) e fu,])) De the broadcast of Pi. If the output of the opening phase of
some linops execution where P; is the receiver ended with L, then the simulator inputs abort; = 1.
Otherwise, the simulator inputs (s, (jik, Vik)kely,))) s the input of P;. This concludes the
simulation.

E.5 Analysis of the sh-comp Simulator
E.5.1 Analysis: Round 1 Simulation

At the beginning of the round the environment picks the inputs to the honest parties in the same
way in both worlds. Fix those inputs. We begin by analysing the internal vss executions in the
various tss and vst executions. Fix any order to the vss instances and consider the i-th instance.
Then it is not hard to see that the internal randomness used to generate the messages of the honest
parties in the i-th vss instance is independent of the messages of the honest parties in the previous
instances. Therefore we can analyse each instance separately. Consider any instance of vss, and let
us split into cases.

Corrupt P;. Assume that dealer Fj is corrupt. In this case, the vss instance is executed in the
same way in both worlds, so the view is the same in both worlds, as required.

Honest P; and corrupt receiver in vst. Assume that dealer P; is honest, and the vss instance
is executed as part of a vst execution in which the receiver is corrupt. Then the vss instance is
executed in the same way in both worlds, so the view is the same in both worlds, as required.

Honest P;. Assume that the dealer P; is honest, and the vss execution is not part of a vst ex-
ecution in which the receiver is corrupt. Denote the real-world sharing polynomial by f(z,y).
We start by analysing the inputs (i, f;(z))scc to Sim!l,, and show that those inputs have the same
distribution as the real-world values (i, f(z,%))icc. Indeed, if the execution corresponds to the
sharing of FJ(z,y), G (x,y) or H*'* for some i € [n] and j, k € [m], then f(z,y) is fixed and
equal to F' (x,y), G (x,y) or H*J'¥, respectively, and it is not hard to verify that the claim holds.
Otherwise the execution is an internal vss-simulation inside the simulation of tss. In this case, the
claim holds by Fact B.3. Fix the inputs (i, fi(z))icc. Then, in both worlds the corresponding out-
puts of Fisiz where P, is the dealer and a corrupt P; is the intermediary are (f;(j));cc. In addition,
for every honest P; and corrupt P; the random pads r; j are uniformly distributed, so the output
of Fisig where P; is the dealer and a corrupt P; is the intermediary is 7; ;.

Fix the view of the adversary in all vss instances. Since the first round of tss consists only of
vss calls, we conclude that the adversary’s view in tss is fixed as well. We continue by analysing
the vst instances. Fix any order to the vst instances and consider the i-th instance. Then it is not
hard to see that the internal randomness used to generate the messages of the honest parties in
the i-th vst instance is independent of the messages of the honest parties in the previous instances.
Therefore we can analyse each instance separately. Consider any instance of vst, and let us split
into cases.
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Honest P; and R. Assume that the dealer P; and the receiver R are honest. Denote the real-
world sharing polynomial by f(z,y). Then the same analysis as in the vss cast shows that the
inputs (i, fi(z))icc to Sim!l, are fixed and equal to (i, f(z,7))icc. In addition, the random pads
(PR,z’,j)z‘ere[n] are uniformly distributed in both worlds, so the output of Fisi; where R is the
dealer and a corrupt P is the intermediary, that is (pri, ;) c[n), has the same distribution in both

worlds.

Honest P, corrupt R. Assume that P, is honest and R is corrupt. Denote the real-world sharing
polynomial by f(z,y), and observe that f(x, y) is the input to vst. Therefore, it is not hard to verify
that the vst instance is executed in the same way in both worlds, so the view is the same in both
worlds, as required.

Corrupt P;. Assume that the dealer P, is corrupt. In this case, the vst instance is executed in the
same way in both worlds, so the view is the same in both worlds, as required.

This concludes the analysis of the first round.

E.5.2 Analysis: Round 2 Simulation

Fix any first-round view of the adversary. We begin by analysing the second-round simulation of
the internal vss executions in the various tss and vst executions. As before, the messages of the
honest parties in the i-th vss instance are independent of the messages of the honest parties in
previous instances. Therefore we can analyse each instance separately. Consider any instance of
vss, and let us split into cases.

Corrupt P;. Assume that dealer Py is corrupt. In this case, the vss instance is executed in the
same way in both worlds, so the view is the same in both worlds, as required.

Honest P; and corrupt receiver in vst. Assume that dealer P; is honest, and the vss instance
is executed as part of a vst execution in which the receiver is corrupt. Then the vss instance is
executed in the same way in both worlds, so the view is the same in both worlds, as required.

Honest P;. Assume that the dealer P, is honest, and the vss execution is not part of a vst execu-
tion in which the receiver is corrupt. As before, we denote the real-world sharing polynomial by
f(z,y) and the inputs to the simulator by (i, f;(z)),cc, where we saw that f;(z) = f(x, ) for every
i € C. For every honest P; and P}, the random variables a; ; and b; ; are uniformly distributed, and
itholds that a;; = b; j and b;; = a; j. Therefore, the broadcast messages (a; ;, a; i, b; j, b; ;) have the
same distribution in both worlds. Fix those messages. In addition, in both worlds the broadcast
messages (af ;);c jepn) are fixed and equal to (a;7)icH,jefn)-

For every honest P; and corrupt P;, the real-world broadcast message «; ; is set to be f(j,4) +
ri; = fj(i) + 754, so it is equal to the ideal-world broadcast message. Similarly, the real-world
broadcast message b; ; is set to be f(j,i) + r}; = f;(i) + r};, so it is equal to the ideal-world
broadcast message. Finally, for every corrupt P; and j € [n], the real-world broadcast message a; ;

is set to be f(j,7) + rzd, ;= i)+ 7"5'1, ;80 it is equal to the ideal-world broadcast message.
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Fix the view of the adversary in all vss instances. We continue by analysing the second round
of all tss instances, and by the same reasoning as before, we can analyse each instance separately.
Observe that the second round of tss consists only of vss calls and challenge generation. Therefore,
the only additional messages sent by the honest parties are the challenges (5,i)q,i, Wwhere we
enumerate over all sets ) where Py is honest and ) contains a corrupt party, and all i € [n].
In both worlds (8¢,i)q,i, are uniformly distributed. Fix those challenges, so the view in the tss
execution is fixed as well. We continue by analysing the vst instances and by the same reasoning
as before, we can analyse each instance separately. We split into cases.

Honest P; and R. Assume that P; and R are honest. As before, denote the real-world sharing
polynomial by f(z,y), and the inputs to the simulator by (i, fi(z));cc, where we saw that f;(z) =
f(x,i) for every i € C. For every honest P; and every j € [n], the random variables «; j r and §; ; r
are uniformly distributed, and it holds that ar; ; = f; ;r and Br;; = o j r- Fix those messages.
In addition, in both worlds the broadcast messages (ag iR Ofﬁl«z,i,j)ieH,je[n] are fixed and equal to
(@ij. Ry AR j)ieH,je[n]-

For every corrupt P, the real-world broadcast message g ; ; is set to be f(j,i) + pri; =
fj(i) + pr,ij, so it is equal to the ideal-world broadcast message. Similarly, 8g; ; is set to be
f(G,9) + pijr = fi(@) + p} ;g s0 it is equal to the ideal-world broadcast message. Moreover, the
broadcast messages (adR% j)iec jen) are fixed and equal to (ar;; j)icc jen)- Finally, in both worlds,
for every corrupt P; and every j € [n] the broadcast message o

¢ g is fixed and equal to f(j,4) +
p‘f,j,R = fi(j) + ngﬁ-

Other cases. In all other cases, the vst instance is executed in the same way in both worlds, so
the view is the same in both worlds, as required.

This concludes the analysis of the second round.

E.5.3 Analysis: Round 3 Simulation

Fix any second-round view of the adversary. It is not hard to see that the flags of the honest
parties to each vss, tss and vst instance are computed in the same way in both worlds. We continue
by analysing the third-round simulation of the internal vss executions in the various tss and vst
executions, and by the same reasoning as before, we can analyse each instance separately. We split
into cases.

Corrupt P;. Assume that dealer Py is corrupt. In this case, the vss instance is executed in the
same way in both worlds, so the view is the same in both worlds, as required.

Honest P; and corrupt receiver in vst. Assume that dealer P, is honest, and the vss instance
is executed as part of a vst execution in which the receiver is corrupt. Then the vss instance is
executed in the same way in both worlds, so the view is the same in both worlds, as required.
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Honest P;. Assume that the dealer P; is honest, and the vss execution is not part of a vst execu-
tion in which the receiver is corrupt. As before, we denote the real-world sharing polynomial by
f(z,y) and the inputs to the simulator by (i, fi(z))icc, where we saw that f;(z) = f(z, i) for every
i € C. For an honest P; we denote the flags by flag;, (flag; ;) je[») and we denote the flags of P; by

First, we observe that for every honest P; it holds that fla g? = 0. Indeed, P; is not
iSign-conflicted with P;, or internally-vss-conflicted with P; in any vss execution in which P; is
the dealer, or internally vst-conflicted with P; in any vst execution in which P; is the dealer, since
both are honest. A similar reasoning shows that for every honest P; it holds that flag; = 0, and
that for every pair of honest parties P, P; it holds that flag; ; = flag;; = 0. In addition, observe
that if P, is internally-vss-conflicted with some corrupt P; then fla gf = 1, and that if an honest P;
is internally-vss-conflicted with P; then flag;; = 1. Therefore, the broadcasts of the flags of the
honest parties are the same in both worlds.

Consider any corrupt P; with flag¢ = 1. Then in both worlds for every honest P; the value r;;
is opened in any Fis;z instance in which P; is the dealer and P; is the intermediary; if ﬂagg =0
then no value is opened. Similarly, for every honest P; and corrupt P; so that flag; ; = 1 the value
fj(i) = fi(j) is opened in the Fis;z instance in which P; is the dealer and P, is the intermediary; if
flag; ; = 0 then no value is opened.

In the rest of the Fis;; instances, where either the dealer or the intermediary or both are corrupt,
the simulator holds all the inputs to Fis;; and the computation of the outputs is done in the same
way in both worlds.

Fix the view of the adversary in all vss instances. We continue with the analysis of the tss. By
the same reasoning as before, we can analyse each instance separately. We split into cases.

Honest P;. First, observe that the values (F"*(z, i))vefab.cl kef0,...2d} icc are fixed and the same
in both worlds, where F**(z,7) = F**(x,y) = 0 for k > d.

Like in the case of vss, it is not hard to verify that for every honest P; it holds that flagd =
flag, = 0, that for every pair of honest parties P, P; it holds that flag; ; = flag;; = 0. In addition,
if Py is internally-vss-conflicted with some corrupt F; then flagf = 1, and that if an honest P; is
internally-vss-conflicted with P; then flag, ; = 1.

Consider any set (Q and honest P; in Q). If Py is corrupt than the challenges that Py sent to F;
were chosen by the adversary in Round 2. If Py is honest and @) contains a corrupt party, then
the challenges (8¢,j) jec were already fixed in the second round. Otherwise, if Py is honest and @
does not contain a corrupt party, then the challenges (8¢, ;);jcc are uniformly distributed in both
worlds, and we fix them. This fixes all the challenges that the adversary sees, and we denote those
challenges by a1, ..., a4 for ¢ < d. We need the following lemma, that was proved in [AKP22,
Lemma H.2].

Lemma E.1. Let IF be a field, let ¢ < d be some positive integers with 2d < |F|, and let oy, ...,aq € F
be distinct non-zero elements. Let n and t < n/2 be positive integers, and let C C {1,...,n} be a set
of size at most t. Let P(x) be a degree-2d polynomial, and let F°(x,y) and F'(x,y),..., F?(2,y)
be symmetric bivariate polynomials of degree at most t in each variable, such that F*(0,0) = P* for
k€ {0,d+1,...,2d}, where P* is the k-th coefficient of P(x). For k € {0,d+1,...,2d}, and i € C let
[ (@) o= F¥(w,i). Let {fF()}reqn,....ap.icc be a set of degree-t polynomials, such that fF(j) = fF (i) for
alli,j e Cand k € {1,...,d}.
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Let FO(x,y),. .., F?4(x,y) be uniformly distributed symmetric bivariate polynomials of degree at most
t in each variable, conditioned on (1) FO(z,y) = FO(z,y) and F*(z,y) = F*(z,y) for every k € {d +
1,...,2d}, (2) F¥(x,i) = f¥(z) forallk € {1,...,d} and i € C, and (3) F¥(0,0) = P*, where P* is the
k-th coefficient of P(z), for every k € {1,...,d}.

Then the random variables (G7(x,y)) jeq1,...q}, Where

2d

G](xvy) = ZO[;{: ’ Fk(x7y)7
k=0

are uniformly distributed symmetric bivariate polynomials of degree at most t in each variable, conditioned

on
2d

G(w,i) =) of - ff(x) and GI(0,0) = P(ay),
k=0
forall j € {1,...,q}andi e C.

Consider the real-world random variables (A(«;), B(a;),C(a;))iclq and observe that
(A(ci), B(a;))ie|q are uniformly distributed, and that C(a;) = A(a;) - B(a;) for every i € [q].
Since ¢ < d, and by Fact B.1 the ideal-world random variables (A(a;), B(a;), C(a:));eq have the
same distribution. Fix those random variables. By Lemma E.1 the random variables

2d
(G”’j(% y) =Y af F"¥(z, y))
v€{a,b,c},j€lq]

k=0

have the same distribution in both worlds, where F*(z,y) = F**(z,y) = 0 for k > d. Condi-
tioned on those values, it is not hard to verify that the computation in linop; is done in the same
way in both worlds.

Corrupt P;. Assume that Py is corrupt. In this case, the tss instance is executed in the same way
in both worlds, so the view is the same in both worlds, as required.

Fix the view of the adversary in all tss instances as well. We continue with the analysis of the
vst. Again, we can analyse each instance separately. We split into cases.

Honest P;, R. Assume that P; and R are honest. Like in the case of vss and tss, one can verify
that flag} = flag}, = 0, that for every honest P; it holds that flag? = flagl® = flag; 4 = flag; p = 0,
and that for every pair of honest parties P;, P; it holds that flag; ; = flag, ; = 0. In addition, if P; is
internally-vss-conflicted with some corrupt P; then flag? = 1, and that if an honest P; is internally-
vss-conflicted with P; then flag;; = 1. Therefore, the broadcasts of the flags of the honest parties
are the same in both worlds.

Consider a corrupt P; with flag¢ = 1. In the real world the values (pf,l%, ji)jeln) are opened in the
Fisig instance where R is the dealer and F; is the intermediary, and since 5?371-, ;= fi(g) + p‘}i it
is not hard to see that the same values are opened in the ideal world as well. Similarly, consider a
corrupt P; with flag? = 1. The for every honest P}, in the real world the values (P?,i, ) are opened
in the Fisjg instance where P; is the dealer and R is the intermediary, and since Sr; j = fi(J)+pj,i,rs
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the same values are opened in the ideal world as well. In addition, in both worlds the values
(fi(k))re[n) are opened in both worlds in the Fis;g instance where P; is the dealer and R is the
intermediary.

In the rest of the Fis;; instances, where either the dealer or the intermediary or both are corrupt,
the simulator holds all the inputs to Fisj; and the computation of the outputs is done in the same
way in both worlds.

Other cases. In all other cases, the vst instance is executed in the same way in both worlds, so
the view is the same in both worlds, as required.

We continue with the analysis of linops. Consider any honest P; and v € [{]. Then in the real
world, for every honest P with ﬂag% r=0in vst?’ and every j' € Hitholds that

Gz] Hzgk sz
ZBZJ gt T Z %ka b

g.k€[m]

ZB Gz,] _|_ ,,n 7 + Z ,Yz@jjk(Hi,j,k( ) i ’I“I{l< k:) + (Fi,v( ) i ! /Z‘U
J:kem]

)

Therefore, the simulator perfectly simulates the output of Fis;; for every honest dealer P and
honest intermediary Py . If flag; p = 1 then R is corrupt, and then the output the Fis;g is computed
in the same way in both worlds. Similarly, if P; is corrupt then the output the Fisig is computed in
the same way in both worlds. Finally, one can verify that in all cases the leakage to the adversary
is computed exactly like in the real world. This concludes the analysis of linops. The analysis of
linop,, follows in a similar way, by noting that, in the real world, for every honest P;, every v € [/,
and every honest P;, P it holds that bf ;’” = F(k,j) + r}z ;U This concludes the analysis of the
third round of the simulation.

E.5.4 Analysis: Output of Honest Parties

Consider an honest P;. Then, by Lemma 6.5 P, is never discarded as a dealer in vss, by the analysis
in Section 7.1.2 P; is not discarded as a dealer in tss, and by Lemma 7.3 P; is not discarded as a
dealer in vst. In addition, it is not hard to verify that all the assumptions of linop, linop, and linops
are satisfied, so by the above lemmas, together with Lemmas 7.1, Lemma 8.2 and Lemma 8.3 it
holds that the set B contains no honest parties. Therefore, by Lemma 6.5, in the real world every
honest Py outputs (F“¥(x,7'), G4 (x, i), H"*(x,i)) ; kepm)veq just like in the ideal world. In
addition, by the correctness of linop; (Lemma 8.3), the recovered values that correspond to the
linear operations on the inputs of P; are exactly (372, B7;G™ (2,y) + 3 peim W0 H* (2, y) +
F(z,y))yejq, as required.

Consider now a corrupt P;. By the analysis in Section 7.1.2, the probability that there exists
a tss instance in which P; is the dealer, FP; is not discarded by some honest party, and F9(0,0) -
F?0(0,0) # F<°(0,0) is at most 2m?nd/(|F| — 1). Taking a union bound over all corrupt parties,
we conclude that the probability that there exists a tss instance in which a corrupt party is the
dealer, the dealer is not discarded by some honest party, and F*°(0,0) - F*°(0,0) # F<°(0,0) is
at most 2m?n2d/(|F| — 1) < 27*. Fix any execution for which this even does not occur. Then it

110



is not hard to see that in both worlds the set I is the same. In addition, by Lemma 6.5, for every
corrupt P; so that i ¢ I it holds that the shares of the honest parties in P;’s polynomials are the
same in both worlds. Finally, by the correctness of linop, (Lemma 8.2) it follows that for every
((i1,v1), (i2,v2)) € S so that i1, iy ¢ I, the output of linop, is F1:V1 (z,y) — F2:¥2(x,y), as required.

E.5.5 Analysis: Round 4 Simulation

By Lemma 7.3, in every vst execution where R is honest, and every P;, P; ¢ B, the (i, j)-th share
is F'(j,i), where F'(x,y) is the polynomial defined by the shares of the honest parties in the un-
derlying vss execution (and F'(z,y) = F(z,y) if the dealer is honest). Therefore, both in the
real-world and in the simulation the shares are revealed in the same way, as required. In addi-
tion, by Lemma 7.3 in every vst execution where R is corrupt, R either opens F'(z,y) or L, where
F'(z,y) is the polynomial defined by the shares of the honest parties in the underlying vss execu-
tion. Therefore, the outputs of the honest parties are the same in both worlds. This concludes the
analysis of the simulator of sh-comp.

F Augmented Single Input Functionality

In this section, we prove that protocol asif UC-emulates F,qf with statistical security in the
Fsh-comp-hybrid model. From the composition properties of UC-security, this implies that protocol
asif UC-emulates F,;¢.

Let A be the dummy adversary. We define the simulator as follows. The simulator uses A in a
black-box manner, and forwards all messages between Z and .A. The simulator first receives the
set of corrupt parties C.

F1 The Simulator

Round 1. The simulator does as follows on behalf of every honest F;.

* Samples a random symmetric bivariate polynomial F*-*(z,y) of degree at most ¢ in each
variable, for every i’ € [n] and v € [{]

* Samples a random symmetric bivariate polynomial G*/(x,y) of degree at most ¢ in each
variable, conditioned on G%7(0,0) = 0, for every j € [m).

* Samples a random symmetric bivariate polynomial H%*(z,y) of degree at most ¢ in each
variable, conditioned on H%/(0,0) = 0, for every j,k € [m].

The simulator gives the adversary the values (F“"*(z, j'), G* (x, j'), H*"*(x, j'));en ircn)veld,j ke m].jreC
as well as (F""*(z, Y))ieH,iveC,vefg as the leakage from Foh-comp-

Round 2. The simulator does nothing.

111



Round 3. The simulator receives the values (f; j(x;))icH,jec as a leakage from F.q, as well as
(1) fir ko1 (Xiy) — fig ke (Xiy) for every (k, (i1,v1), (i2,v2)) € S so that P;; and P;, are honest,
(2) fi1 k0 (x4,) for every (k, (i1,v1), (i2,v2)) € S so that P;, is honest and P;, is corrupt, and (3)
fio ke vo (Xi,) for every (k, (i1,v1), (i2,v2)) € S so that P, is honest and FP;, is corrupt.

The simulator samples symmetric bivariate polynomials of degree at most ¢ in each variables
(Fi7i,7v (ZE, j/)a G (xv j/)’ Hi7j7k(xa j,))iGH,i’E[n] WeEll],j,k€[m],j'eC conditioned on

1. (Fi7il7”(:n,j/) = Fi’il’v(xaj/))ieH,z"e[n]me[ﬁ],j’EC'
2. (GY(x,j') = G (x,]"))ien jem] jrecs

3. (H"WM(w,j") = H""Mx,j"))icn j kem] e/

4. (FH(x,y) = FY"*(2,9))ieH.ec el

5. For every (K, (i1,v1), (i2,v2)) € S so that P;, and P, are honest, the value

Zﬁn W G000+ D Ay HY0,0) Zﬁw w GH(0,0)+ D 92y HPR0,0)

g, kelm] Jrk€[m]

is equal to fihk,vl (Xil) - fi27kﬂ}2 (xiz)/

6. For every (K, (i1,v1), (i2,v2)) € S so that P;, is honest and P,, is corrupt, the value

Zﬁn WG 0.0)+ D i H0,0)

J,k€[m]
is equal to f;, kv, (Xi1),

7. For every (K, (i1,v1), (i2,v2)) € S so that P;, is corrupt and P, is honest, the value

Zﬁm w G000+ Y 2 H=(0,0)

Jk€[m]

is equal to fi, i v, (Xis)-

The simulator gives the following values to the adversary as the leakage from Fgp-comp: the
values

OUtZ i v .T y Zﬁz i le’] Z y Z ’sz,i’,j,kHLj’k(xa y) + Fl’ll’ﬂ(xvy)

J,k€[m] icH,i’ €[n]well]
and (1) the polynomial Fitkvi(z,y) — Fizkv2(z y) for every (k, (i1,v1), (ia,v2)) € S so that P,
and P;, are honest, (2) the polynomial Fivko (g ) for every (k, (i1,v1), (i2,v2)) € S so that P;, is
honest and P, is corrupt, and (3) the polynomial F2*2(z, y) for every (k, (i1,v1), (i2,v2)) € S s0
that P;, is corrupt and P, is honest.
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Communication with Fg,-comp. At this stage the simulator receives the inputs of the honest
parties to Fsp-comp- For every corrupt P; the simulator does as follows. If flag; = 1, or if
(FU'%(x, §), G (x, §), H* (2, §')) e nl velq.jkelm).rcc are not all symmetric bivariate polynomi-
als of degree at most ¢ in each variable, or if there exist j,k € [m] so that G(0,0) - G"**(0,0) #
H%7k(0,0) then the simulator inputs flag; = 1 to F,g;¢ (the rest of the inputs do not matter). Other-
wise the simulator sets x;[j] = G%/(0,0) for all j € [m], and inputs flag; = 0 and x; to Fagis.

Round 4. The simulator receives the leakage (1, jik, Vi, f75%" % (X5, , ) )ieH kefu,] from Fasis.
The simulator samples symmetric bivariate polynomials of degree at most ¢ in each variables
(F'2(x, ), G (x, §), H* (2, §'))icn ircin)veld.jbem] j7ec With the same conditioning (1)~(7) as
in Round 3, together with

8. For everyi € Hand k € [u;] so that j; ;, € H the value

m
DB GIEI0,0) 4 Y At HT R (0,0)
j=1

J.kem]
is equal to f7ikbVik (x5, ).

The simulator gives (1, jik, Uik, F7#2" 1% (2, ))ich kel to the adversary as the leakage of Fgis.

Communication with Fg,-comp. The simulator receives the inputs of the corrupt parties to
Fsh-comp- FOr every corrupt P; with abort; = 1, the simulator inputs abort; = 1 to F,s¢. Otherwise,
on inputs p; and (i k, 7, Vi k) ke[u;) from P;, the simulator inputs abort; = 0, p1; and (ji x, Vi k) ke[, tO
Fasie- This conclude the simulation.

F2 Analysis

The security proof of our protocol in the Fgp-comp-hybrid model follows the same lines as the
security proof of the classic BGW protocol [BGW88] for linear computation in the settings honest-
majority and perfect security against against a semi-honest adversary (see [AL17] for more infor-
mation). We therefore omit the analysis.

G General MPC

In this section, we prove that protocol mpc UC-emulates F with statistical security in the Fjgj¢-
hybrid model. From the composition properties of UC-security, this implies that protocol mpc
UC-emulates F. As mentioned in Section 10, we assume without loss of generality that 7 has
public output.

Recall that protocol II*™ provides perfect security for the computation of F against semi-
malicious adversaries. We note that all we actually need is a weak form of security against rush-
ing semi-malicious adversaries, that first see the first-round messages of the honest parties, then
generate input x; and randomness r; for every corrupt P;, and write (x;,7;);cc on a special input-
randomness tape, so the corrupt parties play according to (x;, 7;);ec in the protocol II*™. For secu-
rity, we assume that there exists a simulator Sim that receives the description of the semi-malicious
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adversary and uses the adversary in a straight-line black-box way. That is, Sim first generates the
messages of the honest parties in the first round, and then queries the adversary in order to obtain
(xi,7i)icc. Therefore, it will be convenient to assume that Sim actually receives (x;,7;);cc from
an external party. In addition, we assume that at the end of the first-round simulation, Sim sends
(X)ieH to the ideal functionality F and receives F(x1,...,%;,).!8

Let A be the dummy adversary. We define the simulator for mpc as follows. The simulator
uses A in a black-box manner, and forwards all messages between Z and .A. The simulator first
receives the set of corrupt parties C.

G.1 The Simulator

Rounds 1 and 2. The simulator does nothing in Round 1 and Round 2.

Round 3. The simulator executes Sim to get the messages from the honest parties to the corrupt
parties, denoted (a; ;)icH,jec. For every i € Hand j € C, the simulator samples Shamir’s shares
of a; ;, denoted (a; ;[1],...,a; ;[n]). In addition, for every i € H and j € H, the simulator samples
random values for the shares (a; ;[k|)xcc. Moreover, for every honest P; the simulator samples
random values for the shares (s; ;[k]) jc[20,xec and (sgj (K])jeq2e+1,....40) pef0,1},kec- The simulator
also samples random pads 7; ; for every ¢ € H and j € C, and sets A; ;= @i +m;;. Fori € Hand
j € H the simulator sets A; ; to be a random value.

For every honest P; and very corrupt P, the simulator provides the adversary with the fol-
lowing values as the output of F; that corresponds to P: (1) the message a; j together with ; 1,
(2) the shares (a; ;[k]) je[n), (3) the shares (s; ;[k]);c|2¢, (4) the shares (S?J (K]) je2e+1,... 401 pef0,13, (B)
the encrypted messages (4; ;) je[n)-

In addition, for every honest P; and P}, the simulator samples p; ; and 7; ; at random. For an
honest P; and corrupt P;, the simulator samples p; ; at random. The simulator gives the adversary
the following values as the additional leakage of F.qf: (1) 1,1 — pi,; for every honest P;, P, and
(2) j.k» pj i for every honest P; and corrupt F.

At this stage the simulator receives the input of the corrupt parties to F,s¢. The simulator
returns the set I as the set of all corrupt P;’s with flag, = 1. For every corrupt P; and P; so that
i ¢ I, the simulator holds all the inputs of F; and can provide P; with the corresponding outputs.
This concludes the simulation of the third round.

Communication with 7. For every corrupt P; with flag; = 1, the simulator resets x; and r; to be
the all-zero string. Denote the messages For every corrupt P; with flag; = 0, the simulator holds
the values x; and r; that P; sent to F,e¢. The simulator inputs (x;);cc to F. The simulator receives
from F the outputs of the corrupt parties, denoted F(xy,...,xp).

Round 4. The simulator provides Sim with (x;,7;)icc, receives the query (x;);cc from Sim to
F and provides Sim with the outputs F(xi,...,x,). The simulator now receives from Sim the
broadcasts (b;)icH of the honest parties in the second round of II°™.

For every i € H the simulator sampled 7; ;, p; ; for every j € [n]. For every corrupt P; so that
i ¢ I, the simulator holds the inputs of F; can compute the values 7; ;, p; ; for every j € [n]. For
every Z,] ¢ I we set Vii = MNji — Pij-

We note that the protocol of [ABT18] satisfies this property.
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For every i € I and every j ¢ I, the simulator broadcasts a; ;[ k] on behalf of every honest P,
where a;; was sampled by the simulator in Round 3 if j € H, and a;;[k] is given in the output of
F;ifjeC

In addition, for ¢ ¢ I the simulator does as follows. The simulator sets L; := I. In addition, for
every j ¢ I the simulator sets A;; := A}, — v;;. Forevery j € I let A;; := a;;, where a;; is the
message that P; sends to P; according to II*™ when x; and r; are the all-zero string. Consider the
length-2¢ binary string 8; = (B:[1], ..., 3i[2(]) that corresponds to (L;, (A;;)je[n))- We split into
cases.

* Assume that P; is honest. The simulator executes Sim:=(b;) to obtain a binary string, denoted

S8i1,---,5i40, Where SimlRE is the simulator of the randomized encoding of G;. For every
J € [2{] the simulator samples Shamir shares of s;; conditioned on the k-th share being
s; j|k]. Similarly, for every j € {2¢ +1,...,4¢} the simulator samples Shamir shares of s; ;

Bilj—24] (K]
,] )
the adversary the values (s; j[k]) je[2q and (szﬁ ;[j —2] [k]) jef2e+1,... 40y @s the output of Foq that
corresponds to P.

conditioned on the k-th share being s . For every honest P, the simulator gives

¢ Assume that P; is corrupt. Then for every honest For every honest P, the simulator gives
the adversary the values (s; j[k]);je2g and (szﬁ ;-[J 2] [k]) je{2641,... 40y as the output of Fy that

corresponds to P, where s; ;[k] is computed by the simulator that holds all inputs to F;.

This concludes the simulation.

G.2 Analysis

The first and second round consist only of the input-phase of F,i¢ so there is no communication
in this round.

Third round simulation. In the third round, the adversary first receives the outputs of F; for ev-
ery honest P; as leakage. By the perfect security of II°™, the messages (a; 1 )icH kec have the same
distribution in both worlds. Fix those messages. The random pads (7; )icH rec also have the
same distribution in both worlds, and we fix them as well. By the perfect privacy of Shamir’s se-
cret sharing, the shares (a;; (k)i jen rec, (sijlk])icn jeigrec and (s; ;[k])ien je(2er1,... a018€{0,11 keC
have the same distribution in both worlds, and we fix them as well. In addition, the shares
(aij[k])ien jec ke[n), are sampled in the same way in both worlds, and we fix them as well. Fi-
nally, for every i € H and k € C the encrypted message A, , is fixed and equal to a; ; + 7, in
both worlds, while for every ¢ € H and k € H the encrypted rflessage A; 1, is uniformly distributed
in both worlds. In addition, in the third round the adversary receives v;; as a leakage for every
honest P;, P;. In both worlds v ; is uniformly distributed since p;, ; is uniformly distributed. The
adversary also receives 7;;, and p; . for every honest P; and corrupt Py, where 7;; was already
fixed, and p;, is uniformly distributed in both worlds. At the end of the round, the inputs of
the corrupt parties to F,¢ are generated in the same way in both worlds. Fix those inputs. This
concludes the analysis of the third round simulation.

Fourth round simulation. Foreveryi,;j ¢ I, the values v;; are fixed and the same in both worlds.
In addition, for every ¢ € I and j ¢ I, the shares (a; ;[k])recH are fixed and the same in both worlds.
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The first round messages of the corrupt parties in II°*™ are generated according to (x;,7;)icc
and fully defines the messages (a;;)icc je[n- We continue by analysing the broadcasts regarding
the i-th randomized encoding, for i ¢ I.

* Assume that P; is honest, denote the input of P; by x; and the randomness that P; picked
for II™ by r; (this is a random variable). Observe that this two values fully determine the

first-round messages (; ;) je|n Of P; in II°™ (those are random variables as well).

In the real-world, consider the second-round broadcast b; of P;, that is defined according to

Xi, iy (@) jelm]- BY the perfect security of II*™, we conclude that b; has the same distribution

in both worlds. Fix those broadcasts. Note that the output of G; on inputs (x;,7;), (i ;) jeln)s

L; = I and (4;;) e[y is indeed the vector b;.

Observe that the vector 3; is fixed and the same in both worlds. Consider the real-world
random variables (g; 1, ..., gi 4¢) and the ideal-world random variables (s; 1, ..., S; 4¢). by the
perfect correctness of the randomized encoding, the decoding of (gi 1, ..., gi4¢) is b;. There-
fore, by the perfect privacy of the randomized encoding, the distribution of (g; 1, . . ., gi 4¢) is
the same as the distribution of (s; 1, ..., s;4¢). Conditioned on those values, it is not hard to
see that the broadcasts of the honest parties have the same distribution in both worlds.

¢ Assume that P; is corrupt. Then broadcasts of every honest P, are based on the same fixed
values (3, (si,;[k]) 24 (sf}bfﬂ] [K]) jef20+1,... 40) in both worlds, and therefore they are the
same.

This concludes the analysis of the fourth round simulation.

Outputs of honest parties. In the ideal world the output of every honest P; is F(x1,...,Xpy).
It remains to show that this is also the output in the real world. We’ve seen that the first-round
messages of II°™ correspond to an execution with inputs (x;, ;) to P;, and that for every honest P;
the second-round broadcast is also computed in the same way as in II*™. To complete the proof
we need to show that for every corrupt P;, the second-round broadcast of F; is also computed as
in IT*™. This is clearly true for i € I, since the parties locally compute the broadcast b; according
to x; = 0 and r; = 0. In addition, for a corrupt P; with ¢ ¢ I, this is true by the perfect correctness
of the randomized encoding. Therefore, the messages that the honest parties see correspond to an
execution of II°™ with (x;,7;);¢[,)- Correctness now follows from the perfect correctness of TI°™.
This concludes the proof.
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