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Abstract

An n-server information-theoretic Distributed Point Function (DPF) allows a
client to secret-share a point function fo,s(x) with domain [IN] and output
group G among m servers such that each server learns no information about
the function from its share (called a key) but can compute an additive share of
So,8() for any . DPFs with small key sizes and general output groups are pre-
ferred. In this paper, we propose a new transformation from share conversions
to information-theoretic DPFs. By applying it to share conversions from Efre-
menko’s PIR and Dvir-Gopi PIR, we obtain both an 8-server DPF with key size

O(2'0VleeNlogloe N 4 160 p) and output group Z, and a 4-server DPF with

key size O(7 - 26V Nloglos Ny o444 output group Za-. The former allows us
to partially answer an open question by Boyle, Gilboa, Ishai, and Kolobov (ITC
2022) and the latter allows us to build the first DPFs that may take any finite
Abelian groups as output groups. We also discuss how to further reduce the key
sizes by using different PIR, how to reduce the number of servers by resorting
to statistical security or using nice integers, and how to obtain DPFs with t-
security. We show the applications of the new DPF's by constructing new efficient
PIR protocols with result verification.

Keywords: Distributed point function, Private information retrieval, Secret sharing,
Information-theoretic cryptography



1 Introduction

An n-server Distributed Point Function (DPF) [1] converts any point function fq g
(i.e., fap(x) = B for x = @ and f, g(z) = 0 for all = # «) into n shares ko,. .., kn_1
such that every share k; leaks no information about the function but enables the com-
putation of an additive share of f, g(z). In particular, both the additive shares and
fap(x) belong to an Abelian group, which is called the output group. The communi-
cation efficiency of a DPF may be measured by its key size, i.e., the maximum size
of the n shares k, ..., k,—_1. Ideally, we would like DPF's with general output groups,
small key sizes, and a small number of servers.

DPFs can be computational or information-theoretic. Computational DPFs [1]
base their security on cryptographic assumptions (e.g., the existence of one-way func-
tions) such that every share k; leaks no information about the point function to a
polynomial-time server. Information-theoretic DPFs [2] can tolerate any computa-
tionally unbounded server and have better computation efficiency. These merits make
them especially useful in constructing efficient cryptographic protocols such as private
information retrieval (PIR) [3].

The study of information-theoretic DPFs was initiated by Boyle et al. [2]. For point
functions with domain [N] and output group Z,- (p > 3 is a prime, 7 > 1), they con-
structed a 4-server perfectly secure DPF with key size O(7 log(p) - 22PVIos Nloglog Ny,
for point functions with domain [N] and output group Z, (p > 2 is a prime), they con-
structed a 3-server statistically secure DPF with key size O(log(p) - 22PV1os Nloglog Ny,
Both DPFs were based on share conversions [4-6], which may be derived from the
PIR of [7].

Note that the DPFs of [2] have several restrictions. First, their key sizes are all
exponential in p. When p is large, they will incur unaffordable communication over-
head. In fact, Boyle et al. [2] leave it as an open question to remove this exponential
dependence of key sizes in p. In particular, it is even not known how to reduce the p
in the exponent to poly(logp). Second, the DPF's of [2] cannot handle point functions
with an output group of the form Zs- for any 7 > 1. Consequently, it is impossible
for Boyle et al. [2] to handle point functions with any finite Abelian group as output
group. In many real-life applications, either an output group of the form Zs- with
7> 1 (e.g., PIR with result verification [8]) or an output group of the form Z, with a
very large p (e.g., statistical analysis [9, 10]) is needed. Therefore, it is interesting to
lift the above restrictions with new techniques.

1.1 Our Contributions

In this paper, we focus on the open question raised by Boyle et al. [2] and construct
new DPFs with either smaller key sizes or more general output groups.

As the first contribution, we extend the definition of 1-private n-server DPFs of
[2] that requires every key k; leaks no information about a point function to that of
t-private n-server DPFs that can tolerate the collusion of any ¢ servers (¢t > 1). We
then give a general transformation from share conversions that satisfy certain nice
properties to perfectly secure DPFs. This transformation is novel and of independent



interest. In particular, we give a t-private DPF transformed from Woodruff-Yekhanin
PIR [11].

As the second contribution, we build a share conversion from the matching vectors
(MVs) based PIR scheme of [12] and apply the transformation to the share conversion
to obtain a perfectly secure 8-server DPF with key size O(210vicge Nloglog Ny 150 4))
for point functions with domain [N] and output group Z, (p > 2 is a prime). We then
adopt the idea of [2] to this DPF and construct a 2~ %M _statistically secure 4-server
DPF with key size O(\-210VIeg Nloglog Ny N6 9) for the same point functions. These
DPFs remove the p from the exponent and partially answer the open question of [2].
We also extend these constructions with the nice integers from [13, 14] and give both
n-server (n < 271 perfectly secure DPFs and n-server (n < 27) statistically secure

DPFs with key size O(2¢(") V/log Nloglog )™ 1 16504)) for point functions with domain
[N] and output group Z,, where r > 2 and ¢(r) is a constant. Since the set of functions
we need to share is of size N(p—1)+1, the key size should be at least ©(log N +1log p).
Our construction almost reach the optimal key size when p is quite larger than N. For
applications like secure aggregation [9] or secure writing [15, 16], we need a DPF with
a large prime output group, our new constructions greatly improved the efficiency.

As the third contribution, we build a share conversion from the MVs based PIR
scheme of [7] and apply the transformation to the share conversion to obtain a perfectly
secure 4-server DPF with key size O(7logp - 2¢(®)vVIeg Nloglog Ny for pyoint functions
with domain [N] and output group Z,-, where c¢(p) = 6 for p = 2 and ¢(p) = 2p for
p > 3. In particular, for p = 2 and 7 > 1, our DPFs fill the gap left by Boyle et al.
[2] and thus lead to DPFs with any finite Abelian groups as output groups. In the
problem of private set intersection [17], each element is given a weight and the DPF
is used to sum the weights of the elements in the intersection. In this application,
we may assign weight 27 to the j-th element. Choosing Zy- as the output group can
reduce the storage cost. Besides, DPFs with arbitrary output groups are more flexible
building blocks for constructing function secret sharing schemes [10, 18].

1.2 Application to PIR-RV

A t-private n-server PIR protocol allows one to privately retrieve an item DB; of a
database DB = (DBy,...,DBy) from n servers, each of which stores a copy of DB,
such that the collusion of any ¢ servers learn no information about ¢ € [N]. Such a
protocol is said to be a (v,€)-secure PIR with result verification (PIR-RV) [8] if it
additionally allows one to verify if the correct value of DB; has been recovered, except
with a small probability €, when at most v of the servers provide wrong answers.

As the fourth contribution of this paper, we construct a l-private 2(¢ + 1)-
server (2(, %)—secure PIR-RV protocol with communication complexity O((37 -
26vlog Nloglog Ny for any positive integers ¢ and 7 together with a Il-private 4(¢ +
1)-server (4§,%)—secure PIR-RV protocol with communication complexity O(¢® -

26vlog Nloglog N1 5 199 9)) | by using DPFs. Compared with the 2-server (1, %)-secure
PIR-RV [8] with communication complexity O(logp- v N), ours support more servers

and is asymptotically more efficient. Our construction is the most efficient information-
theoretic PIR-RV protocols to date and secure even if a majority of the servers are



malicious, which is a property not achieved by [8]. Our PIR-RV is constructed from
any perfect secure DPF in our DPF framework, so future improvements in DPF could
lead to improvements in PIR-RV protocols, which is also meaningful.

1.3 Our Techniques

A share conversion allows one to convert the shares of a secret under a secret sharing
scheme (SSS) to the shares of a related secret under another SSS. Our transformation
requires a share conversion Conv(-,-,-) from a (¢, n)-threshold SSS to an additive SSS.
Given a point function f, g(z), we secret-share « as (co, ..., cp—1) with the threshold
SSS. The function Conv is chosen such that there exist functions ¢, ® and ¢ (where
¢ is a homomorphism and @ is bilinear) with the following property: for any z, there
exists a value o such that

n—1
faplx) =19 <(I> ((O’ . B) o(a), Z Conv(ﬁ,&c@)) , (1)
£=0

where ¢ stands for the action of o0 on a module element 1 («). By splitting (o-5)oy(a)
as the sum of ¢t + 1 random values hg,...,h; and distributing every (h;,c,) to a
different server, the algebraic properties of ¢ and ® allow us to express f, g(z) as
the sum of n(t + 1) terms, each of which can be computed by exactly one of the
servers. Consequently, this transformation gives a t-private n(t + 1)-server perfectly
secure DPF. Underlying the DPFs of Boyle et al. [2] is a formula similar to (1), which
however lacks the component ¢. In our language, their transformation is a special case
of ours with ¢ being the identity function. The idea of introducing ¢ to (1) is the core
technique of this work.

Like [2], our 4-server perfectly secure DPF with output group Z,- is based on a
share conversion from the PIR [7]. The share conversion of [2] needs MVs over Z,, for
m = 2p”. As MVs exist only if m has > 2 different prime divisors, their construction
cannot allow p = 2. A natural idea is to change m to ¢p™ for a prime ¢ # p. However,
this simple idea turns out not working. We bypass this difficulty by replacing the ring
Zopr with Zy-[y]/(v? — 1) and applying a homomorphism ¢ from this ring to Z,-,
which gives (1). For the 8-server perfectly secure DPF with output group Z,, we use a
share conversion from the PIR [12], which can use MVs over a much smaller ring Z,,
and in particular allow us to remove the exponential dependence in p of the key size.

1.4 Organization

In Section 2, we introduce basic notion, definitions and techniques that will be used
in our constructions. Section 3 presents our transformation from share conversion
to information-theoretic DPFs. In Section 4, we build share conversions on several
existing PIR schemes and apply the transformation to obtain our new DPFs. In Section
5, we show the applications of our DPFs to PIR-RV protocols. Finally, Section 6
contains our concluding remarks.



2 Preliminaries

Let ZT the set of all positive integers. For any N € Z*, we denote [N] = {1,...,N}.
For any m, h € ZT, we denote by Z,, the ring of integers modulo m and denote by Z",
the set of all vectors of length h over Z,,. For any u = (uq,...,up),v = (v1,...,0,) €
7l we denote (u,V),, = Z?:l u;v;. For any prime power ¢, we denote by F, the finite
field of ¢ elements and denote by Fy its multiplicative group. Let u = (U1, ..., up).
For any vector z = (z1,...,2,), we denote z% = 2| ---z,™. For any 7, we denote
= (y", ..., y""). We use 04 4 to denote the Kronecker symbol, i.e., 64,5 = 1 when
r=ca and 04, =0 when a # z.

Bilinear functions. Let R a commutative ring with identity. Let H be an R-module
(see Section 2.1 for basics about rings and modules). We denote by r ¢ h the action of
a ring element r € R on a module element h € H. Let C be a finite Abelian group. A
function ® : HxC — R is said to be bilinear if for any hq, ho € H,cq,c0 € C, 11,72 € R,
‘1)(7“1 ohy+ra0hs,cy + CQ) = Z?:l r; - (I)(hi,C]’).

Probability. We denote by U, the uniform distribution over {0,1}¢. For any two
distributions Dj, Dy over the same sample space €2, we denote by SD(Di,Dy) =
23 eq [Pro, [w] = Prp, [w]| their statistical distance.

Point functions. Let N € Z1 and let G be an Abelian group. For any a € [N] and
B € G, the point function fu g: [N] — G is defined by fo.5(z) =8 0a,u-

2.1 Rings, Modules and the Structure of Finite Abelian groups

Definition 1. (Commutative ring with identity [19]) A commutative ring R with
identity is a set together with two binary operations + and - satisfying the following
azTioms:

1. (R,+) is an Abelian group, we call this group the additive group of R;
2. (a-b)-c=a-(b-¢c)anda-b=">b-a for all a,b,c € R;

3. (a+b)-c=(a-c)+(b-c¢);

4. there is an element 1 € R with1-a=a-1=a for all a € R.

Definition 2. (Module [19]) Let R be a commutative ring with identity. A (left)
R-module is an Abelian group H with an action of R on H denoted by r < h, for all
r € R and h € H which satisfies

1. (r+s)oh=roh+soh forallr,s € R and h € H;

2. (r-s)oh=r-(soh) forallr,s € R and h € H;

3. ro(hy+h)=rohy+rohy forallr € R and hy, he € H;
4. 1oh=nh for all h € H.

In particular, let m be a positive integer, R is a commutative ring with identity,
G = Z, be a subgroup of the additive group of R with [1],, € G is also the 1 element
of R. Note that G = Z,, could also be regarded as a ring.



Theorem 1. Let ¢ be a surjective (group) homomorphism from the additive group of
R to G that fir G = Z,, CR. Then for all r € R and 8 € G we have:

¢(r - [blm) = [blm © ¢(r)

Proof. By the 3rd axiom of a ring, we have

pr-B)=o¢r+r+---+r)

b

for § = [b]; € Zy,. Since ¢ is a Abelian group homormophism,

Brtrt 1) = 0l) + o 4 ()

—_—
b b
which is equal to 8 - ¢(r) when we regard G as ring Z,,. O

There is theorem about the structure of finite generated modules over a principal
ideal domain in [19], which could imply the structure of finite Abelian groups.
Theorem 2. (Structure of finite Abelian groups) For any finite Abelian group
G, there exist primes p1,...,py and positive integers T1,...,Ty such that:

G =Z/(]) x -~ x Z/(}").

2.2 Distributed Point Function

Informally, a t-private n-server DPF [2] allows one to secret-share a point function
fa,3 among n servers such that any ¢ servers learn no information about the function.
However, given any input = € [N], each server can compute an additive share of
fa,8 (z) €G.

Definition 3. (Distributed point function) An n-server DPF II =
(Gen, {Eval;}!=}) is a tuple of n + 1 algorithms with the following syntaz:

e (koy...,kn_1) < Gen(1*, fo5): Given a security parameter X\ and a point func-
tion fop, the (randomized) key generation algorithm Gen returns m secret keys
koy- vy kn_1-

e y; < Evaly(k;,z): Give a secret key k; and an input x € [N], the (deterministic)
evaluation algorithm Eval; (of server i) returns a group element y; € G.

The protocol 11 should satisfy the following requirements:

e Correctness. For any A, any fap, any x € [N], and any (ko,...,kn—1)
Gen(1, fo5), Pr[ 307, Evali(ki, 2) = fas(z)] = 1.

e Security. The security of a t-private DPF requires that every < t secret keys leak no
information about the point function. Formally, we consider the following security

experiment between a challenger and an adversary A that controls the j-th server
forjeT (T C{0,1,...,n—1},|T| <t):



— Given the security parameter A\, A generates two point functions f© = f., g, and

Y= fa, g, both having domain [N] and range G.

— The challenger samples b & {0,1} wuniformly, generates n secret keys
(ko, - kn_1) < Gen(1*, f%) for the point function f°, and gives kr = {k; : i €
T} to A.

— The adversary A outputs a guess b’ < A(kr).

Denote by Adv(1*, A, T) := |Pr[b = b']—1/2| the advantage of A in guessing b in the
experiment. For a circuit size bound M = M(X) and an advantage bound € = €()\),
we say that 11 is (M, €)-secure if for all subset T C {0,...,n—1} of cardinality < t,
and all non-uniform adversaries A of size M(X\), Adv(1*, A, T) < e(N).

A DPF is said to be statistically e-secure if it is (M, €)-secure for all M, and perfectly
secure if it is statistically O-secure. Both kinds of DPF's are called information-theoretic
DPFs [2]. In this work, we focus on information-theoretic DPFs.

2.3 Private Information Retrieval

A t-private n-server PIR protocol involves two kinds of participants: a client and n

servers Sp,- -+ ,Sn_1, where each server has a database DB € {0,1}"V and the client

has an index « € [N]. It allows the client to retrieve DB, without revealing « to any

t of the servers.

Definition 4 (Private information retrieval). An n-server PIR T =

(Que, Ans, Rec) is a triple of algorithms with the following syntaz:

* ({que; ?;Ol,aux) + Que(N,«): This is a randomized querying algorithm for the
client. Given a retrieval index o € [N], it outputs n queries {quej}?;ol, along with
an auziliary information aux. For each 0 < j < n, the query que; will be sent
to the server S;. The auziliary information aux will be used by the client in the
reconstructing algorithm.

® ans; < Ans(DB, quej): This is a deterministic answering algorithm for the server S;
(0 < j < n). Given the database DB and the query que;, it outputs an answer ans;.

® DB, + Rec(a, {ans; ?:_01, aux): This is a deterministic reconstructing algorithm for
the client. Given the the retrieval index o, the answers {ans; }?;01 and the auziliary
information aux, it outputs DB,.

The protocol T' should satisfy the following requirements:

e Correctness. For any N, any DB € {0,1}", any a € |[N], and any
({quej}?;ol,aux) + Que(N,a), it holds that Rec(a, {Ans(DB,quej)}?;ol,aux) =
DB,.

e t-Privacy. For any N, any a1,as € [N], and any T C {0,1,...,n—1} with |T| < t,
Quer(N,a1) and Quer (N, aq) are identically distributed, where Quer denotes the
concatenation of the j-th output of Que for all j € T.

The efficiency of an n-server PIR protocol is measured by its communication com-
plexity, which is denoted by CCr (V) and defined as the number of bits communicated



between the client and all servers, maximized over the choices of DB € {0,1}" and
a € [N], i.e.,, CCp(N) = maXDBya(Z?;Ol(\queﬂ + |ans;])).

2.4 Secret Sharing and Share Conversion

In Section 3, we will propose a general transformation from PIR to information-
theoretic DPF. A stepping stone in this transformation is share conversion, which
converts one SSS into another.

Definition 5. (Secret sharing [4, 20]) An SSS £ = (Share, Recov) for n participants
allows a dealer to convert a secret s € S into n shares (co, . ..,cn—1) < Share(s), one
to each participant, such that

e Any authorized set A C {0,1,...,n— 1} of participants can reconstruct the secret s
by executing the reconstruction algorithm on their shares, i.e., s <— Recov({c;}jeca);
e Any unauthorized set B C {0,1,...,n — 1} learns no information about s, i.e., for

any s1,s2 € S, Shareg(s1) and Shareg(sq) are identically distributed.

For ease of exposition, we denote an SSS by (£,S). An SSS (£, S) is called a (¢,n)-

threshold SSS if the authorized sets are the subsets of {0,1,...,n — 1} of cardinality
<t, and called an additive SSS if s = cg+---+cp_1 for all (co,...,cn_1) ¢ Share(s).
We say that (£, S) has share space C if for any s € S, the n shares output by Share(s)
all belong to C.
Definition 6. (Share conversion [4]) Let (£1,S1) = ((Share;, Recovy),S1) and
(L2,82) be two SSSs. Let R C 81 X Sz be a binary relation such that, for every
s1 € &1 there exists at least one so € Sy such that (s1,s2) € R. We say that L4
is locally convertible to Lo w.r.t. R if there exist local share conversion functions
(90, -+, gn—1) with the following property: For any s; € & and (co,...,cn,l) —
Share; (s1), (go(co),- .- ,gn_l(cn_l)) is a valid sharing for some s; € Sy such that
(s1,82) € R.

2.5 Matching Vector Families

Our DPFs are constructed with matching vector (MV) families [12], which also
underlie the most efficient PIR schemes [7, 12, 21] to date.

Definition 7. (S-matching family) Let m,h € Z* and let S C Z,, \ {0}. A pair
(U, V), where U = {u,}N |,V = {v,}N, CZ!  is said to be an S-matching family
of size N if (uq,Va)m = 0 for all a € [N], and (U, va)m € S for all z,a € [N] such
that x # .

Efremenko [12] defined MV families and gave the first superpolynomial size S-
matching families modulo a composite integer m, where S C Z,,\{0} was the canonical
set [13] of m.

Definition 8. (Canonical set) Let m = p7*...ptr > 1, where py,...,p, arer > 1
distinct primes and eq, . .., e, € ZT. The canonical set of m, denoted by S,,, is the set
of integers o € Zy, \ {0} such that o mod pi* € {0,1} for alli € [r].

The S,,-matching families of Efremenko [12] are obtained from the superpolyno-

mial size set systems of Grolmusz [22].



Theorem 3. ([12, 22]) Let m = p7* ---p¢ > 1, where p1,...,p,. are r > 1 distinct
primes and eq,...,e, € ZT. Then there is a constant ¢ = c(m) such that: for any
integer h > 0, there is an S,,-matching family (U, V) of size N in Z such that
h = O (2¢ Vo Nliog g N7 1)

For r = 2, the constant ¢ in Theorem 3 may be taken as 2-max{p1,p2}. In the PIR
schemes of [7, 12], the Sp,-matching family (U, V') of Theorem 3 was used to encode
any database DB = (DBy,...,DBy) € {0,1}" as

N
Fpp(z) =Y DB; 2%, (2)
j=1
a polynomial in z = (z1,...,2p), such that the problem of privately retrieving a

database entry DB; is reduced to the problem of privately recovering a coefficient of
Fpp. In particular, Fpg may be interpreted as a polynomial over a finite field [12] or
a finite ring [7].

2.6 Efremenko’s PIR

Let ¢ be a prime power such that ¢ — 1 is a multiple of the integer m from Theorem 3.
Then the finite field F, contains an element y of multiplicative order m. In Efremenko
[12], the Fpg(z) in (2) was interpreted as a polynomial in F,[z] and any DB, was
recovered by considering the restriction of Fpg(z) on a random multiplicative line in
G", where G = (7). The recovering procedure is based on an S,,-decoding polynomial
[12].
Definition 9. (S-decoding polynomial) Let m € Z* and let S C Z,, \ {0}. Let
q be a prime power such that m|(q — 1) and let v € F} be of multiplicative order m.
A polynomial P(z) € Fy[z] is called an S,,-decoding polynomial if P(v?) = 0 for all
o €S, and P(y°) = 1.

For any S C Z,, \ {0}, a trivial construction may give an S-decoding polynomial

P(x) = [Tx =)/ TTa =) (3)

oeS oceS

with at most n = |S| + 1 monomials, e.g., P(X) = agX® + -+ + a,_1 X1, To
retrieve any DB, Efremenko [12] requires one to communicate with n servers, choose
a random vector w < Z" . send to the j-th server w + bjve for all 0 < j < n, and
finally output

n—1

DB, = 3 a; - Fop(y"+ve). (4)
§=0

The number of monomials in P(X) is equal to the number of required servers, which
should be as small as possible. For a given (m, S, q,~), the S-decoding polynomial in
Definition 9 is not unique. For example, for m = 511 and S = {1, 147,365}, Efremenko



[12] showed an S-decoding polynomial with 3 (< |S| + 1) monomials. Itol and Suzuki
[13] showed a composition theorem for finding S,,-decoding polynomials with fewer
monomials.

Theorem 4. (Composition theorem [13]) Let m = mymy be the product of two
coprime integers my and mq. If there is an Sy, -decoding polynomial with n; monomials
for i = 1,2, then there is an Sy,-decoding polynomial with n monomials such that
n<nins.

Chee et al. [14] showed that if m = p1p, is a Mersenne number, then there is an S,,-
decoding polynomial with 3 monomials. Such m is nice in the sense that the number
of monomials in an S,,-decoding polynomial can be strictly smaller than |S,,|+1 = 4.
The nice integers [14] gave the most efficient n-server PIR schemes to date for all
n > 27.

2.7 Generalized Dvir-Gopi PIR

Dvir and Gopi [7] constructed an MV-based 2-server PIR with communication com-
plexity exp(O(y/log N(loglog N))). In their PIR, the Fpp(z) in (2) is regarded as a
polynomial over the finite ring Z,,[v]/(¥™ — 1). Each server uses not only Fpg(z) but
also the following vector-valued function to answer PIR, queries:

N
Fl(jlé(z) = ZDBj cuyj -z, (5)
j=1

Boyle et al. [2] generalized [7] such that the reconstruction algorithm computes a
linear combination of the servers’ answers. They chose m = 2p” for an odd prime p. We
give a more general version by choosing m = ¢p”, where p, ¢ are distinct primes. We
regard Fpp(z) and Fl()lg(z) as functions from R" to Z,-, where R = Z, [y]/(y?—1). To
retrieve DB;, the client interacts with two servers, chooses a random vector w <+ an
and sends to the /-th server cp = w+ £ - v; for £ =0, 1, where v; is from the set V in
an MV family (U, V). The ¢-th server replies with

N
ac = (—1)"~ (Fop(4*), Fi (7)) = D DB, - (-1)fy = el (L) (6)
j=1

which is in R**1. Let ¢(r) = rq for r = ro + 717+ -+ +7,-177"! € R. Upon receiving
ag and a; from the two servers, the user recovers DB; with

DB; = ¢ (((a0 + a), (1, —vi))yr -7~ 200 ) € Z,. (™)

3 Our Transformation from Share Conversion to
DPF

In this section, we show a transformation from share conversions that satisfy certain
properties to DPFs. As many existing PIR protocols [7, 12] imply share conversions

10



with the properties, our transformation will give a method of constructing DPFs from
PIR via share conversion, which will be used in Section 4 to obtain our new DPFs.

We construct perfectly secure DPFs for point functions with domain [N] and range
G, where N € Z* and G is an Abelian group. From Theorem 2 we know that any finite
Abelian group G is isomorphic to a group of form Z/(pi') x --- x Z/(p;"). Suppose
there are n-server DPFs (DPFy,...,DPF,) with DPF; = (Gen’,Eval}, ... Eval/ )
and output group G; = Z/ (p;’) Then it’s enough to construct a DPF with output
group G in the following figure.

® Gen(1*, fop5): For a € [N],B=(B1,...,B¢) € Z/(p]") x -+ X Z/(p;") = G,
—forj=1,...,4, (ké,... k)« Gen; (1%, fa.8,);

»n—1

— output (ko, ..., kn_1) where k; = (ki,... kf).

® Eval;(k;,x) : For k; = (k}, ... k!),x = (21,...,20) € Z/(p]*) X - -+ X Z/(p,") =G,
output

(Eval} (k},x1), ..., Evali(kf, z0)) € Z)(pT') x -~ x Z)(pj') = G.

Fig. 1 DPF with output group G

Fig. 1 shows that we only need to consider DPFs with output groups of form
Z/(p™) = Zy-, then we can use them to construct DPFs with any output groups. The
construction is essentially a transformation from share conversions with certain nice
properties to DPFs.

Let (£1,81) = ((Sharey, Recovy), [N]) be a (t,n)-threshold SSS with share space
Ci1. Let (L2,82) be an additive SSS with share space Ca, where Co = S is an additive
group. Suppose that R C & X Ss is a binary relation and (£1, S1) is locally convertible
to (La,S2). To enable the proposed transformation, we require:

(a) There is a function Conv : {0,1,...,n—1} xS; xC; — Cs such that for any x € Sy,
the functions g¢§,...,g>_; : C; — C2 defined by

gi(c) = Conv({,z,c), VYO<{<mn, céeCl, (8)

are n local share conversion functions for the binary relation R.

(b) There is a commutative ring R with identity such that G C R is a subgroup of the
additive group of R, G contains the identity element of R and there is a surjective
homomorphism ¢ : R — G.

(c) There exist an R-module H, a function ¢ : S — H, and a bilinear function ® :
H x C2 — R such that: for any « € Sy, any (cg, . ..,Cn—1) < Share;(a), any z € Sy,
and

pla,z) =@ (1/)(04), z_: Conv(@,x,cﬁ) , (9)
=0
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there exists a ring element ¢ € R that satisfies

o(p(a, ) - 0) = baa- (10)

Share conversion: the SSSs (£1,S1) and (L2, S2), the binary relation R, the func-
tion Conv, the ring R, the module H, and the functions ¢, 1, ® that satisfy (a), (b)
and (c).

® Gen(1*, fo5): Given a € [N] and 8 € G, compute (cg,C1,-..,Cn_1) < Share;(a);
choose hg, h1,...,h; « H uniformly subject to

h0+h1++ht:(0ﬂ)<>1/)(a),

output n(t + 1) keys {k;};~, n=L Where k; = (hj,ce) for i =nj+£ (0 <5 <
t,0 </l <mn).
e Eval;(k;,z) : For k; = (hj,c¢) and z € [N], output ¢(®(h;, Conv(, z,cy))).

Fig. 2 Perfectly secure DPF II from share conversion

Given the SSSs (£1,81) and (£2,S2), the binary relation R, the function Conv,
the ring R, the module H, and the functions ¢, 1, ® that satisfy (a), (b) and (c), Fig.
2 shows our construction of perfectly secure DPFs. For a point function f, g with
domain [N] and range G, we secret-share o with the (¢, n)-threshold SSS (£1,S1) such
that any < t shares leak no information about f, g. For any x € [N], the outputs
{Conv(¢, z,cs) }o<e<n define a function p(c, z) in (9) that satisfies (10), where o € R.
We normalize the () in (9) by acting the ring element o - 8 in order to have that

faﬁ(x):gb( (a ,8 o (e ZConv T ce>> (11)

We additively secret-share (0 . ﬁ) o YP(a) € H such that any < ¢ shares leak no
information about f, g. In our construction, the n(t + 1) servers are organized as
a (t+ 1) x n array, the (j,¢)-th server (0 < j < ¢,0 < ¢ < n) is given both the
jth share of (0 . ﬂ) o () and the ¢th share of « such that any < ¢ servers learn
no information about f, g. The bilinear property of ® allows us to distribute the
computation of the left-hand side of (11) to the n(¢ + 1) servers and obtain a DPF
(Gen, Evalg, ..., Eval,41)—1)-

Theorem 5. The construction of Fig. 2 gives a t-private n(t + 1)-server perfectly
secure DPF with output group G (= Zy-).

Proof. We need to show that II is correct and t-private. The correctness requires that
for any @ € [N],8 € G and = € [N], the sum of the n(t + 1) servers’ outputs is equal
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to fa,s(x). Since ® is bilinear, we have that

<ZhJ,ZConv (0, z,cy ) = ( U-B)ow(a),ni(:ow(f,w,cz))
j=0 =0

n—1

= (0-8) - @(v(a), Y Conv(t,z,e0)) = 7 B+ pla ).
= (12)

Note that 8 € G is the residue class of b modulo p” for some integer 0 < b < p”. In

Section 2.1, we show that ¢(r - 5) = - ¢(r) for any r € R and g € G. By Eq. (10),
we have that

¢(a-B-pla,z)) = B-d(ple, ) - 0) = B baz = fa,5(). (13)

Due to Eq. (12) and Eq. (13), we have that

n(t+1)— t n—1
Z Eval (kiyz) = ZZQB (hj, Conv(l, z,cy)))
3=0 £=0
t n—1
= (;5(@ Zhj,z onv({, c@))) = fap(2).
7=0 =0
Regarding privacy, we note that cg,...,c,_1 are shares of « under the (¢, n)-
threshold SSS (£1,81), ho, - . ., hy are shares of (o - 8) o9 («) under a t-private additive
SSS, and any < ¢ servers learn < t of ¢g,...,c,—1 and < t of hg,..., hs. It’s easy to
see that any <t servers learn no information about f, g, i.e., II is t-private. O

Statistically Secure DPFs. Boyle et al. [2] construct a 3-server statistically secure
DPF using a share conversion from (2,3)-CNF sharing to additive secret sharing. By
choosing

S1=[N], G=2,, S, =C,=R=H=F,, ®(a,b)=a-b, (14)

Under this condition, we have

n—1 —
Z Conv({, z,cp) { i 8’ z ; Z . (15)

Following the techniques in [2], we can generalize their construction to get more general
statistically secure DPFs in Fig. 3, which is a t-private n-server 2~ _statistically
secure DPF with output group Z,,.

13



Let Share be the Share; algorithm of SSS (£1,8;), Conv be the algorithm given by
Eq. (8) from the share conversion.

® Gen(1*, fo.5): For a € [N] and B € Z,,

—for{=1,..., Adraw of < {a, N+1} at random and compute (Cg’ o "Ci_l) <
Share(ag);
—foré=1,...,Asety = (y*,...,y") as
n—1
o Z Conv(é,oz,cg) s og=a
¥y =19 =0 ’

0 ,ap =N+1

choose r € IE‘;‘T at random under the constraint that ¢((r,y)) = 5;
output n keys {k;}7=,", where k; = ((cg)g‘:l,r) fori=2¢(e€{0,...,n—1}).

e Eval;(k;,z) : For k; = ((c%)g‘zpr) and x € [N];

—foré=1,..., X set yf = Conv(Z,a:,cg)7 and denote by y; € ]F?]T the vector of all
yf values concatenated;
— output ¢({r, y:)).

Fig. 3 Statistically secure MV-based DPF framework

4 DPFs from Our Transformation

In this section, we construct new perfectly secure DPFs by instantiating the trans-
formation from Section 3. We construct perfectly secure DPFs with output group
G = Z,- for any prime p and any integer 7 € Z". For p = 2 and 7 > 1, such DPFs are
not known to exist before this work. These DPFs allow us to obtain perfectly secure
DPFs with any finite Abelian groups as output groups. For any prime p and 7 = 1,
we provide a DPF that supports colluding servers and an alternative construction of
DPFs that have much shorter secret keys.

4.1 DPFs with Output Group Z,-

In this section, we construct a perfectly secure 4-server DPF with output group
G = Z,~, where p may be any prime and 7 € Z*. Our DPFs are obtained by instan-
tiating the transformation from Section 3. Underlying our construction is our new
generalization of the Dvir-Gopi PIR [7] with m = ¢p” (see Section 2.7). Our choice
of m only requires that p, ¢ be different primes. In our language, Boyle et al. [2] is a
special case of our generalization by fixing ¢ = 2. It is this new choice of m that allows
us to obtain DPFs with output group G = Zy- (let p = 2 and ¢ be an odd prime). In
Fig. 1, we show that the techniques of this section enable the construction of DPFs
with any finite Abelian group as output group.
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To present the new DPFs with G = Z,-, we directly give the share conversion in
our generalization of Dvir-Gopi PIR, and then apply the transformation from Section
3.

Share Conversion. Let f, 5 be a point function with domain [N] and output group
G = Z,~. We choose a prime g # p and let

R =Zp[0]/(v" = 1) (16)

be the ring of polynomials modulo v? — 1, with coefficients from Z,-. In our share
conversion, the SSSs (£1 = (Share;, Recovy), S1) and (L3, S2) are chosen such that

S =[N], C=12"

m?

Sy = Cy = R, (17)

where m = ¢p7, h € Z* is an integer such that there is an S,,-matching family
(U, V) C Z! of size N, and Cy,Cs are the share spaces of the two SSSs. For a € S,
Share; () generates two shares ¢g, ¢; € C; by mapping « to a vector v, € V, randomly
choosing w + Z" | and finally setting

co=w+Ll-v,, £=0,1. (18)
Given ¢y and any x € S, the local conversion function Conv(¢, x, c,) is defined by
Conv(t, 2, ¢r) = (—1)"y!~HHertedn (1 uy), (19)

where u, € U is the z-th element of U. The SSS (L9, S2) is additive and may recover
a value s2(w, o, z) € Sy from the converted shares in Eq. (19) via

1
sy(w,a, ) =Y Conv(l, ). (20)
=0

Eq. (20) gives a binary relation R C &1 X Sy that will be used in our transformation:

R={(a,s2(w,a,z)) : a,z € S;,w e Z!}. (21)

From Share Conversion to DPF. Besides the ring R, the SSSs (£4,S1) and
(L2,82), the binary relation R, and the local share conversion function Conv that sat-
isfies the requirement of (a) in Section 3, we still need to properly choose a module
H and three functions ¢, v, ® that satisfy (b) and (c), in order to apply our trans-
formation. Note that G is a subgroup of the additive group of R and contains the
identity element of R. For any r € R, there exist ¢ elements ro, ...,74,—1 € G such that
r=rg+riy+---+ rq,lﬂyq_l. In particular, the representation of r into the sum is
always unique. We choose ¢ : R — G such that

o(r)y=mr, Vr=ro+mry+---+ rq,ﬂq_l cR. (22)
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Then it is easy to see that ¢ is a surjective homomorphism and thus satisfies the
requirement of (b). For (c), we choose the R-module H = Rl (= Sy = Cy) and
1 : 81 — H such that
P(a) =(1,—-vy), VYaeS;. (23)
Then it is easy to verify that the function ® : H x Co — R define by
®(h,c) = (h,c), Vhe H=R"' cec(Cy=R" (24)

is bilinear. For any a € Sy, any (co,c;1) < Share; («), any = € S1, Eq. (20), (23) and
(24) jointly imply that the p(a, ) in Eq. (9) is

pla,z) = {((1,—vq),s2(W,a, x)). (25)

For the above choices of w, o, and x, we set
o = (Wladm (26)
show that Eq. (10) is satisfied (see the proof for Theorem 6), and thus meet the require-

ment of (¢). Applying our transformation from Section 3 with the related building
blocks as above, we get the 4-server perfectly secure DPF (see Fig. 4).

® Gen(1*, f,5): Given o € [N] and 8 € Z,-, generate (cg,c1) = (W, W+V,), choose
ho,h; < H = R uniformly subject to

hO + hl = 7_<W7ua>mﬁ <o (17 _Va),

output k‘o = (ho,Co),k‘l = (ho,Cl), ]4}2 = (hl,Co),k‘g = (hl,cl).
® Eval;(k;,z) : For every i € {0,1,2,3}, k; = (h;,c,) and = € [N], output

o((hy, (—1)'y el (1))

Fig. 4 A 4-server perfectly secure DPF with output group G = Zjp~

Theorem 6. The construction of Fig. 4 gives a perfectly secure 4-server DPF with
output group Zy,- (p is any prime, T € ZT ). For point functions with domain [N], the
key size of the DPF is O(t log(p) - 2¢(P)Vice Nloglog Ny “yyhere ¢(2) = 6, c(p) = 2p for
p 2> 3.

Proof. First of all, we show the correctness and security of that construction. Since
we have showed that the requirement (a) and (b) in Section 3 is realized, it suffices to
show that

p(p(a, @) - 0) = baa-
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In this construction we have

¢(p(a, z) - o)

¢ <<(17 —va), Y _ Conv(l, z,c,)) .7<w,ua>m>

£=0

(1 =va). (o —gfermdny . (1,u,)) = (vel)

¢
(b (fy_<w7u0t)7n . ,7<W7Uz>m . (fy — ,y(vouum>m) . (1 — <v0“ uw> mod pT)) .

e For z = a, (Vo,Uz)m =0, ¢(pla,x) -0) =p(y—1) = 1.
e For © # «, (Va,Us)m € {1,001,010}, where op; mod p” = 0, 091 mod g = 1,
oo mod p” =1, 019 mod g = 0:

- If <Vo¢7 ua;)m =1lor <Va7 ux>m = 091, then ’7_7<vmum>m = 0, hence ng(p(a,x)-a) =
0;
— If (Va, Ug)m = 010, then 1 — (v, ug ), mod p™ = 0, hence ¢(p(a, ) - o) = 0.

Then the requirement (c) satisfies, then the correctness and security of
(Gen, {Eval; }o<;<4) follows from Theorem 5.

Finally, we determine the key size in this construction. Each key k; is in H x C; =
Zpm x R whose size is O(7logp - h). From Theorem 3 we know the key size |k;| =
O(1log(p) - 2¢(P)VIeg Nloglog Ny " \yhere ¢(2) = 6, c(p) = 2p for p > 3 which completes
the proof. O

4.2 DPFs with Output Group Z,

For G = Z,, the DPF's from Section 4.1 have key sizes exponential in p. Boyle et al. [2]
have statistically secure DPF's for the same output group. However, both schemes are
only 1-private and the key sizes of both schemes are exponential in p as well. In Section
4.2.1, we show that how to obtain a DPF with G = Z,, by applying our transformation
to a share conversion from the PIR [11] and get a ¢t-private information-theoretic DPF.
In Section 4.2.2, we show how to get a DPF with key sizes only linear in log p.

4.2.1 t-private DPF

Applying our transformation to Woodruff-Yekhanin PIR of [11], we obtain a t-private
DPF with keys of size sublinear in the point function’s domain. The construction is
as follows.

Share conversion. Let f, 3 = (N,G,«, ) be the point function that we want to
share between two servers, where G = Z,. We choose a positive integer 7 and let

R =TF,-. (27)

In our share conversion, the SSSs (£1 = (Share;, Recovy),S1) and (L3, S2) are chosen
such that

S =[N); CleZf; SQZCQZFZ;H§ (28)
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where (Z) > N,d=|22=1] and p” > n. We first take E : [N] = {0,1}" C Fl to be
an embedding of the N coordinates into points in {0, 1}" of Hamming weight d. The
SSS (L£1,81) secret-shares any s; = « € 81 between n servers by firstly mapping « to
a vector E(a), then randomly choosing w «+ FZT, and finally setting

c,=E(a)+ (w, ¥ =0,1,...,n—1 (29)

where (o, (1, ..., Cn—1 € Fp- are distinct and nonzero. The ¢-th server computes
Ftz,c)= [ e (30)

J:E(z);=1
and its gradients
oF OF

F == B 14 . 31
VE(l,z,cp) (3%( , T, Cp), ’3013,1_1( »%Ce)) (31)

Then if we let f((¢) := F'(¢,z,ce) be a degree d polynomial of (,, we have
f'(&) = (W, VF({,z,cp)). (32)
If £(¢)=ao+ail+ -+ aq?, we can get

a0 = F(b,z, E(a)) = {0’ v#a (33)

1, =«

by solving the linear equation (sometimes we have 2n — 1 > d, then we don’t need all
the 2n equations, but this doesn’t matter)

f(Co) L G ... ao
£ (o) 0 1 ...di™ || a
L= z (34)
A(CY) | N G I
f(Gn-1) 0 1 ...d¢%7 Y | aa
Then we can denote the solution of ag by
ao = bof(Co) +bof (Co) + - + bp—1.f(Ca=1) + b1 f (Ga—1)- (35)
The local conversion function Conv (¢, z,cy) is defined by
Conv(¢,z,¢c¢) = (beF (€, x,¢;), by VF (L, z,¢p)) . (36)
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The SSS (L2, S2) recovers sy € Sy via computing
n—1
so(wW,a, ) = Z Conv(¢, z, cp) (37)
=0

Eq. (37) gives a binary relation R C &; x S that will be used in our transformation:
R ={(a,sz(w,a,x)) :oc,xeSl,WEIFZT}. (38)

For any a € &1, there exist exactly N - p"™ elements so € Sy such that (o, 82) € R.

From share conversion to DPF. Besides the ring R, the SSSs (£1,S1) and (L2, S2),
the binary relation R, and the local share conversion function Conv that satisfies the
requirement of (a) in Section 3, we still need to properly choose a module H and three
functions ¢, 1, ® that satisfy (b) and (c), in order to apply our transformation. Note
that G is a subgroup of the additive group of R and shares the same identity element
with R. Let ¢ : F,r — Z, be a homomorphism from the additive group F,- to the
additive group Z,, which is defined as follows

T—1

¢(r)=ro, Vr=> rX'cR. (39)
=0

Note that there exists an irreducible polynomial g(X) € Z,[X] of degree 7 such
that R = Fp- = Z,[X]/(9(X)) and any element r € F,- can be written as r =
leol r; X" € Zy|X] for some r,...,7,_1. In particular, the representation of r into
the sum is always unique.

Then it is easy to see that ¢ is a surjective homomorphism and thus satisfies the
requirement of (b). For (c), we choose the R-module H = R/l (= Sy = Cy) and
1 : 81 — H such that

() = (L, w) (40)
Then it is easy to verify that the function ® : H x C3 — R define by
®(h,c) = (h,c), VheH=R"" cecCy=R" (41)

is bilinear. For any o € S, any (cg, c1) < Share;(a), any = € Sy, Eq. (37), (40) and
(41) jointly imply that the p(a, x) in Eq. (9) is

p(a,x) = <(1,W),SQ(W,O¢,$)>. (42)
For the above choices of w, «r, and x, we set o = 1, show that Eq. (10) is satisfied (see
the proof for Theorem 7), and thus finally meet the requirement of (c). Applying our

transformation from Section 3 with the related building blocks as above, we get the
expected perfectly secure DPF.

19



® Gen(1*, fo.5): Given a € [N] and 3 € Z,, generate ¢, = E(a) + (w, VI =
0,1,...,n —1, choose hy, ..., h; «+ H = R uniformly subject to

ho + -+ hy = fo(1,w),

output kp;te = (hj,ce), where j € {0,...,t},£€{0,1,...n—1}.
® Eval;(k;,z) : For every i € {0,1,2,3}, k; = (h;,c,) and = € [INV], output

¢(<hj7 (be(ga &€, Cf)v b}VF(& €T, CZ)) .

Fig. 5 A 4-server perfectly secure DPF with output group G = Zp~

Theorem 7. The construction of Fig. 5 is a perfectly secure n(t + 1)-server DPF

with output group Z, (p is any prime, n € Z*). for point function with with domain
2n—1

[N], the key size of the DPF is O(log(p) - NY/L=% 1),

Proof. First of all, we show the correctness and security of that construction. Since
we have showed that the requirement (a) and (b) in Section 3 is realized, it suffices to
show that

d(pla,x) - 0) = 0a -
In this construction we have

d(pla, @) - o) = ¢(p(e, )
= {(1,w),s2(wW,a, ))
= ((1,w), Y Conv(¢,z,c,))
£=0
n—1

= (beF (4, 2,¢p) + (W, b,VF({,z,¢c0)))

=0
n—1

= > (bef(Ce) + by f (C))
£=0

=ap = 604 T

Then the requirement (c) satisfies, then the correctness and security of
(Gen, {Eval; }o<i<n(t+1)) follows from Theorem 5.

Finally, we determine the key size in this construction. Each key k; is in H x C; =
IFZ}:H, whose size is O(7 - log(p) - h) with (Z) >n and d = | 22-1]. Thus the key size
is O(log(p) - NL%J), which completes the proof. O

4.2.2 DPF with Smaller Key Sizes

In this section, we show that it is possible to have a perfectly secure DPF with output
group G = Z,, and much shorter keys. We construct an 8-server DPF whose key size is
upper bounded by a function only linearly dependent of log p, which reach the optimal

20



key size relative to p. To obtain the DPF, we firstly build a share conversion from
Efremenko’s PIR [12] and then apply the transformation from Section 3.

Share Conversion. Let f, 5 be a point function with domain [N] and output group
G = Z,,. Given the prime p, we choose an integer m = p;py such that ged(p,m) = 1,
where p1,ps < 5 are distinct primes. Then there is a prime power ¢ = p” such that
m|(qg —1). We set

R=F,, (43)

the finite field of ¢ elements. In our share conversion, the SSSs (£; =
(Sharey, Recovy ), S1) and (L2, S2) are chosen such that

Si=[N]; Ci=Zk; S =0C=R, (44)

where h € Z* is an integer such that there is an S,,-matching family (U, V) C Z" of
size N, and Cy, Cy are the share spaces of the two SSSs. Let v € Fy have multiplicative
order m. Let P(X) = agX® + a1 X + aa X" + a3 X® € F,[X] be the trivial S,,-
decoding polynomial from Eq. (3). For « € 81, Share; («) generates two shares cg,¢1 €
C; by mapping a to a vector v,, € V, randomly choosing w < Z! . and finally setting

co =w+bvy, Ve {0,1,2,3} (45)
Given ¢y and any x € S, the local conversion function Conv(¢, x, cy) is defined by
Conv(l,z,cp) = apy'cte)m (46)
where u, € U is the z-th element of U. Finally, the SSS (L3, S>) is additive and may
recover a value so(W, o, x) via computing

3
so(W,,x) = Z Conv(¢, z, c). (47)
=0

Eq. (47) gives a binary relation R C S; x S that will be used in our transformation:

R={(a,s2(w,0a,z)) : o,z € S, w € Z" }. (48)

From Share Conversion to DPF. Besides the ring R, the SSSs (£1,8;) and
(L2, 82), the binary relation R, and the local share conversion function Conv that sat-
isfies the requirement of (a) in Section 3, we still need to properly choose a module H
and three functions ¢, 1, ® that satisfy (b) and (c), in order to apply our transforma-
tion. Note that G is a subgroup of the additive group of R and contains the identity
element of R. As there is an irreducible polynomial g(X) € Z,[X] of degree 7 such that

R =T, = Z,[X]/(9(X)), (49)



for any r € R, there exist 7 elements rq,...,7,_1 € G such that r = Z:;OI r X' e

Zp|X]. In particular, the representation of r into the sum is unique. We choose ¢ :
R — G such that

o(r)=ro, Vr=ro+mnX+--+r.1 X' ER. (50)
Then it is easy to see that ¢ is a surjective homomorphism and thus satisfies the
requirement of (b). For (c¢), we choose the R-module H =R (=82 =C3) and ¢ : §; —
H such that
Y(a)=1, VYaes (51)
Then it is easy to verify that the function ® : H x Co — R define by

®(h,c)=h-¢, YheH=R, ce(C =R, (52)

is bilinear. For any a € Si, any (co,c1,C2,c3) < Share;(a), any = € S, Eq. (47),
(51), and (52) jointly imply that the p(«, ) in Eq. (9) is

pla, z) = so(w, @, x). (53)

For the above choices of w, a, and z, we set
o = W) (54)
show that Eq. (10) is satisfied (see the proof for Theorem 8), and thus meet the require-

ment of (¢). Applying our transformation from Section 3 with the related building
blocks as above, we get the expected perfectly secure DPF (see Fig. 6).

® Gen(1*, fo5): Given a € [N] and 8 € Z,, generate c; < W + byv,, for all £ €
{0,1,2,3}, choose hg, h1 + H =T, subject to

ho + hy =y~ (Wueim . g,
output eight keys {k;}7_,, where k; = (hj,c;) for i = 45+ ¢ (¢ € {0,1,2,3},j €

{0,1}).

e Eval;(k;,z) : For every i € {0,...,7}, ki = (h;,cp) and z € [N], output

8(0; - aryleemm).

Fig. 6 An 8-server perfectly secure DPF with output group G = Z,

Theorem 8. The construction of Fig. 6 gives a perfectly secure 8-server DPF with
output group Z, (p is any prime). For point functions with domain [N], the key size
of the DPF is O(2'0VIce Nloglog N 1 15 45).
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Proof. First of all, we show the correctness and security of that construction. Since
we have showed that the requirement (a) and (b) in Section 3 is realized, it suffices to
show that

p(p(a, ) - 0) = baa-

In this construction we have

3
¢(pla,z)-0) = ¢ (Z Conv(l,x,¢;) - v<w’“a>m>
=0
3
— ¢ (Z azry<cﬁ’uu>m . ry<wx“a>m>
£=0

3
— ¢ (Z af,y<w7ua:>7n (,Y<Vouuz)m)bl . ,y_<w7uoc>m>
=0
— ¢ (P(ry(vavu:c>7n) . /-y<w7um>m . fy_<w7um>m) .

® For z = a, y(Wte)m . y=(Wotta)m — 1 and P(y(Ve-t)m) = 1. Thus ¢(p(a,x)-0) = 1.
e For x # a, P(yVer¥e)m) = 0. Thus ¢(p(a, ) - o) = 0.

Then the requirement (c) satisfies, then the correctness and security of
(Gen, {Eval; }o<;<s) follows from Theorem 5.

Finally, we determine the key size in this construction. Each key k; is in H x C; =
Zh xF,, whose size is O(log(m)-h+logp). Note that m = p;ps may be the product of
any two distinct primes such that ged(m,p) = 1. For p = 2,p = 3, and p > 5, we may
choose m = 15, m = 10 and m = 6 respectively such that max{pi,p2} is minimized. In
particular, we always have that 2 max{p1, p2} < 10 and thus from Theorem 3 we have
that h = O(2'0Vles Nloglog N 4 160 ) Then we know the key size is upper bounded by
|k;| = O(210vlog Nloglog N 4 165045) which completes the proof. O

Generalization to More Servers. Note that the communication complexity of Efre-
menko’s PIR can be reduced if the modulus m has more prime powers as factors (see
Theorem 3). Next, we show that DPFs that use more servers but have smaller key
sizes can be obtained in a way similar to that of Fig. 6.

Theorem 9. For any integer r > 2, there exists a perfectly secure 2"+t -server DPF
with output group Z, (p is any prime). For point functions with domain [N], the key

size of the DPF is O(2¢(") Vlog N(loglog N)™™! L1650 1) where ¢(r) is roughly the (r+1)t"
smallest prime and independent of p.

Proof. Let m = pips...p,, where p; < --- < p, are distinct primes and p; # p for all
i € [r]. Let t be the multiplicative order of p modulo m. Then we have that m/|(p”™ —
1). There exist an S,,-decoding polynomial with 2" monomials. We can similarly
construct a perfectly secure 2"71-DPF. The key size of the DPF is upper bounded by
O(2¢() Vlog N(loglog N)™™1 t 150 1) by Theorem 3, where ¢(r) is independent of p. Since
p, can be taken no more than the (r + 1) smallest prime, from Grolmusz [22] (see
Section 2.5) ¢(r) is roughly the (r + 1) smallest prime. O
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Reducing the Number of Servers. The DPF in Theorem 8 doubles the number
of servers required by the underlying PIR, which is exactly equal to the number of
monomials in the S,,-decoding polynomial. Therefore, an S,,-decoding polynomial
with fewer monomials will give DPF's that use fewer servers.

Theorem 10. Let p be a prime. Let m be a product of r distinct primes such that
ged(m,p) = 1. Let t be the multiplicative order of p modulo m. If there is an Sp,-
decoding polynomial in Fp- [ X] that has n monomials, then there is a perfectly secure
2n-server DPF with output group Z,. For point functions domain [N], the key size

of the DPF is O(2¢(") V/los NQloglog N)™™ % 4 190 1) where c(r) is roughly equal to the
(r + 1)*" smallest prime, and is independent of p.

Theorem 10 have many consequences. For example, for p = 2, if we choose the
Ss11-decoding polynomial from [12], which has only 3 monomials, then we can obtain
a 6-DPF with output group Zs. In general, we can reduce the number of servers with
the composition theorem (Theorem 4). The nice integers [14] allow us to further reduce
the number of required servers.

Statistically Secure DPF. Since our construction satisfies Eq. (14), our construction
could lead to statistically secure DPFs (see Fig. 3).

Theorem 11. For any integer r > 2, there exists a 2~ -statistically secure 27 -
server DPF with output group Z, (p is any prime). For point functions with domain

[N], the key size of the DPF is O(\ - 2607 V1eg NUoglog N)™™1 4 N0 ) - where c(r) is
roughly the (r + 1)t smallest prime and independent of p.
Theorem 11 gives a statistically secure 4-server DPF with key size O(A\ -

210v/log N(loglog N) 4 ) 150 p) only A times the key size of the 8-server DPF from Theorem
8 but uses fewer servers.

5 Application to PIR with Result Verification
5.1 PIR with Result Verification

Early PIR protocols always assume honest-but-curious servers that strictly follow the
protocol’s specifications. Recently, a lot of efforts [8, 23-28] have been made to deal
with malicious servers that may collude and provide wrong answers to the client, in
order to deceive the client into reconstructing an incorrect value. The protocols that
can tolerate malicious servers have particular interest in the modern age of cloud
computing because it allows the servers to be implemented by the untrusted cloud
services, i.e., outsourcing the servers’ computations to the cloud.

Ke and Zhang [8] proposed PIR with result verification (PIR-RV) that can deal
with the condition that half or even more servers are malicious without a trusted third
party. Like PIR, an m-server PIR-RV protocol involves two kinds of participants: a
client and n servers, where each server has a database DB € {0,1}" and the client
has an index « € [N]. Compared with PIR, PIR-RV allows the client to verify whether
the value of DB, is correctly reconstructed, when some of the servers may collude
and provide wrong answers. The syntax of an n-server PIR-RV T" = (Que, Ans, Rec)
is identical to that of PIR (see Definition 4), except that Rec is replaced with the
following:
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e {DB,, L} « Rec(a7{ansj}?;01,aux) : This is a deterministic reconstructing algo-
rithm for the client. Given the the retrieval index o, the answers {ans; };L;Ol and the

auxiliary information aux, it either outputs DB, or a special symbol 1 to indicate
that at least one of the answers is incorrect.

The requirements of correctness and privacy are identical to those in Definition 4.
Besides, PIR-RV should satisfy the additional requirement of security. Intuitively, an
n-server PIR-RV protocol is (¢, €)-secure if no collusion of up to t servers can cause the
client with input « to output a value ¢ {DB,,, L} with probability > €, by providing
Wrong answers.

Definition 10 (Security). Consider the security experiment in Fig. 7. An n-server
PIR-RV protocol T' is (t,€)-secure if for any set T C {0,...,n— 1} with |T| < t, any
adversary A that controls the j-th servers for all j € T, any N, any DB € {0,1}"V
and any a € [N], Pr[EXPYL(N, DB, a,T) = 1] < e.

The challenger generates ({quej}?;ol,aux) < Que(N, @) and sends {que;}jer to
A.

The adversary A chooses the answers {ans};cr to the challenger.

The challenger computes ans’; < Ans(DB, que;) for all j € {0,...,n =1} \ T

If Rec(a, {ansj}?;ol, aux) ¢ {DB,, L}, outputs 1; otherwise outputs 0.

Fig. 7 The security experiment EXPX‘}(N7 DB,a,T).

5.2 Our Construction

In this section, we generalize the DPF in Fig. 2 to a t-private n({ + 1)-server DPF II,
for any ¢ > t and present our t-private n({+1)-server PIR-RV protocol I' (see Fig. 8).

Since PIR allows the client to privately retrieve DB, from DB of size N, DPF
indicates PIR with the same number of servers by sending every key k; for f, 1 to the
server §;, getting Zé\;l Eval;(k;, ) - DBy in return and reconstructing Zé\;l fan(f) -
DBy(= DB,,) by adding up all the answers. A simple idea to construct PIR-RV is to
let the client randomly choose 8 € G and use fq g instead of f, 1. The client will learn
DB, = 0 or 1 if the output is 0 or 3, respectively. If the DPF output is not in {0, 8},
then some answers must be incorrect. Due to the privacy of 3, we can get an n(t+1)-
server PIR-RV protocol which can tolerate at most ¢ malicious servers, if the DPF II
in Fig. 2 is used.

To construct PIR-RV that tolerates more malicious servers, we apply the above
protocol multiple times with different 3, in order to make sure the colluding servers
cannot break the security for each time. Suppose there are > n honest servers. The
protocol will be executed multiple times. Each time it sends the keys about hg to a
different set of n servers. Then the n(t + 1)-server PIR-RV can tolerate nt malicious
servers.

We can replace the ¢-private n(t 4+ 1)-server DPF II in above PIR-RV with a ¢-
private n(¢+1)-server DPF Il for any ¢ > t. The protocol Il; is identical to II, except
that its key generation Gen divides (o - 3) ¢ ¢(«) into sum of (¢ + 1) shares instead of
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(t+1) sharesin II: hg+-- -+ he = (0 8) o¢(c). The client can generate n(¢ +1) keys
{ki}?z(%ﬂ)_l, where k; = (h;, ;) fori = nj+£ (0 < j < (,0 < ¢ < n). With correctness
and privacy similar to that of II, the protocol Il also satisfies that no collusion of up
to ¢ servers can learn any information about [ since any ( servers cannot get all of
{hj}§:07 the n(¢ 4+ 1) PIR-RV protocol I' (Fig. 8) constructed with II; can tolerate
n¢ malicious servers. Let N = {0,1,...,n(C + 1) — 1}, B = {b|b C N, |b] = n} and
let I, = (Genc, Evalg, e Evalfhl) be the DPF with output group G. Our PIR-RV
protocol T' is shown in Fig. 8.

® Que(N,a): For each b € B, randomly choose [, € G, compute
(kg,kll’, . '7k2(c+1)—1) — Gen(1*, fo 5,); denote Py, Q, are bijective functions
where P, :b— {0,...,n—1} and Qp : (N'\b) = {n,n+1,...,n(C+1) — 1}, for

each j € N, compute
k%b(j)’ JEb
qUej,b =

b Ca
ka(j)7 j¢b

output n(¢ + 1) queries {quej}?f(;rl)_l where que; = {que; , }pe, together with

the auxiliary information aux = {8 }pep-
® Ans(DB, que;, j): Parse que; = {que; ,}pes. For each b € B, parse que;;, = kb,
compute

N
ans;, = » DBy Eval$ (K", 0),
=1
output ans; = {ans; ;}res.
® Rec(a, {ansj};foﬂ)_l,aux) : Parse aux = {0 }rep and ans; = {ans; , }pep for all
j € N. For each b € B, compute R, = Z?L%H)*lansj’b. If there exists b € B

such that Ry ¢ {0, 8}, output L; otherwise, for each b € B, set res, = dg, g,. If
there exist distinct by, by € B such that resy, # res,, output L; otherwise, output

{resy }oes-

Fig. 8 n(¢ + 1)-Server PIR-RV protocol T'.

Theorem 12. The n(¢+1)-server PIR-RV protocol T is t-private and (n¢, ﬁ)-secure.
If the key size of the DPF wused in the PIR-RV is K, then the total communication
complexity of the PIR-RV is CCr(N) = O(("T'K)

Proof. The privacy and correctness of the PIR-RV protocol follows directly from the
perfect security and correctness of the DPF Il;. It suffices to prove the security and
the communication complexity.

If there exists an adversary Adv that can wins the security experiment in Fig. 7,
for every b € B, the sum of all outputs of servers should be changed from 0 to g} or
from S, to O for every b € B. This shows that Adv can only break the PIR-RV by
guessing every f3;, correctly. We only need to show that there exist a b € B such that

26



Adv knows no information about 8. The privacy of 5, depends on the privacy of § of
IT¢.

Each server can only get one share of (o - ) ¢ («). Since (o - fp) ¢ () is shared
additively to hop + - + he¢p, and the n hgps are contained in the first n keys. Thus
the ho s generated from function Gen(1*, f,,) are contained in {k?}7-. Since the
image of Py(j) for j € bis in {0,...,n — 1}, these keys containing hg; are given to
the servers with index in b. As there exist a b € B that the n servers with index in
b are all honest. For this case, Adv know nothing about hgp. Since (o - 8p) © ¥(c)
is additive shared to hoyp,...,h¢p, for every b, the distribution of (h1p,...,hep) is
uniform in H"~!. This means that any 3o, 51 € G, the distribution of (hqp,..., hew)
under the case 8, = By and [, = 51 are the same. Furthermore, the change of 3, have
no effect on ¢y, ...,c,_1, which means the distribution of the keys that Adv gets can
reveal nothing about B,. Thus the malicious servers have no information of ;. For
the server, the distribution of 3, is the uniform distribution over Z,-, so the protocol
is (n¢, p%)—secure.

For each b € B, the client only send the key to each server and the size of answer
is independent of N, so the communication complexity is O(K). Since |B| = O(¢"™),
the communication complexity of the PIR-RV protocol I' is O(¢™ - K) to each server,
hence the total communication complexity is CCp(N) = O(¢"*! - K). O

In particular, if we use the DPF in Section 4.1, and share (o - 8) ¢ ¢ () additively
to more shares, then we can get a PIR-RV that only need 2 honest servers with
subpolynomial communication complexity. We state this as follow.

Theorem 13. For any ¢ € Z*, there exist a 1-private 2(¢ + 1)-server (2, %)—secur@
PIR-RV protocol with database size N and total communication complexity CCr(N) =
O(¢3 - 26vIog Nloglog Ny

If we use the DPF in Section 4.2, similarly we can get a PIR-RV that needs 4
honest servers which is quite more efficient. When we take a very large Z, as the
output group, our PIR-RV protocol could be very close to perfect security with an
extremely slow growth in communication complexity.

Theorem 14. For any ¢ € Z*, there exists a 1-private 4(¢ + 1)-server (4¢, %)—secure
PIR-RV protocol with database size N and total communication complezity CCr(N) =
O(¢P - 20VIoe NToglog N - (S log ).

Ke and Zhang [8] proposed a 2-server (1, ﬁ)-secure PIR-RV protocol with com-
munication complexity O(logp - vN). Compared with [8], our protocol provides
subpolynomial communication complexity and higher malicious server tolerance with
at least 4 servers.

6 Conclusions

In this paper, we provide a transformation from share conversion to information-
theoretic DPFs. With this transformation, we give a perfectly secure 4-DPF for any
output group and a 8-DPF with smaller key size for output group Z,,. We also construct
new efficient PIR-RV protocols with the new DPFs. Our DPFs with subpolynomial
key size are all t-private for ¢ = 1. The question is open for ¢ > 1.
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