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Abstract. Vector commitment schemes are compressing commitments
to vectors that make it possible to succinctly open a commitment for
individual vector positions without revealing anything about other po-
sitions. We describe vector commitments enabling constant-size proofs
that the committed vector is small (i.e., binary, ternary, or of small
norm). As a special case, we obtain range proofs featuring the short-
est proof length in the literature with only 3 group elements per proof.
As another application, we obtain short pairing-based NIZK arguments
for lattice-related statements. In particular, we obtain short proofs (com-
prised of 3 group elements) showing the validity of ring LWE ciphertexts
and public keys. Our constructions are proven simulation-extractable in
the algebraic group model and the random oracle model.
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1 Introduction

Vector commitments (VCs) [84126] allow a user to commit to a vector of messages
m = (mq,...,my) € D" over some domain D by generating a short commitment
string. Later, the committer should be able to succinctly open individual entries
of m. Here, “succinctly” means that the partial opening information (called
“proof”) should have constant size — no matter how large the committed vector
is — and still convince the verifier that the opened coordinate is correct. As in
standard commitments, a vector commitment scheme should satisfy two security
properties: (i) The binding property, which ensures that no efficient adversary
can open a commitment to two different values at the same position i € [n]; (ii)
The hiding property, which guarantees that revealing a subset of components
does not reveal any information about messages at remaining positions.

Vector commitments found a number of applications in the context of zero-
knowledge databases [84], verifiable data streaming [80], authenticated dictionar-
ies [I01], de-centralized storage [25], succinct arguments [TTI8T], cryptocurrencies
[32J100] and blockchain transactions [ITI63].

In this paper, we consider the problem of extending vector commitments
with optimally short proofs that the committed vector m has small entries. A
straightforward solution is to generically use a general-purpose succinct non-
interactive argument (SNARK) for all NP languages [91]. While the SNARKSs of
[6756169] would give constant-size proofs, they would require to represent the



statement as an arithmetic circuit. Then, the latter would have to compute the
opening algorithm (including exponentiations in a group) of the commitment
scheme, which would result in a complex circuit. In turn, this would require a
large structured common reference string (CRS) and make the proof generation
very expensive since, in pairing-based SNARKSs with very short proofs [56J69J51],
the CRS size grows linearly with the number of multiplication gates in the arith-
metic circuit. Inevitably, the computational cost of the prover grows (at least)
linearly with the circuit size as well. In this paper, we aim at proving smallness
more efficiently than by generically using a SNARK for all NP statements.

1.1 Owur Contributions

We revisit the vector commitment scheme of Libert and Yung [84] and propose a
technique allowing to argue the smallness of committed vectors without chang-
ing the commitment algorithm nor its public parameters. Using a very small
number of group elements (typically 2 or 3), we can prove that a committed
vector is binary, ternary or that it has small infinity norm. By slightly increasing
the proof length, we can also prove that a committed vector has small Euclidean
norm or a small Hamming weight.

A key building block of our non-interactive arguments of smallness is a tech-
nique of generating a short proof that a committed m has binary entries. The
proof is made of only two group elements and is proven knowledge-sound in the
combined algebraic group model (AGM) [49] and random oracle model. In addi-
tion, the scheme retains the useful properties of the original vector commitment
[84]. In particular, its CRS size remains linear in the dimension n of committed
vectors and it remains possible to succinctly open the commitment for individ-
ual vector positions. As in [83], it is also possible to prove that a committed
(binary) m € Z, satisfies a linear equation (m,t) = z for a public ¢t € Z}; and a
public z € Z,. Finally, it retains the aggregation properties [8363] that make it
possible to generate a constant-size proof for a sub-vector opening.

As a first application of our arguments of binarity, we obtain a new construc-
tion of range proof featuring extremely short proofs. Regardless of the range
magnitude, each proof consists of only 3 group elements, which matches the
proof size of Groth’s SNARK [69] and improves upon the shortest known range
proof due to Boneh et al. [I4]. The construction extends to simultaneously prove
possibly distinct ranges for the individual entries of a vector @ = (z1,...,Tm)
without affecting the proof size. As a special case, it implies very short proofs
that a committed & € Z™ has small infinity norm.

As a second main application, we provide short pairing-based non-interactive
zero-knowledge (NIZK) arguments for many natural statements appearing in
lattice-based cryptography. Specifically, we can argue knowledge of small-norm
elements sy, ..., s, of a cyclotomic ring R = Z[X]/(X? + 1) that satisfy a linear
relation Zf\il a; - s; = t, for public vectors of ring elements ai,...,a,t € Rév,
where R, = R/(¢R). Using only 3 group elements, we can prove the validity
of a ring LWE (RLWE) ciphertext [88], an RLWE public key, or even FHE ci-
phertexts [T94533]. We can also prove that a committed vector is a solution to



an instance of the subset sum problem, which is useful for all the applications
considered in [46]. For the specific task of proving the validity of a ciphertext in
the Lyubashevsky-Peikert-Regev cryptosystem [88], we provide efficiency com-
parisons with Groth’s SNARK [69], which is the state-of-the art construction
featuring the same proof size. We estimate that the size of the common ref-
erence string is reduced by a factor 2. While slower on the verifier’s side, our
scheme decreases the number of exponentiations at the prover by a factor 4. The
reason is that, on the prover and verifier sides, the number of exponentiations
only depends on the length of the witness and not on the size of the arithmetic
circuit describing the relation. Our construction thus provides a more balanced
tradeoff than SNARKSs between the complexities of the prover and the verifier.
As such, it can be useful in cloud or blockchain applications where it is desirable
to minimize the overhead of the client even at the cost of increasing the workload
of the server. For example, in FHE-based private smart contracts [3897] (which
explicitly require ZK proofs of input awareness), a resource-constrained client
has to prove the validity of its input FHE ciphertexts before sending them to a
computationally powerful server performing homomorphic operations.

Our NIZK arguments of range membership and ciphertext validity can be
proven simulation-extractable in the algebraic group model [49] and the random
oracle model (recall that all such succinct arguments have to rely on an ideal-
ized model [59]). Simulation-extractability guarantees knowledge-soundness even
when the adversary can observe proofs generated by honest parties. It thus pro-
vides non-malleability [42] guarantees against a malicious prover attempting to
create a proof of its own by mauling honestly generated proofs. As pointed out
in, e.g., [BAJ53], it is an important security property in all applications where
succinct arguments are easily observable in the wild. For example, if a malleable
range proof is used to demonstrate the validity of confidential transactions (as
in the use case of [21]), it may fail to ensure transaction independence.

Luckily, we can prove simulation-extractability without increasing the proof
length while even the random-oracle-optimized variants [18/6] of Groth’s SNARK
have longer proofs. For the optimal proof length, existing SNARKSs either pro-
vide a relaxed flavor of simulation-extractability [5] or they are computationally
more demanding [70] than [69].

1.2 Technical Overview

In asymmetric pairings e : G xG — Gr, the scheme of [84] uses a CRS containing

group elements (g, {g; = 9'°") }iepnp (ns1y) and (g, {g; = §©}7,). The sender
commits to m = (my,...,my) € Z by choosing v ¢ Z,, and computing
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To open a position i € [n] of m, the committer reveals a proof
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which is verified by checking that e(C, gn11-i) = e(m;, §) - e(g1, Gn)™

To aggregate multiple proofs, PointProofs [63] uses the observation [83] that
the commitment of [84] allows proving that a committed m € Zj satisfies an
inner product relation (m,t) = x for public t = (t1,...,t,) € Z; and = € Z,.
By raising the verification equation to the power ¢; € Z, and taking the product
over all ¢ € [n], we obtain

e(C,HQf;+1 i) —¢€ Hﬂl ,g ghgn)zzllmi'ti ) (1)

PointProofs [63] aggregates proofs {m;}ics for a sub-vector S C [n] by deriving
aggregation coefficients {¢; };cs from arandom oracle and defining the aggregated

proof as the product mg = [],.g7;*. Verification then proceeds by testing the

equality e(C, Gu1-i) 5" = e(ms,g) - elga, Gu) s
PROVING BINARITY. Let a commitment C' = §7 - [1, 67" to = € {0,1}”
Using its proof aggregation properties, we prove that, for each i € [n], we have
x; (z;—1) = 0. To this end, we use a similar batching technique to BulletProofs
[21] and show that 2", y; - @; - (z; — 1) = 0, where y = (y1,...,yn) € Zy is a
vector of random aggregation coefficients obtained by hashing y = H (C’) using
a random oracle H : {0,1}* — Z7. As long as y € Zj is chosen uniformly after
{x;}_,, the probability to have Y. ; y; - x; - (x; — 1) = 0 is only 1/p if there
exists ¢ € [n] such that x; ¢ {0,1}.

In order to prove the statement using a constant number of group elements,
we first choose v, ¢~ Z,, and generate an auxiliary commitment

T H gn+1/. YR (2)

to the Hadamard product y o = (y1 - Z1,...,Yn - Tn) (in the reversed order).
Then, we proceed in two steps.
In a first step, our prover has to demonstrate that it really computed Cy as

a commitment to (Y, - Tp,...,y1 - 21). Since the commitment satisfies
e(Cy, §;) = : H Gt G) - €lgr, )V " Vie[n]  (3)
J=1j#i

! For our applications, we will assume that the commitment is in G rather than G in
order for the proof of knowledge-soundness to work out.



and the initial commitment C' = g7 - H;L:1 Q;Ej satisfies
e(gn+1—i7 C) =€ gnJrl i H gn+1 Z+j’g) (gl7gn)alcz Vi € [n]’ (4)
j=1,j#i

we can choose random exponents t = (t1,...,t,) <~ Z, and use them to raise
to the power t; - y; and to the power t;, respectively. If we then take the
products over all indices ¢ € [n] and divide them, we find that
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The reason why ., is a convincing proof that the prover computed C, as

= e(Teq, 9), ()

a commitment to (y, - Zpn,...,y1 - x1) is the following. Suppose that C, is a
commitment C, = g - [[/_; g,\}""] to some (21, ...,2,). Then, (3) becomes
e(Cy,9:) = e(m2,i, ) - e(g1, gn) >+ Vi € [n], (6)

Zn+1
where 7, ; =[] ie1,ji Inr 1 ; 4 1s the proof that a prover can compute to open

the (n + 1 — i)-th position of Cy,. Now, if we raise () to the power ¢; and divide
it from (4)) raised to the power ¢; - y;, we obtain
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where 7 = [ i 4} gZikiﬂ- is the computable proof that allows opening the

i-th position of C' in . If ¢ is chosen uniformly after (z1,...,2n), (Y1,---,Yn)
and (z1,...,x,), then the probability to have > i t; - (y; - ; — zZp41-i) = 0
is 1/p if there exists ¢ € [n] such that z,41—; # v; - ;. In the construction, we
derive t = (t1,...,t,) = H(y, C, Cy) € Z,, from a random oracle to make sure
that ¢ is computed after y, (z1,...,2,) and (21,...,25,).

The proof 7., of the first step implies that C,, - H;.lzl g:ﬁ_ ; is a commitment
to the vector (yn - (xn — 1),...,91 - (x1 — 1)), where (z1,...,2,) is the vector
committed in C. In a second step, we prove that (Yn (xn—1),...,y1- (1= 1))
is orthogonal to (zy,,...,x1): i.e., Yoy yi - @; - (z; — 1) = 0. From (], we notice
that such a proof can be obtained as
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and satisfies
O H gn+1 j’ - e(ﬂ-y?g)'e(glagn)Z?:l y1I7(11—1) = 8(7Ty7g) (7)

In order to minimize the proof size, we will exploit the linearity of verifica-
tion equations (b)) and @ to aggregate m., and m, into a single group element

T = Teq' - m,” using random aggregation coefficients (Jeq, ) € Z3.
Eventually, the proof m = (Cy,7) € G? that C' commits to a binary vector
consists of the commitment Cy to (Y, - Zn,...,y1 - x1) and 7 € G.

PrROVING RANGE MEMBERSHIP. To obtain a constant-size range proof, we use
the fact that the commitment scheme of [84] is also an inner product functional
commitment. The prover has a Pedersen commitment [94] V' = §" - §7 in the
group G. In order to prove the statement 2 € [0,2¢ — 1], the prover considers
the bit representation (z1,...,27) € {0,1} of 2 and computes a commitment
C = g7 - Hf 1 gj , for a random v € Z,. Using the aggregation properties of
the commitment, it will prove that the committed x = (21,...,2, | 0" %) € Ly
satisfies: (i) Zf L@ - 27 =g (ii) @; € {0,1} for each i € [n].

In order to prove (i), the prover can adapt and generate a short proof
[T, 72" € G such that

Hgi;f D) =e([[72 " 9) - elgr, gu) == =2 (8)

and show that the exponent above e(gl, Jn) in is equal to the committed x
in V=g g% Since V satlsﬁes e(ng) = e(g1,9n)" - e(gh, ), the prover can

actually compute m, = Hf |2 " /g% such that

e(He 1 g?ll—l-ll 79 CA’)
e(gn, V)

Proving (ii) is addressed as explained earlier. Note that we do not need to prove
that the n — £ last positions of & are zeroes since the inner product in the right-
hand-side member of only involves the first £ positions of x.

In order to minimize the proof size, we will exploit the linearity of verification
equations @D, and @ to aggregate 7, m.q and my into a single group element.
In order to ensure knowledge soundness in the algebraic group model, we also
need to aggregate a proof element 7, showing that V is a commitment to a vector
of the form (z,0,...,0). The entire proof = = (C’, Cy,m) € G x G? eventually
consists of the commitment C' to the bits of z, the auxiliary commitment C,, to
(Yn * Tny---,y1 - 1) and the aggregated proof 7 € G.

= 6<7Tx, []) . 9)

BATcHING RANGE PROOFS. The above technique extends to prove multiple
range membership statements at once about the entries of a committed vector.



For a commitment V = §" - [T, 5%, the prover will convince the verifier that
xy € 0,2 — 1] for each k € [m] using only 3 group elements (we assume for now
that the same range is proven for each xj but distinct ranges can be handled).

To this end, we can use the same aggregation technique as BulletProofs
[21, Section 4.3] and compute C' as a commitment to a vector of dimension
n = £ -m (where £ is an upper bound for ¢) obtained by appending the binary
expansions of all {zx}7 . Then, we can use a single group element to prove
that, for each k € [m], the k-th sub-vector & = (z.1,..., %k, 0,...,0) hidden
by the commitment C is a binary vector satisfying x5 = Zle T, -2 1. Namely,
for the k-th slot, the prover can compute 7, € G such that

¢
i—1 A \NTr n
e(T 92— hnyini €) = elgr, gn)™ - ek, §) (10)
=1

Since V is itself a vector commitment, the prover can compute m, j such that

e(gk:a V) = e(ghgn)mk ) e(ﬂ-v,kag) (11>
Then, by dividing from , raising the result to a random power &, € Z,
and taking the product over all indices k € [m], we find that the prover is able
to compute a short m = [}~ (7 /7y )" such that

m 14 gi—1 &k
e(ITits (TTiey gn+17((k71)@+i)) ,C)
e(ITi=s gik V)

which argues that zj = Y3'_, xp; - 207! for all k € [m]. Indeed, otherwise, we
have 7" & - (g — Zle xg,;i-2'71) = 0 with negligible probability 1/p as long

as (€1,...,&n) are chosen uniformly after the commitments V and C.
The remaining proof elements are computed exactly as in the single-slot
setting, so that the final proof 7 still lives in G x G2. This immediately provides

a short proof that a committed vector has small infinity norm. By introducing a
few more group elements in the proof, we can also prove small Euclidean norms.

= 6(7‘1’,_@), (12)

PROVING RELATIONS IN LATTICES. Here, we build on an approach considered
by del Pino, Lyubashevsky and Seiler [41] to prove lattice-related statements
assuming the hardness of computing discrete logarithms. The difference that
we replace the BulletProofs component [21] by our more compact proof that a
committed vector is binary. We also exploit the fact that the underlying vector
commitment [84] allows proving inner-product relations as in .

Let the polynomial rings R = Z[X]/(®), for some cyclotomic polynomial ¢ of
degree d, and R, = R/(qR). As in [4I], we aim at proving the existence of small-

norm ring elements s = (sy,...,sy) € RM such that Zf\il a;-s; =t mod (¢, ?),
for public t € Rév and ay,...,ap € R(J]V. To this end, we proceed as in [4I] and
re-write the relation as the following equality over Z[X]/(P)

M

Zai'si:tJrr-qmod(@), (13)

i=1



where r € RY is a vector of polynomials of degree < d — 1 and the compo-
nents of {a;}}, and t are interpreted as polynomials with integer coefficients
in {—1q/2],...,q/2]}. If ||si]|cc < B; for each i € [M], r contains polynomials
with coefficients of magnitude ||7||cc < dM - max; e[ (B;)/2.

If we denote by ¢ : R — Z? the coefficient embedding that maps s; =
2?21 sij - X771 to its coefficient vector ¢(s;) = (si1,...,sia) € Z%, we can
re-write (13) as a matrix-vector product over Z

[Av]. [Am | —a-Inva] [o(s1) |- [ @(sar) | (r)]T = o(2) (14)

s

x

for structured matrices Aq,..., Ay € Zév dxd interpreted as integer matrices
over {—[q/2],...,|q/2]}. In order to prove (14), the prover can commit to the
vector & € ZM4+Nd yging a vector commitment. Then, it can generate short
proof that |[¢(s;)||ec < B; for each i € [M] and [[¢(7)||co < dM -max;cip(B;)/2.
Finally, it can prove that holds over Z,, where p is the order of pairing-
friendly groups. If p > 2M gd max;(B;), this ensures that also holds over the
integers. In order to optimize the proof size, we commit to the binary decompo-
sition of (¢(s1),...,¢(sm), #(r)) and prove a relation like (14]) where the blocks
of the matrix are multiplied by a suitable “powers-of-2” gadget matrix [92].

In order to minimize the number of exponentiations, we apply the Schwartz-
Zippel lemma in a different way than [41]: Instead of proving by considering
evaluations of degree-2d polynomialsﬂ we compress by left-multiplying both
members with a random vector @ € ZN¢ which allows processing all the rows
of using a short proof for a single inner product relation.

Besides the shorter proof length, replacing BulletProofs by our arguments of
binarity has the side effect of decreasing the number of exponentiations at the
prover in the approach of del Pino et al. [41]: We need at most 340000 exponenti-
ations to prove the validity of an LPR ciphertext [88] whereas [41] requires about
700000 exponentiations to prove an RLWE instance with smaller parameters.

Of course, neither of the two protocols preserves soundness against quantum
adversaries. However, they still provide viable solutions in applications that only
need to guarantee soundness at the moment of the protocol execution. In par-
ticular, they do not affect the post-quantum security of the encryption scheme
as their zero-knowledge property does not rely on any assumption.

ACHIEVING SIMULATION-EXTRACTABILITY. In our security proofs, one of the
main difficulties is to properly simulate proofs for adversarially-chosen state-
ments while remaining able to extract a witness (or break some assumption)
from a proof generated by the adversary. As noticed in, e.g. [63], the simulator
cannot use the trapdoor a € Z, of the CRS since it would be incompatible with
a reduction from a g-type assumption in the AGM.

To address this problem, we build a trapdoor-less simulator [53] that can

2 More precisely, [41] proceeds by proving a relation Zfil a;-S;i—r1-q—7r2-® =1t over
Z[X], where r; and r2 contain polynomials of degree 2(d— 1) and d — 2, respectively.



simulate proofs for adversarially-chosen statements by programming the random
oracles and without using «. To do this, we exploit the fact that our range proofs
and our proof of valid RLWE encryption are obtained by aggregating various
sub-proofs satisfying verifications of the form , or . In each simulated
proof m = (C,Cy, ), we compute C' and C, as commitments to vectors which
are programmed (as functions of previously chosen aggregation coefficients) in
such a way that the uniquely determined proof 7 is computable without knowing
the missing element g(anH) of the CRS. At the same time, we can argue that,
with overwhelming probability, the adversary can only come up with a state-
ment and a proof 7 from which the reduction can extract either a witness or a
representation of 7 that depends on g(o‘nﬂ).

1.3 Related Work

Vector commitments with logarithmic-size proofs are known since the Merkle-
tree-based construction [90]. In the last decade, a number of number-theoretic
candidates have emerged and offered useful advantages such as additive ho-
momorphism, very short proofs [84], stateless updatability [26], or sub-vector
openings [8TJTTII00]. The first candidate with constant-size proofs was put forth
by Libert and Yung [84] under a g¢-type assumption. Constructions based on
the standard Diffie-Hellman assumption (in pairing-friendly groups) and the
RSA assumption appeared in the work of Catalano and Fiore [26]. Lattice-based
schemes were suggested by Peikert et al. [95]. While more versatile than their
hash-based counterparts, algebraic VCs also seem to require more fancy math-
ematical tools. Indeed, Catalano et al. [27] recently proved negative results on
the possibility of discrete-log-based vector commitments without pairings.

POLYNOMIAL AND FUNCTIONAL COMMITMENTS. As first introduced by Kate,
Zaverucha and Goldberg [77], polynomial commitments allow one to commit to
a polynomial and subsequently prove evaluations of this polynomial on specific
inputs via a short proof (i.e., of length sub-linear in the degree of the commit-
ted polynomial). Succinct polynomial commitments were used in a number of
SNARKS realizations (see, e.g., [SAUBII22IT3]). As shown in, e.g. [24], Section 3.1],
polynomial commitments imply vector commitments.

Functional commitments (FC) for inner products [74I83] generalize both vec-
tor commitments and polynomial commitments by allowing the sender to com-
mit to a vector m and succinctly prove linear functions of the committed vector.
The first flavor of inner product functional commitment was considered in the
interactive setting [74] while non-interactive solutions with constant-size proofs
are enabled by SNARKSs. Libert, Ramanna and Yung [83] generalized the vec-
tor commitment of [84] into a non-interactive inner product FC in the standard
model while preserving its short proof size. Constructions with short public pa-
rameters in hidden-order groups were put forth in [34/4]. Lai and Malavolta [81]
proposed the notion of linear map commitments that allows a prover to reveal a
linear map evaluation, instead of just an inner product. At the expense of losing
the homomorphic property, Lipmaa and Pavlyk [86] provided an FC candidate



for sparse polynomials. Recently, lattice-based realizations were given for general
bounded-depth circuits [40J102]. Boneh et al. [I5] considered the dual notion of
function-hiding FC schemes (where the committer commits to a function instead
of a message) for arithmetic circuits, which also generalizes vector commitments
and other primitives. More recently, Albrecht et al. described [I] a construc-
tion for constant-degree polynomials over the integers as a building block for
lattice-based SNARKSs. Back in 2015, Gorbunov et al. [64] implicitly described
non-succinct functional commitments for circuits. Succinct FC candidates for
circuits recently appeared in the work of Wee and Wu [102]. Independently, de
Casto and Peikert [40] proposed a lattice-based function-hiding FC for circuits,
but without fully succinct evaluation proofs.

Vector commitments with succinct proofs of smallness can be seen as a spe-
cial case of functional commitments for Boolean predicates, where the smallness
bound is hard-wired in the circuit. However, functional commitments for general
circuits [40J102] seem ill-suited to our purposes since we aim at computationally
efficient schemes with very short proofs. Indeed, the function-hiding FC scheme
proposed by de Castro and Peikert [40] does not provide succinct openings (i.e.,
the opening size grows with the input length). While succinct, the construction
of Wee and Wu [102] would not compete with ours in terms of proof length and
CRS size (which is quadratic in the dimension of committed vectors in [102]).
Moreover, in our application to NIZK arguments, the scheme of [102] would
require the use of ad hoc knowledge assumptions in lattices for lack of a well-
defined lattice analogue of the algebraic group model. Balbés et al. [7] suggested
an alternative realization of FC for arithmetic circuits. However, its proof length
grows at least linearly with the depth of the arithmetic circuit, which would
translate into much longer proofs than ours.

In an earlier work, Catalano, Fiore and Tucker [28] proposed additively ho-
momorphic FCs for constant-degree polynomials and monotone span programs.
While their construction for polynomials and the Lipmaa-Pavlyk construction
[86] are both amenable to proving smallness statements, they would be less
efficient than our constructions, as discussed in Supplementary Material [A]
Moreover, their more complex CRS structure would make it harder to prove
knowledge-soundness in our setting, where the evaluation-binding property con-
sidered in [8628] would not suffice.

AGGREGATION AND SUB-VECTOR OPENINGS. On several occasions, we rely on
sub-vector openings and proof aggregation in the vector commitment of [84].
The notion of sub-vector openings was independently introduced and real-
ized by Lai and Malavolta [81] and by Boneh, Biinz and Fisch [11]. It allows
a sender to generate a short proof mg that opens a sub-vector mg of m, for a
subset S C [n]. Sub-vector openings are implied by the proof aggregation prop-
erty considered in [TITOTITO0/25/63/98], which allows anyone (and not only the
committer) to aggregate n individual proofs {m;};cs for a committed sub-vector
mg into a constant-size proof mg. Boneh, Biinz and Fisch [II] and Tomescu
et al. [I00] realized same-commitment aggregation in hidden-order groups and
under g-type assumptions in pairing-friendly groups, respectively. Campanelli et

10



al. [25] introduced incrementally aggregatable vector commitments, which allow
different sub-vector openings to be merged into a shorter opening for the union
of their sub-vectors. Moreover, aggregated proofs support further aggregation.

By leveraging the linearity properties of the vector commitment from [84],
Gorbunov et al. [63] obtained the first VC scheme enabling cross-commitment
aggregation, which is useful in blockchain applications. The same-commitment
variant of their aggregation method is obtained by introducing a random oracle in
the inner product functional commitment of [83]. Our technique of proving that a
committed vector is a reversed Hadamard product of another committed vector
x and a public vector y is inspired by the randomized aggregation technique
of PointProofs [63]. The difference is that, while [63] uses proof aggregation to
succinctly prove sub-vector openings, we use it to prove linear relations between
related positions in distinct committed vectors.

By instantiating vector commitments from polynomial commitments, Boneh
et al. [12I13] obtained an alternative VC system supporting cross-commitment
aggregation. Hyperproofs et al. [98] is yet another VC scheme allowing cross-
commitment aggregation with the additional feature that all proofs can be up-
dated in sub-linear time when the vector changes.

OTHER PROOFS OF BINARITY. Prior works on pairing-based commitments
[6160] considered the problem of constructing constant-size proofs that a com-
mitted string is binary. However, these techniques apply to variants of Groth-
Sahai commitments [7I] that are not succinct vector commitments: i.e., either
the commitment or partial openings (or both) do not have constant size. The
first candidate [61] was designed for perfectly-binding commitments, where the
commitment is longer than the committed message. The case of perfectly hiding
(compressing) commitments was considered in [60, Section 4.2] but the under-
lying commitments do not natively support constant-size partial openings. As
briefly alluded to in [60} Section 4.2.1], it is actually possible to build a succinct
vector commitment to bitstrings on top of the perfectly hiding commitments
from [60, Chapter 4]. However, the resulting construction has several limita-
tions: (i) The CRS has quadratic size in the dimension of committed vectors
(like the Diffie-Hellman-based vector commitment of [26]); (ii) It does not seem
to support constant-size proofs that the committed m € Zj satisfies inner prod-
uct relations (m, t) = x for public t € Z); and = € Z,; (iii) Proofs are somewhat
long and contain more than 20 group elements (according to Table 4.1 in [60]).

RANGE PROOFS. Range proofs were introduced by Brickell et al. [20] and inves-
tigated in a large body of work [B023|T7I85I68129I37/62] since then.

A standard approach [20123J68|6221] consists in breaking integers into bits
and committing to these bits using homomorphic commitments. When it comes
to proving membership of a range [0, 2¢—1], the resulting proofs generally contain
O(¥) group elements (and thus O(A - £) bits, where A is the security parameter)
although somewhat shorter proofs [23/68/62] are achievable using pairings. Using
a clever recursive folding technique, Bulletproofs [2I] decreased the communi-
cation complexity to O(log¢) group elements (i.e., O(\ - log¥) bits) in general
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discrete-logarithm-hard groups without a bilinear map.

Another approach [I7I85I65I37] relies on integer commitments in hidden-
order groups, by decomposing positive integers as a sum of squares. The sum-
of-squares method was transposed [36/35] to groups of (sufficiently large) public
prime order. It was also adapted to class groups and lattices. For some parame-
ters in the standard discrete logarithm setting, the constructions of [3635] were
shown to compare favorably with BulletProofs.

For some applications where the proof size is the primary concern (e.g., con-
fidential transactions in the blockchain [21]), it may be desirable to have even
shorter proofs than [21J36l35], even at the expense of losing the transparent setup
property. Using polynomial commitments, Boneh et al. [I4] suggested another
range proof inspired by SNARK arithmetization techniques [51]. Their construc-
tion can be realized from a variety of polynomial commitments [7722/82]. In in-
stantiations from pairing-based polynomial commitments [77/83], it provides the
smallest communication cost to date, with proofs as short as 3 group elements
and 3 scalars. In our range proof construction, we further decrease the proof
length to that of the shortest known SNARKSs [69]. A detailed comparison with

[14] is given in Section

DiSCRETE-LOG-BASED PROOFS FOR LATTICE RELATIONS. The use of special-
ized pairing-based arguments to prove lattice relations was considered to prove
the correct evaluation of FHE ciphertexts [48]. However, the modulus of the lev-
eled FHE scheme had to match the group order of the pairing. This limitation
does not appear in the del Pino et al. approach [41] nor in our construction. We
note that the motivation of [48] was different since, in their setting, the prover
was the server while the verifier was a computationally constrained client. Here,
we consider use cases like [97] where the prover is the client (generating the proof
on its browser using a single thread) and the verifier runs on a computationally
powerful machine that can afford the use of multiple threads.

In applications to private FHE-based private smart contracts [97], the pro-
tocol of [41] was actually preferred to SNARKS in order to obtain faster prover.
Our system can offer a similarly fast prover with the benefit of shorter proofs.

2 Background and Definitions

2.1 Hardness Assumptions

Let groups (G, G, Gr) of prime order p with a bilinear map e : G X G — Gr.
We rely on the hardness of computing a discrete logarithm o € Z, given

{gai}ie[zn] and {ga"'}ie[n]. This assumption is similar to the n-discrete loga-

rithm assumption considered in, e.g. [49], except that powers o' are given in the

exponents in both groups G and G.

Definition 1 ([49]). Let (G,G,Gyp) be asymmetric bilinear groups of prime

order p. For integers m,n, the (m,n)-Discrete Logarithm ((m,n)-DLOG)

problem is, given (g, 9%, ¢, ..., g@™) g.4%,...,50"), where a & Zyp, g ¢ G,

g & G, to compute o € Zy.
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2.2 Non-interactive Arguments

A NIZK argument for a language L = {(x,w) € R}, where R is an NP relation,
consists of algorithms (CRS-Gen, Prove, Verify) with the following specifications.
On input of a security parameter A € N (and, optionally, language-dependent
parameters), CRS-Gen generates a common reference string pp and a simulation
trapdoor 7. Algorithm Prove takes as input the common reference string pp,
a statement x and a witness w and outputs a proof w. Verify takes in pp, a
statement x and a proof 7 and returns 0 or 1. Correctness requires that, for any
(z,w) € R, honestly generated proofs are always (or at least with overwhelming
probability) accepted by the verifier.

From a security point of view, NIZK argument systems should satisfy two
properties. The zero-knowledge property requires that proofs leak no informa-
tion about the witness. This is formalized by asking that the trapdoor 7 (hidden
in pp) allows simulating proofs that are (statistically or computationally) indis-
tinguishable from real proofs. The knowledge-soundness property requires that
there exists an extractor that can compute a witness whenever the adversary
generates a valid proof. The extractor has access to the adversary’s internal
state, including its random coins. In a NIZK argument for a relation R, these
properties are defined as follows.

Completeness: For any A € N, and any statement-witness pair (z,w) € R,
there is a negligible function negl : N — N such that
Pr [Verifypp(x,w) =1
| (pp, 7) +~ CRS-Gen(1%), 7 « Provey,(z, w)] = 1 — negl(\).

Knowledge-soundness: For any PPT adversary A, there is a PPT extractor
& 4 that has access to A’s internal state and random coins p such that

Pr [Verify, (z,7) =1 A (z,w) € R | (pp,T) CRS-Gen(1%),

(z,m) < A(pp; p), w 4 Ealpp, (z,7),p)] = negl(A).
(Statistical) Zero-knowledge: There exists a PPT simulator Sim such that,
for any A € N and any pair (z,w) € R, the distributions Dy = {m «+
Provepy(z,w) : (pp,7) < CRS-Gen(1*)} and D; = {m < Sim(pp,7, ) :
(pp, T) + CRS-Gen(1*)} are statistically close.

For many applications, it is desirable to consider an adversary that can ob-
serve simulated proofs (for possibly false statements) and exploit some malleabil-
ity of these proofs to generate a fake proof of its own. To prevent such attacks,
the notion of simulation-extractability strengthens knowledge-soundness by giv-
ing the adversary access to a simulation oracle.

Simulation-Extractability: For any PPT adversary A, there is a PPT ex-
tractor €4 that has access to A’s internal state/randomness p such that

Pr [Verify,,(z,7) =1 A (z,w) € R A (z,7) € Q| (pp,T) CRS-Gen(1%),
(,m) = ASTF (pp; p), w 4= Ealpp, (2, 7), p, Q)] = negl(N),
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where SimProve(pp, ,-) is an oracle that returns a simulated proof m <
Sim(pp, 7, z) for a given statement z and @ = {(x;,7;)}; denotes the set of
queried statements and the simulated proofs returned by SimProve.

In the following sections, we extend the syntax with an algorithm Com that
inputs a vector * € D™ over a domain D and outputs a commitment C'.

2.3 Algebraic Group Model

The algebraic group model (AGM) [49] is an idealized model, where all algo-
rithms are assumed to be algebraic. Algebraic algorithms [16/93] generalize the
notion of a generic algorithm [96] in that, whenever they compute a group el-
ement, they do it using generic operations, by taking linear combinations of
available group elements so far. Hence, whenever they output a group element
X € G, they also output a representation {a;}¥ | of X = Hf\il g;" as a function
of previously observed group elements (g1, ...,gx) € GV in the same group.

In contrast with generic algorithms, algebraic algorithms can exploit the
structure of the group and obtain more information than they would in the
generic group model. Although its relation with the generic group model is un-
clear [78], the AGM provides a powerful framework to analyze the security of
efficient protocols via reductions. In particular, it has been widely used in the
context of SNARKs A9IRIGTI3H53].

3 Proving That a Committed Vector is Binary

Our construction for binary strings goes as follows.

CRS-Gen(1*,1™): On input of a security parameter A and the maximal dimen-
sion n € poly(\) of committed vectors, do the following:

1. Choose asymmetric bilinear groups (G, (@, Gr) of prime order p > 2L
for some function I: N = N, and ¢ &£ G, g & G.

2. Pick a ¢~ Z,,. Compute g1,...,9n,gn+2:---,92n € Gand gu,...,Gn € (G,
where g; = g(®") for each i € [2n]\ {n+1} and §; = §(®") for each i € [n].

3. Choose hash functions H, Hy : {0,1}* — Z7 and Hagg : {0,1}* — Z2.

The public parameters are

pp = <(Ga Ga GT)a 9, g, {gi}iE[Qn]\{n+l}7 {gi}ie[n] ) H)

where H = {H, H;, Hag, } are hash functions.
Com,(z) To commit to a vector & = (z1,...,2,) € Z)

p’
v & Z, and compute C' = §7 - H?Zl gj’f. Return C € G and the opening
information aux =y € Z,,.

choose a random
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Proveg, (C’, (x, aux)): given a commitment C and witnesses (sc; aux) consisting
of a vector @ = (z1,...,x,) € Z,, and randomness aux =y € Z, return L
if (x1,...,2,) € {0,1}". Otherwise, do the following:

1. Compute y = (y1,--.,Yn) = H(C’) € Z,,. Choose v, & 7, and compute
C — g’yy H g’n,—',—l“ 7

Then, compute t = (t1,...,t,) = H(y, C, Cy) €Zy.
2. Generate a proof

| (QZ+1—1: : Hje[n]\{i} 9ni1—i+j>
Teq = - . . o (15)
ILi= (giy TLiemp gnj-i-lj—j-‘ri)
which satisfies . .
n “Yi O
Mottt O _ ey, (10

e(Cy. [Tz, 9 3i')
and argues that C,, commits to (Y - Tp,...,y1 - 71) € Zj.
3. Compute a proof

m=0p-IL(@ - T eui)” (a7)
=1

jel\{i}

showing that > | y; - @; - (z; — 1) = 0 and satisfying

Cy Hgn+1 37 = e(my, 9) (18)
4. Compute (8eq,dy) = Hagg(C, Cy) € Z2 and then 7 = AN
Output the final proof 7 := (C,,7) € G*
Verify ,, (C‘, 7r): Given C € G and a purported proof 7 = (Cy, 7r) € G?,
1. Compute y = H(C) € Ly, (beqs0y) = Hoee(C,C,) € 72 and t =

Hy(y,C,C,) € 2.
2. Return 1 if the following equations is satisfied and 0 otherwise:

C 1—[Z ’Efeq tzl s ) “Yi O A
ol R ) _etmg) . (19)
v lli=19;

Correctness follows from the observation that equation is obtained by
aggregating -, for which a detailed proof of correctness can be found in
Supplementary Material B2}
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In the algebraic group model, the construction can be proven zero-knowledge
(for commitments chosen by an algebraic adversary) and knowledge-sound. The
proof of knowledge-soundness can be inferred from the proof of Theorem [2| (in
Section , of which it is a sub-case. In the upcoming sections, we will combine
the system with other components in such a way that the combined arguments
satisfy the stronger notion of simulation-extractability.

The construction easily extends to prove that a committed © € {—1,0,1}"
is ternary, by showing that x is the difference between two binary vectors. In
Supplementary Material[D] we give an optimized extension allowing to prove that
a committed vector is ternary using only 3 group elements. In Supplementary
Material we also explain how to prove the exact Hamming weight (or an upper
bound thereof) of committed binary/ternary vectors using 4 group elements.

4 A Range Proof With Very Short Proofs

Using the non-interactive argument for binary vectors from Section [3] we can
build range arguments made of a constant number of group elements.

In the description below, we assume ranges [0, B] such that B +1 is a power
of 2 but the approach easily extends to general ranges. The standard approach to
this problem is to consider the integer ¢ € N such that 2°~! < B < 2¢ and gener-
ate two range proofs showing that x € [0,2—1] and x+ (21— B) € [0,2¢—1],
where the second part is proven by leveraging the additive homomorphic prop-
erty of the commitment. Instead of generating two independent range proofs, we
can double the size of the CRS (by setting n = 2/, where ¢ > £ is the maximal
bitlength of the range) and avoid increasing the proof size. In Supplementary
Material we provide more details on the treatment of general ranges.

4.1 Description

For public g, 1 € G, the range membership relation is formally defined as
R = {(x,w) —((C =430 e GxN, (r,z) € Z, x [0,2 — 1])}

Since the commitment is perfectly-hiding, the proven relation is trivially satisfied
because, for any group element V, there exist a witness = in the stated range
and a corresponding randomness r € Z;, such that V= g" - gf. However, we
prove that the scheme is an argument of knowledge of a valid (r, ).

We assume that the initial Pedersen commitment V = g" - g7 to the witness
x € [0,2° — 1] is computed using the group elements (g, §1) € G? contained in
the CRS of the range argumentﬂ We note that a similar assumption is made
(see, e.g., [99]) in the polynomial-commitment-based construction of [14], where
the integer z is committed as a polynomial f[X] such that f(1) = «.

3 We note that committing x to a different, pairing-free, group G would not strengthen
security in any way since an adversary that would be able to compute a from pp
would still break knowledge-soundness.
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CRS-Gen(1*,1™): On input of a security parameter A and the maximal bitlength
n € poly(A) of ranges, do the following:

1. Choose asymmetric bilinear groups (G, G, Gr) of prime order p > 2!V
for some polynomial function I : N — N, and ¢ & G, § & G.

2. Pick a random « <= Z, and compute gi,...,9n,gnt2,---,92n € G as
well as g1, ...,9n € G, where g; = g(@) for each i € [2n] \ {n + 1} and
3 = 9@ for each i € [n).

3. Choose hash functions H, H; : {0,1}* — Zj, : {0,1}* = Z, and
H,ge : {0,1}* — Z3 that will be modeled as random oracles.

The public parameters are defined to be
pp = ((G,G,GT)’%Q, {9iYic2n\{nt1}s {Qi}ie[n],H)
where H = {H, H, H;, H,5, } are hash functions.

Comp,(z) To commit to an integer € Z, choose a random r & Z and compute

a Pedersen commitment V = g - g7 € G. Return com = V € G and the
opening information aux = r € Z,,.

Prove,, (com, (x, aux)): given com = V and witnesses (m; aux) consisting of an
integer x € [0,2¢ — 1] with binary expansion (z1,...,7¢) € {0, 1}*, where
¢ <n, and aux =r € Z, such that V = §" - g7, do the following:

1. Set (¥41,...,7,) = 0"t Choose v ¢ Z, and compute
¢
Ay A4
1147
j=1

together with a proof 7, € G that C' commits to (x1,...,2n) € Zy such
that Zle x; - 2271 = x. This proof 7, satisfies
YA i—1 A
e(Ilic, 934-1 :C)
(g’ﬂ7 V)

= e(mz, ) (20)

and is obtained as

2i—1
o =0, H (QZHﬂ ) H 9n+1 z+]) :

i=1 Jela\{i}

2. Compute y = (y1,.-.,Yn) = H(V, C’) € Z,. Pick v, & 7, and compute
C - g% H gn-{-l.. J
Then, compute t = (t1,...,t,) = Hi(y, V,C, Cy) €Zy.
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3. Prove that C}, commits to (y1 -1, ...,yn Tn) € Zy by computing a short
Teq € G (as specified in (I5)) satisfying
tiyi A
G(Hzn 1 gn+y1 i C)
e(Cy, ITZ1 31

4. Prove that > | y; - @; - (x; — 1) = 0 by computing 7, € G via ,
which satisfies

= e(ﬂeqag)~ (21)

C Hgn+1 Ne = e(my, g) (22)

5. Generate an aggregated proof that V= g" - g7 is a commitment to a
vector that contains 0 in its last n — 1 coordinates. Namely, compute

Si
=11y (9£+17i : 9£+27i) € G such that

Hgn+1 V) =e(m, 9). (23)

where s; = H,(i,[2,n],V,C,C,) € Z, for each i € [2,n].
6. Compute (95, 0eq, 0y, 0,) = H, gg(V, C, Cy) € Z;‘, and an aggregated proof
7=l -wgy -ﬂggq -l

Output the final range argument which consists of

™= (C,Cy,ﬂ). (24)

Verify,, (com7 71'): Given a commitment com =V € G and a purported proof 7,
parse the latter as in (24).

1. Compute y = H(V,C) € 77, (0, 0eq, 0y, 0y) = Ho.ee(V,C,C,) € Z2
t=Hy(y,V,C,C,) € Zy. Set s1 =0 and s; = H,(3, 2,n],V,C,C,) for
all indices i € [2,n].

2. Return 1 if and only if

80,2 4 (Beqti—0y)yi A
(C H’L 1 n+1 7 ( )y7c)
n —84y8; n Abeqli
e(gfﬁ ILizs gn-?—l—i’ V) ~e(Cy, ITimy 6°™)

where §,; =8, if i € [¢(] and §,;, =01if i € [{ + 1,n].

=e(mg), (25

CORRECTNESS. The verification equation is obtained by raising equalities

7 , and to the powers 6., 0eq, 0y, and d,, respectively, and
multiplying the results together. In Supplementary Material we provide
detailed proofs of correctness for individual verification equations —.
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EFrrICIENCY. The computational cost of the prover is dominated by O( ) expo-
nentiations in G and two exponentiations in G. Indeed, computing C at step 1
only requires one exponentiation and a subset product (which is cheaper than
an exponentiation) in G. Step 2 requires n + 1 exponentiations in G. Each of
the proof elements (7, Teq, Ty, Ty) requires at most 2n exponentiations when
terms are suitably re-arranged. The entire product 7w at step 6 is actually com-
putable using roughly 2n exponentiations since (75, Teq, Ty, Ty) can be computed
after the commitments (C’,Cy) and the aggregation coefficients. Overall, the
prover’s overhead amounts to 3n exponentiations in G, 2 exponentiations in G,
and cheaper multiplications over Z,. Of course, the prover can be optimized us-
ing specialized multi-exponentiation algorithms. The verifier’s work is dominated
by 2n + 1 exponentiations in G, n exponentiations in G and 4 pairings.

In terms of proof length, 7w only requires one element of G7 and 2 element
of G, which matches the optimal size of simulation-extractable pairing-based
SNARKs [70]. Using the KSS18 family of pairing-friendly curves suggested by
Kachisa et al. [76], each element of G (resp. G) can have a 348-bit (resp. 1044-
bit) representation at the 128-bit security level according to [44]. Assuming that
elements of G are three times as large as those of G, the overall proof length
does not exceed the equivalent of 5 elements of G, which amounts to 1740 bits.

In Supplementary Material[B.I] we give a detailed comparison among existing
constant-size range proofs. As shown in Table[l| our scheme provides the shortest
proof length and the smallest computational cost at the prover.

As shown in Supplementary Material [C} the construction extends to prove
multiple ranges at once for a committed vector of integers.

4.2 Security in the AGM & ROM
We first prove the zero-knowledge property in the random oracle model.

Theorem 1. The construction provides statistical zero-knowledge in the ROM.
(The proof is given in Supplementary Material )

The simulator in the proof of Theorem [I] proceeds by programming the ran-
dom oracles and also uses the trapdoor of the CRS. On the other hand, it works
for any given V € G without knowing an algebraic representation of V. If we
restrict V to be chosen by an algebraic adversary, it is possible to build an
algebraic simulator that does not rely on random oracles.

In the proof of Theorem [2, we assume that the construction is instantiated
with either Type-2 or Type 3 pairings [52] (i.e., no isomorphism is efficiently
computable from G to G) Specifically, we rely on the fact that the Pedersen
commitment V lives in G instead of G. If it was in G, the output of an algebraic
adversary could depend on generators {g; }2",, 2, which would hinder knowledge
extraction. Since only {g;}ic[n are given in (@, the algebraic group model in
asymmetric bilinear groups (see, e.g., [10]) allows assuming that an adversarially-
chosen commitment V' comes with a representation with respect to (g, { Gitien))-
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We do not know how to extend the proof to support symmetric pairings but
this is not really a restriction given that Type-1 pairings are much less efficient
for the same security level.

Theorem 2. Under the (2n,n)-DLOG assumption, the scheme is simulation-

extractable in the algebraic group model and in the random oracle model. (The
proof is detailed in Supplementary Material )

The intuition of the proof of Theorem [2]| is as follows. The main difficulty is
that we cannot immediately apply the simulator from the proof of Theorem
because it uses the secret exponent « as a simulation trapdoor. We thus use
a trapdoor-less simulator [53] that can simulate proofs for adversarially-chosen
statements by programming the random oracles and without using .

We are to show that, if the adversary can output a proof for which the
knowledge extractor fails, the reduction is able to compute o € Z,, from a (2n,n)-
discrete-logarithm instance (g, {g; = ¢*)}?2,), (§,{g = 97 },). These ele-
ments are used to form the CRS, where g,4+1 = g(anﬂ) is not included.

To simulate proofs for adversarially-chosen commitments V', we use the ob-
servation that, in equations —, the left-hand-side member can always
be written e(g,§)"(®), for some polynomial P;[X] which is computable by the
reduction (either because it computes the paired commitments itself or us-
ing an algebraic representation of 1% supplied by the adversary). In the aggre-
gated verification equation , the left-hand-side member is thus of the form
e(g, §)2i % Fi@) wwhere {8;}; are random coefficients derived from a random or-
acle, and the simulator has to compute 7 such that e(g, §)2: % (@) = e(x, g).
In the simulated proof w = (é’ ,Cy,m), it computes C and Cy by programming
the committed vectors as a function of all aggregation coefficients in such a
way that the polynomial >_, d; - Pi(a) does not depend on the monomial X" .
Then, it patches the appropriate random oracles so as to make them hit the pre-
viously chosen aggregation coefficients. Since >, d; - Pi() has no degree-(n +1)
term, the unique proof 7 satisfying e(g, §)2: % (®) = ¢(m,§) is computable
from {g;}ici2n]\ {n+13- This way, the adversary never gets to see a group element
whose algebraic representation depends on g,41.

Hence, when an algebraic adversary outputs a proof w* = (C’*,C; ,m*) of
its own, it also outputs a representation of 7* that does not depend on g,
either. At the same time, if the knowledge extractor fails, the reduction can
compute another representation of 7* that does depend on ¢, 1 w.h.p. Proving
this fact requires some care as we have to distinguish cases where the adver-
sary recycles C* or C;, from a simulated proof. For example, since y = H (V, C’)
does not depend on Cy, we have to prove that the adversary cannot output
(V*, m* = (é*,C;,ﬂ*)) where (V*,C*) appeared in a simulated proof. In this
case, we can still rely on the fact that ¢ is defined after (V*, cr, C,) to obtain a
representation of 7* that depends on g,,1.

Then, the two distinct representations of 7* reveal a non-zero polynomial of
which o € Z,, is a root.
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5 Shorter Proofs for Ring LWE Ciphertexts

In this section, we show that the techniques of previous sections can be used
to obtain very short proofs for natural statements that arise in lattice-based
cryptography. For example, they can be used for all the applications described in
[46]. Tt includes proving the validity of an LPR ciphertext [88], a BGV ciphertext
[19], a ring GSW ciphertext [58], a TFHE ciphertext [33], a ring LWE public key
or an NTRU public key [73]. They can also be used to prove that a committed
vector contains a GPV signature [57].

We adapt the approach of del Pino et al. [41] with the difference that we
replace the BulletProofs range proof by our more compact proofs of smallness.
We also exploit the fact that the underlying vector commitment [84] allows
proving inner-product relations as in [83].

Let the polynomial rings R = Z[X]/(X? + 1) and R, = R/(qR), where
d is a power of two. As in [4I], we aim at proving the existence of a witness

s =(51,...,50) € RM comprised of small-norm ring elements such that
M
Zai~si:cmod (¢, X4 1) (26)
i=1

for public ¢, aq,...,ay € Ré\’ . The relation is defined as the set of pairs

(X7W) = <(Cv ala"'vaM) € (RéV)M+17(sla"'7S]W) € RIVI)

satisfying . To prove this relation, we proceed as in [4I] and re-write as
the following equality over Z[X]/(X? + 1)

M
Zai-sizc—i—T-qmod(Xd—&—l), (27)
i=1

where » = (r1,...,75)" € RY is a vector of polynomials of degree < d — 1 and

the components of {a;}%, and c are interpreted as polynomials with coefficients
in {—1q/2],...,q/2]}. If ||si]|cc < B; for each i € [M], r contains polynomials
with coefficients of magnitude smaller than ||7||e < B, = dM -max;e(n(B;)/2.

Let us parse a; = (a;1, ..., a;n) € Rév. Let the coefficient embedding ¢ :
R — Z% that maps s; to its coefficient vector ¢(s;) € Z<. Let rot(a; ;) € Z4*? the
anti-circulant matrix such that ¢(a; ; - s; mod (X?+1)) = rot(a; ;) - ¢(s;) € Z*.
If we re-write as a matrix-vector product over Z, we obtain the relation

M
(A | Al [6sn) | (o)) | =30 Ac 6(s:) = () +9(r) g

where A; = [rot(a;1)" | ... | rot(a;n) "] € Z)*4 for all i € [M], ¢(c) € Z]',
and ¢(r) € ZN?. Equivalently, this can be written
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A An | —q-Inal-[6(s1) || d(sar) [ 6(F)] = (c)  (28)

S

w

In order to prove (28)), a natural idea is to have the prover commit to the vector
w € ZM4+Nd ysing a vector commitment over G. Then, using the batched range
proof of Section it can generate short range proof that ||¢(s;)|lec < B
for each i € [M] and [[¢(7)||oc < dM - max;cip(B;)/2. Using the approach of
[41], it can then prove that holds over Zp where p is the order of G. If
p > 2Mgd max;(B;), this ensures that also holds over the integers. Instead
of using the batched range proof of Section we can make the proof shorter
(and spare one commitment in G) by directly committing to the bits of w.

For any integer z € Z, we define g. = (1,2,4,...,2°72, —2*71)T € Z1*# and
G.=1,®g] € Z¥%. We also define G, !(v) as the decomposition function
that inputs an integer vector v € [~2*~1,2*~1 —1]¢ and outputs a decomposition
G;'(v) € {0,1}%# such that G, -G !(v) = v. Then, for each i € [M], we define

A; £ [Glliggp, -rot(ain) " | ... | Gl p, - VOt(ai,N)T]T € Zy X atrlon

and we prove that

S1

[Al AM | —Q'(IN®G1+logBr)}' ij\f :(b(C), (29)

1>

A

L TN
——

A -~
= w

where we set s; = Gl_jlogBi(qS(si)) € {0,1}4(+ogBi) for each i € [M], and
= Gl_jlog B, (¢(ri)) € {0, 1}4-(Hlog Br) for each i € [N].

The prover will thus commit to the bit-decomposition w € {0,1}? of the
witness, where D = d - (Zf\;l(l +log B;) + N(1 + log B,)). In order to prove
that relation holds modulo p (and thus also over Z since both members
have infinity norm smaller than p/2), the prover will use a random 6 € ZZI)V d

(derived from a random oracle) and prove that the committed w € {0,1}”
satisfies 07 - A -w = 0" - ¢(c) mod p. If A - w # ¢(c) mod p, then we have

07 -(A-w—¢(c)) = 0 mod p with probability 1/p. Proving 87 -A -1 = " - ¢(c)
is doable using one element of G as explained in the introductionﬂ

* Here, x mod p is defined as the value y € (—p/2,p/2) such that y = = (mod p)

5 We actually prove using the linear map commitment of Lai and Malavolta
[81, Appendix D.2]. While their scheme is only proven weakly function-binding (as
defined in [81]) in the random oracle model, it can be proven strongly function-
binding in the AGM+ROM and it still allows us to prove simulation-extractability
in the AGM+ROM.
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5.1 Description

In the description below, the CRS does not depend on a specific public key, but
we allow it to depend on upper bounds on the RLWE dimension d, the modulus
q of and the infinity norms {B;}M,. The reason is that they impact the
dimension n of committed vectors and/or the order of the pairing-friendly group.
Therefore the CRS-Gen algorithm inputs an upper bound d for the dimension,
an upper bound ¢ for the modulus and maximal values B; for the infinity norm
bounds B; to be proven. The prover is allowed to choose a different dimension
d < J, a different noise bound B; < B;, and a different modulus ¢ < § in each
proof. For simplicity, we assume that each norm bound B; is a power of two.

CRS—Gen(l’\,lg, lq,lﬂ,lﬁ, {1Bi}£v_:1); Given a security parameter A, a maxi-
mal dimension d € poly()), integers N, M € poly(A), ¢ € poly()), B; €
poly()), set B, £ dM - max;e[p(B;)/2 and do the following.

1. Generate asymmetric pairing-friendly groups (G, G, Gr) of prime order
p > max(?f(x),QZ\Zlq’Jmaxi(Bi)), for some polynomial [ : N — N. Let
n>d- (XN, (1+1logB;) + N(1 +log B,)).

2. Pick a random « < Z, and compute ¢i,...,9n,Gni2,---,92n € G as
well as §1,...,0n € G, where g; = ¢(@) for each i € [2n] \ {n+ 1} and
9 = 5" for each i € [n].

3. Choose hash functions H, H; : {0,1}* — Z}, Hage : {0,1}* — Z3 and
Himap : {0,1}* — Zé\m‘*l that will be modeled as random oracles.

Output the CRS

pp = <(Ga @7 GT)a 9,9, {gi}iE[Zn]\{n+1}a {gi}ie[n] ) H)

where H = {H, Hy, Hagq, Himap } are hash functions.

Prove,, (x,w): Given a statement x = (q,d, M, N,{B;},{a;}},,c) consist-
ing of dimensions d < d, M < M, N < N, a modulus g < ¢, vectors of ring
elements {a; € Rfl\'}g\il, c e R(IIV7 and norm bounds B; < B;, as well as a
witness w = (s1,...,s1) € RM such that holds with ||s;|lcc < B; for
each i € [M], do the following.

1. Compute polynomials (r1,...,7n) € RY such that ||r;||c < B, for each
i € [N] and satisfying (27). Encode (s1,...,sy) and (r1,...,7n) as

N T
w=[s{|...|sy|r | ... |ry] €{0,1}7,

using bit decompositions s; = GljlogB(gb(si)) € {0,1}40+oe Bi) for each
i€ [M]andr; = Ggéd(gﬁ(n)) € {0,1}4(+log Br) for each i € [N], where
D=d- (XN, (1+1log B;) + N(1 +log B,)).
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2. Commit tow = (w | 0"~ L) = (wy,...,wp,0,...,0) € {0,1}" and prove
that w is binary. Namely,

a. Choose v ¢~ Z,, and compute C=g- ijzl Q;}j~

b. Compute y = (y1,...,Yn) = H(x, C‘) € Zy. Next, choose -, &7y
and compute

D
— oy . Yi-W;
Cy=g" Hgn%»lfj

Then, compute t = (t1,...,t,) = Hy(y,x,C, Cy) €Zy.
c. Using , compute 7.4 € G such that
e(Hz lgn7+y11 170)
e(Cy, Iz lgz )
which shows that C, commits to the (reversed) product yow € Zj.

d. Compute 7, = Cy - [[;i-, (gZ’y e }g:ﬁ(leﬂ)) " such that

= e(Teq, §)- (30)

C H9n+1 s *e(ﬂyag) (31)

which shows that > 1, y; - w; - (w; — 1) = 0.

3. Compute 0 = Hlmap(X,é,Cy) c Z[I)V(Prl and define A € ZNdxD 414
¢(c) € ZN% as in ([29). Let 6 € Z)'“! the first Nd + 1 entries of 6.

4. Parse @ as 6 = (6] | (59)T, with 6y € Z)¢. Let tg = 6 - ¢(c) mod p and
a, =04 - A mod p. Generate a proof mg € G satisfying

D
) (H gl C) e(g1,Ga) " = elma,9) (32)

k=1
by computing 7y = Hk 1(9n+1 k HJ k] g:il—k+j)ae[k].
5. Compute (deq, 0y, 0g) = Hagg(x,C,Cy) € Z3 and an aggregated proof

Output the final proof 7 = (C‘, Cy, 7r).

Verify,, (x,m): Given a statement x = (¢,d, M, N,{B;}}*;,{a;}%,,c) and a
candidate 7r, return 0 if @ does not parse properly. Otherwise,

1. Compute (d¢q,dy,00) = Hagg(x,é,C’y) € Zg, y=H(xC) e Zy, t =
Hy(y,x,C,C,) € Z2.
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2. Compute 6 = Himap (X, C, Cy) € ny‘ﬂl and let 0 = (6 | 59)T € Z;,Vdﬂ
the first Nd + 1 coordinates of 8. Compute ty = 6, - ¢(c) € Z, and
a; =0 - A € ZD. Define a) = (a4 | 0" P) € Z7.

3. Return 1 if the following equality holds and 0 otherwise:

7

v
6(71', g) = @(Cg‘jy . gv(qulfiiiéy).yrFée.ae [2]7 é)

i=1

D —
(e TTar ") elongn . @3)

=1

CORRECTNESS. Equation is obtained by aggregating , , and
using randomness (Jeq, 8, ). The correctness of (30)-(BI) can be shown as in
Section 4| while is a special case of the verification equation of the inner
product functional commitment of [83] (recalled in the introduction, cf. )

EFFICIENCY. We note that a 256-bit p is more than enough to satisfy the con-
straint p > 2M - gd max;(B;) since d is typically 1024 or 2048, q ~ 264, and M is
a small constant (concrete numbers are given in Supplementary Material .

The CRS is comprised of 2n elements of G and n elements of G. As in
PointProofs [63], the verifier does not need {g;}2", . ,, which are only used by
the prover. The proof only consists of one element of G and two elements of
G. Compared to the most efficient simulation-extractable variant [6] of Groth’s
SNARK [69], our proofs are shorter by one element of G. This matches the op-
timal proof size of the simulation-extractable SNARK of Groth and Maller [70],
which is significantly more expensive than [69] in terms of prover time and CRS
size (see, e.g., [6] for detailed comparisons among them).

In terms of computation, 7 = wgy ~7r2§" ~7r29 can be computed using 2n expo-
nentiations. At first, computing the corresponding exponents seems to require
O(n?) multiplications over Z,, which can be quite expensive for a very large
n. Fortunately, these exponents can be obtained via two products of degree-n
polynomialsﬂ using only O(n - logn) Z,-multiplications for a suitable prime p.
At step 4, the prover computes a product a;— =6, - A mod p, which takes time
O(Nd - D) in general. When it comes to proving many natural statements in
structured lattices, the matrix A has a special structure allowing to compute
0] - A using only O(d - log d) multiplications in Z,, as explained in Supplemen-
tary Material The prover’s cost is thus dominated by 3n exponentiations in
G and a product of D =d - (vazl(l +log B;) + N(1 4 log B,.)) elements in G.
The verifier computes 3 pairings and n exponentiations in each source group.

The scheme is not fully succinct since the number of exponentiations at the
verifier grows with the length of the witness. On the prover side, however, it
enables significant savings compared to R1CS-based SNARKSs as the number of

5 These polynomial products are implicitly computed in the exponent by the pairings
in the right-hand-side member of . One of these two products is much faster to
compute as it involves a polynomial of which almost all coefficients are binary.
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exponentiations only grows with the size of the witness, rather than the size of
the arithmetic circuit that computes the encryption function. Indeed, the num-
ber of ring operations in the encryption algorithm does not affect the number of
exponentiations in the argument system.

In Supplementary Material we provide concrete proof/CRS sizes to-
gether with an estimation of the prover’s complexity when it comes to proving
the validity of a ciphertext in the LPR cryptosystem [88]. For such a statement,
we provide a detailed comparison with SNARKSs [69] providing similarly short
proofs. Our construction is shown advantageous in applications (e.g., [97]) that
seek to decrease the prover’s computational effort, even at the cost of increasing
the verifier’s. We also provide a comparison with [41].

5.2 Security
We first describe a simple zero-knowledge simulator.

Theorem 3. The above non-interactive argument is perfectly zero-knowledge.
(The proof is given in Supplementary Material )

We note that the zero-knowledge simulator of Theorem [3] is not trapdoor-
less [53] as it relies on the trapdoor of the CRS to simulate proofs. On the other
hand, it works in the standard model, without relying on random oracles. In the
proof of Theorem [4] we describe a trapdoor-less simulator that does not use the
trapdoor of the CRS, but rather proceeds by programming the random oracles.

Theorem 4. If the (2n,n)-DLOG assumption holds, the above non-interactive
argument provides simulation-extractability in the algebraic group model and in
the random oracle model. (The proof is given in Supplementary Material )
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Supplementary Material

A On Proving Smallness via Functional Commitments
for Constant-Degree Polynomials

Catalano, Fiore and Tucker [28] recently built additively homomorphic FCs for
constant-degree multivariate polynomials and monotone span programs. The for-
mer could be used to build short proofs of binarity by showing that the degree-2
polynomial f(z1,...,2,) = > i, yi - ; - (z; — 1) evaluates to 0 for random co-
efficients {y;}7 ;. Nevertheless, their construction for degree-d polynomials has
a CRS size O(n?). If we were to use it as is to prove that a committed vector is
binary, we would end up with a quadratic-size CRS (instead of linear in our con-
struction) and longer commitments containing two group elements. Moreover,
the shape of the CRS would make it harder to prove knowledge-soundness in the
algebraic group model (note that their notion of evaluation—bindingﬂ would not
suffice for our purposes). The reason is that their CRS contains elements of the

form (go‘] g )jcn?], for some secret 3, a € Zj,, while some components of hon-

estly generated commitments are of the form 92?11 i*(@") and only depend on
{g* }jem)- Hence, it is not clear how the AGM would enable knowledge extrac-
tion from an adversarially-generated commitment/proof since the commitment
can depend on all generators contained in the CRS, including {g” o }iema)-

To avoid these difficulties and decrease the CRS size to O(n) group elements,
it is tempting to exploit the sparsity of the polynomial ), y; - 2; - (x; —1). Then,
in the closest adaptation of the technique from [28| Section 4] that we can think
of, either the commitment or the opening is longer than ours by at least one
group element: The prover would include a commitment C' € G to the product
xox = (22,...,22) in the opening before proving that & o  — z satisfies an
inner product relation (xox —x,y) = 0 and that C is consistent with the initial
commitment C' = g7 H?=1 gjj to x, which is part of the statement. To do this,
the prover would have to include at least one additional group element (typi-
cally, an auxiliary commitment C to a reversed version of yox in G if the initial
commitment C lives in G) either in the commitment or in the opening. Then, it
would have to prove that C, and C and C are consistent with one another by
computing a pairing e(C, C ) and a pairing of C' with some public encoding of y.
Hence, the auxiliary commitment C' would have to be part of either the initial
commitment or the opening, thus increasing the global communication overhead
(besides the main commitment C) to 3 group elements (C, C,7) if 7 is an aggre-
gated proof showing the consistency of all commitments. In our applications to
range proofs and short proofs for ring LWE ciphertexts, this would increase the
proof length by at least one group element. Our approach avoids this overhead

" In short, evaluation-binding means that no PPT adversary can prove distinct eval-
uations for a given function of the committed vector.
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since, instead of including a commitment to (z%,...,22) in the proof, we include
a commitment to the reversed Hadamard product (y,, - @, ..., y1-21) so that we

only need two group elements to argue that . y; - z; - (x; — 1) = 0. This allows
us to reach the smallest proof length of SNARKSs [69] in our proofs of smallness
and valid ring LWE encryption.

We also note that the technique of [28] Section 4.1] could be used to prove
that a committed vector has infinity norm < B by showing that the polyno-
mial Py(x1,...,2Zn) = > ;1 Yi- Hje[_&B] (z; — j) evaluates to 0 for a random
y € Z,,. However, the commitment size would grow with B (since it grows with
the degree of the polynomial) while the proof length would grow with log B. In
contrast, both sizes are constant in our construction of Section

In an earlier work [86], Lipmaa and Pavlyk used the arithmetization of
SNARKs [56] to construct succinct FC for sparse polynomials, where the num-
ber monomials is small w.r.t. the number n of variables. Their construction
could be used as well to prove that a committed vector (x1,...,xz,) satisfies
Sy xi - (z; — 1) =0, for a random y € Z,, derived from a random oracle.
While their openings only consist of one group element, their scheme is more
complex and using it in our setting would be significantly less efficient than our
construction from Section [3]in other metrics. First, their commitments are larger
and contain element of both sources groups G and G (concretely, 2 elements of
G and one element of G) In our applications of sections and |5} this would
lengthen the proofs by at least one element of G. Also, their CRS is more complex
and contains 2v + u elements of G and v elements of G, where v is the number
of multiplication gates in the arithmetic circuit that computes the polynomial
(which would be v = 2n in our setting) and p is the number of wires (here,
we would have p > 2n). Their prover is more expensive as well and computes
more than v + 1+ p1 + 2413 exponentiations in G, where 1, and p, denote the
lengths of private and public inputs (in our setting, this would amount to at
least 7n exponentiations in G). Moreover, their verification algorithm computes
a product of 5 pairings (instead of 3 in Section [3) and pg = n exponentiations
in both source groups.

Finally, the complex structure of their CRS would make it harder to prove
knowledge-soundness in our context as it contains multiple monomials oy’ in
the exponent (with j > 1), while “valid” commitments have components that
only depend on monomials o'y, which have degree one in 7. In the AGM, this
would complicate the task of the knowledge extractor since maliciously gener-
ated commitments come with a representation that possibly depends on all group
elements contained in the CRS.

B Deferred Material for the Range Proof of Section

B.1 Comparisons

Our construction of Section [£.1] assumes that the witness z is committed using a
Pedersen commitment in the pairing-friendly group specified by the CRS of the
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range proof. The range proof of Boneh et al. [I4] makes a similar assumption
as it requires x to be committed as a constant polynomial using the CRS of a
polynomial commitment scheme.

The BFGW range proofs [14] have the shortest length to date and they also
feature constant verification time (whereas our verifier computes O(n) exponenti-
ations, where n is the maximal bitlength of the range, as in BulletProofs). When
they are instantiated with KZG commitments [77] and the cross-commitment
evaluation techniques of [I3] Section 4.1], their proofs consist of 2 commitments
to polynomials (each of which takes an element of G), 3 elements of Z, repre-
senting evaluations of committed polynomials, and a batched evaluation proof
comprised of a group element and at least one scalarﬂ If their construction is in-
stantiated with the polynomial commitment of [83, Section 4.1]|and the batched
evaluation protocol of [I3, Section 4.1], the communication cost decreases to 2
elements of G (which commit to polynomials), 3 scalars (for polynomial evalua-
tions) and a single element of G for the batched evaluation proof. In the latter
case, the range proof of [14] only requires 3 elements of G and 3 elements of
Z,. On the downside, combining [I4I83] induces 2n exponentiations in G at the
verifier (instead of O(1) using KZG commitments) and increases the prover’s
overhead to 7n exponentiations in G.

Not only does our construction ensure simulation-extractability in the AGM,
it also features the shortest proof length and the smallest number of exponenti-
ations at the prover (which is reduced by at least 40%, as shown in Table . In
addition, the underlying vector commitment can be used to prove other prop-
erties about the committed short vector (e.g., upper bounds on its Hamming
weight or its Euclidean norm) besides its infinity norm.

In terms of space, the above construction also improves upon BulletProofs
[21], which requires the prover to send 2[log ¢]+4 group elements and 5 elements
of Z,. If we compare our construction with SNARKSs, we obtain the same proof
size as optimally short candidates [69J70] with the advantage that our CRS size
is much shorter: It only depends on the maximal bitlength n of a range rather
than the size of a circuit representation of the statement. Also, our prover only
needs to compute O(n) exponentiations instead of a number of exponentiations
growing with the size of an arithmetic circuit that computes a commitment open-
ing (which would be very large as the circuit would have to compute modular
exponentiations).

In Table [l we compare our constant-size range proofs with existing pairing-
based solutions (including SNARK-based ones) featuring similarly short proofs.
Several instantiations of [I2] are considered for different polynomial commit-

8 In randomized versions of the KZG commitment (described in [77, Section 3.3], [13}
Appendix B.2] and [103]), each evaluation proof consists of an element of G and at
least one scalar or an additional element of G.

9 In order to prove the knowledge soundness of the range proof of [I4] when the poly-
nomial commitment of [83] is used, it is necessary to rely on the latter’s knowledge
soundness in the AGM (as defined in [I3] Appendix C.1.3]) but we believe this
property holds under the (2n,n)-DLOG assumption.
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ment schemes that are known to provide constant-size evaluation proofs. Among
schemes that do not generically rely on SNARKSs, we only consider those where
the CRS size is at most logarithmic in the range magnitude (i.e., linear in n).
For example, Table [1| does not include range proofs based on lookup arguments
[50, Section 5] which do not meet the latter criterion when instantiated with
KZG commitments.

Table 1. Efficiency comparisons between constant-size range proofs

Schemes Proof size CRS size® Prover cost’  Verifier cost*
BFGW [14] 3 x |G (4n+2) x |G| 5n expg 3P + dexpy
+ KZG [77, Section 3.3]  +4 X |Zy| +4 x |G| +1expg
BFGW 4 x |G| (2n+1) x |G| 5n expg 3P + dexpg
+ Zhang et al. [103] + 3 X |Zy| +3x |G| +1expg
BFGW 3 x |G| 4n x |G| Tn expg 3P + 2nexpg
+ LRY [83] + 3 X |Zy| +2n x |G| + 2expg
Groth16 [69)] 1x|G]  3-|CIx |G| 2 4-]C| expg 3P 4 O(1) expe
+2 x |G| +[C| x |G| IC] expg
New construction 1 x |G| 2n x |G| 3n expg 4P + 2nexpg
(Section +2 x |G| +n x |G| +1expg +nexpg
-+ n multg

© expG and expg denote exponentiations in G and G while mults denotes a multiplication in G.

n denotes the bitlength of the range.

* P stands for a pairing computation.

& |C| denotes the number of multiplication gates in the arithmetic circuit computing a commit-
ment opening.

B.2 Proof of Correctness

The first verification equation is satisfied because

n n
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and e(gn, V) = e(gl,gn)m -e(gr, §), so that dividing out the two equations yields
e(Hz 1 972L+1 i )/e(gm V) = e(my, §) when x = Z?:l z; - 2L
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Similarly, the second verification equation follows by dividing the fol-
lowing two equalities:
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where the last equality holds because z;(z; — 1) = 0 for each i € [n].
Equation is satisfied by m, =[]y (ghi1_; - 9%10_;) " € G since

n n
e([Tor1-0V) = [Telgnrrid™ - 41)"
i=2 i=2
= H 6(97‘ 'gfagnJrl—i)Sl = H€(92+17i '92}272‘757)51 = 6(”va§)~
=2 =2

B.3 Proof of Theorem [1I

Proof. We describe a simulator that perfectly simulates proofs using a trapdoor
tk = a € Z, and by programming the random oracles. Given a commitment Ve
G, the simulator computes C,, = g% € G for a randomly chosen 6, & Z,. Next,
it obtains s; = H,(4,(2,n],V,C,C,) for each index i € [2,7n]. It then uniformly
chooses Yy = (y1,...,yn) €= Zi, t = (t1, ... tn) € Z2, & = (64, 0cq, 0y, 60) < Zj,
sets so = 0, and computes

A= Oy - (an) - Z?:Q Oy * S+ (aTH-l—i)
= Gy . (5y + Z?:l((sz,i Li—1 4 ((53,1 cty — 5y) Sy + do - Uz) . (an“’l*i)’

where 6,; =9, if i € [¢(] and d,,; =0 for all i € [¢ + 1,n].

Note that the denominator is uniformly distributed over Z, and non-zero
with probability 1 —1/p. Then, it chooses v <~ Z,, and computes a commitment
C =V>.§7. It aborts if y = H(V, C‘), or Hagg(V, C, Cy) or Hy(y, V,C, Cy) was
already defined. If the simulator does not fail, it computes

5, n 02,02 M (Begti—0y )y \ 7 i Beqts -0y
™= (CyJ 3 J K ( o ) ' (ng ) : (34)

i=1 i=1

Then, it programs the random oracles to have Hagg(f/, C, Cy) = (03, 0eq, Oy, 0p),
y = H(V,C’), t= Ht(y,v,é70y) for each i € [n]. This provides a valid proof
T = (C’,Cy,ﬂ), where €' and Cy are uniformly distributed over G and G, re-
spectively. Moreover, 7 satisfies the verification equation since we have

- 612 (Bugts —6, )i\
O —8y°8i __ B 2,i°2' 7 "+ (Seqti—0y)yi
In - I |9n+1—i = (ny ’ I |gn+1—i )
71=2 =1
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which implies

Oy I gty O )
(b T 92850 V) - e(Cop T 677)
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(R | Y N 4
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G i WY
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= e(, g)

B.4 Proof of Theorem [2]

Proof. In the AGM+ROM model, we show that, unless the (2n,n)-DLOG as-
sumption is false, there exists an extractor that can extract a witness from
any adversarially-generated proof 7 = (6’7 Cy,7) and statement (V,[0,2¢ —1]).
Specifically, we give an algorithm B that can either extract a witness (z,r) with
z € [0,2° — 1] or solve an (2n,n)-DLOG instance by computing o € Z, from
{(97917 cee 79211)7 (gla s 7gn)}7 where 9i = g(al) and gz = g(al) for all 1.

The given problem instance {(g,g1,---,,92n), (G1,---,Gn)} is used to define
the CRS pp. Note that g,4+1 = g("‘nﬂ) is mot included in pp although it is part
of B’s inputH Our reduction/extractor B then interacts with A as follows.

Queries: When A makes a random oracle query, 13 returns the previously defined
value if it exists. Otherwise, it returns a random element in the appropriate
range. When A queries a hash value Hagg(f/, C, Cy), B makes the corresponding
hash queries y = H(V,C), t = Hy(y,V,C,C,), {si = H(i,V,[2,n])}, for
itself before returning a tuple (0, deq, 0y, dy). Since we are in the algebraic group
model, at the first hash query 1nvolv1ng a group element in G, G, or Gp, A
provides a representation of this group element as a linear combination of all the
group elements that A previously observed in the same group.

At any time, A can choose a commitment com = V and ask for a simulated
proof that V is a commitment to some integer in [0,2¢ — 1] for some ¢ < n of
its choice. Since A is an algebraic adversary, it must provide a representation of
V with respect to the generators {g;};c(o,n) and the commitments C contained
in earlier proofs generated by the simulator. However, the simulator used by

10 1n fact, gni1 = g<°‘n+1) will not be used by B at all, so that the reduction also works
under the weaker assumption where g,+1 is not given. For simplicity, we consider
the (2n,n)-DLOG assumption, which is more widely used.
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B is itself algebraic and always simulates proofs by computing commitments
C as linear combinations of {Gi}icjo,m for coefficients of its choice. Hence, for
any V chosen by the adversary, B can always compute a representation {v;}7
such that V = g - [T, 97". We assume w.l.o.g. that either vy ¢ [0,2° — 1] or
(va,...,v,) # O since, otherwise, B can generate a real proof using (v1,vg) as
witnesses. Then, B proceeds as follows to simulate a proof without using g,41:

1. Choose random vectors & = (0z,8eq, 0y, 00) <= Zg, Yy = (y1,--.,yn) < 77,
t=(t1,...,tn) & Zj.
2. Let fr41 =Y 1 ov; - s; for randomly chosen so, ..., s, ¢ Z,. Define

6’1}' n
al:vl_%
a; =0 Vi € [2,n]
Zn = Y1

Note that a; ¢ {0,1} w.h.p. if vy & [0,2¢ —1] or (vg,...,v,) # 0. Then, find
an arbitrary (z1,...,2p,-1) € Z;“l such that

n

Zti Zngi—i =t1 - (a1 y1 —y1).
i=2

3. Choose random ag, zy & 7y and compute simulated commitments
n n
C:gao.Hggi:gao.gal, Cy:gz“Hgfi.
i=1 i=1

4. If one of the random oracle values Hagg(f/, C, Cy), H(V7 C’), Hy(y, V,C, Cy)
or {H,(i,[2,n],V,C,C,)}7_, was already defined, then abort and report fail-
ure. Otherwise, set y = H(V,C), t= Ht(y,V,C',Cy), o= Hagg(f/,é,Cy)
and s; = H,(i,[2,n],V,C,C,) for each i € [2,7].

5. Define the polynomials

n+t

Q.[X] = (Zn:ai .Xi> ) (i2i1 ,Xn+1—z‘) B (ivl .X’iJrn) _ Zqi X7
i=0 i=1 i=0 i=0
(S x =D w X)L )
i=0 i=1 i=0

n

= (ZO"‘i(Zrﬁ»lfi — i) -X"H_i) . (;ai -Xi) = iai - X1

=1

Qy[X]
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Qeq[X] = (i:ai.Xz) . (Zn:ti i ,Xn+1—i)
=0 i=1

_ (gzlxz) . (Zti.xz) :ji_n%ej-Xj,

i=1
n ‘ n ) 2n )
Q)= (S u ) (Lo xw) =30
i=0 i=2 j=0
Their degree-(n + 1) coefficients are f,4+1 = > 1, v; - 5; and

51} ° fn+1

4
qn+1:7’01+zai~2171:701+a1:7 5 ,
i=1 v

n
Ont1 = Zai (Znp1—i—vi) =a1-(zn —y1) =0
i=1

n

n
€nt1 = Zti (@i yi — Zngr—i) =t (a1 -1 — 1) — Zti “Zny1-i =0
i=1 1=2

due to the definition of committed a = (ay,...,a,) and z = (21,...,2,).
Observe that

0z * Gn+1 + Oeq * €nt1+ 0y - Ong1 + 0y - fnp1 =0 (35)
6. Define the polynomial

Qagg[X] = 0y QI[X] + 5eq ’ Qeq[X] + 5y : Qy[X} + 0y - QU[X]
2n
= Zm X
=0

for which 7,41 = 0 by construction. Compute

2n

= J[ o (36)

i=1,i#n+1
using (g, {gi }icj2n]\{n+1}) and return the simulated proof m = (C,Cy, ).

Note that the simulated 7 from satisfies the verification equation

5 e 822 4 (Seqti—0y)-yi (Beqti—dy)yi A
e(ny izt 9ni1— ! T H?:£+1 Inii-i ,C)
Oz —06y°8i ) ~Oeq-ti
e(gn Tlize 9n1175 V) - e(Cy T2y 35°)
Moreover, 7t has the same distribution as a proof generated by the zero-knowledge

simulator in the proof of Theorem [l| Indeed, 7 is uniquely determined by the
commitments (C,V,C,) and the Z,-elements y,t, {s;}I_,, and § in (37). Also,

=e(mg). (37)
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while the committed vectors a,z € Z;; are programmed in a special way, they

are perfectly hidden by the randomness ag and zy in C and Cy.

Consequently, the simulation is perfect, unless a collision occurs when ran-
dom oracles are programmed in one of the simulation queries. If Qg (reps. Qg)
denotes the number of queries made by A to the simulator (resp. to random
oracles), this happens with probability at most (Qs + Qu) - Qu/p-

Output: When the adversary A halts, it outputs a statement (V, [0,2¢71]), for
some £ € [1,n], together with a verifying proof = = (C, Cy, 7).

Since we are in the AGM, any malicious prover that comes up with a com-
mitment com = V and a proof w = (C’ ,Cys 7T) must also provide a representation
of each group element w.r.t. the group elements (g7 9, 19i iepn)\{n+1}> {gi}ie[n])
and all other group elements that have been observed so far| '| In particular,
A must provide a representation of Cy w.r.t to (g,{gi}ic[zn]\{n+1}) and the
group elements {C’ysi),w(i)}ie[QS] contained in responses {m(V};cig.) to simu-
lation queries. For the same reason, A must provide a representation of C
w.r.t (g,{gi}iem)) and the commitments {C’(i)}ie[Qs] contained in simulated
proofs {W(i)}ie[QS}. However, for each i € [Qs], B knows a representation of
CWO wrt. (g, {Gi}iem)) and a representation of Cy, w.r.t. (g,{g:}j=1). It also
knows a representation of each simulated 7(* w.r.t (g, {gi}ici2n)\ {nt13)- From
A’s output and the random coins of the simulation, B is able to compute scalars
{(91-, z;) € Zg}ie[O,Qn]\{n—&-l}u {(ai, v;) € Zz}ie[o,n] such that

n 2n n 2n
A A Zi ¥ A4 0;
C:Hgii, Cy: H g9;" V:Hgi‘, ™= H 9;"
i=0 i=0,izn+1 i=0 i=0,izn+1

where we define go = g and go = g for convenience.

If the representation (vg,v1,...,v,) € ZZ of V is such that v; € [0,2¢ — 1]
and v; = 0 for all i € [2,n], then B is done as it can simply output (v1,vg) € Zf,
as a valid opening of the Pedersen commitment V to an integer vy in the proper
range. We now assume that either vy ¢ [0,2¢ — 1] or (vg,...,v,) # 0"~ L.

Solving (2n,n)-DLOG: By hypothesis, A’s statement (com = v, [0,2¢71]) and
proof = (C’, Cy, 77) satisfy the verification equation , where y = H(V, C’),
t=H,(y,V,C,C,), so = 0, s; = H(i,[2,n],V,C,C,) for each i € [2,n], and
(0z 0eqs 0y, 6v) = Hagg(f/aévcy)- o

We first note that a non-trivial valid 7 cannot recycle (V,C,C,) obtained
from the simulation oracle (namely, we must have (V,C,C,) # (V®,C®, C,)
for all ¢ € [Qs]) since the left-hand-side member of is uniquely determined
by (V(i), C’(i), Céi)) and it in turn determines a unique valid 7(*). Consequently,
the hash values Hagg(V,é',Cy), H,(y,V,C, Cy) and {H,(i,[2,n], V,C’,Cy)}?ZQ

11 These representations are actually supplied by A at the first random oracle query
(or the first simulation query in the case of V') involving the corresponding group
elements.
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were not programmed by the simulator in a simulation query.

We also note that the left-hand-side member of is obtained by raising the
left-hand-side members of equations — to the powers (0, deq; 0y, 0y) and
multiplying the results together. Hence, it can be written e(g, §)" aes(2)  where
P,ge[X] is the polynomial

Pagg[X] = 5w'Pw[X] +5y ’ Py[X] +5eq'Peq[X] + 0y 'PU[X]

obtained as a linear combination of the polynomials

n 4 n n+4-~
P.[X] = (Zai : XZ) . (ZZi_l -Xn""l_i) — (Z% 'X"'H) = Zwi X1,
=0 i=1 =0 =0
2n n n
P,[X] = ( Yooux —Zyi'Xn-H_i) : (Zai~xi)
1=0,i#n+1 i=1 =0
n 2n n
S ) X3 ) ()
i=1 i=n+2 =0
3n
= Z%’ X
1=0
Pe [X] _ n ZXl ) n ti . i-Xn+1_i
X = (- X7) - (e v xm)
2n n 3n
(X e (uex) =YX,
i=0,i#n+1 i=1 j=0

n n 2n
P,[X] = (sz . XZ) . (Zsz .Xn+17i) — Z“j . X7
i=0 =2 j=0

for which the left-hand-side members of — can be written e(g, §)7=(®),
e(g, §)Fea(®) e(g, )" and e(g, §)" (@), respectively.

Letting Phgg[X] = Z?ﬁo v; - X', the coefficient v, 11 of the degree-(n + 1)
term can be written

14 n
i—1
Vpgr =0, - (O _ai- 27 —v1) + 0y > (2ng1i —vi) @
i=1 i=1
A A
= Wnt1 = Tn+1
n n
+ Oeq Zti (@i Yi — Zng1—i) + Oy - Z'Ui © S84,
i=1 1=2
—_——
A A
= Bn+1 = fin+t1

where (Wn41, Ynt1, Bnt1, Unt1) are the coefficients of the degree-(n+1) terms of
(P.[X], P,[X], Pey[X], P,[X]), respectively. We argue that, if v; & [0,2¢ — 1] or
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(va,...,v,) # 0"1 we cannot have v, 11 = 0, except with negligible probability.
This follows from the following two arguments:

- The probability that p £ (Wni1, Vi1 Bnttl, nt1) = O is negligible if v, ¢
[0,2° — 1] or (va,...,v,) # 0771 Indeed, when (va,...,v,) # 0" 1 we
have pi,+1 = 0, with probability 1/p over the random choice of {s;}!" 5 since
{s; = H,(i, [2,n],V,C‘,Cy)}?:2 are derived uniformly after the choice of
{vi}15. Likewise, when z,41_; # a; - y; for some i € [n], we have 8,41 =0
with probability 1/p since t = Hy(y, V.,C, Cy) is derived after the choice of
Y, {ai}i_o and {2 }ico,20)\(n+1}- Then, if 2,115 = a; - y; for all i € [n], we
have v,4+1 = >, yi- (a; — 1) - a;, which cancels with probability 1/p if there
exists ¢ € [n] such that a; ¢ {0,1}. To see this, we distinguish two cases:

a. fy=H (V, C’) was defined when answering a simulation query, we can
only have 7,1 = 0 with probability 1/p since the simulator programmed
(a1,...,ay) to have ypp1 = > 1 yi-a;-(a; —1) = y1 -a1 - (g — 1) with
Y1 €r Zp and a1 & {0, 1}. This covers the case of A attempting to recycle
(V,C) = (V@ C®) from a simulated proof 7 = (C), Czsi), 7)), with
a modified Cy # C,E,Z).

b. If H(V,C) was not programmed by the simulator, then the hash value
y=H (V, é) was defined after B obtained the algebraic representation
{a;}1_ of C. Over the choice of y, we have 327" y; - (a; — 1) - a; = 0
with probability 1/p.

If none of the above unlikely events occurs and wy,1; = 0, then we have
vy = Zle a; - 271 and a; € {0,1} for all i € [¢], which contradicts the
hypothesis that v; & [0,2¢ — 1].

If p # 0, then we have v,,; # 0 with probability 1 — 1/p since § =
(02, 0eq, 0y, 0y) = Hagg(f/, C, Cy) is derived from a random oracle after the
choice of {(a;,v;)};—g, and {zi}ico,2n]\{nt+1}, Which determine the coordi-
nates of p. Hence, a random independent § € Z;f can only satisfy (8, p) =0
with probability 1/p.

If vp41 # 0, B can compute a € Z,, by observing that the aggregated verifi-
cation equation implies

r=g05 - 1] e (38)
i€[0,3n)\{n+1}

where gon4+1 = g(a2n+1),- <oy 93n = g(o‘sn) are not available to B. However, B

knows {v;}27,. Since v,,41 # 0, we are guaranteed that the representation
of 7 is different from its representation m = HZO’ i1 gf ‘ revealed by A as part
of its output. This means that o € Z, is a root of the non-zero polynomial

3n

RX]= Y (mi—0) X' 4ve- X" Y,
1€[0,2n]\{n+1} i=2n+1
which allows computing a € Z, by factoring R[X]. O
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C Short Proofs that a Committed Vector is Small

We now show that the range proof of Section [ can be batched in order to si-
multaneously prove possibly distinct ranges for the different slots of a multi-base
Pedersen commitment. In particular, we can prove that a vector commitment
commits to a vector of small infinity norm.

C.1 Description

Given a commitment V = 1, G.*, the prover will convince the verifier that
x, € [0,2% — 1] for each k € [m] using only 3 group elements. The construction
proceeds as follows.

CRS-Gen(1*,1™, {1"}™ _): On input of a security parameter A, a number of
slots m € poly(A), and the maximal bitlength ns € poly(\) of ranges for each
slot k € [m], set n = >"}" | nj and do the following:

1. Choose asymmetric bilinear groups (G, G, Gr) of prime order p > 2,
where ¢, = max(l(\),n1,...,ny,) for some polynomial ! : N — N, and
generators g & G, § & G.

2. Pick a random « <~ Z, and compute ¢i,...,9n,gnt2,---,92n € G as
well as §1,...,dn € G, where g; = g(") for each i € [2n] \ {n + 1} and
Gi = ') for each i € [n].

3. Choose hash functions H, Hy; : {0,1}* — Zy, Hs : {0,1}" — Zp, Hagg :
{0,1}* — Zj and H¢ : {0,1}* — Z" modeled as random oracles.

The public parameters are defined to be

pp = ((Gv Ga GT); n,g, gu {gi}ie[Qn]\{7z+1}v {gl}le[n] ’ H)

where H = {H, H,, H;, H,y, He } are hash functions.

Comp,(z) To commit to a vector of integers @ = (z1,...,%,) € Z™, choose a
random r & Zy, and compute V' = §" - [T, 95 € G. Return the commit-
ment com =V € G and the opening information aux = r € Z,,.

Prove,, ((com, {1} ), (,aux)): given a commitment com = V and witnesses
(J:;aux) consisting of an integer vector = (z1,...,&;,) € Z™ such that
zp, € [0,2% — 1] for each k € [m], where £, < ny, and aux = r € Z,, is the
randomness such that V = ¢" - [}, §*, do the following:

1. Foreach k € [m—1], set jp = n1+- - -+np_1 with j; = 0. For each k € [m],

let the binary expansion (zj1,...,%ks,) € {0,1}% of xx. Set x4, = 0
for each i € [¢ + 1,ny] and define &y, = (zk1,..., Tk n,) € {0,117,
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. Choose v ¢ Z,, and compute
m Ly

ATy . AT
H H g]kiﬂ
k=1j=1

Compute y = (y1,...,Yn) = H(V, C‘) € Z,. Then, choose v, & 7, and
compute

m Ay

I Yip+i Tk.j
Cy=g H H In+1-(j+4)
k=1j=1

. Compute &€ = (&1,...,&m) = Hg(f/ c,c y) and generate a proof m, that
C commits to (&) | ... | &m) € Zy such that Z Fl g, 2071 =y for
each k € [m]. This proof 1. €G satlsﬁes

m v 13
e(Hk:l (kalgr21+11 (ijri)) k?C)
e(Hk=1 g7z+1—k’v)

and is obtained as per formula in Supplementary Material |C.2) -
. Compute t = (t1,...,t,) = Ht(y, V,C,C y) € Z,,. Generate a proof e,
(as per formula in Supplementary Material |C.2) satisfying

Y i A
(Hk 1Hz 19 n]i;l ;:Iz) C)
e(Cy T, T2 )

which shows that Cy is consistent with y and C.

= e(m2, ) (39)

= e(ﬂ-eq’g)v (4())

. Prove that > 3" >y 4 - @k - (2, — 1) = 0 by computing 7, € G
(as specified by in Supplementary Material |C.2)) satisfying

m mng

H Hgnijlkﬂjzﬁrz ) e(ﬂ—y?g)' (41)

k=1i=1

. Generate an aggregated proof that V= g’ ~H;€n=1 G.* is a commitment to
a vector that contains 0 in its last n — m coordinates. Namely, compute

s;
T = [t (9n1—i Ty giizfuk) € G such that

H gle}lfi? V) = e(my, ). (42)
i=m-+1
where s; = H, (i, [m + 1,n], CC)EZ for each i € [m + 1,n].

e
. Compute (0, deq, 0y, 0n) = Hay (V Cy) € Z and compute an aggre-
gated proof



Output the final range argument which consists of
= (C’,Cy,w). (43)

Verify,, (com7 71'): Given a commitment com =V € G and a candidate proof mr,
parse the latter as in .

1. Compute (05, 0eq, 0y, dy) = Hagg(V,C', Cy) € Z;‘,, Yy = H(V,C’) € Zy,
§€=(&,....&n) = H(V,C,Cy) € 2, t = Hy(y,V,C,C,) € Z, and
si = Hy(i,[m +1,n),V,C,C) for all indices i € [m + 1,n]. Define the
vector (81,...,8,) = (0™, Syt .-, 8n)-

2. For each k € [m], define 6,1 = 0 if & € [£] and 0y, = 0if 7 €
[0k + 1,n]. Return 1 if

m ng

i—1
Sy H Ek0u,k,i'2' " +(0eqtip+i—0y) Yip+i A
¢ (Cy Int1-(jr+i) e
k=1i=1
m n 1 m ng 5ot 1
Sk —0u-8; Y ~Oeq by +i _ N
'€<H9n+1—k H 9n+1—wV) ‘€<CyaHH9jk+i ) = e(m, 9)
k=1 i=m+1 k=1i=1

and 0 otherwise.

The correctness of the scheme can be proven in the same way as in the base
scheme of Section ] and details are given in Supplementary Material

EFrrICIENCY. The proof size remains the same as in Section 4l If m denotes the
number of simultaneously performed range proofs, the computational cost of the
prover is now dominated by 3n exponentiations in G and m + 1 exponentiations

in G since each subset product H;ﬁ 1 gj:; ; is cheaper to compute than an expo-

nentiation in G (recall that ny, < logp).
The verifier’s workload amounts to 2n + 1 exponentiations in G, n exponen-
tiations in G and 4 pairings.

EXTENSION TO PROVE SMALL EUCLIDEAN NORMS. As explained in Supplemen-
tary Material |E| the construction can be used to prove that V= | g
commits to a vector of small Euclidean norm. In short, this can be achieved
by: (i) Generating an auxiliary commitment to & = (z%,...,22)) and proving
that it was done correctly; (ii) Proving that (z, (1,1,...,1)) mod p is sufficiently
small using its binary decomposition; (iii) Proving that ||z||%, < p/m, so that
S a? mod p is also Y. a? over Z. To make sure that step (iii) does not
affect the zero-knowledge property, we restrict the scheme to prove Euclidean
norm bounds smaller than y/p/m. Without optimizations, the proof length only
increases to 9 group elements.
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C.2 Correctness of Aggregated Range Proofs

The verification equation is obtained by raising equalities , ,
and to the powers d;, 6eq, 0y and d,, and multiplying them together. We now
consider the generation of proofs for individual verification equations —.

The prover can compute 7, € G satisfying equation because, for each
k € [m], we have

Ly o )
gi—1 ~ Ay 28t
( gn+1 (Jr+1) 2 C) = H e(gn+1*(jk+i)7 C)
i=1 i=1
V2% m Al gi—1
=1]e <9n+1—(jk+i)’ i 11 T 454
i=1 r=1j=1
o gi—1
H ( H Hg],ﬁrj agn+1 (jk+l)) )
i=1 rk=1j=1
Ly m Ly gi—1
L
( In+1—(jr+i) H Hgn+J1+(JH+j) Grti) 9 )
=1 k=1j=1
k ;.91
(glvgn)z’ 1 k2
L gi—1
Ty, j N
’ (H( In+1—(x+1) H H g7l+i_(jk+i)+(jm+j)) ’g)
=t (N J)#(k i)
and thus

A\ & - i—1
H Hgn.l,_l Girti)) ) k (gl gn)zk 1€k (27 | Tk, i2 )
k=1 i=1

m . i—1\ & .
(H(H RN | (0 1 QR

k=1 1i=1
(N J)#(k i)

(45)
We also have
m
Hgn+1 kv - e(gla gk Tk (H gnJrlfk: : H gn+1+z k ’g)’
k=1 i=1,i#k

so that dividing the latter from yields when zj, = 1" | @y, - 2071 for
each k € [m] and

9i—1 &k
ITi= 1(1_[1 1 Gns1— G T Teren e, 000) 90 %1 Gt 4 Gt )

Ty =

r i &k
Hk:l (gn+1—k : Hi:l,i;ﬁk gn+1+i—k') *
(46)
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The prover can also compute 7., satisfying the second verification equation
by observing that, for each k € [m], we have

n

tip+iYip+i ¢ A T
([T, 55564 €) He nt1—(priys C) It ¥ont (47)
i=1
m My
AT g\ bigi Yt
- He In+1—(jx+i)+ 9 H gjnﬂ
=1 k=1 j=1
Nk
) tip+iYip+i
— a )Tk, . PRLE Tk k
- (6(91’9”) e(9: 91— Guri H 11 9n+1+(jn+j)f(jk+i)))
i=1 Jj€lnk]
('-i 3)# (ki)
ng
. tig+i Yig+i
— ~ \Tk,i . Ty, j A Ik k
—H(e(glvgn) (G 1— Gt H H 9n+1+(jn+j)—(jk+i)’9))
i=1 J€lnk]
(N ) # (ki)
L
— e(ghg )ZLil Yip+itip+i-Thi
Int1—Gt) " Int14-(Gu+d) — (Gr+i) 9)
=1 Jj€lnkl]
(~ J)# (ki)
We also have
m  ng m Mg
Jk+7 +i
e(Cy, [TT1955%) = IT TTe(Cor i) (48)
k=11i=1 k=11i=1
m  ng m N .
_ Yy . Yin+i Tr,j ~ Jpti
= [T 1Teto™ - IT T1oei? 6ot ni)
k=1i=1 k=1j=1
m Nk m Mg
_ H He( Yy H H YjntiTr,j A)tjwi
- Gjti -~ Int1- jm+])+(jk+i)’g
k=1i=1 k=1j=1

m Ly
~ v kg it i TR
e(gl’gn)Zk_l 208 Yjp+ilip+iThki

m ng

(HH i+i® H 11 gﬁﬁé:ia‘)ﬂjkﬂ))tjw’g)'

k=11i=1 Jj€lnk]
(K D# (ki)

By taking the product of for all k € [m] and dividing out of the result,
we obtain when 74 is computed as

o Y s
Nk m Ty, j Jp+i Yip+i
I IEE (n+1 Grri) L1 Tljeima ey ) 9n+i+(j~+j>—<jk+i>)

i TR )%H

Hk 11_[1 1(91k+z'Hn 1HJe[nh 1, (k,5)# (K ,5) 9n+1 (Jr+3)+(e+i) (19)
49
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As for equation (1)), the prover can compute

m Mg
=C7. o H H Yjpti (@h,i—1) Ty,
Ty Cl/ HH 9juti gn+17(jk+i)+(jﬁ+j)) ) (50)
r=1j=1 i€[ng]
<k D)#(r,5)
which satisfies (41]) because we have
m  ng m  ng (wpi—1) m
= (o TITLote G- T a3
ey [T 119,576y )_e(g ’ Int1 Guvny 9 9504
k=1=1 k=1i=1 rk=1j=1
m  Ng 1
ANy Yy HH Yip+i(Th,i— Tr,j o~
9) H He( Gjuti Int1- (]k+l)+(jn+])) 9
k=1j=1 k=1i=1
R m Tk (g i —1 N
= e(ghgn) k=1 2it1 Yig+i Th,is (@i —1) | e(cgag)
mo N ( 1
y Yjp+i(Thk,i— Tr,j A~
H H (gymﬂ H H 9n+1—(jk+i)+(a‘~+j)) ’g)
k=1j=1 i€[ny]
(k D) (r,5)
T T (w,i-1)
o v . Yip+i(Th,i— Tr,j ~
- e(Cy H H anJrJ H H gn+1—(jk+i)+(j~+j)) ,g),
r=1j=1 i€lng]
(k ) 7#(k,7)

where the last equality holds since zy,; - (zx; — 1) = 0 for all indices k € [m] and
1€ [le]
. . . n r m Tr Si .
Equation is satisfied by m, = [T, 1 (9hs1—i - TThey 9nto_iyr)  since

n

[T st = I elomnns Tlo)”

1=m-+1 1=m-+1

n m 5
- L el o)
i=m-+1 k=1
n

Si
= H 6(9;+17i'HgfLi17i+k’g) = e(mv,9)-

i=m+1 k=1

C.3 Security
Theorem 5. The construction provides zero-knowledge in the ROM.
Proof. The proof is identical to that of Theorem [1| and omitted. ad

Theorem 6. Under the (2n,n)-DLOG assumption, the scheme is simulation-
extractable in the algebraic group model and in the random oracle model.

Proof. The proof is similar to that of Theorem [2|and we only detail the changes
in the interaction between the reduction/extractor B and the adversary A.
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Queries: At any time, A can choose a commitment com = V and ask for a sim-
ulated proof that V' commits to an integer vector (x1,...,x,,) € Z™ such that
), € [0,2% —1] for some integers {£j } ke[ of its choice such that ¢ < ny. Since

A is algebraic, it must provide a representation of V with respect to the genera-
tors {gi}icjo,n) and the commitments C' contained in previous simulated proofs.

Since the simulator B is itself algebraic, for any V chosen by A, B can always find
a representation {v;}?, such that V = gvo 1, §7°. We assume w.l.o.g. that ei-
ther: (i) There exists k € [m] such that vy & [0,2°% —1]; or (ii) (vmt1,.-.,vn) # 0.
Otherwise, B can faithfully generate a proof using (vg, v1,. .., V) as witnesses.
Then, B proceeds as follows to simulate a proof without using g, 41:

1. Choose random vectors & = (£1,...,&m) €= Z7, & = (8, 0cq, 6y, 00) <= Zj,
y:(yl,,yn)&ZZ,t:(tl,,tn)&Zgj

2. Let foy1 = Y041 Vi - S, for randomly chosen s; ¢~ Z, for all indices
i € [m+ 1,n]. Let an arbitrary k € [m] such that

1 51} “Jn
Aj+1 = Uk + ? ( - % + Z fn%ﬁ) ¢ {Oa 1}
g v relm]\{k}

Such a k € [m] must exist w.h.p. since we assumed that (vy41,...,0,) # 0
or there exists k € [m] such that vy & [0,2% — 1]. Then, set

a; =0 Vi€ [n)\ {jr +1}
Zn—jr = Yjp+1
Then, find arbitrary scalars {2;} ;e\ {n—j,.} such that

mo Mg

k=1 =1
ktk
=tjr1 - (@1 Vi1 = Yjrr1)-

3. Choose random ag, zg <~ Z, and compute simulated commitments
n
A ~ AQ; ~ AQj,
C:gao.Hg?L:gao.ng’_fil, Cy=g* Hg

4. Tf one of the hashes He(V,C,C,), Hage(V,C,C,), H(V,C), Hi(y,V,C,C,)
or {s; = Hs(i,[m + 1,n],V, v) Y iem41 Was already defined, abort. Oth-
erwise, set § = Hagg(V, A,C’y),

Q

¢=H(V,C,0,), y=H(V,0), t=H,(y,V,C,C,),

and s; = H,(i,[m +1,n],V,C,C,) for each i € [m 4 1,n).

49



5. Define the polynomials

m Al

X] = (iai-Xi) : (ZZzi—l &k - X”+1_(jk+i))

k=11i=1

(jw.xz—).(igk.xmk)iqi-xf,
- N1 (i +i) ~ . xi
= (3wt 3P s o 0) (Y )

k=1 i=1

m o Nk

k=1 i=1

2n
Qeq[X (Za” XZ) ' (ii%m “Yjuti X"+1—(jn+i))
r=11=1

m Nk

- (ZO + 0 (Fat1—Goti) = Yjuti) 'XnH_(jﬁH)) ' (Zn:“i X7)
=0

— (zo + Z Z Zpp1—(ju+i) Xn+1—(jﬁ+z‘>) ) ( Z Z tjrti - XJ‘~+Z‘)
k=1 =1 k=1 =1

:iej'Xj,
§=0
Qu[X] = (ivz 'Xi) . ( i sle”H*i) — ifj 'l
— =

1= 1=m-+1

Their degree-(n + 1) coefficients are f,41 = ;. 41 Vi - s and

m ym
In+1 = Z &r <—vn + Zajnﬂ . 21_1)
k=1

=1

0y« fn
:gk'ajk-&-l Z En Vg = — erla

é
KE[m] *
m Nk
Tni1 = D Gjutit (i1 (eti) = Yjuts) = Gyt~ (Zagy — Y1) =0
k=1 1i=1
m rs
€nt1l = Z thﬁ-i i - Yjoti = Zng1—(oti))
k=1 i=1
Nk
=ttt (@t 1 Yjpb1 = Yib1) = D Bk * Znt1—(juti)
1=2
m Mg
- Z Z jti = Zn1—(joti) = 0
R=1 =1
e
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due to the definition of committed a = (ai,...,a,) and z = (z1,...,2,).
Observe that

6x “Qn+1 t 6eq cent1 t 67; “Op+1+ 611 : fn+1 =0 (51)

6. Define the polynomial
2n )
QagglX] = 02 - Qu[X] + beg - QeqX] + 0y - Qy[X] + 6y - Qu[X] = Zm X
i=0

for which 7,41 = 0 by construction. Compute

2n

= I o (52)

i=1,i#n+1

using (g, {i}ic2n]\ {n+1}) and return the simulated proof m = (6’7 Cy, ).

We remark that the simulated 7 from satisfies the verification equation
by construction. Moreover, the proof 7 has the same distribution as a proof
generated by the zero-knowledge simulator. Indeed, 7 is uniquely determined by
the commitments (C’, v, Cy) and the aggregation coefficients &, y,t, {s;};_,, .1
and 4 in . Also, the committed vectors a,z € Z; are perfectly hidden by
the randomness ag and zo in C' and Cy, respectively.

Therefore the simulation is perfect, unless a collision occurs when random
oracles are programmed in the simulation queries. If Qg (reps. @) is the number
of queries made by A to the simulator (resp. to random oracles), this happens

with probability < (Qs + Qu) - Qu/p.

Output: When A terminates, it outputs a statement (V, {1%}m ), for some
integers ¢1 € [n1],...,4m € [nm], together with a valid proof = = (C’, Cy, 71').
Since we are in the AGM, A must provide a representation of C, w.r.t to
(9,{9i}iepzn)\{n+1}) and the group elements {Cy),ﬂ(i)}ie[QS] contained in re-
sponses {W(i)}ie[Qs] to simulation queries. Likewise, it must provide a represen-
tation of C' w.r.t (g, {Gi}iemm)) and the commitments {C(i)}ie[QS] contained in
simulated proofs {W(i)}ie[Qs]. Also, for each i € [Qg], B knows a representa-
tion of C w.r.t. (g, {Gi}iem)) and a representation of C, w.r.t. (g,{gi}i=1)-
It also knows a representation of each simulated 7() w.r.t (g, {9iYicn)\{n+1})-
From A’s output and the randomness of the simulation, B can infer scalars

{(03, 2:) € Z2}ic,2n0)\{n+1}> {(ai,vi) € Z2}icpo,n) such that

n 2n n 2n
A ~a; i Y AU; 0;
C:Hg?7 C1y: H gfv V:Hgfa ™= H g;
i=0 i=0,i#n+1 i=0 i=0,i#n+1
where we define go = g and go = g for convenience.
If the representation (vg,v1,...,v,) € Zi of V is such that vy € [0,2% — 1]
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for all k£ € [m] and v; = 0 for all ¢ € [m + 1,n], then B can simply output
(Vo,V1,...,Um) € Z;”H as a valid witness. We henceforth assume that either
(Vma1s- -, Un) 7 O™ or there exists k € [m] such that vy, & [0,2% — 1].

Solving (2n,n)-DLOG: We first note that a non-trivial valid proof m cannot
recycle (V,C’,Cy) from an output of the simulation oracle (namely, we must
have (V, C, C,) # (V(i), c), C,) for all i € [Qs]) since the left-hand-side mem-
ber of is uniquely determined by (V(i),é(i),C_,(,z)) and it in turn deter-
mines a unique valid 7 € G. As a consequence, Hagg(f/, C, Cy), Hg(f/, C, Cy),
H(y, V,C, Cy) and {H,(i,[m + 1,n], V,C, Cy)}iyny1 are not part of the ran-
dom oracle values that have been programmed by the simulator.

Since the left-hand-side member of is obtained by raising the right-
hand-side members of (B9)-(42) to the powers (85, deq,dy,d,) and multiplying
the results, it can be written e(g, §)7=s(*), where P,z[X] is the polynomial

Pagg[X] = 0z - Pu[X] + Oy - Py[X] + Oeq - Peq[X] + 0y - Py[X]
obtained as a linear combination of the polynomials

P.[X] = (Xn:ai . Xl') . (iigil & .X"+17(jk+i)>
i=0

k=11=1

_ (gvi.xi) . (égk.xnﬂ—k) :iwi.Xi’

2n mo Mg n
P,[X] = ( S x-S ,Xn+1—(j»e+i)) _ (ZGX)
i=0,i£n+1 =1 i=1 i=0
mo Nk 2n
= (ZO 4+ Z Z (ZnJrl*(j,{Jri) _ yjeri) . Xn+1—(jm+i) + Z 2 Xz)
k=1 1=1 1=n-+2
n 3n
. (Zai .Xi) :Z% X
=0 =0
n m Nk
P [X] = (Zai . Xi) . (ZZ%H _ .Xn+1—<jn+i>)
i=0 o k=11=1 . .
—( Z zi-Xi>-(Zthm+i-Xj‘+i>ZZﬂj-Xj7
i=0,i#n+1 k=1 i=1 =0
n n 2n
PX] = (Zvi X) : ( > si-X"H_i) = - X
i=0 i=m+1 Jj=0

for which the left-hand-side members of ([39)-([2) can be written e(g, §)"=(),
e(g,9)"11), e(g,3)"*) and e(g,§)™ ), respectively.
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If we write Poge[X] = E?ZO v; - X', the coefficient v, of its degree-(n + 1)
term can be written

m Ly m  Ng
i—1
Vnt1 = Oy § &k - E Qjoti =27 =g |+ 0y g E (Znt1—(oti) = Yinti) * Cjoti
k=1 i=1 k=1 i=1
A A
= Wn+41 = Tn+1
m o Nk n
+ Oeq Z thnﬂ' (i Yjuti = Zngl—(juti)) T Ou- Z v; - 84,
rk=11=1 i=m+1
£ Buia £ tntr

where (Wpt1,Yn+1, Bnt1, nt1) are the coefficients of the degree-(n + 1) terms
of (P,[X], P,[X], Poy | X], Po[X]).

We now argue that, if there exists k& € [m] such that v, & [0,2% — 1] or
if (Vmt1y-.-,0n) # 0™, then we can only have v,11 = 0 with negligible
probability. This follows from the following arguments:

- The probability to have p = (Wnt1,Ynt1, Brtts fnit,Car1) = O is negligi-
ble. Indeed, when (vy,41,...,v,) # 0"~ ™ we have pu,+1 = 0, with proba-
bility 1/p over the choice of {s; = H,(i,[m + 1,n],V,C,C,) i1 When
Zn 41— (juti) 7 Qjuti * Yj.ti for some k € [m] and i € [n.], we have 11 =0
with probability 1/p since t = Hy(y, v,C, Cy) is derived after the choice of
Y, {ai}izo and {z;}icpo,2n)\{n+1}- Then, if 2,115 44) = @, 44 - Y, +i for all
K € [m], i € [ny], we have v 41 = > ne S ) viv (aj.4+i—1)-aj, 44, which
cancels with probability 1/p if there exists k € [m] and i € [£,] such that
aj.+i ¢ {0,1}. This can be seen by distinguishing two cases:

a. fy=H (V, C’) was programmed when answering a simulation query,
we can only have ~,4+; = 0 with probability 1/p since the simulator
programmed (ay,...,a,) to have

Yol = j41 - (Zn—jp = Yjr+1) = Yjr+1 - Gjr1 - (5,41 — 1)

for some index ji € [n] such that aj,+1 ¢ {0,1} and y,,+1 €r Z,.
This captures the case of A attempting to re-use (V,C) = (V@ C®)
contained in an output 7 = (C'®), Céi),ﬂ(i)) of the simulator, with a
different C, # Cl(,i).

b. If H(V,C) was not programmed by the simulator, then y = H(V,Q’)
was defined after B obtained the algebraic representation {a;}?, of C.
Over the choice of y, we have Y7 | S i 4i - (aj 45 — 1) -aj,4i =0
with probability 1/p.

If there exists k € [m] such that vy # Zfil ajpti - 271, the probability to

have w,y1 = 0 is only 1/p since & = Hg(V,C’,Cy) are chosen uniformly

after {vy}7, and {a;}}_. If none of the above events occurs, then we have
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v = Zfil aj,+i- 2071 for each k € [m] and a;,4+; € {0,1} for each i € [¢x].
This contradicts the hypothesis that v, ¢ [0,2% — 1] for some k € [m)].

- If p # 0, then We have vy, 11 # 0 with probability 1—1/p since the aggregation
coefﬁments 8 2 (82,00q,0y,00) = Hage(V,C, C,) are derived after the choice
of {(a;,vi)}1 g, and {z,}le [0,2n]\{n+1}, Which determine the coordinates of
p. Hence, a random independent § € ZJ can only satisfy (d,p) = 0 with
probability 1/p.

If vp41 # 0, then B can compute a € Z,, by factoring a non-zero polynomial
as in the proof of Theorem [2} O

C.4 Range Proofs for Non-Power-of-Two Ranges

In order to prove membership of a range [0, B] where B + 1 is not a power of
2, a common approach to to use an additively homomorphic commitment and
consider the integer ¢ € N such that 2°=! < B < 2°. Then, we generate two
range proofs showing that = € [0,2° — 1] and = + (2 — 1 — B) € [0,2¢ —1].

To do this without increasing the proof size, we can commit to vectors of
dimension n = 2¢ (where ¢ is an upper bound on ¢) containing a concate-
nation (x | «’) of the binary decompositions * = (z1,...,24,0,...,0) and
x' = (24,...,2,,0,...,0) of z and x + (2° — 1 — B), respectively. Then, the
prover can compute ., 7, € G

2 gi—1 A gi—f—1 A
aC =/ n 170

Mim b1 _ o, ) Miztnton9 _ oy )
e(9n: V) e(gn, V- g% 17 F)

where V = §”-g7. In the above equalities, 7, and 7/, show that = = Zf;l x;-2071
and z + (2 —1 - B) = Ele x - 2071, The rest of the proof follows the basic
construction of Section 4l The two proofs 7, and 7, can be aggregated (using
additional randomization components derived from a random oracle) with other

proof components to obtain a proof of the same form as in Section

D Proving that a Committed Vector is Ternary

We now describe arguments showing that a commitment ¢' = §7- H =1 g] com-
mits to a ternary vector & = (z1,...,x¢) € {—1,0,1}".

A natural approach is to write & as the difference * = &y — 1 between two
binary vectors zg,x; € {0,1}*. The prover can generate two vector commit-
ments Cy, Cy to zg and @, respectlvely, before proving that: (i) Co, Cy are both
commitments to bitstrings; (i) Co-Cy ! and C' commit to the same vector. Even
if we aggregate proofs, each proof 7 still requires 2 elements of G and 3 elements
of G since Co and Cl both require an auxiliary commitment in G.

At the expense of doubling the CRS size, we can reduce the size of proofs to
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one element of G and 2 elements of G. To do this, we can generate a commit-
ment to a binary vector & = (@ | 1) € {0,1}", where n = 2¢. We can then
prove that: (i) & = (Z1,...,Z,) is binary; (ii) For each i € [{], Z; — T;1e = ;.
In order to ensure knowledge-soundness (and even simulation-extractability), we
also need a proof component my showing that C commits to a vector containing
zeroes in its last ¢ positions. We can prove (i) as in previous constructions. As
for (ii), we can use the properties of the underlying commitment. Namely, if
Cp =g - H;.Lzl gff is a commitment to & = (21 | ¢3), the prover can compute
T9,3,0,70,i,1 € G such that

e(gnt1-i, Cz) = €(91,9n)"" - €(Ta,i,0,G) (53)

and
e(gny1io,Co) = e(g1, gn) " - e(Tp.i1, ) (54)

for each i € [¢]. In the initial commitment C' = §7 - Hle g;”-f to the ternary
x = (x1,...,x), we also have

e(gn+1-i,C) = e(g1,Gn)"" - e(70,i,9) Vi € [(] (55)

for some 7g; € G computable by the prover. By combining —, we have

-1
n —1 " = 701' ~

e(g =i Int it ) = e(ﬁe,i,o/(ﬁo,i,l'7T9,i)7§), (56)

€(9n+1—z‘70)

= 7o,

where 7y ; is computable by the prover and argues that xz; = Z; — Z;4,. We can
then aggregate proofs for all positions i € [¢] at once by raising to a random
power §; € Z, and taking the product over all indices ¢ € [f]. Specifically, after
having computed C,, the prover computes (61, ...,0;) = Ho(C,C,) € Zf,, which
are used as aggregation coefficients to compute a proof my € G such that

L 0; —0;
e( Il 9= 9niie CI)
. 0 A
e(Hi:l In+1—i> C)
which shows that € = g — x;.

In the final proof @ = (éw, Cy,m) € G x G?, the last component 7 is then
obtained by aggregating 7y with the proof that & = (z;1 | ¢3) is binary.

= e(m9,9), (57)

E Proving Small Euclidean Norms

In this section, we extend the construction of Section [C] to prove that a com-
mitment V = §" - [[1-, §¢* is a commitment to some & = (z1,...,%,,) € Z™
such that ||| < B. In order to preserve the zero-knowledge property, we need
to choose the group order p so that y/p/m > B for any proven norm bound B.
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When the CRS is generated, we thus assume a maximal value B for the norm
bounds to be proven and choose p so that B, £ \/p/m > B. For simplicity, we
assume that B2+ 1 is a power of two but this restriction can be lifted using the
observations in Section[C.4] In the setup phase, we also need parameters allowing
commitments to vectors of dimension n = max(m - (14 [log B ), [log(B%+1)])
in order to use the scheme of Section

The prover has a commitment V= g’ Hznzl gk e G to an integer vec-
tor & = (x1,...,Zm) € Z™ and wishes to convince the verifier that |x| < B
without revealing anything else. To this end, it chooses r <~ Z,, and computes
V=g Tlji 95" 1, which commits to & = (0"~ | (..., 1)) in the first
source group G. Then, the prover generates a proof showing that V' € G commits
to the same vector as V, but in the reversed order. This is done by computing
0= (01,...,0,)=Hy(V,V) e Zy' using a random oracle Hy and computing a
proof

m 7 T ej
szl (9n+1_j : er[m]\{j} gni1+k—j)

T = ’

0;
JJE (95 eeran s giil_kﬂ)
satisfying
Q(H;n 192j+1 j ’V)
(V Hg 1 7 )
By itself, only argues that the first m entries of @ € Zj coincide with the
last n — m entries of & in the reversed order. To ensure knowledge soundness,
we also need to prove that the last n — m positions of x are zeroes, but this will
be addressed at a later step.

Next, assuming that V and V were indeed computed by the prover as com-
mitments to ((x1,...,Zm,) | 0"™) and ((*,...,%) | (@m,...,x1)), respectively,
we observe that the pairing e(V, V) computes a product of polynomials in the
exponent, where the coefficient of a"*! is ||z||*> = (z, ). This allows the prover

the compute 7 = H;"Zl(g? : HT:Ln;ék gn+1,,{+k)x’° such that
e(V,V) = e(g1, )™ - e(75,3). (59)

However, 7g is not disclosed. Instead, the prover computes the £g-bit represen-
tation of ||z||? = >_}", #} (where {5 = log(B* + 1)) and commits to the vector
w = (w1,...,we,,0,...,0) € {0,1}" by choosing v & Z,, computing

= e(mg, 9)- (58)

{B
Cw=3" 1] 4" (60)

j=1
and proving that the committed w is a binary vector. This is done by generating
a proof m, = (Cyw, Tw) € G? as in Section [3| Now, we observe that the prover

i—1

r _ 17¢B % B w; 2
can compute 7z = [[;Z, (gm_l_i . szl,j# gnil_i+j) such that

i—1 A . R
HQEL—H m - e(glagn)@:’w) : e(ﬂg’g)' (61)
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By dividing from , we see that the prover is able to compute a short
7p = /7y € G such that

A ) (62)
e( IL:2 91— Cw)

Together with the proof my satisfying and 7, Tp shows that V commits to
avector ((z1,...,2m) | 0"7™) € Zy (we still assume that its last n—m positions
are proven to be 0) such that Y ;" 27 mod p is at most 2% — 1.

However, we also need to prove that Z;nzl m% mod p is actually ZZL:l xi
over Z, in which case we have ||x| < B. To this end, the prover uses the
construction of Section to prove that |x||c < /p/m, which ensures that
Ez;l z? does not wrap around modulo p. We note that this additional proof
component does not affect the zero-knowledge property because the proven
statement ||z|| < B already implies ||| < +/p/m (recall that we assumed
B < y/p/m and we always have ||x|oc < ||z|). The prover thus generates
a proof e = (C,C,,ms) € G x G? that ||&|es < Boo by proving that

0 <z + v/p/m < 24/p/m for each k € [m] using the construction of Sec-

tion |C which also demonstrates that V' commits to a vector containing zeroes
in its last n — m entries. .
The entire proof w = (V7 ﬂoo,Cw,ﬂ'w,ﬂ'@,ﬁB) is eventually comprised of

oo = (C’,Cy,woo) € G x G2, the commitment C,, and its proof of binarity
T = (Cyw, Tw) € G, the commitment V and the proof my satisfying 7 and
the proof 7p satisfying .

From a security standpoint, the knowledge-soundness property follows from
that of underlying proof components. Simulation-extractability is also preserved
as long as these components are bound together in a non-malleable way. To
do this, one option is to use a short one-time signature (such as the one from
[66, Section 5.4]) whose verification key is included in all random oracle inputs.
However, more efficient solutions are possible by suitably combining the various
sub-proofs together and including previously computed commitments in each
random oracle input.

In terms of efficiency, it is also possible to exploit the linearity of verification
equations and compress (7o, Tg, Tw, 75) € G* into a single group element m =
mdo Ou . 7?%3 using aggregation coefficients (0co, dg, 01, 05) derived from
a random oracle. This shrinks the proof to 2 elements of G and 4 elements of G
while verification boils down to a product of 8 pairings.

O
AR

F Proving Small Hamming Weights

In this section, we show that our argument of Section [3]can be extended to prove
that committed vectors have small Hamming weights.

Compact proofs of small Hamming weights were previously considered by
Damgard et al. [39] in the context of perfectly binding commitments. To our
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knowledge, no efficient solution to this problem has been reported in the case
of perfectly hiding commitments if we aim at constant-size proofs. The only
solution we are aware of is to rely on SNARKs for general NP relations via an
expensive Karp reduction.

F.1 Proving Exact Hamming Weights for Binary Vectors

n ~

For a commitment C' = §7 - [T, g;’ to a binary & € {0,1}", we can also
prove that x has a fixed Hamming weight. This is useful in the context of FHE,
where secret keys are sometimes chosen with a special structure for efficiency
reasons. To prove that a committed @ is a binary vector of Hamming weight k,
we can prove that: (i) « is binary; (ii) Its inner product with the all-one vector
(1,1,...,1) is exactly k. Our technique from Section 3| allows handling (i). In
order to prove (ii), the prover can generate a short 7y, € G such that

e(H In+1—is é) = e(glagn)k : 6(Wk,§)7 (63)
i=1

which is possible as in . Again, we can aggregate mp with other proof compo-
nents to obtain a proof comprised of one element of G and two elements of G.

If we combine the above idea with the range proof construction, it is also
possible to prove that the Hamming weight HW (x) of the committed x is such
that HW (x) < B, for some bound B, without revealing the exact weight. In Ap-
pendix we provide a more efficient way to prove the inequality HW () < B
for arbitrary (i.e., not necessarily binary) vectors.

F.2 Proving Exact Hamming Weights for Ternary Vectors

If we want to prove the ezact Hamming weight a committed = € {—1,0,1}",
we can first generate a commitment to & = x o x, which is the Hadamard
product of & with itself. We can then prove that: (i) & is indeed the product

xox = (23,...,22); (ii) Z is binary and has Hamming weight B.

o2
In order to prove (i), we need to compute Cy, = g7 - H;;l g;’ as an aux-

iliary commitment to & = x o @, for a random 7y, ¢ Z,, and prove that Cj,
commits to @ o x. This can be done by adapting the technique of Section [3} The
prover generates yet another commitment Cy, = ¢ - []\, g,yjﬁg , and proves
that it commits to (yn - @n,...,y1 - 1) by proceeding exactly as in Section
Specifically, by computing (y1,...,yn) = H(C’, Cyq) and adapting , the prover
can generate a short m, € G such that

A N N n Szl
e(Cy’ C) = e(ﬂ-?hg) ’ e(gla gn)zi=1 i (64)
Since the prover can also compute a short 7r; € G such that Cy, satisfies
n 2
e(Csq; H gy ) = e(my, ) - e(g, Gn)>1=1 Vi7", (65)

i=1
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it can compute 75, = 7, /7, € G such that

e(Cyv é)
e(qu, | g’rybi-i-l—i

= e(Tsq, §), 66
) (s> 9) (66)

which follows by dividing from . From C € G, Cy €G, Csq €G, gy
and me, (which shows that C, commits to (Y - Tp,...,y1 - 1)), the verifier is
convinced that C, is a commitment to o x.

We note that proving that @ o  is binary provides an alternative method of
proving that x is ternary, but it is less efficient than the argument of Section

F.3 Proving Bounded Hamming Weights for Arbitrary Vectors

We now consider the problem of proving small Hamming weights for an arbitrary
vector € = (71, ...,2,) € Zj committed as C =g ~H;-l:1 g;’j. Using the additive
homomorphic property of the commitment scheme, this also allows proving that
two committed vectors are close in terms of Hamming distance.

In order to prove that & has at most B non-zero positions, we first generate
a commitment Cy, to a random vector w = (w1,...,wy) € {0,1}" of Hamming
weight HW (w) = B for which w; = 1 for all ¢ € [n] such that x; # 0. We can
then prove that: (i) w is binary and has Hamming weight B; (ii) For each i € [n],
w; = 1 whenever x; # 0, which implies HW (x) < HW (w).

We can prove (i) as explained in Section In order to prove (ii), we will
prove that > 1 ; y; - (1 —w;)-2; = 0 for a random vector y = (y1,. . ., Yn), which
ensures that Vi € [n] : (x; # 0) = (w; = 1) with probability 1 — 1/p. Indeed, if
there exists i € [n] such that z; # 0 and w; = 0, we have > | y;-(1—w;)-2; =0
with probability 1/p since y is computed after w and .

In more details, the prover computes a commitment Cy, = §7* - H?Zl g;" to

w € {0,1}", for some random 7, < Z,,, and proves that C’w is a commitment to
a binary vector using a short proof mw,, = (Cy,u, Tw) € G?. Then, the prover gen-
erates another commitment C, = ¢ - [}, gzlﬁfiz and proves that it commits
to (Yn * Wny-..,y1 - w1), where (y1,...,yn) = H(C’, C'w), by proceeding exactly
as in Section [3| Next, the prover can generate a short m, € G such that

e([Tohi1 i CtC) = e(my ) - elgr, gn) == vt = e(my, ), (67)
=1

which is possible since [[}_, ¢4, ;- C; " = g7 -T[i, gzi(ll;-wi), so that the sum

St yi- (1 —w;) - @ is the coefficient of ot when we see the left-hand-side
member of (]@ as a product of polynomials in the exponent.

The final proof then consists of C, € G, Cy.,,Cy € G, and a short 7 € G
obtained by aggregating the various proof components (including m,,m,, the
proof mp that C,, satisfies , and the proof that C), is correctly formed).
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G Deferred Material for the Argument of Section

G.1 Proof of Theorem [3

Proof. To simulate a proof for a statement x = (¢,d, M, N, {B;}¥ 1, {a;}},, c),
we can use the trapdoor o € Z, of the CRS as follows. First, the simulator
samples v, 7,7, ¢- Z, and computes C = g7 and Cy = ¢7v as commitments to
the all-zeroes vector. Next, it computes the polynomial

PIX] =796, +7- ) ((5eq "t —dy) - yi + g - ag[i]) X
i=1

n
*’Yy'5eq'zti'Xi*to'59'X"H
i=1

for which the right-hand-side member of can be written e(g, §)7(®). Using
the secret exponent o € Zj,, the simulator can then simulate a proof by com-
puting 7 = ¢F(®). It is easy to see that the resulting tuple w = (C’,Cy77r) is
distributed as a real proof since the commitments C and Cy are uniformly dis-
tributed in their group and m € G is uniquely determined by (C’, Cy) and the
aggregation coefficients. a

G.2 Proof of Theorem [4]

Proof. In the AGM+ROM model, we show that, under the (2n,n)-DLOG as-
sumption, there is an extractor that can extract a witness from any adversarially-
generated proof 7 and statement x = (¢,d, M, N,{B;}¥,,{a;}}%,,¢c). Con-
cretely, we show an algorithm B that either extracts a witness or solves an (2n, n)-
DLOG instance by computing a € Z,, from {(g,91,.-.,92n), (1, ---,Gn)}, Where
gi = ¢ and g; = §(*") for all i.

The problem instance {(g,91,---,,92n), (G1,---,Gn)} is used to define pp.
Note that g,4+1 = g(o‘nH) is not included in pp although it is part of B’s input.
Our reduction/extractor B interacts with A as follows.

Queries: At any time, A can provide x = (¢,d, M, N,{B;}¥,,{a;}£,, c) and
ask for a simulated proof that ¢ € Rf]\' is a valid ciphertext for the public key
(ai,...,an). To generate such a proof, the reduction B defines the public-key-
dependent matrix A € ZNXD and the ciphertext-dependent vector ¢(c) € ZN?
as in (29). It chooses By <~ ZI'* and 8y ¢~ Z,, and computes a,; = 6 - A mod p
and ty = 6] - ¢(c) mod p. We note that the first component ag[l] € Z, of
ap € ZE is non-zero with overwhelming probability (as we may assume that
the first column A[1] of A € ZN4*P is non-zero). If 8] - A[1] = 6 - ¢(c), B
can generate a real proof using the witness w = (1,0,...,0). We thus assume
6y - A[1] # 6] - ¢(c), so that B can compute a non-binary w = (w; | 0"~ 1) € Zy
satisfying the equation
ag-w:tg mod p,
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where a, = (aj | 0"~ P). It commits to w by computing C =g g™ for a
random v <= Z,,. Next, B simulates other proof elements as follows.

1. Choose random vectors 8 = (0eq, 8y, 0g) < Zg, Y= Y1, - yn) & Zy,
t=(t1,...,tn) & Zj.
2. Set z, =y and find an arbitrary (21,...,2,-1) € Zg_l such that

n

Zti “Zpti—i =11 -y1 - (wr —1).
i=2

3. Choose a random zq ¢- Z, and compute a simulated commitment
n
Cy=g*- ngz,
i=1

4. If one of the random oracle values Hagq (X, C, Cy), H(x, C’), Himap (x, C, C'y)
or Hy(y,x, C, Cy) was already defined, then abort and report failure. Oth-
erwise, set y = H(x, C’), t = H(y,x, C, Cy), 6 = Hagg(x,é’,Cy) and

0= H|map(x,é,0y) € ng_“‘l for a random vector @ € ngﬂ whose first
Nd + 1 components are (6 | dg).
5. Define the polynomials

n n
Q,[X] = (ZZZ XY ,Xn+1—i) , <7+w1 ~X)
1=0 =1
n+1

= (Zo+zn: (zn+1-i — ¥i) 'Xn+17i) : <7+w1 'X) = Z(fi X
i=0

i=1

Qeq[X] = (’Y+w1 .X) . (Zn:ti'yyX"*l*i)

i=1
n n 2n
—<;Zi'Xi) . (;LEXI) :jgoej X7

D n+1
QolX) = (Zag[k] ,Xn+17k) ) (,y+w1 ~X) gy X = ZC" X,
k=1 i=0
Their degree-(n + 1) coefficients are

Opnt1 =w1 - (2 —41) =0

n
€nt+1 = Wity — Zti g =ty (wr — 1) = Zti “Zny1-i =0
i=1 =2

Cnt1=ap[l]- w1 —tg =0

due to the definition of committed w = (w1, ...,wy) and z = (21,...,2p).
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6. Define the polynomial

2n
QagglX] = deq - Qeq[X] + 0y - Qy[X] + dp - Qo[ X] = Zﬂi X!
i=0

for which 7,,4+1 = 0 by construction. Compute

2n

= I o (68)

i=1,i#n+1
using (g, {gi }iej2n]\ {n+1}) and return the simulated proof m = (C, Cy,m).

The proof 7 has the same distribution as an output of the simulator in the
proof of Theorem |3l Indeed, 7 is uniquely determined by x, (C’,Cy) and the
Zy,-elements y,t, and § in the right-hand-side member . Moreover, while the
committed w,z € Z; are programmed in a special way, they are completely
independent of A’s view due to the randomness v and z in (C, C,).

Consequently, the simulation is perfect, unless one of the random oracles has
to be programmed on an input where it was previously defined. If Qs (reps. Qp)
is the number of queries made by A to the simulator (resp. to random oracles),
this happens with probability < (Qs + Qu) - Qu/p-

Output: When A halts, it outputs x = (¢,d, M, N, {B;}¥;,{a;},,¢) and a
valid proof 7w = (C’, C’y,7r). Let A € ZN9%D the matrix obtained by encoding
{ai S Rév}i\il in .

Since we are in the AGM, A must provide representations of C w.r.t to the
set of all G-elements that it could observe during the game. It also has to provide
representations of Cy, and m w.r.t to all G-elements that it was allowed to see.
Since the simulator used by B is algebraic, it also knows a representation of each
simulated Cgsi) and 7 w.r.t (g, {gi}icizn)\ {nt1})- It also knows a representation
of each simulated C) w.r.t (g, {Gi}icin))- From A’s output and the randomness
of the simulation, B can therefore compute scalars {(¢;,2;) € Zi}ie[oﬁgn]\{n‘;rl}
and {w; € Zyp}ie[o,n) such that

2n 2n

n
¢=1la. = 11 e == II o
i=0 i=0,i#n+1 i=0,i%n+1

where gy = g and gg = g. .
If the representation w = (wog, w1, ..., w,) € Zy, of the commitment C' satis-
fies the conditions

(i) wy € {0,1} for all k € [1, DJ;
(ii) A - w = ¢(c) mod p, where w = (w1, ..., wp) € sz?;

then B can use the bits (wg,wr,...,wp) € {0,1}” to reconstruct witnesses
$1,...,80 € Z[X]/(X? + 1) such that ||s;|lcc < B; for all i € [M] and
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holds, meaning that {s;}}, are valid outputs for the knowledge extractor. We

now assume that at least one of the conditions (i)-(ii) does not hold.

Solving (2n,n)-DLOG: We remark that a non-trivial valid proof 7 cannot re-
cycle (X,C,Cy) from a a simulated proof: That is, for all i € [Qg], we must
have (x,C,C,) # (x¥,C0), C?SZ)) since the right-hand-side member of
is uniquely determined by (x(*), c, C’éi)) and it in turn determines a unique
valid proof element 7() € G in the left-hand-side member. This implies that
(0y, Oeq, 00) = Hagg(x, C, Cy) is not one of the hashes programmed by the simu-
lator and neither are t = Hy(y,x,C,C,), and § = Himap (x, C, Cy).

Let the vector aj = (a; | 0"~ P) € Z7 defined in the Verify algorithm. From
the algebraic representations of A’s commitments and proof m, B can compute

D n n+D
PQ[X] = (Zag[k‘} -Xn+1_k) . (sz . XZ) —1p - Xn+1 = Z Wi -+ Xi
k=1 i=0 i=0
as well as the polynomials
2n ) n . n )
A= (5 X e X (e x)
i=0,i#n+1 i=1 i=0
n 2n n
= (204 Y Gare =) X 3w X)) (Y X)
i=1 i=n+2 i=0

3n
= Z%"Xi
=0
Peq[X] = (sz Xl) . (Ztl s .X"+1—i)
=0

i=1
2n n 3n
_( Z Zi'Xi)'(Zti'Xi)225j'Xj,
1=0,i#n+1 i=1 j=0

for which the left-hand-side members of (30)-(32) can be written e(g,g)Feale),
e(g,§)7 (@), and e(g, §)7°(®), respectively.

The right-hand-side member of can be written e(g, )" as2(2) - where
P,ge[X] is the polynomial

3n
Pagg[X] = 0, - Py[X] + 0eq - PogX] + 09 - Po[X] =Y v - X'
=0
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In P,g[X], the coefficient v, 41 of the degree-(n + 1) term can be written

n

n
Vni1 =0y Y (21— vi) - Wi + Oeq- Y ti (Wi Yi — Zns1-i)
i=1 =1

2 i 2 Bt
D

dp - (Za[k]m)k—tg),

k=1

A
= Wn4t1

where p £ (Yn+1s Brnt1,wnt1) is the vector containing the coefficients of the
degree-(n + 1) terms of (P,[X], P.y[X], Py[X]).

We now argue that, if one of the conditions (i)-(ii) does not hold, the proba-
bility to have v,41 = 0 is negligible. This follows from the following observations:

- The probability to have p = 0 is negligible. First, if z,,41_; # w; -y; for some
i € [n], we have B,41 = 0 with probability 1/p since t = Ht(y,x,é,Cy)
is derived after the choice of y, {w;}j_q and {2;}ic(0,20)\{n+1}- Now, if we
assume that z,41-; = w; - y; for all i € [n], then we have

n
Vnt1 = Zyz (w; — 1) - w,
i—1

which vanishes with probability 1/p if there exists ¢ € [n] such that w; ¢
{0,1}. This can be seen by distinguishing two cases:

a. If y = H(x, C') was programmed when answering a simulation query,
we can only have v,41 = 0 with probability 1/p since the simulator
programmed (wr, ..., w,) so has to have

"/n+1:Zyi'wi'(wi_l):yl‘wl'(wl_l)
i=1

where wy & {0,1} and y1 €r Z,. This captures the case of an adversary
attempting to re-use the components (x, C') = (x, C’(i)) of a simulated
proof () = (C), Clsi),’f((i)) with a modified Cy # C?(,i).

b. If H(x,C) was not programmed by the simulator, then y = H(x, C)
was defined after B obtained the scalars {w;}?_, underlying C'. We then
have the equality Y1 ; y; - (w; — 1) - w; = 0 with probability 1/p over
the random choice of {y;}™ ;.

If none of the previous events occurs, we have w; € {0,1} for all ¢ € [D].
Then, we are left with bounding the probability that w, 11 = 0 when condi-
tion (ii) does not hold. In this case, we have 8] - (A - @ — ¢(c)) = 0 mod p
with probability 1/p since 8 = Himap (x, C, Cy) is defined after A and o(c).

64



- If p # 0, then we have v,11 # 0 with overwhelming probability 1 — 1/p
since the aggregation coefficients & 2 (doq,0y,09) = Hagg(x,C,C,) and
(60 | 9p) = H|map(x, C, Cy) are chosen uniformly after the choice of {w;}? ,
{zi}icj0,2n)\{n+13 and x, which determine p. Therefore, the probability to
have (8, p) = 0 mod p is 1/p.

If vj41 # 0, B can compute « € Z, using the algebraic representation of 7
as in the proof of Theorem ad

G.3 Efficiency Comparisons for Proving the Validity of Ring LWE
Ciphertexts

We consider a special case of the statement in which corresponds to a proof
of validity of an LPR ciphertext [88]. For this specific concrete statement, we
compare our approach with a generic use of SNARKSs for arithmetic circuits.

Let a statement consisting of a public key (a,b) € Rg and an LPR ciphertext
(c1,¢2) = (a-r+e1, br+es+A-m) € RZ, where A = |¢/2] and m € R/(2R) is the
plaintextB We consider a prover willing to convince a verifier that there exist
m € R/(2R), r € R/(2R), and noise terms e, e3 € R of norm ||e1 ||, [l€2]lcc < B
such that

a 1 m| _|ca
[ b A 1 ] ey | = [02} mod ¢ (69)
Following [41], we will prove the above statement by showing the existence of

small polynomials r,m € R/(2R), e1,e2 € R, and 71,79 € R such that
r(X)

IS
—
®
S—
DN
-
-
|
=)
|
=)
| I
° 3

= h( )] mod (X4 + 1)

=

(X
(X
(X
(X
(X

— —

1
2
1
2

<

with ||e1]|oos [€2]lec < B, and [|71]/co, |72]|cc < (d + 1)/2. Over Z, this can be

written
o(r)
W [ Sen| _ ote
rot(a d —q-1y el c1
o) Al L on (S| = )] @
RE o(r1)| T
=A b(r2) £ ¢(e)
A _

12 We consider a similar parameter setting to [A5] where the secret = is chosen so that
|7l = 1 an the noise is sampled from a Gaussian with larger standard deviation.
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where A is interpreted as a 2dx6d matrix with coefficients in {—[q/2],..., [¢/2]}.
The prover commits to the bits of w and proves that

(r)
p(m)
rot(a) Gitlog B —q - Grogd ] e | [Qb(cl)]
I’Ot(b) A - I, G1+10g3 —q- Glogd =5 B (;5(62) ’
- r ———
2 A ¢ 72dxD r 2 4(e)
Ay o~
(71)

where €1 = G;ilog3(¢(el))’ €2 = G;JilogB((b(eQ))’ rr= Gl;éd((b(rl)) and T2 =
Glzéd(qﬁ(rg)). We note that there is no need to decompose m,r € R/(2R) since
they are natively binary. The prover will thus commit to the decomposition of

the witness w € {0,1}”, where D = 2d(2 + log B + log d).

It is also interesting to consider proofs of validity in an encryption scheme
proposed by Joye [75], which was designed to be used as a component of the
TFHE [33] homomorphic encryption scheme. The scheme of [75] can be seen
as a variant of the LPR cryptosystem where the second ciphertext component
computes an inner product over Z, instead of a multiplication over R,. For a
plaintext m € Z, and a noise ey € Z, ciphertexts are of the form

(c1,62) = (a-7+e1,(p(b), ¢(r)) +ea+A-m) € Ry x Zg

where A = |g/t] (for a plaintext modulus t) and ¢(b) = (bp—1,...,bo) € Z7
contains the coefficients of the polynomial b(z) = bo+b1 X +- - -+b,_1 X"~ ' € R,
in reversed order. Note that cp € Z, can be seen as the extraction of the last slot
from the second component b -r + A - m + noise of an LPR ciphertext since the

degree-(n — 1) coefficient of the polynomial product b-r € R, is (¢(b), ¢(r)). In
this case, relation simplifies as

o(r)
rot(a) 1, —q-Iy pler)| _ |o(cr)
o0 A 1 I o
~~ o(r)| T
LA s = ¢(c)
A
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while becomes

rot(_a) Gl—i—logB —q- Glogd :|
o(b) A-gioge Gi+log B —q " Glogd
2 A ¢ z(d+1)xD
o(r)
m
€1 _ ¢(Cl) (73)
€2 C2 ’
1 R Vv
T 2 4(c)
—_——

with ey = 91_+110g13(62) € {0,1}1s B and ry = glggld(rg) € {0,1}°&<. The
prover then commits to the decomposition of the witness w € {0,1}”, where
D=d+logt+ (d+ 1)(1 + log B +logd), where t is the plaintext modulus.

G.4 Efficiency Estimations

Application to the LPR cryptosystem. In an instantiation of LPR for
A = 128, a common choice of parameters is d = 1024, ¢ ~ 254, with binary uni-
form r € R/(2R) while e1, e5 are sampled from a discrete Gaussian distribution
with standard deviation aq = 239 Tn this case, a given noise vector e; ~ Dzdvaq
has infinity norm |le;]lcc < B = agv/A < 2% with overwhelming probability
by [87, Lemma 4.4]. The computational complexity and the CRS size are then
determined by n = D = 112640.

In order to obtain the coefficients allowing to compute 7 from the generators
{9i}icj2n]\ {nt1}, the prover has to evaluate two products of degree-n polynomi-
als)"°|which can be done using O(n-logn) multiplications. The prover also has to
compute the product a;,'— =6, - A mod p. In , each block of A has a special
structure allowing to compute the matrix-vector product using O(d - log d) mul-
tiplications over Z,. Indeed, computing 6 - [rot(a)" | rot(b) "]T takes O(d-logd)
multiplications while computing 8] - (I ® G) can be done using 2dz additions
over Z, since G, is of the form I; ® (1,2,4,...,2°72, —2271),

Eventually, the prover’s cost is dominated by 337920 exponentiations in G
and D + 1 multiplications, which are used to compute C. If we assume that
exponentiations in G are three times as expensive as in G, the overall workload
of the prover is roughly equivalent to 339150 exponentiations in G.

Given the relatively large value of n ~ 2'7, we need to increase the group
order p by about 20 bits in order to obtain a sufficient security margin against
Cheon’s algorithm [3T]. If we use a 275-bit group order, elements of G (resp.

13 The first product is cheaper since one of the factors is of the form -y + Zle w; - X°
for binary w; € {0,1}
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G) can have a 374-bit (resp. 1122-bit) representation using KSS18 curves. With
these parameters, the CRS size amounts to 25712 KB and proofs fit in 1870 bits.

Application to Joye’s scheme. We now consider an instantiation of the
scheme in [75] for parameters of interest where d = 1024, ¢ ~ 2% and when
the noise has magnitude B < 2*2. We assume that the plaintext modulus ¢
has 8 bits due to compatibility constraints with the bootstrapping of TFHE. In
order to encrypt 256-bit messages, we consider a packed version of the scheme
allowing to encrypt k = 32 slots of 8-bit messages each and where all slots
{eai = (p(b;), ¢(r)) + €2 + A - m;}E | share the same secret r € R/(2R) but
use independent noise terms ey ; such that |leg;|loc < BE To prove a packed
version of relation , the prover commits to a vector w of dimension

n>D = (d+ klogt) + (d+ k)(1 + log B + logd) = 57248.

Using KSS18 or BLS24 curves, this requires a CRS of 13068 KB or 14340 KB,
respectively. The prover computes at most 171744 exponentiations in G (143000
on average if the noise is sampled from a uniform distribution over [—B, B])
besides 57248 multiplications in G.

The prover also computes 2 multiplications of polynomials with degree 57248
over a 275-bit field Z, and a large matrix-vector product over Z, (which can be
fast since the matrix is structured). For a suitable prime p such that p — 1 is
divisible by the smallest power of 2 above n, all Z,-operations can be optimized
using the FFT.

Verification requires 57248 exponentiations in each source group of the pair-
ingE Assuming multiple threads at the verifier, we can speed up its computation
by splitting exponentiations in smaller batches to be processed in parallel. Also,
we can reduce the cost of G—exponentiations by observing that the exponents
t = (t1,...,t,) do not need to be uniformly distributed over Z, since they are
only used to perform a batch verification in the proof of Theorem H4| (i.e., to
guarantee that £,y # 0 w.h.p. in the expression of v,41). By [47, Theorem
3.2], we can choose each ¢; uniformly in a 128-bit interval (instead of a 275-bit
one) and change the verification equation into

6(71"@) = 6(031’ . Hg;‘s_itifii—éy)'yﬁ-ﬁeug[i], é)
=1

D
-1
. e(cgeq7H§£i) ’ e<gl7gn)_t9'697
i=1

14 In this case, the matrix A in is modified to have d + k rows, where the last k
rows encode public keys components {qﬁ(l_)i)}le in the lower block.

15 We note that, in applications to private smart contracts [97], this is acceptable since
transaction validators can proceed in parallel, regardless of the number of validators.
Moreover, a transaction is often considered valid when 2/N/3 out of N validators have
verified the proof.
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which makes it faster to compute Hi’;l gy for 128-bit exponents {t;};.

We note that, in both schemes [88/[75], the NIZK argument of ciphertext
validity does not impose any constraint on the modulus ¢ of the encryption
scheme (so that any NTT-friendly ring can be used). We only need to choose a
sufficiently large group order p to make sure that no implicit modular reduction
occurs when we want to prove relations and over the integers.

Possible choices of elliptic curve. In order to optimize the prover’s cost,
one may prefer using pairing-friendly curves enabling faster exponentiations in
the first source group G. One option is to choose G as a subgroup of a curve
E(F,), for which the base prime field F,. is as small as possible. In this case, the
BLS24 curves [9] are good candidates as they offer the fastest exponentiations
in G (but slower exponentiations in @) In order to obtain a sufficient security
margin against Cheon’s attack, we can choose p = |G| > 2275, in which case 7
has 1.25-275 = 342 bits. By keeping r small, we also have a short representation
for group elements in G while elements of G are typically 4 times as long as
those of G (when they live in the twisted curve E’(F,4)). This yields a proof size
of 2052 bits and a CRS size of 14340 KB.

As suggested in [2, Table 1], BLS24 curves E(F,) £ {(z,y) € F2 : y> = 23 +b}
can be generated via the following parameterization

w0 =209+ —wl+ 20—t +ui+u+1
3

T =
p= u® —ut+1
where u can be tuned until » and p are both prime and p satisfies the conditions

216|p — 1 and p ~ 2275. A concrete example is given by E(F,) £ {(x,y) € F2 :
y? = a3 +4} Witlﬁ

=234 932 _ol7 4 ol4 4 912 — _ 91474947072
0x31lac4ff9bfee67f4dR255eff7c02ac913dc3c878932925def1a1036c086ae44b1456815ff5549daalaab
= 0x5f5{117282a670f9¢6589ab38900{75a509{7e50{735d99fe437e40f000000000001

u
r
p
and

t=(r+1)— #E(F,) = —0z50001aff f
(which yields the co-factor #E(F}.)/|G|). Note that

p—1=2%¥.3.5.23.269-281-569-677 - 1709
- 52429074 - 37741559 - 328237261028613077

16 Tn the literature on pairing-friendly curves, p often denotes the characteristic of the
base field of the curve while r denotes the group order. Here, it is the other way
around.
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is divisible by 248, which allows high-dimension FFTs over Ly,

At the higher 192-bit security level, BLS24 curves with [p| > 384 and |r| =
477 were suggested in [3, Section 7HZ|

One disadvantage of BLS24 curves is their slower arithmetic in G. In order
to obtain a more balanced tradeoff between the costs of multi-exponentiations
in G and G, one may prefer using BLS12 curves. Using BLS12-379 curves, a
multi-exponentiation in G with 57248 elements is computable in less than a
second according to the timings given in [43] Figure 4.2] for a 256-bit group
order. In order to obtain 128 bits of security and taking Cheon’s attack, one
may use the BLS12-446 curve suggested in [72]@ which is obtained from the
parameterization

p=ut—u?+1
r=w -2 u+2-u*—u+1)/3+u

with the seed
u = _(274 173 4 963 L 957 | 950 4 917 1)

and yields a group order p ~ 2299 (such that 26 divides p — 1) whereas elements
of G (resp. G) fit within 446 (resp. 892) bits.

G.5 Comparisons

For the above choice of parameters in the LPR cryptosystem, we commit to
vectors of dimension n = 112640, which translates into a prover computing
337920 exponentiations in G and 8196 exponentiations in G. In general, expo-
nentiations in G are at least 3 times as expensive as in G using KSS18 curves
(see, e.g., [8, Table 12]). In our setting, the prover computes the equivalent of
~ 339150 exponentiations in G. In the example given in [4I] Section 5.3] for
a smaller modulus ¢, del Pino et al. need about 724986 exponentiations at the
prover (and 200667 at the verifier). In general, their construction [4Il, Section
5.2] incurs up to 10n + 6logn exponentiations at the prover (and 2n + 4logn
exponentiations at the verifier) in order to generate a proof for a vector of di-
mension n. Here, we only need 3n exponentiations in G (and n multiplications
in @) at the prover and the equivalent of 4n G-exponentiations at the verifier.
Although we need a slightly larger group order than theirs (i.e., 275 bits vs 256),
we expect our prover to be faster and our verification algorithm to be slower.
On the other hand, we lose the transparent setup property of BulletProofs and
we need to rely on the algebraic group model.

If we want to prove the same statement using Groth’s SNARK [69] in order
to obtain a similar proof size, we have to express the statement in the language
of Quadratic Arithmetic Programs (QAPs) [56] and obtain a CRS size growing

17 See https://neuromancer. sk/std/bls/BLS24-477| for a concrete curve.
'8 See also https://neuromancer.sk/std/bls/BLS12-446|
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with the number of arithmetic constraints. Then, we run into two issues that
increase the size of the arithmetic circuit. First, proving the smallness of noise
terms e; = (e11,..., elvd)T,GQ = (e2,1,---, 627d)T € Z[X]/(X? + 1) requires to
break their components into bits. Then, for each pair (b,j) € {0,1} x [d], prov-
ing that {e, ;,}-7'*8® are all bits requires d - (1+log B) constraints of the form
epjr - (ep,j,- —1) = 0 mod p, each of which contributes to the number of multi-
plication gates. In our example, this would amount to 2d - (1 + log B) = 90112
arithmetic constraints. We also need 2d constraints to prove that » and m are
binary. Then, we need O(d-log d) additional constraints to compute the products
a-r and b-r over Z,[X]/(X?+1) and map ey, e2 to the FFT domain. We note that
the prover can pre-compute (FFT(a), FFT(b)) and (FFT(cy), FFT(c2)) instead
of leaving it to the circuitE but the circuit still needs O(d - log d) multiplication
gates to compute FFT(r), FFT(e;) and FFT(e2).

The second issue is that constant-size SNARKs like [69/56] are designed to
handle arithmetic circuits over a large prime field F, (where p > 227 is the
order of the pairing-friendly group), whereas we need to prove a statement over
a ring R, where ¢ ~ 2%, As observed in [54], using finite field arithmetic to
emulate arithmetic over rings induces some overhead. For example, additions in
R, may no longer be for free since adding two log ¢-bit integers over F, may
result in a (1 + log ¢)-bit sum to be reduced in R,. In [79], short-integer arith-
metic is emulated over F, by reducing intermediate computation values modulo
q on carefully chosen occasions. In order to prove that a modular reduction
x mod ¢ is performed correctly (when ¢ is not a power of 2), the prover is re-
quired to provide wires x <+ ¢ and x mod ¢, allowing the circuit to check that
z=¢q-(z+q) + (rmodgq) and (z mod ¢) < ¢. In turn, the latter comparison
requires access to the bits of x mod ¢, which introduces log g arithmetic con-
straints. Using a greedy approach that only performs one reduction modulo ¢
per component of (¢1,¢2) = (a-r+e1,b-r+ey+ A-m), the remainder checking
technique of [79] would require 2d - log ¢ = 131072 constraints, thus leading to
an arithmetic circuit with more than 250000 multiplication gates. To improve
this, we can instead interpret the components of (¢1,cq) € R§ as remainders of
the long division and prove the smallness of its quotients, which is also what our
construction is doing. Since each quotient has magnitude ~ d/2, this decreases
the number of constraints from 2d - log ¢ to 2d - log d when it comes to proving
correct reductions modulo ¢. Overall, we estimate that the entire process would
still cost n,, = 2d(1 +log B) + 4d + 5d - log d = 145408 arithmetic constraints to
prove the global statement.

While the number n,, = 145408 of multiplication gates might seem only
slightly larger than our vector dimension n = 112640, it has a significant im-
pact. In the SNARK, the prover has to compute n,, = 145408 exponentiations in

G (with possibly large exponents over Z,) besides 3n,, + (ny — £s) &~ 806913 G-

19 This allows computing FFT(a - ) and FFT(b - r) using 2d multiplications.
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exponentiations, where n,, &~ 374785 is the number of Wireﬂ and /s = 4d = 4096
is the number of field elements describing the statement. In comparison, we only
need 337920 exponentiations in G and only 410 exponentiations in G. If we
count each exponentiation over G as 3 exponentiations in G, the SNARK of [69)]
computes about 1243137 equivalent G-exponentiations. On the other hand, our
verification algorithm is more demanding and computes n exponentiations in
both groups G and G when the SNARK only needs ¢, exponentiations in G.
As far as the CRS size goes, the SNARK approach would cost n,, ~ 145408
elements of G and 2n,, + (nw —£s) = 661505 elements of G. Using KSS18 curves
with a 275-bit group order, it would take about 50116 KB. On the other hand,
the verifier only needs to store a small part of the CRS in Groth’s SNARK.

20 The number of wires is 7w = N + Nin + Nout, Where ni, = 4d +2d+2d(log B+1) +
2d log d is the number of input wires and nout = 14+2d+2d(log B+1)+2dlogd is the
number of output wires (where we count one output wire per bit-proving constraint).
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