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Abstract. In this paper, we formulate a special class of systems of linear
equations over finite fields and derive lower bounds on the number of
solutions adhering to some predefined restrictions. We then demonstrate
the applications of these lower bounds to derive tight PRF security (up
to 23n/4 queries) for single-keyed variants of the Double-block Hash-then-
Sum (DBHtS) paradigm, specifically PMAC+ and LightMAC+. Additionally,
we show that the sum of r independent copies of the Even-Mansour
cipher is a secure PRF up to 27" queries.
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1 Introduction

For some k > 2, let Iy,..., M denote k& mutually independent and uniform
random permutations of {0,1}", and consider the function F: {0,1}" - {0,1}"
defined by the mapping

Fl)=M(z)eMNy(z)®...d MNk(x)

It is well-known [19,21] that F — the well-known sum of k& permutations — is
statistically indistinguishable from a length-preserving uniform random function,
provided the permutations are secret and the number of queried points g < 2"7*.
Over the years several proof techniques [4,29,21,17,20,16,19] have been employed
to prove this result, with varied degree of success. In particular, Patarin’s mirror
theory [33,34], has been the main tool to study the underlying combinatorial
problem.

Suppose k =2 and the adversary makes ¢ queries to the oracle at hand. Let
Y =My (x;), Yq = Ma(x;), and \; denote the oracle output, for any 1<i<q. A
typical mirror theory based proof studies the system of equations {Yy @ Y3 = A;}
and aims to count all solutions (yi,y5 : i € [¢]), such that y; # y7 for all i # j. In
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a more general setting, one can study a system of bivariate equations, endowed
with a partition of the set of variables, such that any two variables in the same
partition must be assigned distinct values. We call this structure, a constrained
system. It is not difficult to see that for random outputs, the expected number of
solutions is (2™),x(2"),/2"?, where (27),. Dutta et al. and Cogliati and Patarin
studied [20,16] the problem specific to the sum of permutations and showed a
lower bound close to the expectation while g < 2" /24 and the solution space is
{0,1}?", and as a result a good bound on the advantage. While this approach
works when the permutations are secret, it does not apply directly when the
adversary has oracle access to the permutations.

This is, for instance, the case with the sum of Even-Mansour or SOEM con-
struction [14] defined by the mapping

Flz):=M(zo Ky)®MNs(z o K>),

where (K71, K>3) denotes the key. Since the adversary can now make primitive
queries, certain solutions are forbidden for fresh permutation inputs for any
construction query. More specifically, if P; and P2 denote the set of primitive
query outputs, then the solution space is restricted to {0,1}?" \ Py x P,. As it
turns out, the existing mirror theory approaches cannot be extended directly in
this general setting. In fact, the best lower bounds [18,14,26] show that number
of solutions are just (1-0(g?/2%"))-close to the expectation, provided g < 22"/3.

A similar situation also arises in the secret permutations regime. For in-
stance, all single-keyed attempts at DbHtS-based MACs: 1k-PMAC+, 1kf9, 1k-
LightMAC+ and nlkf9 are shown to be secure up to 223 queries. The main
bottleneck: a (possibly) sub-optimal lower bound for the number of solutions for
the underlying constrained system. This motivates us to study the aforemen-
tioned combinatorial problem in its full generality.

1.1 Related Works

Single-keyed DbHLS MAC. Most common constructions of MAC are either based
on block ciphers, e.g., CBC-MAC [5], PMAC [10], OMAC [24], LightMAC [30], etc., or
based on a cryptographic hash functions, e.g., HMAC [3]. At a high level these
constructions come under the umbrella of UHF-then-PRF designs, where first
a message is compressed to a short string by a universal hash function (UHF)
and then a PRF is applied on this string to generate the tag. However, due to
the detectable collision property, that any collision among the outputs of the
UHF results in a tag collision, this design paradigm cannot overcome the birth-
day bound. This becomes a problem when many MAC constructions have been
proposed with lightweight block ciphers, e.g., PRESENT [13], LED [22], GIFT [2].
To go beyond birthday bound, one possible way to improve upon the UHF-
then-PRF design, is to replace the UHF by a hash function with double block-
output, such that each block behaves like the output of a UHF and then apply
the sum-of-permutations PRF on the blocks, i.e., passing each block through a
block cipher, and the resulting pair of outputs being xored to get the tag. Such
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a design idea is bolstered by the fact that the XOR constructions are optimally
secure. Dutta et al. [18] formalized this, naming the design diblock hash-then-
sum (DBHtS). In this paper they proved that several constructions falling under
the DBHtS design paradigm, e.g., PolyMAC [11,9,36], SUM-ECBC [37], PMAC+ [38],
LightMAC+ [32] achieve 2n/3-bit security. In [28], Leurent et al. presented a 3n/4-
bit attack against DBHtS schemes. Finally, Kim et al. [27] proved the 3n/4-bit
security of the above constructions, closing the gap.

Sum of Even-Mansour. All the PRF designs discussed till now are block cipher-
based. Since we are designing functions, only the forward direction matters, and
that is why using block ciphers for PRF constructions, seems superfluous to a
degree, because block ciphers have the extraneous property of being efficient in
the backward direction too. Instead we could instantiate PRFs based on public
random permutations, e.g., Keccac [8], Gimli [6], SPONGENT [12], etc., which are
designed to be very fast in the forward direction, but not necessarily in the
backward direction. Public random permutation based constructions like keyed
sponge [1,31], Farfalle [7], are variable length constructions. There is a scope
of a more efficient/secure design for short fixed-length messages.

In [14] Chen et al. proposed the public random permutation-based PRF con-
struction, called the sum of Even-Mansour (SOEM?), where the idea is to instan-
tiate the block ciphers in the sum of permutations PRF construction, with the
public-permutation based block cipher EM"(K,m) = N(K @ m) @ K. Chen et al.
showed that the sum of two Even Mansour constructions, SOEM,Q-M-I2 (K1, Ka,m) =
EM™ (Kq,m) @ EM'2(Ky,m) is a 2n/3-bit secure PRF only if M; is independent
of My and K7 is independent of Ks5. Any weaker assumption would restrict the
security to birthday-bound. In [35], Sibleyras et al. showed that post-adding
the keys as in Even-Mansour is redundant, achieving the same security with
a more efficient design, keyed sum of permutations, KSoPn, n,(Ki,Ka,m) =
My (Ky @ m) @ My(Ky ® m). The authors point out that the independence re-
quirements between [y, 1y and Ki,Ks, remain same, in order to achieve said
security.

K1

|
/’GB—V My \
PN g 5%

1.2 Ouwur Contributions

Our Contributions are threefold:
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e In section 3, we formalize and study the general constrained systems problem
over an arbitrary finite field. In section 4, we derive a lower bound on the
number of solutions for a large class of constrained systems that encompasses
all the known instances in literature.

e As an application we prove tight security bounds for several class of con-
structions:

Tight bounds for single-keyed DbHtS: There remains one aspect where
the DBHtS schemes can be made yet more efficient. In the general imple-
mentations of DBHtS, three keys are used, one for all the block cipher-calls
corresponding to hash value evaluations, and one for each of the block
ciphers constituting the sum-of-permutations PRF. Since rekeying is an
expensive process, the obvious alternative is to use the same key for all
the block ciphers, whether it be a part of the hash or the PRF, the
design being called the 1k-DBHtS. In section 5, we prove that the single-
keyed variant of 1k-PMAC+ and 1k-LightMAC+ achieve security up to
237/4 queries. In particular, in section 6, we show that the corresponding
hash functions PHash and LightHash are diblock hash functions having
the desired properties.

e The Sum of Even-Mansour: In section 7, for r > 2, we define the sum
of r Even-Mansour ciphers — an extension of the Sibleyras-Todo [35]
variant of the sum of two Even-Mansour construction [14] by Chen et
al. We show that this construction achieves security up to 271" queries,
which can be shown to be tight by a simple key recovery argument. This
directly generalizes the previous results, both in terms of design and
security.

2 Preliminaries

For any prime power N, Fy denotes the finite field of order N. With a slight
abuse of notation, we use ® and - to denote the addition and multiplication oper-
ations in any finite field. For m,n e N*, F}} and F}*" denote the m-dimensional
vector space and the set of all (m x n)-matrices over Fy, respectively. For any
v e FR, H(v) denotes the number of non-zero coordinates in v.

For any n € N*| we identify Fon with {0,1}", the set of all n-bit strings. We
write {0,1}* := U2 {0,1}". For any k <n e N*, (n)p:==n(n-1)...(n-k+1)
denotes the falling factorial, and (n)o =1 by convention.

SuM CAPTURE: For some k > 2, let o € IF’;V and A, B1,Bs,...,Br € Fyn such
that H(a) = k. Define
k
SCQ(A,B)::{bEBlx...ka:@ai-biEA}, (1)
i=1
ta (A, B) = |5Ca (A, B, (2)
where B = (B;,,...,B;,) denotes an arbitrary ordering of the constituent sets.

For a = (1,1,...,1), pa(A, Bi,, Biy, ..., Biy) = pa(A, By, By, ..., Bj,) for any
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two permutations (i1 s ... ix) and (j1j2 ... jx) of [k]. We drop the mask from
notation whenever e = (1,1,...,1).
For any k > 2 and p > 0, we define

Ma(Avp) = mgch /La(A,B), (3)
15--,BrCFN
|Bi|gp

The following lemma is a restatement of [25, Theorem 1].

Lemma 1. For all but an O(N™') fraction of (multi)sets A € Fyn such that
|A| = ¢ and any o € T, with H(a) = k, we have

k
ap -
(A, p) < (N +4p*ty ln(N)Q) :
Proposition 1. For any real-valued random variable X, we have

E(x-E X)) < vV (X).
Proof. We have
E(X-EX)) = VE(X-EX))’
<VE((X-E(X))?) =V (%),

where the inequality also follows from Jensen’s inequality among others. ]

2.1 Hash Functions

A (K,{0,1}*,¥)-keyed function H is the function family { Hg : {0,1}" = Y} kex.

We often call H a diblock hash function, if we can write ) as Z2 for some Z.
For any diblock hash function H, we write (H (m), Hz(m)) = (21, 22), where
21,22 € Z, whenever Hi(m) =y = (21, 22).

Permutation-based Hash Functions. A (K,{0,1}*,Y)-hash function is said to
be permutation-based if X € P (n)" for some r € N. For any such hash function
H, the block function, S : P (n)x{0,1}* > N, is defined by the mapping:

(WT’ m) e ﬂ(TFT,m)7

where 7" = (71,...,7) and B(xr ) denotes the minimum number of invoca-
tions! of m needed to compute H, (m).

In this paper, we fix r = 1, and make the following two plausible assumptions
on ,BHZ

! Note that, there exists a circuit for H such that on every input, H makes (possibly)
a large but bounded number of black-box calls to 7#". Thus, B~ m is well-defined for
any 7' and m.
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1. By is functionally independent of the permutation, whence we drop the
permutation from the parameters.
2. there exists a constant ¢ € R* such that for any m € {0,1}*, By(m) :=
c[|m|/n]. We refer to such an H a rate-c™! hash function.
Note that, 1 follows from 2. We state it explicitly for brevity.

We remark that the underlying hash functions in almost all the popular
constructions, including LightMAC, PMAC, LightMAC+, PMAC+, 3kf9 etc. are rate-1,
and SUM-ECBC is rate-27'. Thus, the above assumption is indeed plausible, and
¢ < 2 in most applications.

Coverfree Hash Functions. For any (K, {0,1}*,)?)-diblock hash function
H,any r >3, s 22, and any m := (mq,...,my) € ({0,1}*)q, we define the
following events

COLL1y(m): 3*i,j €[q] such that Hy(m;) = Hg (m;);
COLL2(m): 3*i,j € [q] such that HZ(m;) = HZ (m;);
APl (m): 3%iy,... i, € [¢] such that
Hi(mg,) = Hi(my,), HZ (miy) = HZ (miy), ..., He(mi,_,) = Hg (m;,);
AP2% (m): 3*iy,..., 4, € [¢] such that
HZ(mq,) = HE(mi,), He (miy) = Hi(miy), ..., HE (ma,,) = HZ (m;,);
MC15,(m): 3%4y,...,is € [q] such that

Hy(mi,) = Hy (mi,) = - = Hy (mi,);
MC25,(m): 3%4y,...,is € [¢q] such that
HKQ(mll) = H}?(mlz) == H%(mlb)a

COLLg(m): 3*4,j € [q] such that Hx(m;) = Hx(m;).

where the randomness is induced by K « K.

Definition 1. For some €,6 : N3 — [0,1] and ez, e3 : N* - [0,1], a
(IC,{0,1}*,Y)-diblock hash function H is said to be an (€1, €2, ¢€3,0)-Coverfree
Hash or CfH if and only if for any p = (q,¢,0) € N>, any m = (my,...,m,) €
({0,1}), containing at most o blocks, any r >3, and any s > 2, it satisfies

Pr(COLL1,(m)) <ei1(p), Pr(AP15(m))<e(p,r), Pr(MCl}(m)) <es(p,s),
Pr(COLL2,(m)) <e1(p), Pr(AP2%(m)) <e(p,r), Pr(MC2};(m))<es(p,s),
and Pr (COLLg,(m)) <é(p).

Double-block Hash-then-Sum. Let H be a (K, {0,1}*,{0,1}*")-

diblock hash function. The DiBlock Hash-then-Sum construction is a (I x
P (n)2 ,{0,1}*,{0,1}™)-keyed function DBHtSy defined by the mapping:

(K, m1,m9,m) = mi (Hie(m)) & ma(Hf (m)) (4)
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Several beyond-the-birthday bound MAC constructions, including SUM-
ECBC [37], PMAC+ [38], LightMAC+ [32] etc. follow this paradigm.

2.2 Security Definitions

In this paper, we assume that the distinguisher is non-trivial, i.e. it never makes
a duplicate query, and it never makes a query for which the response is already
known due to some previous query. Let A (¢, ¢, o,t) be the class of all non-trivial
distinguishers limited to g oracle queries of each of length up to ¢ blocks and
a total of o blocks, and ¢ computations. Any A € A(q,¥,0,t) is referred as a
(q,¢,0,t)-adversary.

In our analyses, especially security proofs, it will be convenient to work in the
information-theoretic setting. Accordingly, we always skip the boilerplate hybrid
steps and often assume that the adversary is computationally unbounded, i.e.,
t = 0o, and deterministic. A computational equivalent of all our security proofs
can be easily obtained by a simple hybrid argument.

The advantage of any adversary A in distinguishing some oracle O; from
another oracle O is defined as

Doy, (A) = [Pr (4% = 1) ~Pr (A% - 1).

PRF SEcURITY: The PRF advantage of distinguisher A against a (I, X,Y)-
keyed function F instantiated with a key K « K is defined as

AdvtE™ (A) = Apr (A). (5)

In this paper, we also consider the security model where the distinguisher is given
oracle access to the internal primitives of the construction. More specifically, sup-

pose F is constructed on top of k£ uniform random permutations M= (My,..., M)
of {0,1}", denoted F[M]. Then, the PRF advantage of A is defined as
rf
Advtg[n] (A) = A(F[n]yni);(r‘7ni) (A), (6)

where the superscript + denotes a bidirectional access to I1.

2.3 The Expectation Method

Let A be a computationally unbounded and deterministic distinguisher that tries
to distinguish between two oracles Op and O; via black box interaction with one
of them. We denote the query-response tuple of A’s interaction with its oracle
by a transcript w. This may also include any additional information the oracle
chooses to reveal to the distinguisher at the end of the query-response phase
of the game. We denote by 8, (res. Biq) the random transcript variable when
A interacts with O; (res. Op). The probability of realizing a given transcript w
in the security game with an oracle O is known as the interpolation probability
of w with respect to O. Since A is deterministic, this probability depends only
on the oracle O and the transcript w. A transcript w is said to be attainable if
Pr(Big =w) > 0.
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Lemma 2 (Fine-grained Expectation Method). Let {2 be the set of all
transcripts. For some enaq = 0 and eratio : {2 > R, suppose there is a set (2aq € 12
satisfying the following conditions:

e Pr(Biq € 2bad) < €bad,

e Eratio 15 non-negative on (2zo0d = 2\ 24004,
Pr(8,c = w)
Pr (E]id = w)
Then for any distinguisher A trying to distinguish between O1 and Oy, we have
the following bound on its distinguishing advantage:

e for any w € 25004, w is attainable and > 1 - eratio(w).

A01;00 (A) < Epad + EE];d (1g00d€ratio) )
where 1g00a denotes the indicator variable corresponding to 2g004-

The expectation method due to Hoang and Tessaro [23] is a simple corollary of
the above result, when e,,t;, is non-negative over the entire transcript space.

Corollary 1 (Expectation Method). Suppose there is a non-negative func-
90N Eratio : 2 = [0, 00) satisfying the following conditions:
o Pr(Biq € 2paq) < €bad;
Pr (0, =
e For any w ¢ paq, w 15 attainable and M > 1 - epatio(w).
Pr(Biq = w)
Then for any distinguisher A trying to distinguish between O and Oqy, we have
the following bound on its distinguishing advantage:

A(Dl;OO (A) < €bad + EEjid (Eratio) .

3 Constrained Systems

SYSTEM OF LINEAR EQUATIONS: Fix some ¢, < N. Any system of ¢ linear
equations in r variables, Ax = A, over Fy can be compactly represented by the
augmented matrix A|A, where A e F4" and X e F%,.

System-graph and Components: It would be often convenient to look at a graph-
theoretic representation of the system A|A. Formally, to any system A\, we
associate an undirected, labeled, bipartite graph G(A|A) = (row(A|A), col(A),E)
where row(A|X) and col(A4) denote the two disjoint sets of vertices, and

E={({Aisl\i; Aej}, Aij) = (4,5) € [q] x [r], Ai; #0"}
denotes the edge-set. Each edge e = ({Aia|\i, Aej}, Aij) € € is often written in

Ay

a more illustrative notation as A;e|\; A,j or simply 7 —— 4 whenever
convenient, where the superscripts — and | are used to differentiate row and
column index, respectively. We call G(A|X) a system-graph.

In this context, we say that two rows A;e|\; and A;e|\;s are adjacent, denoted
AjelXi ~ Ajre] Ay, if and only if there exists an A,; € col(A) such that i~ jl—
i'~.? The relation ~ on row(A[X) is reflexive and symmetric, but not transitive.

2 Any two rows of a matrix are said to be disjoint, if they do not share a common
column index with non-zero entry, and non-disjoint otherwise.
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We say that two rows A;e and Aj, are connected, denoted Ajo|A; ~~ Aja|A;j,
if and only if they are connected in G(AJN). ~ is an equivalence relation on
row(A|X), effectively partitioning row (A|X) = Aj|A;u---UA.|Ac. For each compo-
nent A;|\; of A\, let A; denote the column-reduced form of A;, which is obtained
by simply dropping all the zero columns from A;. Then, it is easy to see that the
induced subgraph G[A;|\;, col(4;)] is a component G(A|)\), and a system-graph
in its own right. As a consequence, with a slight abuse of notations, we also write
A;ilX\; to denote the ¢; x (r + 1) submatrix (also referred as a component) of A|A

corresponding to the equivalence class A;[A; = {Aje[Aj,, ..., Aj, o s, }, i
Aj1'|)‘j1
AilAi = : ;
qui.|)\jq73

where ¥, ¢; = q. Let 7; := |col(4;)| and ¥, 7; = 7. For any i € [c], we say that A;|\;
is isolated if q; = 1. By extension, A|X is said to be isolated if A;|A; is isolated
for all i € [c].

Note that, both ~ and ~~ are independent of A. Accordingly, we often view
them as relations on row(A).

Definition 2 (Canonical Component Form). Let Aj|A;u...uA:| A be the
partitioning of row(A|X) with respect to ~~. The component form (CF) of A|A
with respect to an arbitrary ordering (A, |Aiy, .-, Ai|\i.) is defined as the block
matric
A;;, 0 - 0 Ay
0 A 0 A

is Tt

12

CF(A[A) =

A|X can have several component forms. Unless stated otherwise, we always as-
sume that the system A|A is in some component form, for if not, it can be placed
in CF by a swapping of rows and columns.

Definition 3 (Acyclic System). Any system A|X is said to be cyclic if and
only if the corresponding system-graph G(A|X) is cyclic, and acyclic otherwise.

The following proposition is a trivial consequence of the acyclic nature of the
system-graph.

Proposition 2. Any acyclic system has full row-rank.

See Example 1 for a short explanation on the notations and definitions in-
troduced thus far.
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Ezample 1. Consider the following system of 6 equations in 15 variables over
FN:

atas a3z 00 OO OO O O O O O O |M
00 0 agzasa6 0 00O 0O 0 0 0O 0 0 |
AA = a7 0 0 0 0 0 0 agag O 0O O O O 0O |A3
00 0 O 10 0 11 0 0 O 0 Q12 0 0 0 )\4
0 0 13 0O 0 0 0 0O 14 (15 0 0 0 0 )\5
00 0 0 0 0 0 OO0 O 0 0 16 (17 (18 >\6
for non-zero ag,...,a15 € Fy. The corresponding system-graph is illustrated in
Figure 1.

Are| A1 Aze|A2 AzelAz Ase|As Ase|As Ase|As

Aei Aez Aez Aes Aes Aws Aer Aeg Aeg Ae10 Ae11 Ae12 Ae13 Ae1a Aets

Fig. 1. The system-graph corresponding to the system in Example 1. The edge labels
are omitted for readability.

Here,
o Ase|A3 ~ Are| A1 ~ Ase| s giving A1[A; = {A1e| A1, Aze| A3, Ase| A5},
L] A2,|A2 ~ A4.|>\4 glVng A2|>\2 = {A2.|/\2,A4.|)\4}, and
. A60|>\6 ~ A60|)\6 glVlIlg A3|>\3 = {A6-|/\6};

resulting in the following component form:

agas a3 00 0 00O O OO O 0 0 01N

— ar 0 0 agsag 0 0 0 0 0 0 0 0O 0 0 |3
’tlzogil_oomgooamamoooo0000A5
002Z>\2_0000000a4a5a600000>\2
343 00000000&100&110(12000/\4

00 0 00 O 0O 0 0 0 O 0 16 (17 (g )\6

The resulting system CF(A|A) is acyclic and same as A|A up to a relabeling of
variables and constants. Furthermore, one of the components Aj|As is isolated,
although the overall system itself is non-isolated.

Solutions to a System of Equations: Let n(A|X) denote the number of solutions
to the system A|A. Throughout we assume that the system is consistent, i.e.,
rank(A|X) = rank(A), otherwise n(A|A) = 0.

The component form of a system gives a very simple product rule for the
number of solutions:

(AN = @(AAA», (7)
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which stems from the simple observation that any two components are com-
pletely disjoint, i.e., involve distinct variables.

Definition 4 (Constrained System). For any positive integers q,r,t such
that q,t < r, a (q,r,t)-constrained system S = (A|\; P) over Fy is the system
A|X of q equations in r variables, over Fy, endowed with an equivalence relation
P on col(A) resulting in the partition col(A) =Py u...uPy.

The dimension and rank of S, denoted dim(S) and rank(S), are simply the
dimension and rank of A, respectively.

For what follows, we fix a (q,r,t)-constrained system S = (A|X; P), where A|A
is in a component form. Whenever convenient, we drop P from the notation.

Since S is effectively a system of equations, all the notations and notions are
analogously extended unless stated otherwise, except for a minor change in the
definition of the system-graph G(S) associated with S which is now endowed with
an implicit coloring of the vertices col(A) that has a one to one correspondence
with P. More precisely, for any ¢ € [t], any two columns A,;, As; € P; share the
same implicit color.

The ordered sequence (S; < -+ < S.) denotes the component form of S, de-
noted CF(S), where each S; is the (g;,7;,t;)-constrained system (4|, ; P()),
with P() ¢ P being the equivalence relation on the set col(A4;) ¢ [r], that parti-
tions col(A;) into #; subsets P{" ..., PE:).

S is said to be:
o a clique iff for all j,j" € col(A), (4,5") € P. o
« a partite iff for all A;, e row(A), and for all j, 5" € col(Aja), (4,5") ¢ P.

Since P c P, for brevity we continue to use P instead of P(*) for all i. Wlog
we also assume that S is in component form or simply CF.

See Example 2 for an explanation on the notations and definitions related to
constrained systems.

Ezample 2. Recall Example 1, and endow the system A|X with an implicit equiv-
alence relation P (as evident from the updated system-graph illustrated in Fig-
ure 2), resulting in the partition col(A) = Py uPouP3, where P; = {j € [15]:j =
(mod 3)} for all 4 € [3].

Ate|d1 Aze|Az Aze]Az Ase]As Ase|As Ase|As

Aol A.2 AoS Ao4 Aos AoG Ao7 A-8 A-9 Aol() Aoll A012 A013 A014 A015

Fig. 2. The system-graph corresponding to the constrained system in Example 2. Yet
again the edge labels are omitted for readability.

For the (6,15, 3)-constrained system S = (A|X; P), we have
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o dim(S) = 6 x 15, rank(S) = 6,

CF(S) = (S; <S3 <S3), where S; = (4;|\; ; P),
e Sg3 is isolated, but S is not, and

e S is acyclic and partite.

4 Solutions to a Constrained System

Definition 5 (Solution to a Constrained System). For a family of sets
R ={Ri SFN}iers1, any y = (y1, ..., y,) € By is said to be an R-solution for S if
and only if the following conditions are satisfied:

1. y satisfies the system A|\,

2. for any i€ [t], and any j € P;, y; ¢ Ry,
3. for any i€ [t], and any j+j' € P;, y; #y;r.

In words, all elements in R4, ..., R; are forbidden. In this context, R; are referred
as forbidden sets. Furthermore any two distinct P-related variables® must have
distinct values.

Let (S|R) denote the R-solution space of S and n(S|R) := |[(S|R)], the
number of R-solutions of S. The central problem that we study in this work is
to find a good lower bound on 7(S|R) under some assumptions on A, A and R.

Fix a (g,r,t)-constrained system S = (A|A; P) and a family of sets R =
{Ri}ie[y)- Fix a component form (S; < ... <S.) for S. For any (7, 7) € [c] x [t],
let rfj) = |col(4;) N P;|, and define () = Y5, TZ(]).

Without loss of generality, we assume |R;| = s; < s for some s < N, or else,
(S|R) = @. Then, under the assumption that A is uniform at random, one would
expect that the number of R-solutions for S is approximately

o (N = 80),0

E(S|R) := T

(8)
Of course, the assumption and the expression are both quite speculative at a
first glance. However, as we show later, n(S|R) is very close to E(S|R) for a
large class of constrained systems. Indeed, for certain binary matrices A and
R = @ case, Cogliati et al. prove [15] exactly this result. We aim to prove it in a
more general setting where R may not be empty.

While tackling the problem in its full generality is an interesting and tech-
nically challenging endeavor, it might not captivate the general cryptography
community. Instead, we focus on a specific class of constrained systems that
includes, among other things, known instances in symmetric cryptography, par-
ticularly those discussed in this paper.

3 The equivalence relation P on col(A) can be equivalently defined over the set of
variables {z1,...,2,}.
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Definition 6 (Weight). The weight of any A e FY" is defined as
H(A) := min{H(v) : v e rowsp*(4)},

where rowsp* (A) = {a1 416 @ - ® agAge : V(a1,...,a4) # 0} and H(v) denotes
the number of non-zero coordinates in v.

We have the following fact that relates the weight of a matrix (and its compo-
nents) with its row rank.

Proposition 3. Suppose A € F4'" has H(A) =k > 0. Then,

(1) A has full row rank.

(2) for everyr' 2r—k+1 and 1 <iy <-- <ip <7, the matriz A" = (A, |-+ Aei )
has full row rank, where As; denotes the i-th column of A viewed as a q-
dimensional vector.

(3) r—k+12>q.

Proof. (1) follows from the definition. For (2), suppose to the contrary that
A’ does not have full rank. Then, we must have 0 € rowsp*(A’). Specifically,
one can find (ay,...,ay) # 0 € FJ, such that a; A}, ® - ® agA;, = 0. Then,
v =0a1414 ® - ® agAge € rowsp (A), and H(v) < r -7 < k- 1. Thus, H(S) < k,
which is a contradiction. Finally, (3) follows from (2). o

Looking ahead momentarily the higher the weight of a system, the closer our
bound to E(S|R), and point (2) and (3) of Proposition 3 play a crucial role
towards establishing this fact. The following definition and subsequent results
provide an easy-to-check condition for determining the weight of a matrix.

Definition 7 (Regularity). Any A e F4" is said to be k-reqular if and only if
H(Ajl) =k, for all i€ [q].

Note that, the above definition can be equivalently formulated as row(A|\) is
regular’ in G(A|M). The following propositions show that acyclic and highly
regular systems have high weight.

Proposition 4. For any k > 2, any k-regular and acyclic A e FY" has H(A) = k.

Proof. The result is trivial for ¢ = 1. Assume for contradiction that H(A) < k for
some ¢ > 2. Then, for some 2 <[ < g, there exists a sequence of rows A;,a,..., 4,0
and a sequence of non-zero field elements aq,...,q;, such that v =a1;4;, . ®...®
a;A;,e has H(v) < k. Since, A is acyclic, one can always find two distinct rows
A e and A;,, such that there exists at most one A; ¢ € {Aj 0,.--, Aije} N Aie
and one A;,e € {Aije,..., Ajje} N Ajye such that A; ¢ ~ A; o and A;e ~ A; e,
respectively. For if not, then due to the finiteness of [, the matrix

A'Llc
Aire

4 A vertex set is said to be regular if all the constituent vertices have the same degree.
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is cyclic which contradicts the acyclic nature of A. Then, using the k-regularity
of A, at least k-1 > 1 non-zero columns in each of A; ., and A;,, have a single
non-zero entry. Therefore, these columns contribute non-zero coordinates to v.

Thus, H(v) > 2k — 2 which is at least k for k > 2. m
Proposition 5. For any g > 2 and any k > 3, let A € F?\?T be acyclic and k-
reqular. Then, for any 1 <iy <...<i, <r, the matriz A" = AN {Aeiy,. .., Aeif,}
has:

-1 if {i1,...,ix} = col(4;. j
nk(A') - {q if (i1, it = col(Aza) for some j € [a],
q otherwise.

Proof. First consider the case: {i1,...,ix} = col(A;.) for some j € [¢], i.e., all
the non-zero columns of A;, are deleted, and hence A;, can be dropped without
affecting the rank of A’. Thus, rank(A’) < ¢—1. Furthermore, since the system is
acyclic and A is k-regular, A" must be acyclic and at least (k—1)-regular. Then,
using Proposition 4, we have H(A") > kK — 1 > 2, and thus using Proposition 3,
rank(A") =¢-1.

Now suppose {i1,...,ir} # col(Aje) for all j € [¢]. Thus, A’ has ¢ non-zero
rows. Assume towards a contradiction that rank(A’) < g. Then one can find a

sequence of distinct rows A’ ,, A% ,,..., A}, € row(A’) and a sequence of non-
zero coefficients aq,as,...,a; such that v = alAjl, @ alAﬂ, =0. Let
Ajl‘
AII — Aj2l
Ajz'

We claim that the number of columns in A” with a single non-zero entry in each
of these columns is at least 2k — 2. Indeed, in the worst case, all the rows are
connected to each other. So after a relabeling of rows one can find a sequence
Ajia~ Ajpa~ ...~ Ajr oy for some 1" < 1. Since A" is acyclic and k-regular, A,
and A /0 contrlbute at least k£ — 1 columns each with a single non-zero entry.
Now, even if one deletes k columns from A”, there are still at least k —2 > 1
columns that contribute non-zero entries in any linear combination, including
v=a1 4} ,®...®qA),. Therefore, v # 0, contradicting rank(A’) <q. i

Column-Uniform System: S = (A|\; P) is said to be a column-uniform matriz
if for each column j of A, there exists a non-zero scalar «;; such that all non-zero
entries in column j are equal to «;. Formally, for each column j, there exists a
non-zero scalar o, such that for all row ¢ of A the following condition holds:

Qa; if Aij +0,
Aij = :
0  otherwise.

In this paper, we focus on lower bounding n(S|R) for column-uniform, acyclic
and k-regular (or k-CAR) system S = (A|A; P).
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Additional Notations and Conventions: Without loss of generality assume a
component form (S; < ... < S.), such that all the isolated components appear
before the non-isolated ones. Let NI(S) denote the set of indices of all the non-
isolated components, & = max{r; : i € [c]}, Ag := maxq|{i € [¢] : \; = d}|, and
for any i € [c], let:

o S.; denote the system (S; <...<S;),

e y_; denote the solution of the sub-system S;,

e P and F define families of set indexed by j € [¢] such that

Pi(ys) ={yr ey, :keP;} and  F;(yg) =R uP;(yy).

Let [P (y<)| =) and |7 (yo;)| = [ =55+ ).
Extending the notation for ¢ = 0, let y_, denote any empty sequence, and thus,
Pi(y<) =@ and F;(yo) = R;. In addition, for the sake of convenience we also

assume that 0" € R for all j € [t]. Note that, 7"2) and hence <(f ) are independent

of the actual elements in P;(y.;) and F;(y;), respectively. In particular, we
have Tg-) < g, as each equation can have at most one variable in P;, and thus,

fs(g)Ssj-qus-kq.

4.1 The Case of CAR Partite System

For any t-CAR and partite (¢-CARP) (q,r,t)-system S, there exists a fixed
coefficient vector ag = (a1,...,at) € Fiy common across all equations. Further,
we have the obvious bijective map «a; +— P;. With this in mind, we define three
families of sets 7%7 P and F indexed by j € [¢] such that

ﬁj(ysi) = {Oéj Yk €Y ke Pj}
ﬁj(ysi) = 7Azj uﬁj(ygi).
It is obvious that [Ry|=s;, [Py (ye)| = r) and | F(ys)| = 7).

Theorem 1 (Partite Bound). Let t > 2, and R be a family of sets. For any
(q,7,t)-constrained system S which is t-CARP and satisfies {s(s+¢q) < N /2, we
have n(S|R) > (1 -e)E(S|R), where

t t t ) t-1
- 2fas (A R) | 2945 6a(s+q)" 2ri(s+q)"  ai(s+q) .
Ntfl Ntfl Nt iENI(S) Nt Ntfl

A proof of this result is derived in two stages. First, in Lemma 4, we derive an
initial bound that would be useful when the local® error terms can be shown to
be sufficiently small in expectation for a random constrained system. We then
go on to derive a bound on the global error term which completes the proof of
the aforementioned theorem.

® The adjective “local” here corresponds to individual components.
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Consider the i-th component S; = (A;|A; ; P). Since S is in CF, col(A;) = {r¢qi—1)+
1,...,7<(1) +t}, where ro(;_1y = r1 +... +7;_1. For brevity, we ignore the r.¢;_1)
shift in indexing.

Now, towards a proof of Theorem 1, observe that

nS«lR) = 3 n(Sil Flycin)), (9)

Y<(i-1)

For a fixed y(;_1), the set of R-solutions to S; is given by

(Sil F) =y = v ) € Fay x oo x Fouy Ay = A,

where, for all j € [r;], F(;) := Fu(y=""!) for a unique k € [t]. Let f(;) = |F(;, and
thus f(;y = fs(fi)fl) for a unique k € [t]. Let Ag = {y e F : A;y = A;}. Moreover,
for each j € [r;], we define

Agy = Ag Y x Fyy xFy?).

Then, we have

(Silf):fl@\( U A{j})-

jecol(A;)

For any non-empty J < col(4;), let Ay := njezAgjy. Using the principal of

inclusion-exclusion, we have
( U A{j})‘
ge[ri]

= > (-DVllAg] (10)

Je[ri]

n(Si| F) = |Ag| -

Now, |Ag| = N"i"% follows from elementary linear algebra; In fact, by virtue
of S being an acyclic and t-regular system, Proposition 4 and 3 allows for an
analogous argument to prevail for any A7 with | 7| < t-1. In particular, for any
J ={l,....l|7}, and any yz7 = (Yu,5-- -, Y,) € Fayy * - x Fy,)» we obtain
an equation in exactly r; — |J| > r; —t + 1 > ¢; variables, which has exactly
N7i7l71=4: solutions. There are exactly fony = fay - "f(lm) such y7. Thus, we
have [Az| = f(r) - N7V for all 7 c [¢].

CRUDE BOUND: Digressing a little, from (10) and the above discussion, we have
NT9 i (s+q)N" 471 <p(S; | F) < N4

for any acyclic system S where we use the fact f(;) < (s +q) for all j € [r;]. This
along with (9) gives the following crude bound

N7t s+ qyNrat « M8SIR) (11)
n(S<(i-1yIR)
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Now coming back to (10) for a proof of Theorem 1, we study the right hand side
separately for isolated and non-isolated components, starting with an isolated
component.

Lemma 3. Suppose S; is isolated. Then, for any y<(i—1) € (S<(i-1)|R), we have

H;=1( f<((z 1)) 2 f (z 1)
T](S”f) 2 N 1- Nt-1 ,uocs()"iaf) - N ’
(1) ()
where f (z 1) f<(z._1) e fS(i_l).

Proof. Since S; is t-regular, partite and isolated, r; =t and g; = 1. Then, recall
from (10) and the subsequent discussion

n(SilF) =Y -1)VA4y

J<[t]
= 2 O N 4 (1) s (A, F)
Jelt]
1 _
°N jz[](‘l)mmet Vs fe = Fae +(—1)tNuas(>mf))
clt

ﬁl(N‘fw * <—1>tN(uaS(Ai7f> - fgv])))

U v f Teidy
= — J t 1<)
- N 1:[1(N <(i- 1)) ( 1) N /-LOtC(}‘lv]:) N

t
g 1(N f<((Z 1)) N fs(Ei]—)l)
> N @ ﬂag(Amf) - N
_] 1(N f<(z 1))
(N - £5)) 2 feidy
2 N 1= Nt-1 tas (Ni, F) = N | (12)

where the second equality is due to (2), the fifth equality is from a simple re-
labeling, and the last inequality follows from the fact that f (9 ) < < (s+¢q) and

t(s+q) <&s(s+q) <NJ2. o
Now, on to a lower bound on n(Sg; |R) for isolated S,.

Lemma 4. Suppose S; is isolated. Then, we have

s (N, R)  24s 6(5 +q)"
Nt-1 ! Nt

My (N = £9) )
n(SaR) > = (1— ) n(Ss(i- | R).
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Proof. From (9) and Lemma 3, we have

n(S<i|R) = Z n(Si|-7:(ys(i—l)))

Y<(i-1)

Ht»: (N—f(ji)_ ) f([:]_)
- j=1 -0/ [, 2 fo (A, F) — 267D
s N Nt-1 N
<(i-1)
@) (rth
H§'=1(N_f i-1 ) i1 2
> N =D N(S<(i-1) IR) - j\(]'t )U(SS(FIHR)_F!JZ e (Xi 7)
<(i-1)
Mo (N - £9)1)) 25 2
> i S (Seon | R) - j\(ﬁ An(Seqiny |R) - Wyz Has(Xir F)
<(i-1)
(13)
Claim. We claim
2(s+q)t
Z /’Lag(Aivf) < (ﬂas(AhR) + AS + (]V)) n(SS(i—l) |R)
Y<(i-1)

Proof. We have

Yo tasA F)= > D, M(Aiaﬁz,fz[t]\z)

Y<(i-1) Ye(i-1) Z<[t]

= > Y uXi,Pr,Rpupz)

Z<e[t] Y<(i-1)

where Pz = 75j1 X.. .><75jm and ﬁ[t]\z = ﬁkl x...xﬁkm, for every Z = {j1,...,Jm}
and [¢t]NZ = {ki,...,kn }. For brevity we simply write Z = [m]. Consider the
following two cases:

e Case A: 7 =@. In this case the definition straightaway gives

> (A Rpg) = fhas (A, R) xn(Se(i-1y | R).

Y<(i-1)

We remark that for ¢ = 1 this is the only possible case.

e Case B: 7 # @ c [t]. Fix some (Gt—ms1,---,01) € 7?,[,5]\1 and define agq :=
At-m+1 @ ... ® at, with ag = 0 whenever Z = [t]. Fix some (y1,,...,¥,,) €
P1 x...x Pp. Then, we have

Z IUJ(Aiaylla vy Yl s At—m+1y - - - ’at) = Z ILL(AL @ Ags Ylys--- ’ylm,) (14)
Y<(i-1) Y<(i-1)

Thus, we want to count the number of solutions for S¢(;_1) that additionally
satisfies the equation oy, -, @ ... @y, T, =\, ® ag.

m m
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Let SL;_1y =Sc-1yu{a, -@, ®... @, @1, = Xi ®ae} be the constrained

system S¢(;_1) extended with the additional equation x;, ®...®;,, = A; ® ag.
Then, by definition, we have

Z /J'(AZ 5] AgyYlys - - - 7ylm) = ’7(8;(171) |R)

Y<(i-1)

Let A,g(i—l) denote the corresponding coefficient matrix. We can have two
cases based on the rank of A’S(Fl):
e Case BI: A’S(Fl) has full row rank. Suppose [, € colg, for some j < (i-1)

and let S¢(;_1).; denote the constrained system that excludes S;. Then,
using the fact that A;(i_l) is full rank, we have

n(Sk-1yIR) < N2 x N(S<(i-1)<; I R);

and further, using the crude bound (11), we have n(Sc(;_1) |R) > (N*™! -
t(s+q)N'2) x n(Sc(i-1)~; | R) holds as Sc(;_1) is acyclic and t-regular.
Thus,

2
N(SLi-1y IR) < N’W(Ss(i—l) IR),

where we use the fact that ¢(s+¢) < N/2. There are at most (72) choices

for Z and for each such choice there are at most ¢™s'™™ choices for
(I1, .- lm, QGt—mas1, - - -, a¢), which finally gives
2(s+¢q)*
Y > wXi, P, Rpgaz) < %W(Ss(i—l)”z)-

Ze[t] Y<-1)
e Case B2: Als(zq)
if the additional equation is defined by the equations in Sc(;_1). Since
Sc(i-1) is isolated, this case is only possible if the additional equation is
redundant, i.e., Z = [t], {l1,...,l;} = col(A;) for some j < (i - 1), and
Aj = A;. Since there is only one choice for Z, and at most Ag choices for
J, the number of solutions in this case is bounded by Asn(S¢(;-1)|R).

does not have full row rank. This case is only possible

The claim then follows by combining the bounds in all cases, and the lemma
follows by substituting the claimed bound in (13). |

Now on to non-isolated components.

Lemma 5. Suppose S; is non-isolated. Then, we have

n(Si| F) 2

) e
TTj-1 (N - fs(gi)_l)) ' (1 _2ri(s+q)

N Nt _5odd(qarasat)) )

where

2g:(s+q)"™" f
e —  for odd t
€odd 7T,S,t = Nt ’
oda(d ) {O for even t.
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Proof. Recall from (10) that

0S| F)= > (~1)VAL
Je[ri]

First consider the even ¢ case, where using Bonferroni’s inequality, we have

n(Wi|F) > 3 (-HVIAg]

J<[ri]
|T|<t-1
> Z (_1)‘j|f(‘7)N7'i_|j|_Qi
J<[ri]
|T|<t-1
1 o o
> | X GO N S fg N
Je[ri] J'[ri]
| Tt |T'|=t
1 T
2 Na (H(N foy) —ri(s+q)'N™~ )
i (N = fr t t
5 [T, ( foy) (1_ 2rt(s+q) )’ (15)
N Nt

where the last inequality follows from the fact that f(;) < (s +¢) for any j and
ri(s+q) <&(s+q) < NJ2.
As for the odd t case, using Bonferroni’s inequality, we have

n(WilF)> 3 (-D)YAg]

J<[ri]
|T|<t
> Z (_1)\J|ijm—|~7|—qi Z 1A
Je[ri] Je[ri]
|T|<t |T]=t
1 . .
ZN‘Ii Z (_1)‘j|fJN7' |71 _ e Z |A 7]
J<[ri] J<[ri]
|T|<t |T|=t
1 i .
2= [I(N=fi))-N% > |Agl
J=1 J<[ri]
|T|=t
T (N - f) >
> 1- 16
B Nai N7Ti~qi jgz[m]vl‘ﬂ (16)

|T|=t
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Claim. We claim

S Al < gils + @) NI Lt (54 g) PTG
J<[ri]
|T|=t

Proof. Let J ={l1,...,l:} and suppose S} denote the updated system after the
removal of these ¢ columns from S;. Using Proposition 5, we have two cases:
o Case A: J =col(4;,) for some Aj, € row(4;). From Proposition 5 we know
that rank(S}) = ¢; — 1. Thus, we have

Z |A~7| < Qi(S + q)t_lN"'i—t—qi+1.
J=col(Aja)
Ajecrow(A;)

o Case B: J # col(4;,) for all Aj € row(A;). From Proposition 5 we know that
rank(S}) = ¢;. Thus, we have

> gl <ri(s+q) NI
._7¢col(zj.)

This proves the claim. ]

The result follows by substituting the claimed bound in (16) by realizing that
~ ! k rgk)
H(N_f(j)):H(N_fg(i—n) K o
j=1 k=1

Since the bound in Lemma 5 is independent of y_¢;_qy, we have the following

corollary.

Corollary 2. Suppose S; is non-isolated. Then, we have

W(Ssi | R) 2

RS
H§'=1(N— S(Zg,l)) : (1 ~ 2rt(s+q)t
qi

N Nt _Eodd(Q7r7S7t))n(S<(i1) |R)7

where -
2ai(s+q) for odd t,

€oad(q, 7, 8,t) = {0 N for even t

Theorem 1 now follows from the appropriate recursive application of
Lemma 4 and Corollary 2 for all ¢ from ¢ down to 1, carefully accumulating
the bound for non-isolated components.

4.2 The Case of CAR Clique System

Towards a variation of Theorem 1, suppose S is column-uniform, acyclic, k-
regular (k-CARC) for some k > 2, and clique. Thus, ¢ = 1 in this case.
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A system S is said to be trivial if and only if there exists v € rowsp* (A) such
that
H(v)=2 and (v|0")erowsp®(A[N),

and non-trivial otherwise. For all trivial systems, n(S|R) = 0. Accordingly, we
assume that the system is non-trivial. Beyond this obvious limitation, the case
of clique systems is quite similar to the partite case.

Indeed we reuse the same notations and arguments to a large extent. First,
we redefine

(N =-s),

E(S|R) := i
Next, suppose S denote an arbitrary partite version of S. Set Ry = -+ = Rk,
$1 = ... = s, and reuse the definitions of Ay and Ay, for any j € col(A;).

Furthermore, for each j; # js € col(Zi)7 let

Ele,jz = {y = (ylv cee 7y7"i) € ]FE\TI : Aly =i A Yj = yj2}'
Then, for any i € [¢], we have
(S1|]:):A®\((UA{J})U( U EthjQ))’
J=1 J1<jzecol(A;)

More importantly,

n(Si|F) = [Ag| - U Agy| - U  EQ
J=1 j1<joecol(A;)
= n(gi |-7:) - U Ele,jz
J1<jzecol(A;)

> (8l F) - Jvre

where the inequality follows from the fact that [EQ;, j,| < N™7'"% as H(A) >
k > 2. This gives the following clique counterparts for the results derived in the
partite case.

Lemma 6. Suppose S; is isolated and non-trivial. Then, for any y<i-1) €
(S<(i-1)IR), we have
k’2
-5

Lemma 7. Suppose S; is isolated and non-trivial. Then, we have

(N - fs(i—l))k
N

T
N

/J“ag(Ava) -

(N = fei-1)" 2
n(Si] F) > = |1-

n(S<i|R) >

| e R) 245 6(s+kg)* kQ)

Nk—l Nk—l Nk N
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Lemma 8. Suppose S; is non-isolated and non-trivial. Then, we have

(N = fe@i-1))"™ (1_ 2rF (s + kq)* r2)

n(SZ | f) 2 Nai Nk - Eodd(q7rv S) - NZ

where -

2q;(s+kq)™™

=——r—  for odd k,
EOdd(Qa r, 5) = { NE f

0 for even k.
Corollary 3. Suppose S; is non-isolated and non-trivial. Then, we have

2rF (s + k)" ri
— (Nk ) - €0dd(q7rra S) - N U(Ss(i_l) ‘R)’

(N = fei-1y)™
n(S<i|R) 2 N 1

where .
2qi (s+kq)" !
Eodd(Q7 T, S) = { NE fOT odd k7

0 for even k.

Theorem 2 (Clique Bound). Let k > 2 and R be a family of sets. For any
(q,7,1)-constrained system S which is non-trivial, k-CARC and which satisfies
&s(q+8) < NJ2, we have n(S|R) > (1 -e)E(S|R), where

K3

k 2 k koo
< 2uas()\,R)+2qu+6q(s+kq) +2qk . 2re (s +kq) . qi(s+kq i

< e
- Nk-1 Nk-1 Nk N ien1(s) Nk Nk-1 N

5 Single-keyed Double-block Hash-then-Sum

Let 7 be a permutation of {0,1}"™. We define three injective functions g, my, s :
{0,132 - {0,1}™ as follows:

mo() =m(00])  m()=m(01])  ma()=m(10])

For 0 < j <2, we define Z; (n) := {m; : m € P(n)}.
Definition 8 (Single-keyed Permutation-based DBHtS). For some permu-
tation 7 of {0,1}" and a permutation-based rate-c™' diblock hash function
H : Iy (n) x {0,1}* - {0,1}"72 x {0,1}"2, we define the single-keyed DBHtS,
denoted 1k-DBHtS, fy construction by the mapping:

m = 71 (Hz, (m)) @ mo(Hz, (m)). (17)
The construction is illustrated in Fig. 3.

We drop the parameters m and H whenever they are clear from the context.
We reemphasize here that the mg,m,m2 are all domain-separated versions of the
same permutation 7.
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T1
> T
Y1
Y2
»| T2
x2

Fig. 3. The 1k-DBHtS, g construction.

Theorem 3. Let ¢,q,¢,0 > 0 satisfying ¢f < o and & = co + 2q < 273, Suppose
H : Ty (n) x {0,1}* - {0,1}?"* is a ratec™* (e1,€2,€3,8)-CFH. Then, for p =
(q,¢,0) and p' = (2,£,20), the PRF advantage of any p-distinguisher A against
1k-DBHtSn g satisfies

prf
Athlk—DBHtSnyH (A) <er+e,

where

€1 = 2e0(p,4) +5(p) + L + 261(P2)n+ e2(p,3)

_16¢%5%e1(p')  8q%ei(p’)  3q5  40g5°*  4g5 + 16¢°G + 16¢°T
€2 = 22n + omn + 23n/2 + 925n/2 23n ’

+2e3(p,2"[47) .

Proof. Without loss of generality assume that A is deterministic. Let
o« Mi:= (M ..., Méi), denote the i-th query of the distinguisher, containing
£; < £ blocks.
o T?, denote the i-th response of the oracle.
In addition, the oracle releases additional information to the distinguisher, once
the distinguisher is done querying the oracle, but before it outputs its decision
bit.
In the real world, the oracle releases:
o Xi:= (X4, X4) = Hp,(M?), the (2n—2)-bit internal hash output, or finalization
input corresponding to the i-th query.
o Y= (Yi,YE) = (N (XY),Na(XE)), the 2n-bit finalization output correspond-
ing to the i-th query.
e R, the set of all image points sampled during the computation of Hp,(M?")
for all i € [¢]. Since H is a rate-c™! hash function, |R| = co for M.
Thus, the full real world transcript can be described as

Bre = (M, T, X", Y i € [¢]), R).

In the ideal world, the oracle first samples a dummy random permutation M’
and then computes X’ := Hng(Mi) for all i € [q]. In other words, X' is generated
faithfully for all ¢ € [¢]. Note that, R can be derived here as well, as the ideal
oracle is faithfully generating the hash outputs.
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SAMPLING Y IN THE IDEAL WORLD: The sampling mechanism for Y? is on the
other hand a bit more sophisticated. The goal is to sample Y*’s in such a way
that _ _ _ _

(X =X{ = Yi=Y7), (X =X3 = Y;=Y3),
is satisfied for all ¢ # j € [¢]. We refer to this predicate as the permutation
compatibility or PC condition. '

For any i € [¢], let (i)1 :=min{j <i : X{ =XJ} and (i)2 :==min{j <i : X} =
XJ}. Let r = [{(i)1, (i)2 : i€ [q]}|- Consider the 2-regular and binary, (g, 7,1)-
constrained system S := {Ygl)1 ® Yém =Ti:ie[q]}.

Any R-solution for S satisfies the PC condition, apart from fully defining Y.
As long as the system is acyclic and non-trivial, we can use the results developed
in the previous section. Keeping this in mind, we now define some bad predicates
on the partial transcript (M, T¢,X":i € [q]),R):

Ay: 30,5,k Le [q], Xi =X AX,=XEaxk =X,

Ag: 3,5 €[q], Xi=XI AT @T/ =0

Azt 3k >2"2/(co+2q),in,. .. ir€q], XV =X2=_. . =Xk

By: 3%,j,k,1€[q], Xh =X, AX] = XEAXE =X,

By: 3,5 € [q], X=X, AT @ T =0

Bs: 3%k >2"2/(co+2q),i1,... i € [q], Xi =X =. . =Xk

C: F%ie[q], T =0".

D: 3%i,j€[q], X4 = XI A XE =X,

E: 3%, j,ke[q], Xi=XIAX,=X5rT @ T @ TF=0"

Define Cyclic := A; vB; v D, Trivial := A, vByvCAE, and Giant := A3 v Bgs. It is not
difficult to see that as long as Cyclic, Trivial, and Giant are false, S is acyclic and
non-trivial, and satisfies ys(co + 2q) < 2" for (co +2¢) < 24, For notational
convenience, let s = co.

Onwards we describe the sampling of Y conditioned on the fact that —(Cyclicv
Trivial v Giant) holds. Let CF(S) = (S; < ... < S.) such that all the isolated
components appear before the non-isolated ones. Let Yg =R, and Y; denote the
Y (i-1)-solution for S;, where Y;_;) denotes a Yo-solution for Sc(i-1) = (S1 <
oo <8i1). Let F(Ye(i1)) = Yo U Yooy and and fe(ioy = |[F(Ye@-1))|-
Sampling Y; in isolated case: For the i-th isolated component, using Lemma 6,
the number of solutions conditioned on the forbidden set Yy and a compatible
solution Y,(;_1y of S¢(;_1) is given by

(2" = fe(i-1))? 1- 2
AL n

2
W10, ) - T2

N(S|F(Yei-1y)) 2 o

271

_4), a8

where T() = T7 for some j € [¢] and J<(i-1y =s+2(i-1).
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Sampling Y* in non-isolated case: For the i-th non-isolated component, using
Lemma 8, the number of solutions conditioned on the forbidden set Y, and a
compatible solution Y¢(;_1) of S¢(;_1) is given by

(2" - fe-1)” (1 C2r7(s+29)% rf)

N(S|F(Yeii-1))) 2 S, T o

(19)

Now, for all i € [c], we sample Y; « (S|F(Y-1))). This concludes the
sampling in the ideal world, and finally the ideal world transcript is given by

Biq = (M, T, XU Y i e [q]), R).

where the PC condition is satisfied as long as —(Cyclic v Trivial v Giant) holds;
otherwise the transcript is defined arbitrarily.

(BAD) TRANSCRIPT DEFINITION AND ANALYSIS: The set of transcripts {2
is the set of all tuples w = ((m*,t",2%,y* 1 i € [q]),R), where m® € {0,1}*, t' €
{0,1}, 2" € {0,1}?"72, y* € {0,1}*" and R < ({0,1}")“, where o = .7_,[|m‘|/n].

A transcript w is said to be bad, i.e., w € 2p.q if and only if it satisfies
Cyclic v Trivial v Giant, and good otherwise.

Lemma 9. Suppose H is an (€1, €2, €3,0)-coverfree hash function. Then

2 3 on-2
Pr (Bid € had) < 262(p,4) +6(p) + L alp)relpd) o (p, )
2n co +2q

Proof. Let s’ =2""2/(co + q). We have

Pr (Big € 2baq) = Pr(Cyclic v Trivial v Giant)
< Pr(Cyclic) + Pr (Trivial) + Pr (Giant)
<Pr(A;) +Pr(By) +Pr(D) + Pr(Az) + Pr(B3) + Pr(C) + Pr (E) + Pr (A3) + Pr(B3)

< Pr (APLY (M)) + Pr (A2 (M)) + Pr (COLL (M) + L1 (COLEL (M)

2n
Pr(AP13,(M : '
, Pr(COLL2,(M)) +i+M+pr(Mc1§{(M))+Pr(MC2§I(M))
on 2n 2"
q+2e1(p) +e2(p,3)

<2e(p,4) +0+ +2e3(p, s"),

27L

where the the first three (in)equalities follow from the definition and a trivial
application of union bound, the fourth inequality just maps the bad predicates
to corresponding coverfree hash events, and finally the fifth inequality follows
from the coverfree bound of H. ]

GooD TRANSCRIPT ANALYSIS: Fix a good transcript w € £25004. We will recycle
notations from the sampling phase.
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In the real world, I is sampled exactly s+r times (JR| = s and [{(7)1, (i) : i€
[q]}| = 7). Thus, we have

1

Pr (B =w) = @)

(20)

In the ideal world, first T is sampled uniformly from a set of size 24, followed
by R which is sampled faithfully via . Finally, Y is sampled. Let CF(S) =
(S1,-..,S.) where the first ¢’ < ¢ components are isolated and the remaining
components are non-isolated. Then, we have

1 1 1 ¢ 1
Pr(8ig =w) = x
2 (2m), g n(Si | F(Y<@-1))) z’=1:’I+1 n(Si | F(Y<qr-1)))
1 1 i omn c ong;r

:]Q

X

< — X X
2na - (27)s (1 - 1) (2" = fe(im1))? if:lll (1= vir)(2" = feqir-1))"

Il
=

7

where
Hi = (T() F) - <(Z 2 *on Qn’ (21)
2ri,(s +29)% 13
i = T + 27 (22)

Continuing on we have

< 1 c 1
Pr(8;q=w) < x X
(Bia =) < (271) oo e AL (1—uz-f><2n—fs<m>)w

1 1 c
(1 Zz 1#2) g (1_Z§'=c'+1 Vi’) XE(

On dividing (20) by (23), we have

23
_f<(z 1))” ( )

_ ¢ c ¢ _(9n - )T
Pr (8, = w) (1 Z,Ui ~ Z v | x ITi-: ( f<(i-1y)
Pr(8iq = w) i=1 i'=c'+1 (2") ser

In anticipation of applying the Expectation Method Corollary 1, we have to

compute
E(ilh) ]E( ZC: Vi’)
i=1 i'=c’+1

First, let ~1 (res. ~2) be equivalence relations on [g], such that i ~1 j (res. i ~3 j)
if and only if X{ = X (res. X} = X3). Let C{,...,C}, and C},...,CZ denote the
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non-singleton equivalence classes of [¢] with respect to ~; and ~g, respectively.
For i € [t;] and j € [t2], let mc!”) = |C}| and mc!®) = |c2|.

c 2 2 2 1 c
]E( Z l/i/):((s-;q)-f-)ﬂ':‘:( Z 7”?/)
i’=c’+1 2en 2n i'=c’+1

2(S+ 2q)2 1 a1 (1) L2 (2)
< (22n o] 2 j;E(mcj ) +jlz=:1]E(mcj, )

. 1642 (s +2q)%€1(2,4,20) . 8q%e1(2,4,20)

25
22n n ( )
Second, using Proposition 1, we have
a 2 & i Fia &4
]E(Zm) :E(znz p(T¢ ),7:)—% +Z271
i=1 i=1 i=1
2 & ; fiu- 4
= SB[ |, F) - =D)L 2
on & on 2n
2 § ) 2 ) fan| | 4q
<Son V(u(TD, 7))+ = S [E(u(TD, 7)) o | gn (26)
i=1 i=1
We claim:
i f2-_1 252 + 8¢(s +2¢)? + 8¢%(s + 2¢
‘E (n(TO,F)) - =2 < ( 23n Lo 2) (27)

s s 5/2
VY (u(TO, 7)) < ﬂ(znff‘]) 2 2;33) (28)

A proof of this claim is given in Appendix A. Theorem 3 then follows from
Lemma 9 and (25)-(28). m

6 Instantiations of Cover-free Hash functions

For a diblock hash function H : Zg (n) x {0,1}* - {0,1}™ x {0,1}" we can con-
struct the truncated diblock hash TH : Zy (n) x {0,1}* — {0,1}"2 x {0,1}"2
as TH(x) = (Trunc(H;(z)), Trunc(Hz(x))), where Trunc : {0,1}" - {0,1}"2
truncates the first two bits of its n-bit input.

Now let us define the functions PHash : Zy (n) x {0,1}* — {0,1}" x {0,1}"
and LightHash:Zg(n) x {0,1}* - {0,1}" x {0,1}", as follows:

Two instances of CfHs will be the truncated versions of the above hash func-
tions, TPHash and TLightHash, respectively. In fact, we have that 1k-PMAC+ =
1k-DBHtSpsasn and 1k-LightMAC+ = 1k-DBHS1rignttash-
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PHashp, [LightHash;_

Tnput: m = m1]|-|m[k] € ({0, 13" 2)" [fnput: m = m[1]||m[k] € ({0, 1}" *)"

Ag < Trunc(Mp(0)) for i € [k],

A, « Trunc(Mo(1)) Z[i] < No({i)s-2|mli])

for i € [k], 2[1] « Z[1] ® Z[2] ® - ® Z[k]
Wi] < m[i]®2' - Ag @ 2% - A4 z[2] < 28 Z[1] @ 22 Z[2] - @ Z[k]
Z[i] < No(W[3i]) return z := (z[1]||z[2])

2[1] < Z[1] @ Z[2]- @ Z[k]

z[2] < Z[1]@2- Z[2]-- @ 2" - Z[k]

return z := (z[1]||z[2])

6.1 Affine bad events.
For a diblock hash function H, any @ = (z1,...,24) € (X),, and ¢,c1,c2,c3 €
{0,1}?, we define:
COLLS“(x): 3%4,j € [q] such that Hy (z;) ® H(2;) = (c1]0"72, 2]0™72)
COLL1S, (=) : 3*i,j € [q] such that Hy (z;) ® Hy(x;) = | 0" 2.
COLL2S,(x): 3*i,j € [q] such that Hy (z;) ® Hy (x;) = | 0" 2.
AP15° () : 374, 4, k,1 € [¢] such that
Hic(;) ® Hy(25) = 10" A Hg (a5) ® Hi (1) = e2 0"
AHi(z1) © Hi (21) = c3)|0" 2
AP25 () : 374, 4, k,1 € [¢] such that
Hic(2;) ® Hg(5) = 10" A Hy (a5) @ Hye () = e 0"
ANHZ(z1) © Hi(21) = c3)|0" 2
AP29*(x): 374, 4,k € [¢] such that
H2-(2) © HE: (27) = e1 |02 A L (25) © Hk (1) = 2072
MC15 7 (a): 34,4, k,1 € [q] such that
Hic(2:) ® Hye(5) = 10772 Av A Hpe (i, ) @ Hie (25,) = ¢ 0"
MC2% 7 (a): 374, 4,k,1 € [q] such that
Hic(2;) ® Hi(25) = 10772 Av A Hi (2i,,) @ H (25,) = ¢ 0"
One can readily check that

COLLLy,(z)= \/ COLL1(x) COLL2,,(z) = \/ COLL2(x)
ce{0,1}2 ce{0,1}2
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APLig(2)= V  APLI™“(z)  AP2u(a)= \ AP2*(a)
(c1,c2,¢3) (c1,c2,¢3)
E({0»1}2)3 e({0,1}2)3
COLLyy(x)= \/ COLLG™(z)  APliu(z)= \ APIH™(x)
(cr,e2) (c1,¢2)
€({0,1}%)? €({0,1}%)?
MCliy(z) =V MCR™(z)  MCu(z)= V  MC2(x)
(0" c({0.12)°
(29)
6.2 TPHash.
m[1] m([2] m[e]
2.-Do>® 92, Do"ﬂ} 20 . Dy>®
22 . Dl-be 24 . D1->$ 22£ . D1'>$
X[l]l X[ﬂl X[0]
\
rlo I_IO I_IO |_|1
Y
Y] Y(2] Y[¢] O— ¢
A
On > ‘;_I > ‘>_| e > ‘>_|
l | T [n
20_’T 21_>T QZ_I—PT A
0" ) ) . -

Fig. 4. 1k-PMAC+

Our bad event analysis heavily depends on the one presented in [27]. We
tailor their bounds according to our needs while highlighting the main aspects
of similarity and departure between their results and ours.

Similar to the PMAC+ analysis in [27] we define analogous auxiliary events as
follows: Let the i-th message be m® = mi[1]|---|m?[¢;] € ({0,1}2)%, i € [q]. For
i#je€[q],let £ =min{¢; ¢;} and ¢' = max{¢;,¢;}, then we can define the index
set for which m'[k] # m/[k] as

Lij={ke[l]:m'[k] #m? [k]}u[l+1.0]

We define the following random variables: Dy := Trunc(Mg(0)), Dy :=
Trunc(Mo(1)), and W = Wi[1]---|W![£;], where Wi[k] = mi[k]®2*-Dy®22*-D,.
We further define the random index sets where W* and WY collide as follows:

Teot = {(3,5) € ([¢])2 : 37k, k" such that W'[k] = W/[K']}
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Jeol = {(4,5) € ([¢])2 : min{I;;} < ¢; and 3k such that W' [min{I;;}] = W/[k]}

Then the auxiliary events are:

AUX1 : D0:0vD1:O

Auxy : i€ [q], 3%k, k" such that W[k] = Wi[k'].

Auxz : i€ [q],k € [¢;] such that Wi[k] € {0,1,M51(0)}.
Auxy : |Ieol| > s, where s = 2™ /43.

Auxs : [Jeol| > 8" where s’ = {q

and let Aux = V(5] Aux;.

Lemma 10. For m = (m':i€[q]) and c,c1,ca,c3 € {0,1}2,

40q*
22n

25" N 4s 2 2V/2¢* 8s¢? N 96¢%> 8¢*

Pr (COLL;}{;;Q,LHO (m) A —|Aux) <

22n 27 + on + 23n/2 + 22n 922n + 237

Pr (AP155% (m) A ~Aux) <

Proof Sketch: First we note that, the following pairs of events, the left defined in
[27] and the right defined in this paper, are equivalent in the single-key scenario:

Bad; = COLLpiqn, (1), Bad; = AP1pps (m)
Analogous to Eq. (10) and (11) of [27], we can write, for any c € {0,1}2,

PHashf; (m') ® PHashpy (m) = c[0"? < A;-Z[1]@® @ A, Z[t] = c|0"?
PHash}, (m') ® PHashfj (m’) = c[0"? < Bi-Z[1]®- @ B, - Z[t] = c[0"?

where, for (i) ¢ ([qD2r (W[1]..., W]} = {WI1],...,Wie]} o
{W7[1],...,W7[¢;]}, and for k € [t], Z[k] := Mo(W[k]).

Thus, borrowing from the analysis of [27], each of the events in the statement
of this lemma can be written as an event that a system of equations AZ = ¢
holds, where Z is a vector with k-th component Z[k], and ¢ depends on the
indices ¢, ¢y, co,c3 of the corresponding event. If ¢ ¢ C(A), then this system of
equations will hold with 0 probability. If ¢ € C(A) then the probability that this
system of equations holds, depends on the rank of A and not on e¢. So we have
that

Pr (cou;ggbna (m) A —|Aux) < Pr (COLLpigy,, (M) A ~Aux) = Pr (Bad; A ~Aux)
Pr (AP1gy32 (m) A ~Aux) < Pr (APIGZS,  (m) A-Aux) = Pr (Bad A ~Aux)
Thus we can use the bounds on the corresponding bad events from [27] to get
our result. ]

The probability analysis of the events Angﬁﬁ{ﬁj (m) and AP15.%  (m)

PHashn0
are similar to the analysis of the events APlp 3 (m) and COLLpy G, (m),

PHashp o
respectively.
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Lemma 11. For £<2" 2 m=#m' e ({0,1}"2)%, and ce {0,1}2, we have

264

Pr (PHashfy (m) ® PHashf (m') = c[0"7?) < o
P 2 2 I _ 077,—2 26¢
r (PHashf, (m) ® PHashfy (m') = c[0"7%) < o

Proof. Let m e ({0,1}*72)¢ and m' € ({0,1}"2)*". Note that the claim is trivial
£ =1 and we ignore this case.
Let 7 be the maximum block-index where m and m’ are distinct, precisely,

(e i 0>
"I\ max{j <:m[j] =m'[j]}, if =0

Consider the random variables:

Do = trunc(M(0)), D; = trunc(MN(1)),
W[i] =m[i]®2"- Dy ®2* - Dy, Z[i] = Mo(W[i]), ie/]
W'[i] =m/[i]®2" - Dy ® 2% - Dy, Z'[i] = No(W'[4]), ie[l]

Let us define the following events:

E1 ZDO =0
E2: \/ (WL1=0vWLT=1)v Y (W7 =0V W[j]=1)
Es: .\[/Z](W[i] =Wl v ,\[é,](W[i] =W[5])

Note that Pr(c- Trunc(M(a)) =b) = 4/2" for any a € {0,1}" and b,c € {0,1}"2
with ¢ # 0. Hence, for any ay,...,a, € {0,1}" and b,c1,...,c, € {0,1}"2 with
cr # 0, we have

Pr(cy - Trunc(M(a1)) @ -+ @ ¢, - Trunc(M(a,)) = b)
= > Pr(Trunc(M(a,)) =b")Pr(MN(a;) = b] Vie[r-1])
s

e{0,1}"
all distinct

4
D —
2" —r+1
where b; = trunc(b}) and b’ =c;' - (b@®cy by ® - ® cp_1 - by_1). Similarly for any
ai,...,a, € {0,1}" and b, cy,...,c, € {0,1}"? with at least one ¢; # 0, we have

Pr(ci-M(a1) ®--@c,-N(a,)=b) < 5 !

T (30)

This implies Pr(E;) = Pr (trunc(M1(0)) = 0) = 4/2", Pr(Ey| ES) < 40-4/2™, and
Pr(Es| ES AES) < (20-1) - 4/2".
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Now the event PHashpy (m) @ PHashpy (m/) = ¢[0"72, is equivalent to Z[1] @
—oZ[l]eZ[1]®-&Z'[¢'] = c|0" 2 Of course, if any two Z-random variables
are identically equal then they cancel out. However, conditional on E{ A ES A ES
we have Z[i] + Z[j],Z'[4'] for any j € [m]~{i},j’ € [m'] and Z[i] + 0,11(0), M(1).
Hence from Eq. (30), we have

Pr (PHashfj (m) @ PHashfy (m') = c[0"%| E A ES A ES)

< L < ! <2/2"
m—(m-1)-m'-2 "~ 2" -2/

assuming £ < 2772,
Since for any two events A and B, we have Pr(A) = Pr(AAB) + Pr (A AB®)
and Pr(AAB) <Pr(A) and Pr(AAB) < Pr(A| B), we have

Pr (PHashf; (m) @ PHashpy (m') = ¢[0"7?)
<Pr(E;) + Pr(Es| ES) + Pr(E;| ES A ES)
+ Pr(PHashf, (m) @ PHashpy (m') = ¢| 0" | E{ A E§ A E§)

4 160 8-4 2 26¢
+—+ +—<—
2n 2n 2n 2n = 2n

Same argument shows that Pr (PHash%O (m) @ PHashf, (m') = c[om=2) < 26¢/2.

Corollary 4.

. 134¢> . 134¢>
Pr (COLL1fy,, (m)) < o Pr (COLL2§ 01, (M) < o
— 13(¢° — 13(¢°
Pr (MClPH:zsI';n[; (m)) < —on Pr (MC2PH;shno (m)) < S on

The Corollary 4 follows from Lemma 11 by simple application of the Markov’s
inequality.y
Finally, we bound the auxilliary events

Lemma 12. We have

34q 2 q
Pr (Aux; v Auxz) < o5 " on Pr (Auxz) < gl
242 2
Pr (Auxy) < Pr (Auxs) <
§-2m g .9mn

Combining these bounds we have

2 2 2 2
(¢ +8€)q+€q N Lg

PI’ (AUX) < 2n+1 s- on 5’ .on

Combining Eq. (29), Lemma 10, Corollary 4 and Lemma 12 we have the
following result:
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Lemma 13. TPHashp, is a (€1, €2,€3,9)-CfH where

164¢>

2644> 16442 25 .130g°
q q -2 q 5(p) = o

on 62(pu3): 92n 63(pa3)_ s.on

25 45 2 2/2¢> 8s¢® 96¢° 8¢t
eQ(p,4)=8~(22n+2n+2n+ saniz T g T oan o

e1(p) =

6.3 TLightHash.

(Dacalm1]  (2)sm[2] (O)szmll]  ——
| | } I
rlo I_IO I_IO |_|1

o >

Fig. 5. 1k-LightMAC+

As before, we let the i-th message be m® = m*[1]]--|m®[£;] € ({0,1}"7%)% i e
[q]. Note that, m'[k] # m’[k] <= Z'[k] # Z/[k] for any k € [max{¢;,;}], where
Z[k] := No({k)s_2|mi[k]). Moreover, Z'[k] # Z7[k'] for any k # k', 4,7 € [q]. Let
us fix (4,7) € ([q])2, define {Z[1],...,Z[t]} :={Z'[k] : k e [(;]} u{Z7[k] : k € [¢;]}
and partition [t]:= I;; U T; U T,5, where
T[K'], k" € [max{¢;, (;}]}
Ik, k" € [max{€;, ¢;}]}

(K], K" € [max{¢;, £;}]}

N

I = {k e [t]: Z[k] = Z'[K'] #
I- = {ke[t]: Z[k] = Z'[K'] =
I-:={ke[t]:Z[k]=Z[K] =+

N N

Then we have
LightHash,l-lu(mi) ® LightHashhO (m?) = ¢|0" 2
— A -Z[1]®-® A, -Z[t] = c|0"?
LightHash}, (m') ® LightHashy (m’) = [0
— B -Z[1]@-® B,-Z[t] = ¢|0"?

where

o Ap=1forke I; uls, Ay =0, otherwise.
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e By, =27 for some 3, if k € I;ul;, otherwise By, = 27 @ 27 for some (3, 7.
Due to this similarity with PHash, the argument given in Lemma 10 also holds
here, giving us

Pr (COLLEIiéi%cHashno (m)) <Pr (COLLE}L{;htHashnO (m))
Pr(APL S, () < Pr(AP1G 0, ()
Pr (AP (m)) < Pr (AP s, (M)

LightHashno LightHashno
Lemma 14. Assume ¢ <2"[4. Then in the ideal world,

2 2
0,0 )
Pr (COI‘I‘L7;_L;1ht1~[a,.s:h|-|0 (m)) < 227
Proof. We fix (4,7) € ([q])2 as above, thus fixing {Z[1],...,Z[t]} and partition-
ing [t] =1I; ;U I; 0Tz We can make the following observations about the index
sets: ‘ 4

» I;; UI; # @ since otherwise m" and m’ will not be distinct.

o I ULyl > 2 because otherwise Light.HashﬁO (m") * LightHash], (mj)
If we consider the system of linear equations representing the
events LightHavshh0 (m') = LightHashp (m’/) and LightHashf (m') =
LightHashf, (m/), respectively:

Aq- Z[l] @ d A Z[t] =0"
B -Z[1]® o B, -Z[t] = 0"

then the above observations about the index sets imply that there are two distinct
indices k, k' € I; Ul such that Ay = Ay =1 and By, = 2%, By = 27 for distinct
[ and ~y. This implies that the above system of linear equations has rank 2, and
hence will be satisfied with probability (27):-2/(2"): = 1/(2" -t+2)(2" -t +1) <
(2" - 20 +2)(2" - 20 + 1) < 4/2*" for £ < 2" /4. Since there are g(q —1)/2 tuples
(i,7) € ([q])2, we have our result.

Lemma 15. Assume that ¢ < 2™/8. Then in the ideal world, one has,

4 2 2
0,0,0 q q 2 96¢q
Pr (APlLightHashno (m)) < 3.9m + 5. 93n/2 + on + o2n

Proof. Let us fix (¢,7,7,8) € ([¢])4- We want to find the probability of the event
E(i,5,7,8): (LightHash,l,O(mi) = LightHash,l-IO (mj))
A (LightHash}, (m”) = LightHashy (m"))
A (LightHashll10 (m") = LightHashh0 (m*))

Let {Z[1],...,Z[t]} = {Z[k] : k e [6;,]} u{Z/[k] : k € [(;]} u{Z"[k] : k € [£.]} U
{Z°[k] : k € [£s]}. Also let us partition [¢] in three ways as [t] = I;;UT suT;UT;; =
I;T uljzu I;F UTLjr =Tps UL s U Irs U Iy where

T;; o= {k: Z[k] = Z'[K'] + Z[K'], K € [max{¢;, €5, 0,, s }]}
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I-:={k:Z[k]=Z/[K'] # Z'[K'], K € [max{l;, £;,0,,0s}]}
K =Z7[K'], K € [max{l;, £;,0,,05}]}
K,Z[k]) # Z7[K'], k" € [max{€;, £;,6,,05}]}

and the rest of the index sets are defined analogously.
Then the above event can be represented by the following system of equations

Ay Z[1) @@ Ay - Z[t] = 0"
By-Z[l]l®--@®B-Z[t] =0"
Ci-Z[1]le-—- e Cy-Z[t] =0"

where

o« Ap=11ifke I; ul;, and Ay = 0 otherwise.

e By, =27 for some S if ke I;, u Iz By = 28 @27 for some 3,7 if k € Iz, and

By, = 0 otherwise.

e Cp=1ifkeIzsul,; and Cy =0 otherwise.
As observed in the proof of Lemma 14, |T;; uI;5| > 2 and [I7s U I3 > 2. Let us
call the coefficient matrix of the above system of equations M%) its first
row as A7) second row as B(7™5) and third row as C(»7"%) Let us write
([¢])4 as union of three index sets, ([¢])4 = J1 U Jo U J3, where J; are defined as
follows:

J1:={(i,j,r,s) : tank (M B373) ) = 3}
Iy = {(i, g,y 8) : AT = QLI
Jo :={(i,4,7r,8): BUIm9) = o) ABI75) @ 0003 for ¢, ¢y # 0}

For (i,j,r,s) € J1, the probability of the Z-variables satisfying the system of
equations is (27);_3/(2"); < 8/23" for £ < 2"/8, since t < 4¢. Thus we have

4

Prl \/ E(z‘,j,r,s)]< d (31)

Sy
(4,3,m,8)€d1 3-2°n

Now let us define the equivalence relation over ([¢])2 as (i,5) ~ (r,s)
if T;; 0I5 = Tpo U La If (i,5) ~ (r,s), then AGI7) = CUIm9) - which
implies LightHashl (m') = LightHashp (m’/) <= LightHashp (m”) =
LightHashf; (m®). Suppose the above relations partitions ([¢])2 into ¢ equiva-
lence classes ([¢])2 = Cy U1 Ce. For a =1,...,¢, consider the events E, that
LightHashp (') = LightHashf, (m’) for every (i,j) € Cy. Thus from Eq. (30)
we have that

1
PrlE,] < —
2 — 20+ 1

since |I;; U ;5| < 2¢ for all (i, ) € Cy. Now we have

\/ \/ E(imjaras)

a€fc] (i,5),(r,s)eCa

Prl \V E(i,j,ns)] =Pr

(i,5,7r,8)€J2



Title Suppressed Due to Excessive Length 37

Ea)

where the last inequality follows from Eq. (30) and the facts that AG379) and
B(3:75) are linearly independent, and that |I;T UIjzu ij| < 2¢ for all (j,1) € C,.
Note that 1/(2" —2¢+ 1) < 2/2" for £ < 2™/8. Subject to the condition that
Yo 1]Cal = (%), the sum ¥5_; min{|Col?/(2(2" - 2¢ + 1)), 1} is maximized when
c= [(g)/Z"/QJ +1, |Cy| =272 for a e [c—1] and |C,| = (D)= (c- 1)2"/2 | in which

case we have ) )
a2 C 2
Z — -min [Cal ,1t < g + —.
— 2" n 2.23n/2  9n

< iPrl \V E(i,j,r,s)]

(4,4),(r,8)eCq

Mo
a®)

r[Ea]~Pr( \/  LightHash{ (m’) = LightHashf (m")

a1 (1), ()<Ca
c 1 . |Ca|2

<~ min]——el
E;Qn—2£+1 H“n{an—2£+1)

Thus we have
. 7 2
Pr V  EG,4,ms)|< 5032t om (32)

(4,5,7,8)€d1

Finally we consider (%,j,7,s) € J3. In this case Bims) = ) AGT7s) |
¢2C37%)  This linear dependence implies the following:
e ¢;=2% and ¢ = 27 for some 3, 7.
. (I;j U Ii}) A(IpsUIz) = Iz U IjF.G Also By, k € I;, are all distinct, and
similarly, By, k € I;7 are all distinct
* (I;;ul;;)N(I7sUIy5) = I5;. From the definition of the index sets, this reduces
t0 I,5nI5, = I If for ke I5., Z[k] = Z/[k'] = Z'[K'], then By, = 2% 4267,
Since 29 +2° = 2¢ + 24 implies either (a,b) = (¢, d) or (a,b) = (d,c), and since
in this case for every k € I5;, By, = 20 +27, we have |I-;| = 1.
Thus the following assumptions made in proof of Lemma 4 of [27] holds true:
o B(375) does not contain the same entry more than twice.
o BU3m5) contains at least two different non-zero entries.
o Each of A(37%) and C(»37%) contains at least three ones.
The rest of the analysis is exactly the one presented in the proof of Lemma 4 of
[27], except the ignorable fact that the coefficient of Z7[k] is 247 (instead of
2 as in the [27]), which however makes no changes in the argument presented.
Thus following the proof of Lemma 4 of [27], we have

o 244 964>
P < < 33
rl Vv (%$T”ﬂ] (20— 40+ 1)(2n —40+2) = 220 (33)

(4,3,7m,5)€J3

for £ <2"/8.
Combining Egs. (31), (32) and (33) we have our result.

5 For two sets A, B, we denote their symmetric difference as AA B := (AN B)u(B\ A)
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The probability —analysis of the events AP27} %32, (m) and
0

C1,C2 . 3 €1,C2,C3
APlLightHashno (m) are similar to the analysis of the events AP]‘LightHashnO (m)

and COLLEli’giiHashno (m), respectively, and we get the same probability bounds.

The exact same arguments given to prove Lemma 11 can be used to prove
the following statement, keeping in mind that we do not need to consider the
events E; and Es, described in the proof of Lemma 11, for LightHash:

Lemma 16. For (<272 m=#m' e ({0,1}""%)%, and ce {0,1}2, we have

8¢
Pr(LightHashfy (m) ® LightHashh (m') = c|0"7?) < o
8¢
Pr (L'z}ghtHa,sh%O (m)e L'z}ghtHa,sh%O (m") = CHO"_2) < om

Corollary 5.

¢ 4lq° ¢ Alg®
Pr (COLLlLightHashno (m)) < on Pr (COLL2LightHashnU (m)) s on
P Alg® P alq°
Pr (MClL}L;;héHashno (m)) < 5. on Pr (MC2L;;;ht)Hashn0 (m)) < 5. on
Thus we get our desired result:
Lemma 17. TLightHashy is a (€1, €2,¢€3,0)-CfH, where
80q> 8q> 2% . 40g> 8¢>
e1(p) = o 62(073):2ﬁ, 63(/)75):Wa 5(0):2ﬁ
4 2 2
B q q 2 96q
62(/},4)—8'(3.23”*‘2.23”/2 27 22n)

7 PRF Security of Sum of k& Even-Mansour

For any r > 2, let (my,...,m.) « P (n)" be a tuple of r permutations of {0,1}"
and let (K1,...,K;) € ({0,1}"™)" be a r-tuple of n-bit strings.
One-round Even-Mansour construction is a keyed permutation of {0,1}" de-
fined by the mapping
rr—m(ze Ky) e Ky,

where K7 denotes the key.
The r-sum of Even-Mansour construction, m-SOEM" is a length-preserving
keyed function of {0,1}" defined by the mapping

T
m+— Pm(me K,),
i=1
where K = (K7,..., K,) denotes the key. See Figure 6 for a pictorial illustration.
Notice that we skipped the post-permutation key masking. This is motivated by
a similar simplification [35] by Sibleyras and Todo who studied the r = 2 case.
Thus, we study the same problem for any arbitrary r > 2.
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t
Fig. 6. The m-S0EM" construction instantiated with key K = (Kq,..., K,).

Theorem 4. Fiz some r > 2, g+ p < 271771980 gnd M1 = (My,...,MN,) «

P (n)". For any (q,p)-distinguisher A we have

. 1 16ng(2p)™2 20/nq(2p+29)""" 10g(2p+2q)"
AthIr)l—fSOEMT (A) < on + Q?Lgrﬂ)) \/_2’(17,(7"f1) ) + « 2]’)”/(‘ 2 )
Proof. For the purpose of this proof let Fk(-) = M-S0EMi(+), and let T « {0,1}".
A’s goal is to distinguish between the real oracle (Fg,*) and the ideal oracle
(T, N*), where Fk and T are referred as the construction oracle and M* is referred
as the primitive oracle.
Fix a (g, p)-distinguisher A. Let
o (Mi,T?) denote the i-th query-response tuple corresponding to the construc-
tion oracle. Let M := {M? : i€ [q]} and T:={T" : ie[q]}.
. (U;,V;) denote the i-th query-response tuple corresponding to the permu-
tation [1;. Unless stated otherwise, we assume that all these queries are
in the forward direction. Let U; := {U? :i e [p]}, V; = {V! :i e [p]},
U:= (U17-~->Ur)7 and V := (Vl,. -~7Vr)-

. (X;-, Y?%) denote the input-output tuple to the j-th permutation, for all j € [r],

J
within the i-th construction query in the real world, i.e., Xé =M'e K;. Let
Xt = (Xj jelr]) and Y' = (Y5 :je[r]). Let X:= {X" : ie€[q]} and
Y= {Y e g}

We study a modified game where the real oracle releases (X,Y) to A once the

query-response phase is over, but before A outputs. This obviously does not

decrease A’s advantage.

Ideal World Transcript Extension: Naturally, in the ideal world, the sampling
is extended to generate this additional information. We have

SC(T7V) = {(Ti’vil,véi”'“?vir) eTxV: GBV?JC = Tl}
k=1
p(T,V) =|SC(T, V)|
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Further due to the increasing nature of p"(T,-), u(T,V) < u"(T,p+q). We define
the predicate

T
LSC(T.p+q) : (M(tp > Dy q)“m—q)
The subsequent two-step sampling mechanism for (X,Y) in the ideal world is
defined under the condition that -LSC(T,p + ¢) holds:
1. In the first step, a dummy key tuple is sampled uniformly at random, i.e.,
K « ({0,1}™)", which determines X} := M’ @ K;. Consider the following
predicates:

KG(M,U,K): 3i€[q], 71,---,Jr € [p] such that (Vk e[r], Xt = Ufﬂ")
SC(M, T,U,V,K) : 3(4, 1,2, .-, 7r) € SC(T,V), k € [r], such that
(X = Up*) and (YK’ = &, X}, = Up')

Going forward we assume that -(KG(M, U,K)vSC(M, T, U, V, K)) holds. For

each i € [¢]: _ _

(a) if there exists j € [p] and k € [r], such that X} = U3, then define Y}, := V4

(b) let Z; = {j € [r] : X} ¢ U;} to be the set of permutation indices with fresh
input for the i-th construction query.

(c) let ~ be a relation on [¢] defined as: 41 ~ iy < Z;, =T;,. Clearly, ~ is

an equivalence relation. Let QEé; U... QES% U Q(l) U...u Q(c) denote the

corresponding partitioning of [¢], where Q%; ={ieq):Z;={j}}. Let

|QEQ| =", q0 = jelr] ¢ and 1Qiy| = @i- Then qo + Yic(e] i = g- Also,
note that, ¢ < 2;21 (;) <.
(d) forall je[r]andie Q%;, define Y; = e[y, Y; © T and

YO = (Vi@ YieT : jelrlic Q).
This concludes the first step. We encourage the readers to verify that at the
end of this step Y} is undefined for exactly the indices in Z; and |Z;] > 2.
Furthermore, due to -(KG(MU,K)vSC(M, T, U, V, K)), the partially defined
(X,Y) is permutation-consistent.
Constrained system formulation: For each i € [c], let Ty = {j1,---,ju}
denote the set of permutation indices with fresh input for the i-th equivalence
class Q;). Let r; = g;t;.
Then, for each i € [¢], we obtain a (g;,r;,t;)-constrained system S(*):

keJ () k’e[r]\J(i)

S“):{ DY =T P Yi,}
J€Q )

which is binary, acyclic, partite, isolate and ¢;-regular.
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2. In the second step, we sample a solution for each of the ¢ constrained systems.
First fix any arbitrary ordering of S(), ..., S(). Now, for the i-th system:

o let RY) =V 0{YF s ke QY U{YE ke Quyu...uQqy)}, for all

je[r], and let |Ri2_1)| = 7“23_1) <(p+q),

o let Regiony = (Rg:_l) s jelr]) aid ﬁs(i—l) = (Riﬁ_l) N EV/EYR

o let TO = (TF : ke Q) and TW = (TF@jeprpng, YV ¢ ke Quy).
Then, [TO],[TO| < g,.

o let Y = {Y;C : ke Quy,jeJu)} Then, YO =7y

We sample Y « (S() |ﬁ§(i_1)), where using Theorem 1, we have

n _ ,.(J)
HjEJ(i) (2" - 7nsj(i—l))‘li
2n4qi

n(s® |ﬁg(i—1)) > (1- E(i)) (34)

TG B . ) ) t;
(@) < 2M(T aRs(zfl)) + 2q; Aso + 6%(1"’"1)

on(t;-1) on(t;—1) ont; (35)

Since the solution for each system is sampled in a consistent manner given a
consistent solution for the previous system, the cumulative sampling is also
permutation-compatible. This completes the second step.
At this stage the full transcript in the ideal world, i.e., Big = (M, T,U,V,K)Y) is
fully determined.

Some Notations on Transcripts: For any wo € {re,id}, and By, =
(M, T,U,V,K,Y), let:
o 8 denote the restriction of By, to the key K,
e B denote the restriction of 8y, to the construction query-response tuple
(M, T),
« BR" denote the restriction of By, to the key (U,V),
o B denote the restriction of By, to the construction-specific primitive query-
response (X,Y).

BAD TRANSCRIPT DEFINITION AND ANALYSIS: A transcript w =
(M, T,U,V,K,Y) € 2 is said to be bad if and only if LSC(T, p+q)vKG(M,U, K)v
SC(M,T,U,V,K) holds.

Lemma 18.

| A/malp+ q)"! L 2a(p+a)

1
Pr (Big € 2pad) < on gn(r-1) anr

Proof. We have

Pr(8iq € 2paq) = Pr(LSC(T,p +q) v KG(M,U,K) v SC(M, T, U,V, K))

<Pr(LSC(T,p+q)) + Pr(KG(M,U,K)) + Pr(SC(M, T,U,V,K) | -LSC(T,p +q))

Ll apra)” Alpra)na
<— + + + ,
on - 9nr onr on(r-1)
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where the first term on the right hand side corresponds to Pr(LSC(T,p+q))
and follows from Lemma 1, the second term corresponds to Pr(KG(M,U,K))
and follows from the uniformity of K. The last two terms correspond to
Pr(SC(M, T,U,V,K)| -LSC(T,p+q)). To argue this, first notice that given
-LSC(T,p+ q), we have

+ s
u(T,V) < 7q(p2nq) +4(p+q) ' /ng.

For each choice of k € [r], the predicate Y&’ # k, Xi, = Ui’f' is satisfied with at
most 27("=1) probability. Now, we get the desired terms using union bound. 0

GoOD TRANSCRIPT ANALYSIS: Let w = (M,T,U,V,K,Y) be a good transcript.
Since the transcript is good, =(LSC(T,p+q) vVKG(M,U,K)vSC(M,T,U,V,K))
holds.

Before moving forward, recall the notations introduced while discussing the
sampling in the ideal world. We assume analogous notations for any arbitrary
transcript.

We also ignore the probability computation of obvious events, such as: the
message tuple being realized.

Real World: In the real world, we have

Pr (8 =w) = Pr (65 = K,02™ = (U, V), 0" = (X,Y),85" = (M,T))

’=re ) - re

=Pr (05 = K) x Pr (o™ = (U,V)) x Pr(e' = (X,Y)]| 85, e2™)

re ’-re
1

1
= X

x Pr(ef = (X,Y)] o5, eRr™),

re ’-re

where the first term on the right hand side follows from the uniformity of K, the
second term follows from the uniformity of M= (My,...,M,).

As for the last term, consider the partition imposed by ~ in an arbitrary
order, and also the associated notations introduced earlier. Then, conditioned
on (Bkey BPrim) | we have

s 1
PI‘( mt (X Y) | E]i(eey’ Bfélrn) H «
j=1 p) 9 "i€~[7CJ (2n - ij(z) )i
3'eTuy

Indeed, the first product term corresponds to the query indices with exactly
one fresh primitive input, i.e. the ones in QE(J); for some j € [r], and the sec-
ond product correspond to the query indices with at least two fresh primitive
inputs, computed using a simple application of chain rule over the partitions

Q(1),- -5 9Q(¢)- By combining everything, we have

gt

J

1

Pr (Bre =) = 2”—p) W " H ] (2 )

J€~7<>

1
qnr (Qn)r _7”<(1 1))qL
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Ideal World: In the ideal world, we have
Pr (84 = w) = Pr (8l = K,8%™ = (U,V), 8" = (X,Y),858" = (M, 7))
- Pr (87 = K) x Pr (85" = (M, 1)) x Pr (8% = (U, V)

x Pr(el = (X,Y)] ey, oo™, ?é’“)

1 1 in ke rim ~con
= S X ug @, x Pr( = (X,Y)| 05,80, 80 )
1 1 1 ) N~
= — x — Pr(Y =v®| R
v " ma () Xig] t <)
1 1 1 1

= — X — X

] ———
27 2M (27)] e (S [ Reiony)

where the first three terms are obvious. The fourth term corresponds to the
indices in Q;) for all i € [c]. Further, using (34), we have

1 1 1 ndi
PI'(E)idZW)Z X — X X I_I i (,)
2nr 2 (27 e (1-e@)(2n - rf(i_l))q,i
g'elr] )
1 1 1 1
T onr " gnae " (gnyr [1 : o 5 8D
P iele] (1 - 6(1)) (2 - Tg(iq))qi
j'elr]
where the equality follows from the fact that g = go ;e Gi-
The Ratio: On dividing (36) by (37), we have
Pr (8 = w) ;
—> 1-e® 38
pelee =), 11 (1-) &
>1- 3 e®
i€c]
2u(TO R (i A : ti
S1- M( <( 1)) . 2%AS( ) n 6(]z(p+ (]) ) (39)
P on(t;-1) on(t;-1) ont;

Eratio(w)

Now, we have

2#(:|:(i)a ﬁs(i—l))

E (1yoodcratio) = 3 E(lgood(@id) o )+ 5 E@EAs0) | v B la) 0+ o)

n(t;—1 nt;
i€c] ic[c] G i€c] 2
(40)
2u(TW, Re(i1)) | | 16ng(2p)" 2 6q(2(p+q))"
< _;] E (1g00d(eid) 2n(t7;71<)( ) + on(r-1) * onr

(41)
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where the first equality follows from linearity of expectation and the fact that
E(xR) < E(R) for any non-negative random variable R and indicator random
variable . The second/third term in the second inequality follows from E (g;) <
qp’ 7t 20D < g(p + @) h2n )t > 2, ¢ < 27, Additionally, due to the
uniformity of T and ¢ < 2", E (Ag)) < 4n. Now, for the first term, when ¢; = r,
we have

2u(TD Reginy) 2u(T,V
E(lgood(@id) 2”(7,_;)(1 ) . 275(7,_1))
L (Tprq)
= on(r-1)
9 r 8 + r—1
< q(gnt@ + V”;’ffi SROAR S

where the last inequality follows from 1y004(8ia) = 1. For, t; < r, let J;) =
{jla" '?jt'i}) [T] N \7(2) = {jia 'aj':—ti}v and
KSCay = { (T ViV 2, Y eSC(T,V Ry« i, = Uk
(2) - A TRRRRE j;_tiv Ty y V[rINT iy <(i-1)/ © ) 3!

Then, [KSC ;| = ,u(:l:(i),ﬁg(i_l)), and thus

QM(T(i),ﬁg(i—l)) 2
E (1good(@id) on(t-1) < on(ti-1)

E (1g00a(Bia) CSC 1])

2 w(T,p+q)
S on) X on(rt)
2(p+q)"  8ynap+q) "
< +
onr on(r-1)

(43)

where the second inequality follows from the uniformity of K, and the last in-
equality follows from 1g004(8iq) = 1. Using (42) and (43) in (41), we have

16nq(2p)"* 16/na(2(p+a))""  8q(2(p+q))"
on(r-1) on(r-1) onr

E (1g00d€ratio) < (44)

Finally, using the fine-grained variant of the Expectation method (see
Lemma 2) along with Lemma 18 and (44), we have

1 16ng(2p)™2 20./ng(2p+2q)""  10q(2p +2q)"
prf q\<p q\<p q
AthI'l—SUEMT (A) s 27 + on(r-1) + on(r-1) + onr ’
which completes the proof. ]

Remark 1. We remark that a similar bound is also possible via the usual Expec-
tation method with an additional ¢p” /2™ term.
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A Residual Calculations

We aim to show:

T2
2TL

; V2(s +2q) 20(s+2q)5/2
\/V ,u(T() .7: S o2 32 (46)

(1) _fsz(i—l)
E(u(TW,F)) - =G>

on E (u(T@,F)). Let T = {iy,...,is} be an arbitrary indexing of R and J =
{J15+ -+ Jreiry t denote the indexing corresponding to Y(;_1). Then, Tu J gives
an indexing of F.

For all j, j' e ZuJ, let 1; ;s denote the indicator random variable correspond-
ing to the event A; ® By = T(]) where A;,B; € F. Then, we have

E(u(TD,F)= > Pr(1,,;). (47)

jjeIuT

< 25% +8q(s +2q)% +8¢*(s +2¢q)

B ((T0, 7)) - o (45

First consider . We need both lower and upper bounds

Now, we can have four cases depending upon where j and j' come from:
Case A: j,j’ € Z. In this case, for any pair of (j,5'), Pr(1;,) =1/(2" - 1)
and there are at most s(s — 1) such pairs, which results in

> Pty = 0D (48)

J#j'el

Case B: j e ZAj' € J. In this case, using the fact that there are at least
(2" — s - 2q) and at most 2" solutions for any equation, we have

2 2
PN s by 2000 (19)
2n jeT jred -5-2q
Case C: jeZ Aj € J. This case is symmetrical to Case B above.
2 2
PUD s prye 2000 (50)
2n j'eT,jeT -s—2q
Case D: j,7' € J. Using similar argumentation as above, we have
4(i-1)2-23i-1 4(i-1)2-2(3i-1
(1) 22620 5 oy < 2020722020 )
2 e 2" —s5-2q

Recall that

Feany _ (s+2(i-1))?
v 2n '
Then, (45) follows from (47)-(51).
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Now, consider the second claim. We have to compute the variance of u(T®, F).
First, using the above formulation, we have

V(H(T“),f)):v( > 1j,j,)
J,3'€TuT
= >, V(1)+ > V(L L)

J.d'eTug J1,42,d3,74€T0T
{j1.92}#{Js.ja}

< Y EQ)+ > V(L4 s Ljsha)
jg'eTug J1,72,58 4€TUT
{j1,92}#{J3,ja}

SE(M(TU)’F)) + Z V(1j17j271j3,j4) (52)

J1,J2,33,J4€TUT
{d1,323#{js.ja}

Now, from (47)-(51), we have

2(s +2q)?

E(u(TD,F)) < o

(53)
All that remains is to bound the covariances for every choice of (j1,j2) # (j3,74)-
First, we have

v (11'17]'27 1j37j4) =Pr (1j17j271j3,j4) - Pr (11'17]'2) Pr (1j37j4)

Given the above discussion on Pr (1, ;) for arbitrary 7, j', it is sufficient to upper
bound Pr (15, j,,1j; ;,), and use lower bound on Pr (1, ;,) (and Pr(1,, ;,)) from
the above discussion. Depending upon ji € Z or ji € J, for all k € [4], we
can have 16 cases, that we group into 5 supercases depending upon the size of
{j1,42, 73,44} NZ. We will skip most of the details of computation for each case,
and instead discuss the most important subcases.

Case A: |{j1,J2,43,4} N Z| = 4: In this case it is easy to see that

Pr (1j17j2a 1j3,j4) < 1/(271 - 1)(2“ - 3), and thus

1 1
V<1»,A,1<,»>s5“( ) )
jujmzs.:mez T (2n-1)(27-3) (2n-1)2
{J1,J2}#{jz,ja}

16s*
< )
23n

(54)

Case B: |{j1,J2,73,Ja} N Z| = 3: Wlog assume j; ¢ Z. Then, first Pr(1;, ,,) =
1/(2" - 1) and Pr(1;, j,| 1, ,) < 1/(2" - s —2q) (since the j; variable is
sampled out of a set of size at least (2" —s—2¢)). Thus, in this case, we have

1 1
V(L) <85 . )
G ndsgniss (2r-1)(2"-s-2q) 27(27-1)

{d1,52}#{js.ja}
< 32(s +2q)%q

S (55)
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Case C: [{41, 2,3, ja} NnZ| = 2: The most interesting subcase here is |[{j1, j2} N
I| = 1, |{j3,j4}mI| =1. Wlog assume jl,j3 € Z and jg,j4 € J.Let Ri1,R3,Y2, Yy
denote the corresponding values in F. We have two equations:

Ri®Yy = T(l)
Rz ®Yy = T(i)

Now, if Yo and Y4 come from different equations, then the above holds with
at most 1/(2" — s — 2¢)? probability as each of Yo and Y, are sampled from
a set of size at least (2" — s — 2¢). The interesting case arises when they are
from the same equation, say (k). In this case the above equation holds if and
only if Ry ®Rg = T @ T, Thus, we have a modified system

Ri®R3 = T(l) ® T(k)
Ri@Yy =T

Now, once we fix ji, j3 and (k) all other indices are fixed (remember, (%)
is fixed throughout). Thus, we have at most 2s%q choices and each choice
holds with at most 1/(2™ —1)(2" - s — 2¢q) probability, which is less than the
probability in other cases. All in all, by taking the maximum probability, in
this case we have
V(15,.5,,15,.5,) < 245> 2(1—1)
oy nTie ( J1,J2 J37J4) q (2n _5— 2(])2 22n
{91.923#{Js.5a}
< 96(s +2q)3q*

- 23n (56)

Case D: |{j1,J2,43,ja} N Z| = 1: Wlog assume j; € Z. The most interesting
case here would be if j3 and j4 correspond to the same equation index say
(k), in which case 1;, ;, happens if and only if T® = T But since T®
is uniform and independent of T(*) the overall probability in this subcase
is still 1/2™(2" —s - 2q) < 1/(2"™ - s —2¢)(2" - s — 2¢). Again by taking the
maximum probability across all subcases, we have

1 1
V(ljlszv 1j3,j4) < 488(]3 (n _ n)
|{j11j27j3aj4}ﬂI|=l (2 —5— 2q)2 22
{12} #{ds.5a}
< 192(s +2¢)%¢*

= (57)

Case E: |{j1,J2,73,74} N Z| = 0: Using a similar argumentation as above, we
have

1 1
V(1,5 Ljs.ju) < 16¢* ( _ 7)
[{41,32,73,4a }nZ|=0 R (2n —s-2¢)2 22n

{41,52}#{Js,5a}

64(s +2q)q*
< T omn
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A cursory look shows that the covariance across all the cases is in O((s +
2¢)°/23™). In particular, after appropriate simplifications, we have

400(s +2¢)°
V(U0 ) S oot (59)
J1,92,93,Ja€TLT
{31.923#{Js.ja}

Then, (46) follows by taking square root on both sides of (52) after appropriate
substitutions from (53) and (59).
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