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Abstract

Keyed homomorphic public key encryption (KHPKE) is a variant of homomorphic public key
encryption, where only users who have a homomorphic evaluation key can perform a homo-
morphic evaluation. Then, KHPKE satisfies the CCA2 security against users who do not have a
homomorphic evaluation key, while it satisfies the CCA1 security against users who have the key.
Thus far, several KHPKE schemes have been proposed under the standard Diffie-Hellman-type
assumptions and keyed fully homomorphic encryption (KFHE) schemes have also been proposed
from lattices. As a natural extension, there is an identity-based variant of KHPKE; however,
the security is based on a g-type assumption and there are no attribute-based variants. More-
over, there are no identity-based variants of KFHE schemes due to the complex design of the
known KFHE schemes. In this paper, we obtain two results for constructing the attribute-based
variants. First, we propose an attribute-based KFHE (ABKFHE) scheme from lattices. We start
by designing the first KFHE scheme secure solely under the LWE assumption in the standard
model. Since the design is conceptually much simpler than known KFHE schemes, we just re-
place their building blocks with attribute-based ones and obtain the proposed ABKFHE schemes.
Next, we propose an efficient attribute-based KHPKE (ABKHE) scheme from a pair encoding
scheme (PES). Due to the benefit of PES, we obtain various ABKHE schemes that contain the
first identity-based KHPKE scheme secure under the standard k-linear assumption and the first
pairing-based ABKHE schemes supporting more expressive predicates.
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1 Introduction

1.1 Background

Given two ciphertexts ct(!) and ct® of (multiplicative) homomorphic encryption (HE), where they
are encryptions of u1) and (2, respectively, arbitrary users can compute an evaluated ciphertext ct
that is an encryption of uM-4(?). Given an arbitrary circuit C and ciphertexts ct(), ..., ct(&) of fully
homomorphic encryption (FHE), where they are encryptions of p o B respectively, arbitrary
users can compute an evaluated ciphertext ctc that is an encryption of C(,u(l)7 R ,u(L)). After Gen-
try [Gen09] proposed the first FHE scheme, several improved FHE schemes have been proposed such
as [Bral2, BGV12, BV1la, BV11b, BV14, GSW13, vGHV10]. The publicly computable homomor-
phism provides several applications such as delegated computation and multi-party computation.
In contrast, the nature prevents (F)HE schemes from achieving the CCA2 security. Thus, several
CCAl-secure (F)HE schemes have been proposed such as the Cramer-Shoup-lite [CS98] and several
FHE schemes [CRRV17, DGM15, LMSV12, ZPS12]. However, Loftus et al. showed that CCA1-
secure FHE schemes may be vulnerable if there are ciphertext validity checking oracles [LMSV12]
as Bleichenbacher’s attack on RSA [Ble98].

To reconcile homomorphic operations and the chosen ciphertext security, Emura et al. intro-
duced a notion of keyed homomorphic public key encryption (KHPKE) [EHO'13]. As opposed to
(F)HE, only users who have a homomorphic evaluation key hk can compute evaluated ciphertexts
of KHPKE. The standard security requirement of KHPKE called the KH-CCA security ensures
that a KHPKE scheme satisfies the CCA2/CCA1 security against an adversary without/with hk,
respectively. Thus, the KH-CCA security is strictly stronger than the CCAl security. Moreover,
KH-CCA-secure KHPKE schemes are secure even in the presence of ciphertext validity checking or-
acles [Emu2l]. Libert et al. [LPJY14] proposed the first KH-CCA-secure multiplicative KHPKE
scheme, then Jutla and Roy [JR15] and Emura et al. [EHNT18] proposed improved schemes.
Among them, Emura et al.’s scheme is the most efficient since it does not require pairing un-
like [JR15, LPJY14] and satisfies the KH-CCA security under the DDH assumption.

Lai et al. extended the notion of KHPKE and proposed the first keyed FHE (KFHE)
scheme [LDM™16] under the LWE assumption and iO [BGIT01]; however, it does not satisfy the
KH-CCA security but only the weaker security which is not CCA1 but only the CPA security against
an adversary with hk. Then, Sato et al. proposed the first KH-CCA-secure KFHE scheme under
the LWE assumption [SET22]. In particular, Sato et al. followed the complex design methodology
of Jutla and Roy’s KHPKE scheme [JR15] based on a strong dual-system simulation-sound NIZK
system for Diffie-Hellman languages. To construct a strong dual-system simulation-sound NIZK
system for FHE ciphertexts, Sato et al. have to rely on either zk-SNARKSs for arithmetic circuits
based on knowledge assumptions [BBC*T18, BCC*17, BCCT13, GGPR13, MBKM19, ZSZ"22] or
zk-SNARKs for NP in the (quantum) random oracle model [CMS19]. Thus, there are no known
KFHE schemes whose KH-CCA security is based solely on the LWE assumption in the standard
model. Maeda and Nuida [MN22] proposed a keyed two-level homomorphic encryption scheme
which supports the additive homomorphism with a single multiplication under the SXDH assump-
tion.

As another direction of the topic, Emura et al. constructed a pairing-based identity-based keyed
homomorphic encryption (IBKHE) scheme [EHN'18]. Although the scheme satisfies the adaptive
KH-CCA security, it is based on a g-type assumption. Thus far, there are no known pairing-
based IBKHE schemes under the standard assumptions although there are various pairing-based
homomorphic identity-based encryption (IBE) schemes under such assumptions [BB04, CLL" 14,
CW14, Lew12, Wat09, Wat05]. Similarly, there are no known attribute-based keyed homomorphic



encryption (ABKHE) schemes supporting more expressive predicates although the pair encoding
framework [Att14, Weel4] enables us to construct various pairing-based expressive attribute-based
encryption (ABE) schemes [AC16, AC17, Amb21, ABS17, Att16, CGW15, CG17, Tak21]. The ABE
schemes are adaptively secure under the g-ratio assumption and the standard k-linear assumption
for expressive and simple predicates, respectively. Moreover, there are no known identity-based
keyed fully homomorphic encryption (IBKFHE) schemes and attribute-based keyed fully homomor-
phic encryption (ABKFHE) schemes, while there are various known lattice-based identity-based and
attribute-based FHE schemes such as [BCTW16, CM15, GSW13, HK17, ML19, PD20]. These situ-
ations stem from the fact that known design methodologies of KHPKE and KFHE are too complex
to extend to identity/attribute-based settings. In other words, proving the KH-CCA security seems
to require a specific technique which is not common in the context of public key encryption. For
example, Emura et al. [EHNT18] introduced additional security notions for universals hash proof
system [CS02] and proved the KH-CCA security, where the additional security notions have not
been used in other papers. As we explained above, Jutla and Roy [JR15] and Sato et al. [SET22]
used strong dual-system simulation-sound NIZK systems that have been used only in these papers.

1.2 Our Contribution

In this paper, we first propose a generic construction of ABKFHE whose building blocks can be
instantiated under the standard LWE assumption. For this purpose, we start by designing the
first KH-CCA-secure KFHE scheme solely based on the LWE assumption in the standard model
by modifying Canetti et al.’s CCAl-secure FHE scheme [CRRV17]. Specifically, Canetti et al.
constructed a CCAl-secure FHE scheme from multi-key FHE (MFHE) [AJJM20, CM15, LTV12,
MW16, PS16] and IBE, where MFHE schemes [AJJM20, MW16, PS16] are secure in the standard
model and there are various IBE schemes secure in the standard model such as [ABB10, Yam17].
In addition to MFHE and IBE, we use only simple primitives and construct KFHE. Indeed, we
additionally use one-time signatures (OTS) and message authentication codes (MAC). The design
methodology is very simple since we just combine the Canetti-Halevi-Katz transformation [CHKO04]
and the encrypt-then-MAC paradigm [BNO8] which are the standard techniques to prove the CCA2
security. As a result, the simplicity enables us to extend the proposed KFHE scheme and obtain a
KH-CCA-secure ABKFHE scheme supporting cross-attribute evaluations by replacing IBE and MAC
with delegatable ABE (DABE).

Unfortunately, the proposed ABKFHE scheme is not very efficient since the size of an eval-
uated ciphertext depends on the number of input ciphertexts although the feature is not the
disadvantage of the proposed ABKFHE scheme. Indeed, the known CCAl-secure FHE scheme
secure solely under the LWE assumption in the standard model [CRRV17] and attribute-based
FHE schemes supporting cross-attribute evaluation [BCTW16, ML19, PD20] have similar fea-
tures. Nevertheless, we overcome the issue by restricting the functionality and propose an effi-
cient ABKHE scheme which supports multiplicative homomorphism without cross-attribute eval-
uations. Specifically, we construct the proposed ABKHE scheme from a pair encoding scheme
(PES) [Att14, Weeld]. Due to the benefit of the pair encoding framework, we obtain adaptively
KH-CCA-secure ABKHE schemes for various expressive predicates under the g-ratio assumption
and those for simple predicates under the standard k-linear assumption using known PES such
as [AC16, AC17, Att14, Att16, Att19, AY15, CGW15, Tak21, Weel4]. The result includes the first
pairing-based IBKHE scheme under the standard k-linear assumption. Our design methodology is
similar to Emura et al.’s KHPKE scheme [EHNT18]. Although Emura et al.’s proof based on the
hash proof system is complicated, we can simply prove the KH-CCA security when we focus on the
KHPKE scheme instantiated under the matrix DDH assumption [EHK"17]. Then, as Emura et al.



Table 1: Comparison among proposed ABK(F)HE schemes and known keyed homomorphic schemes

Scheme ‘ Homomorphism Access Control Complexity Assumption
LPJY14 [LPJY14] Multiplicative None DLIN
JR15 [JR15] Multiplicative None SXDH
LDM+16 [LDM"16] Fully None LWE + iO
Multiplicative None DDH
EHN+18 [EHNT18| Additive None DCR
Multiplicative Identity-based q-ABDHE
LWE + Knowledge
SET22 [SET22] Fully None LWE + (QROM
MN22 [MN22] Two-Level None SXDH
Fully Attribute-based LWE
This Work Multiplicative Identity-based k-Lin
Multiplicative Attribute-based k-Lin or g-ratio

extended the Cramer-Shoup cryptosystem [CS98] to their KHPKE scheme, we extend PES-based
ABE schemes over dual system groups [AC16, AC17, CGW15] to our proposed ABKHE schemes.
Table 1 summarizes the comparison among proposed ABK(F)HE schemes and known keyed
homomorphic schemes.
Notation. For non-negative integers a and b such that a < b, let [a] == {1,2,...,a} and [a,b] =
{a,a+1,...,b}. For a finite set S, let s <~ S denote a uniform sampling from S and |S| denote the
size of S. For two strings a and b, a||b denotes their concatenation. “Probabilistic polynomial time”
is abbreviated as “PPT”. For two security games Game; and Game;, Game; ~. Game; indicates that
Game; and Game; are computationally indistinguishable.

1.3 Organization

In Section 2, we extend the definition of IBKHE [EHN'18] and define ABK(F)HE. In Section 3,
we propose a generic construction of ABKFHE whose building blocks can be instantiated under the
LWE assumption. In Section 4, we propose an efficient pairing-based ABKHE from pair encoding
schemes.

2 Attribute-based Keyed (Fully) Homomorphic Encryption

In Section 2.1, we review a definition of keyed fully homomorphic encryption (KFHE). In Section 2.2,
we define an attribute-based keyed (fully) homomorphic encryption (ABK(F)HE).

2.1 Keyed Fully Homomorphic Encryption

We review a definition of keyed fully homomorphic encryption (KFHE) by following [EHNT18,
SET22].

Definition 1. A KFHE scheme consists of four polynomial-time algorithms Ixpye = (KFHE.KGen,
KFHE.Enc, KFHE.Eval, KFHE.Dec): For a security parameter A, let M = M(X) denote a message
space.



e KFHE.KGen(1*) — (KFHE.pk, KFHE.dk, KFHE.hk): On input the security parameter 1, it
outputs a public key KFHE.pk a decryption key KFHE.dk, and a homomorphic evaluation key
KFHE.hk.

e KFHE.Enc(KFHE.pk, ;) — KFHE.ct: On input a KFHE.pk and a message u € M, it outputs
a pre-evaluated ciphertext KFHE.ct.

o KFHE.Eval(KFHE.pk, KFHE.hk, (KFHE.ct®)) e}, C) — KFHE.ctc/L: On input a KFHE.pk,

KFHE.hk, a tuple of L ciphertexts (KFHE.Ct(Z))ge[L], and a circuit C : MF — M, it outputs
an evaluated ciphertext KFHE.ctc or a rejection symbol L.

e KFHE.Dec(KFHE.pk, KFHE.dk, KFHE.ct/KFHE.ctc) — u/L: On input a KFHE.pk, KFHE.dk
and KFHE.ct/KFHE.ctc, it outputs a decryption result p € M or a rejection symbol L.

It is required that an IIkrye satisfies both correctness and compactness.

Definition 2 (Correctness). Ilxpye = (KFHE.KGen, KFHE.Enc, KFHE.Eval, KFHE.Dec) satisfies
correctness if the following conditions hold with overwhelming probability:

e For every (KFHE.pk, KFHE.dk, KFHE.hk) < KFHE.KGen(1") and u € M, it holds that
KFHE.Dec(KFHE.pk, KFHE.dk, KFHE.Enc(KFHE.pk, 1)) = .

e For every (KFHE.pk, KFHE.dk, KFHE.hk) « KFHE.KGen(1"), circuit C : M* — M, and
(uD, ... uB))y € ME, it holds that KFHE.Dec(KFHE.pk, KFHE.dk, KFHE.ctc) = C(p, ...,
1)), where KFHE.ctc «+— KFHE.Eval(KFHE.pk, KFHE.hk, (KFHE.ct®)),¢(r), C) and KFHE.ct!
< KFHE.Enc(KFHE.pk, u9)) for every ¢ € [L].

Definition 3 (Compactness). IIxkrne = (KFHE.KGen, KFHE.Enc, KFHE.Eval, KFHE.Dec) satis-
fies compactness if there exists a polynomial poly such that |KFHE.ctc|, where KFHE.ctc <
KFHE.Eval(KFHE.pk, KFHE.hk, (KFHE.ct(@)ge[L}, C), is independent of the size and depth of C and
at most L - poly(\) for every security parameter .

We define the KH-CCA security for KFHE. Specifically, to introduce as strong requirement as
possible, we consider the case that a pre-evaluated ciphertext KFHE.ct and an evaluated ciphertext
KFHE.ctc follow distinct distributions which are easily detectable. Our proposed KFHE scheme
satisfies the condition.

Definition 4 (KH-CCA security). The KH-CCA security of Ilkene = (KFHE.KGen, KFHE.Enc,
KFHE.Eval, KFHE.Dec) is defined by the security game between a challenger C and an adversary
A as follows.

e Init. C runs (KFHE.pk, KFHE.dk, KFHE.hk) <— KFHE.KGen (1) and sends KFHE.pk to A.
e Phase 1. A is allowed to make the following three types of queries to C.

— Homomorphic Evaluation Key Reveal Query. Upon A’s query, C sends KFHE.hk
to A.

— Evaluation Query. Upon A’s query on ((KFHE.ct(Z))EE[L],C), C sends the result of
KFHE.Eval(KFHE.pk, KFHE.hk, (KFHE.Ct(Z))ge[L], Q) to A.

— Decryption Query. Upon A’s query on KFHE.ct/KFHE.ctc, C sends the result of
KFHE.Dec(KFHE.pk, KFHE.dk, KFHE.ct/KFHE.ctc) to A.



e Challenge Query. A is allowed to make the query only once. Upon A’s query on (p§, it7)
such that |ug| = 7], C samples coin <—g {0, 1}, runs KFHE.ct* - KFHE.Enc(KFHE.pk, 2%,
creates a list of ciphertexts L = {KFHE.ct*}, and sends KFHE.ct* to A.

e Phase 2. A is allowed to make the same three types of queries to C as in Phase 1 with the
following exceptions.

— Evaluation Query. If {KFHE.Ct(E)}EE[L] N L # () holds and the evaluation result is not
L but KFHE.ctc, C updates a list £ < LU {KFHE.ctc}.

— Decryption Query. Upon A’s query on KFHE.ct, C outputs | if KFHE.ct = KFHE.ct*
holds.

Upon A’s query on KFHE.ctc, C outputs 1 if KFHE.ctc € £ holds. C also outputs L if
A has already made a homomorphic evaluation key reveal query.

e Guess. A outputs coin € {0,1} as a guess of coin and terminates the game.

If the advantage of A for breaking the KH-CCA security of llkrne defined by Advﬁ':i;ﬁ\()\) =

Pr [c/om = coin} — % is negligible in X, Ilkrue is said to satisfy the KH-CCA security.

Remark 1. If a pre-evaluated ciphertext KFHE.ct and an evaluated ciphertext KFHE.ctc follow the
same distribution, we change the restriction of decryption queries in Phase 2:

e Decryption Query. Upon A’s query on KFHE.ct, C outputs L if KFHE.ct € L holds.
Otherwise, C proceeds the same way as in Phase 1.

Specifically, in Definition /, the adversary is allowed to make a decryption query on a pre-evaluated
ciphertext KFHE.ct #£ KFHE.ct*. When a pre-evaluated ciphertext KFHE.ct and an evaluated ci-
phertext KFHE.ctc follow the same distribution, we have to prohibit such queries since the queried
KFHE.ct may be an evaluation result of KFHE.ct* by KFHE.hk.

2.2 Attribute-based Keyed (Fully) Homomorphic Encryption
We define attribute-based keyed fully homomorphic encryption (ABKFHE).

Definition 5. An attribute-based keyed fully homomorphic encryption (ABKFHE) scheme for a
predicate f : X x Y — {0,1} consists of five polynomial-time algorithms Iagkrne = (Setup, KGen,
Enc, Eval, Dec): For a security parameter \, let M = M(X) denote a message space.

e Setup(1*) — (mpk, msk): On input the security parameter 1?, it outputs a master public/secret
key pair (mpk, msk).

e KGen(mpk, msk,y) — (dky, hky): On input a mpk, msk, and a key attribute y € Y, it outputs
a decryption key dky and a homomorphic evaluation key hk, fory.

e Enc(mpk,x,u) — cty: On input a mpk, a ciphertezt attribute x € X, and a message p € M,
it outputs a pre-evaluated ciphertext ct, for x.

e Eval(mpk, hk,, (ctf()l>)ge[L], C) — ctxc/L: On input a mpk, hk, fory, a circuit C: ME 5 M,
and a tuple of L ciphertexts (th()é))fE[L]’ it outputs an evaluated ciphertext ctyc for x =
(x(l), ceey ac(e)) or a rejection symbol 1.



e Dec(mpk, dk,, ct,/cty c) = p/L: On input a mpk, dk, and ct,/ctg c, it outputs a decryption
result g € M or a rejection symbol L.

It is required that an IIagkrHE satisfies both correctness and compactness.

Definition 6 (Correctness). For a vector of ciphertext attributes x = (z1,...,21) € X and a
key attribute y € Y, we use the notation f(x,y) = 1 if it holds that f(xg,y) = 1 for all ¢ € [L].
ITagkrHE = (Setup, KGen, Enc, Eval, Dec) satisfies correctness if the following conditions hold with
overwhelming probability:

e For every (mpk,msk) < Setup(1?), (z,y) € X x Y such that f(z,y) = 1, (dky,hk,) +
KGen(mpk, msk,y), and p € M, it holds that Dec(mpk, dk,, Enc(mpk, z, 1)) = p.

o For every (mpk,msk) <« Setup(1?), (x = (zM,..., W), y,y/) € XL x Y? such that
f(x,y) = f(x,¥') = 1, (dky, hk,) < KGen(mpk, msk,y), (dk,,hk,) < KGen(mpk, msk,y’),
circuit C : ME — M, and (uV, ... u)) e ML, it holds that Dec(mpk, dk,, ctx c) =

‘ . . ‘
C(pDM, ..., D) with overwhelming probability, where cty,c < Eval(mpk, hk,/, (ct;()e>)ge[L], O
and ctf&) <« Enc(mpk, 29, 49 for every ¢ € [L].

Definition 7 (Compactness). IIagkrne = (Setup, KGen, Enc, Eval, Dec) satisfies compactness if
there exists a polynomial poly such that |ctyc|, where ctyc < Eval(mpk,hky,(cti@))gem,C), 18
independent of the size and depth of C and at most L - poly(\) for every security parameter \.

Remark 2. An attribute-based keyed homomorphic encryption (ABKHE) scheme agkue = (Setup,
KGen, Enc, Eval, Dec) is defined in the same way except the Eval algorithm in two points. At first,
since we will construct a fully compact ABKHE scheme Ilagkue in the sense that a pre-evaluated
ciphertext ct; and an evaluated ciphertext ctyx c follow the same distribution, ctil()l), ... ,ctiﬁ) which
are inputs of Eval satisfy x = ) = ... = 2B, Next, since we will construct an ABKHE scheme
ITagkHE with multiplicative homomorphism, Eval does not take a circuit C as input. The correctness

ensures that a decryption result of ct, <— Eval(mpk, hk,, (ctg(f)

of ctg).

)ee(r)) s a product of decryption results

We define the KH-CCA security for ABKFHE by following Definition 4.

Definition 8 (KH-CCA security). The adaptive KH-CCA security of llagkrne = (Setup, KGen, Enc,
Eval, Dec) is defined by the security game between a challenger C and an adversary A as follows.

e Init. C runs (mpk, msk) < Setup(1*) and sends mpk to A.
e Phase 1. A is allowed to make the following four types of queries to C.
— Decryption Key Reveal Query. Upon A’s query on y € Y, C runs (dky, hk,)
KGen(mpk, msk,y) and sends dk, to A.
— Homomorphic Evaluation Key Reveal Query. Upon A’s query ony € Y, C runs
(dky, hky) < KGen(mpk, msk,y) and sends hk, to A.
— Evaluation Query. Upon A’s query on (y, (ctié()zg))ge[L],C), C runs (dky,hky) <
KGen(mpk, msk,y) and sends the result of Eval(mpk, hk,, (ctg()z))ge[L], C) to A.

— Decryption Query. Upon A’s query on (y,cty/ctx c), C runs (dky, hky) <= KGen(mpk,
msk,y) and sends the result of Dec(mpk, dky, ct,/cty c) to A.



e Challenge Query. A is allowed to make the query only once. Upon A’s query on (z*, i,
wy) such that |pg| = |pil, C outputs L if A has already made a decryption key reveal query
on y such that f(xz*,y) = 1. Otherwise, C samples coin <—g {0,1}, runs ct’. < Enc(mpk, z*,
Weoin)s creates a list of ciphertexts £ = {ct}.}, and sends ct}. to A.

e Phase 2. A is allowed to make the same four types of queries to C as in Phase 1 with the
following exceptions.

— Decryption Key Reveal Query. Upon A’s query ony € YV, C outputs L if f(x*,y) =
1 holds.

— Evaluation Query. If {cti@) Yeeir) VL # O holds and the evaluation result is not 1 but
ctx,c, C updates a list L < LU {ctx c}.

— Decryption Query. Upon A’s query on (y,cty), C outputs L if cty = cti. holds.
Upon A’s query on (y,ctyc), C outputs L if ctxc € L holds. C also outputs L if

f(z*,y) =1 holds and A has already made a homomorphic evaluation key reveal query
on y such that f(z*,y')=1.
e Guess. A outputs coin € {0,1} as a guess of coin and terminates the game.
If the advantage of A for breaking the KH-CCA security of llagkrHE defined by Advﬁi‘éﬁé’gA(/\) =
Pr {coin = coin} — %‘zs negligible in X\, IlagkrHE 1S said to satisfy the adaptive KH-CCA security.
The selective KH-CCA security is the same except that A declares x* at the beginning of the security
game.

—

Remark 3. Since a pre-evaluated ciphertext and an evaluated ciphertext of ABKHE follow the same
distribution as we claimed in Remark 2, we change the restriction of decryption queries in Phase 2
as we claimed in Remark 1:

e Decryption Query. Upon A’s query on (y,cty), C outputs L if ct, € L holds. C also outputs
L if f(x*,y) =1 holds and A has already made a homomorphic evaluation key reveal query
on y' such that f(x*,y') = 1. Otherwise, C proceeds the same way as in Phase 1.

3 Generic Construction of ABKFHE

In this section, we propose a generic construction of ABKFHE scheme Ilagkrne. In Section 3.2,
we provide a construction of IIagkrHe. In Section 3.3, we prove the selective KH-CCA security. In
advance, we summarize cryptographic primitives which we will use to construct IIaogkrHE.

Delegatable ABE (DABE). Let IIpage = (DABE.Setup, DABE.KGen, DABE.Enc, DABE.Dec) de-
note a DABE scheme for a predicate f : X x Y — {0,1} with a three-level hierarchical structure,
where ciphertext attributes live in X x {0, 1} x ZD, while key attributes live in either ) x {0,1}
or J x {0,1} x ID. A ciphertext DABE.ct(,3iq) for (z,b,id) can be decrypted by a secret key
DABE sk, 1 iqy for (y,0',id") iff f(z,y) = 1Ab =" Aid = id’, while DABE.sk, ; iqy can be com-
puted from DABE.sk(, ; for (y,b).

e DABE.Setup(1*) — (DABE.mpk, DABE.msk): On input the security parameter 1%, it out-
puts a master public/secret key pair (DABE.mpk, DABE.msk). Although we do not explicitly
describe, the following algorithms take DABE.mpk as input.



e DABE.Enc(X, 1) — DABE.ctx: On input a ciphertext attribute X and a message p, it outputs
a ciphertext DABE.ctx for X.

e DABE.KGen(DABE.sky,Y’) — DABE.sky:: On input a secret key DABE.sky for a key at-
tribute Y and another key attribute Y’, it outputs a secret key DABE.sky- for Y.

e DABE.Dec(DABE.sky, DABE.ctx) — u/L: On input DABE.sky and DABE.cty, it outputs a
decryption result p or a failure symbol 1.

We define two security notions called selective IND-CPA security and third-level adaptive
OW-CPA security. The selective IND-CPA security follows the traditional definition of IND-CPA
security, where the adversary declares the target ciphertext attribute (x*,b*,id*) at the beginning
of the security game. The third-level adaptive OW-CPA security follows the traditional definition
of the OW-CPA security, where the adversary declares the first and second level of the target ci-
phertext attribute (x*,b*) at the beginning of the security game and declares the third level id* in
the challenge phase.

We can easily construct DABE schemes satisfying the selective IND-CPA security and the third-
level adaptive OW-CPA security under the LWE assumption. Specifically, we encode the first,
second, and third levels using selectively secure Boneh et al.’s ABE scheme for circuits [BGGT14],
selectively secure Agrawal et al.’s IBE scheme [ABB10], and adaptively secure IBE scheme such as
Yamada’s scheme [Yam17].

Multi-Key FHE (MFHE). An MFHE scheme consists of five polynomial-time algorithms ITygyge
= (MFHE.Setup, MFHE.KGen, MFHE.Enc, MFHE.Dec, MFHE.Eval) defined as follows.

° MFHE.Setup(l)‘) — MFHE.pp: On input the security parameter 1%, it outputs a public pa-
rameter MFHE.pp. Although we do not explicitly describe, the following algorithms take
MFHE.pp as input.

e MFHE.KGen —  (MFHE.pk, MFHE.sk): It outputs a public/secret key pair
(MFHE.pk, MFHE.sk).

e MFHE.Enc(MFHE.pk, ) — MFHE.ct: On input MFHE.pk and a message u, it outputs a
pre-evaluated ciphertext MFHE.ct.

e MFHE.Dec(MFHE.sk, MFHE.ct) — p/L: On input a secret key MFHE.sk and a pre-evaluated
ciphertext MFHE.ct, it outputs a decryption result p or a failure symbol L.

o MFHE.Eval((MFHE.pk), MFHE.ct)),c(;;,C) — MFHE.ctc:  On input L public

key/ciphertext pairs (MFHE.pk(E),MFHE.ct(f))ge[L] and a circuit C, it outputs an eval-
uated ciphertext MFHE.ctc.

o MFHE.Dec((MFHE.sk¥),c(rj, MFHE.ctc) — p/L: On input L secret keys (MFHE.sk)),c ()
and an evaluated ciphertext MFHE.ctc, it outputs a decryption result p or a failure symbol
1.

We will use the traditional IND-CPA security of MFHE, where the PPT adversary cannot detect
whether the challenge ciphertext MFHE.ct* is an encryption of a random message or that of u*
which the adversary declared.

One-time Signature (OTS). A OTS scheme consists of three polynomial-time algorithms IIots =
(OTS.KGen, OTS.Sign, OTS.Ver) defined as follows.

10



e OTS.KGen(1*) — (sigk,vk): On input the security parameter 1%, it outputs a sign-
ing/verification key pair (sigk, vk).

e Sign(sigk, ) — o: On input sigk and a message p, it outputs a signature o.

e OTS.Ver(vk,o,) — 0/1: On input vk, o, and g, it outputs 0 which indicates “reject” or 1
which indicates “accept”.

The correctness of OTS ensures that the output of OTS.Ver is 1 with overwhelming probability if o
was correctly created by the Sign algorithm. The strong unforgeability of OTS ensures that given
vk output by OTS.KGen, any PPT adversary cannot create a new message/signature pair (u, o)
which is verified as “accept” by vk if it can make a signature generation query only once.

3.1 Technical Overview: Case of IBKFHE

We explain an overview of II;gkrne based on MFHE scheme ITygyg, hierarchical IBE (HIBE) scheme
IIHigE, a collision-resistant hash function H, and a one-time signature (OTS) scheme IlgTs.

CCA1l-secure FHE Scheme. We start the overview from Canetti et al.’s CCAl-secure FHE scheme
IIrye [CRRV17] based on Brakerski et al.’s generic construction of IBFHE [BCTW16] from
MFHE and IBE. The CCAl-secure FHE scheme Ilgyg has FHE.pk = (MFHE.pp,IBE.mpk) and
FHE.sk = IBE.msk. To encrypt a message u, an encryptor runs the key generation algorithm of
MFHE; (MFHE.pk, MFHE.sk) «+— MFHE.KGen(MFHE.pp), samples a random identity rid <—g ZD,
and computes a pre-evaluated ciphertext;

FHE.ct = (rid, MFHE.pk, IBE.ct,iq, MFHE.ct),

where IBE.ct;q and MFHE.ct are encryptions of MFHE.sk and p, respectively. To decrypt a pre-
evaluated FHE ciphertext FHE.ct, a decryptor computes an IBE secret key IBE.sk,q by using
FHE.sk = IBE.msk, recovers an MFHE secret key MFHE.sk by decrypting IBE.ct,q using IBE.sk,q,
and recovers a message u by decrypting MFHE.ct using MFHE.sk. To evaluate L pre-evaluated

ciphertexts (FHE.ct®) = (rid(é),MFHE.pk(Z),IBE.ctEfd)(Z),MFHE.ct“)))gem for a circuit C, where

IBE-CtEQ(a and MFHE.ct'® are encryptions of MFHE.sk) and p | respectively, an evaluator com-

putes MFHE.ctc which is an MFHE evaluated ciphertext of (MFH E.Ct(e))ge[ 1) for C and outputs
FHE.ctc = ((rid“), MFHE.pk(®, IBE.ct'"), )re (1), MFHE. c) .

€
rid (©)

by using FHE.sk = IBE.msk and recovers MFHE secret keys MFHE.sk® by decrypting IBE.ctEQ(Z)
)

using IBE'Skrid(f) for ¢ € [L], and recovers a message C((,u(e))gem) by decrypting MFHE.ctc using
(MFHE.sk) ¢ 1.

Let FHE.ct* = (rid*, MFHE.pk*, IBE.ct,., MFHE.ct*) be the challenge ciphertext. The CCAl
security of the FHE scheme Ilgye follows from the CPA security of lIpruge and Iljge. In particular,
we first use the CPA security of IBE to ensure that IBE.ct;, . is indistinguishable from an encryption
of a random string, then the CPA security of MFHE ensures that MFHE.ct* is indistinguishable
from an encryption of a random string. We briefly explain the first reduction. In Phase 1, A does
not know rid* sampled by C uniformly from an exponentially large space ZD. Thus, all ciphertexts
FHE.ct = (rid, MFHE.pk, IBE.ct;q, MFHE.ct) on which the CCA1l adversary A makes decryption
queries satisfy rid # rid*. Therefore, the reduction algorithm of IBE can answer all decryption

To decrypt an evaluated FHE ciphertext FHE.ctc, a decryptor computes IBE secret keys IBE.sk
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queries. In contrast, the FHE scheme Ilgyg does not satisfy the CCA2 security since the CCA2
adversary A can make a decryption query on FHE.ct = (MFHE.pk, IBE.ct,4, MFHE.ct) such that
rid = rid* in Phase 2.

KH-CCA-secure KFHE. By modifying IIgyg, we construct the first KFHE scheme Ilkpye whose
KH-CCA security is based solely on the LWE assumption. At first, we apply the CHK trans-
form [CHKO4] to pre-evaluated ciphertexts so that Ilxpye satisfies the CCA2 security against an
adversary without hk. Then, we have

KFHE.ct = (rid, vk, MFHE.pk, IBE.ctyig )k, MFHE.ct, o),

where a random identity rid is replaced by a concatenation of rid and a veri-
fication key vk of Ilpts, and o is a signature for a message (rid,vk, MFHE.pk,
IBE.ctig|vk; MFHE.ct). To evaluate L pre-evaluated ciphertexts (KFH E.ct® =

(rid®, vk©, MFHE.pk®, IBE.ctEQ(Z)”Vk(Z), 1

(U(Z))EE[L]’ apply the evaluation algorithm of Ilgge, and obtain KFHE.ctc =
((rid®), vk, MFHE.pk®), IBE.ctly)
cept the existence of vk®. As the case of FHE.ctc, rid® enables the reduction algorithm of IBE to
answer all decryption queries.”

Since we do not introduce a homomorphic evaluation key hk, the current scheme is insecure.
What we have achieved so far is that the CHK transform ensures that the pre-evaluated ciphertexts
KFHE.ct satisfy the CCA2 security as long as it cannot be evaluated, while the CCAl security
of IIpyg ensures that the evaluated ciphertexts satisfy the CCAl security. Thus, we design an
evaluation algorithm and a homomorphic evaluation key hk so that pre-evaluated ciphertexts cannot
be evaluated without hk and evaluated ciphertexts satisfy the CCA2 security against an adversary
without hk. In other words, we only have to focus on an adversary without hk. To this end, although
KFHE itself is a public key primitive, the treatment of hk is similar to a symmetric key primitive.
Therefore, we use a simple encrypt-then-MAC paradigm [BNO8] for constructing a CCA2-secure
symmetric key encryption scheme to design Ilxpye. We set hk as a secret key of MAC and an
evaluated ciphertext becomes

MFHE.ct®, 5(9))),¢ (L] we discard signatures

)ZE[L],MFHE.ctc) which is the same as FHE.ctc ex-

. 4
KFHE.ctc = ((nd“), vk® MFHE.pk(®| IBE.ctEid)(@Hvkm)gem, MFHE.ctc, a) ,

¢

where o is a MAC of a message ((rid®,vk(®, MFHE-Pk(e)»|BE-thid)(e)”Vk(a)Ee[L]a MFHE.ctc). The

decryption key dk consists of IBE.msk and the secret key of MAC. A decryptor first checks the
validity of ¢ and recovers a message C((u(9) ¢e(r)) in the same way as FHE.ctc. Since the security
of MAC ensures that an adversary without hk cannot evaluate ciphertexts by itself, Ilxpyg satisfies
the CCA2 security against the adversary. Thus, Ilxrye achieves the KH-CCA security.

KH-CCA-secure IBKFHE. Due to the simplicity of the above KFHE scheme, we can immediately
obtain a KH-CCA-secure IBKFHE scheme Iljgkpye. To capture identity-based setting, we replace
IBE of Ilxpye by HIBE. Similarly, we also replace MAC with an identity-based signature scheme,
where HIBE is sufficient for the purpose due to the Naor transform. We use one three-level HIBE

!Since there are no MFHE.ct® ... MFHE.ct®) in an evaluated ciphertext, the signatures (o(l)) are useless
Ce[L]
in the sense that we cannot verify them.
2If we can assume that the adversary cannot guess vk* which is a component of the challenge ciphertext, the

scheme does not require a random identity rid; however, OTS schemes IIoTs do not satisfy the condition in general.
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scheme IIyge to perform the two tasks simultaneously and construct Iljgkpye. For an identity id,
we set a decryption key IBKFHE.dkjq = HIBE.sk(jq o), @ homomorphic evaluation key IBKFHE.hkiq =
HIBE.skiq,1), & pre-evaluated ciphertext

IBKFHE.ctig = (id, vk, MFHE.pk, HIBE.Ct i4 0 rid|vk)s MFHE.ct, o),

where HIBE.ct(q o rigjvk) @and MFHE.ct are encryptions of MFHE.sk and p, respectively, and an
evaluated ciphertext

(id,0,rid © ||vk ()

IBKFHE.ctig.c =
MFHE.ctc, HIBE.sk(q,1,1)

(rid®, vk®  MFHE.pk®, HIBE.ct!") )eel) )

where h is a hash value of ((rid“),vk(f),MFHE.pk(Z),HIBE.ctEin’ri s el MFHE.ct) and

HIBE.sk(iq,1,5) plays a role of id’s signature for the message h. The KH-CCA security of IligkrHE
follows from the similar discussion as the case of IIkrHE.

3.2 Construction

We construct an ABKFHE scheme IIagkrye. Let ZD denote an identity space for the third-level of
IIpage and let RZD denote an exponentially large space from which an encryptor samples random
identities rid, where it holds that rid|lvk € ZD for rid <~ g RZD and (vk,sigk) < OTS.KGen(1%).

e Setup(1*) — (mpk, msk): Run MFHE.pp <~ MFHE.Setup(1*) and (DABE.mpk, DABE.msk) <
DABE.Setup(1*). Choose a one-time signature scheme Ilots and a collision-resistant hash
function H : {0,1}* — ZD. Output mpk = (MFHE.pp, DABE.mpk,Ilo7s, H) and msk =
DABE.msk.

e Enc(mpk,x, ) — cty: Parse mpk = (MFHE.pp, DABE.mpk, Ilots, H). Sample a random
identity rid <—r RZD and run
— (MFHE.pk, MFHE.sk) <~ MFHE.KGen(1%),
— MFHE.ct +~ MFHE.Enc(MFHE.pk, 1),
— (vk, sigk) < OTS.KGen(1?%),
DABE.ct(4,0,rid||vk) <~ DABE.Enc((z, 0, rid[|vk), MFHE.sk),
— o < Sign (sigk, (rid, vk, MFHE.pk, DABE.ct ;. o ridvk)» MFHE.ct)).

Output

ct, = (rid, vk, MFHE.pk, DABE.ct(, ¢ rid|jvk)s MFHE.ct, o).

We say that a pre-evaluated ciphertext ct, is valid if o is a valid signature for (rid, vk,
MFHE.pk, DABE.ct(, o rid|jvk), MFHE.ct).

e KGen(mpk, msk,y) — (dk,,hk,): Pares mpk = (MFHE.pp, DABE.mpk, Ilo7s, H) and msk =
DABE.msk. Run

— DABE sk(, gy < DABE.KGen(DABE.msk, (y,0)),
— DABE sk(, ;) « DABE.KGen(DABE.msk, (y, 1)).
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Output dk, = DABE.sk, ¢y and hk, = DABE.sk(, 1).

Eval(mpk,hky,(ctg()e))ge[L],C) — ctyc/L: Output L if f(z,y) = 0 holds or there are in-
valid ciphertexts ctg()[) for some ¢ € [L]. Otherwise, parse mpk = (MFHE.pp, DABE.mpk,

_ 0 _ (gt ¢ ¢ ()
Mots, H), hk, = DABE.sk(, 1), and ct 4, = (rid“), vk}, MFHE.pk(®), DABE.Ct 1) iq(®) i)

MFHE.ct®, ) for ¢ € [L]. Run

— MFHE.ctc + MFHE.Eval((MFHE.pk“), MFHE.ct()),¢ 1, ),
— DABE.sk(, 1 ) < DABE.KGen(DABE sk, 1), (y,1,h)),

where h = H((rid®, vk®, MFHE.pk®, DABE.ct""

(=49 0.rd(® ”vk(Z)))ge[L], MFHE.ctc). Output

(2(9,0,rid ) ||[vk ()

Ctyc = (rid®, vk®, MFHE.pk®, DABE.ct') Jeetr) ) |
X, MFHE.ctc, DABE.sk(, 1 )

We say that an evaluated ciphertext cty ¢ is valid if f(x,y) =1 holds and DABE.sk(, 1) is a
valid DABE secret key for (y, 1, h).

Dec(mpk, dk,, ct,/cty c) — p/L: Parse mpk = (MFHE.pp, DABE.mpk, Ilots, H) and dk, =
DABE.sk, ). Proceed as follows.

— Case of Pre-evaluated Ciphertexts. Output L if f(x,y) = 0 holds or ct, is invalid.
Otherwise, parse ct, = (rid, vk, MFHE.pk, DABE.ct(, ¢ riq|jvk), MFHE.ct, o). Run

+ DABE.sK(y,0 rid|vky < DABE.KGen(DABE.sk(, g, (y, 0, rid||vk)),
* MFHE.sk + DABE.DeC(DABE.Sk(y’U’ridHvk)7 DABE'Ct(x,O,ridek))a

and output p <~ MFHE.Dec(MFHE.sk, MFHE.ct).
— Case of Evaluated Ciphertexts. Output L if f(x,y) = 0 holds or cty ¢ is invalid. Oth-
. . l
erwise, parse Ctyxc = ((rid®, vk®  MFHE.pk(®, DABE.CtEx)“),O,rid(@)Hvk(@))ge[[’]’ MFHE.ctc,
DABE sk, 1)) For £ € [L], run
% DABE.sk(, ( ig) w0y < DABE.KGen(DABE sk(y0), (y, 0, rid ¥ [vk("))),

* MFHE.sk(®) « DABE.Dec(DABE.sk DABE.ct'”

(5,0,rid @ [|vk(0))> (x(e),(),rid“)Hvk“)))’

and output p < MFHE.Dec((MFHE.sk()),c(1), MFHE.ctc).

Correctness. Although we skip the proof, IIagkrHE satisfies the correctness.

Theorem 1. The proposed ABKFHE scheme llagkrne satisfies correctness if the underlying MFHE
scheme Ilpmrne, DABE scheme llpage, and one-time signature scheme IlgTs satisfy correctness.

3.3 Security

Theorem 2. The proposed ABKFHE scheme Ilagkpue satisfies the selective KH-CCA security if
the underlying MFHE scheme Ilyrne satisfies the IND-CPA security, DABE scheme Ilpagg satisfies
the selective IND-CPA security and the third level adaptive OW-CPA security, OTS scheme IloTg
satisfies the strong unforgeability, and H satisfies the collision resistance.
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Proof. We prove the theorem by using a sequence of games Gameyg, - - - , Games.

e Gamey. This is the KH-CCA security game between the challenger C and the adversary A.
Hereafter, let

ctr. = (rid*, vk*, MFHE.pk*, DABE‘Ct?x*,O,rid*Hvk*)’ MFHE.ct*, ™)

*

denote the challenge ciphertext, where DABE.ct(x* 0,rid* vk*) and MFHE.ct* are encryptions
of MFHE.sk* and pf;,, respectively. Due to the definition of the KH-CCA security game, C
stores the challenge ciphertext ct}. and its evaluation results in the list L.

e Game;. This is the same as Gamey except that a collision does not occur for a hash function
H among all ciphertexts that appeared in the security game.

The collision resistance of H ensures that Gameg ~. Game; holds.

e Gamey. This is the same as Game; except that upon A’s evaluation queries and decryption
queries on pre-evaluated ciphertexts ct, = (vk,---) such that vk = vk*, C always outputs L
unless they are evaluation queries and ct, = ct}. holds.

If it is a decryption query and ct, = ct}. holds, the definition of the KH-CCA security game
ensures that C outputs 1. The strong unforgeability of IlgTs ensures that the adversary
cannot create a signature o that is verified accept by vk* unless ct, = ct}. holds. Thus,
Game; ~,. Gamesy holds.

e Games. This is the same as Gamey except that upon A’s decryption queries on (y, cty c)

. 4
for evaluated ciphertexts cty c = ((--- ’DABE'CtEx)(5)7O,rid([>||vk([)))£e[L]’ -+, DABE.sk(y 1 1)), C

always outputs L if there is £ € [L] such that (0, rid®|vk(©)) = (2*, 0, rid*||vk*).

The change in Gamey ensures that A4 does not make evaluation queries on pre-evaluated
ciphertexts ct, = (vk, - --) such that ct, # ctf. A vk = vk*. Thus, if there is ¢ € [L] such that
(20,0, rid(£)||vk(£)) = (2,0, rid*||vk*) upon A’s decryption queries on (y, ctx c), it holds that
ctx,c € L or the evaluated ciphertext cty c is not C’s answer of an evaluation query. Due to
the definition of the KH-CCA security game, C outputs L if cty ¢ € £ holds. Thus, we focus
on the other case. Moreover, if f(x,y’) = 0 holds, C outputs L since the evaluated ciphertext
cty c is invalid. Then, if x contains 2* and C does not output L, f(z*,y’) = 1 is required to
hold. Due to the definition of the KH-CCA security game, A can make the decryption queries
only until A receives hk,, such that f(z*,y') = 1. Summarizing the discussion so far, we
prove Games ~, Games by showing the following stronger claim.

In Gamey, upon all A’s decryption queries on (y,ctx c) for evaluated ciphertexts
cty,c = (--- ,DABE.sk(y 1 5)) such that f(z*,y’) = 1, DABE.sk, i ;) are not valid
DABE secret keys for (y/,1,h') unless ctxc were output by C as the answers of
evaluation queries or A has received hk, such that f(z*,y') = 1.

The claim ensures that upon all A’s decryption queries on (y, ct c) for evaluated ciphertexts

4 .
ctxc = ((--- ’DABE'CtEx)@),O,rid(f)||vk<f>))f€[L]’ -+, DABE.sk(, 1 7)), where there is £ € [L] such
4 . . .
that DABE'CtEx)“),o,rid(‘-’)Hvk“)) = DABE.ct(,« o ria*||vk*), the ciphertext is valid only when cty ¢ €

L holds or A is not allowed to make the decryption queries. As a result, C always outputs L
to answer the queries.
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The third-level adaptive OW-CPA security of IIpage ensures the claim. Just after the reduc-
tion algorithm receives x* from A at the beginning of the KH-CCA security game, it declares
(z*,1) as the first and second levels of the target attribute. When A has not received hk,
such that f(z*,y’) = 1 and makes a decryption query on (y,ctx c) for evaluated ciphertexts
ctxc = (--- ,DABE.sk(y 1 p+)) such that f(z*,y') = 1, DABE.sk(, 1 5+ is a valid DABE secret
for (y/,1,h*), and ctyx c was not output by the reduction algorithm as the answers of evalu-
ation queries, the reduction algorithm declares h* as the third level of the target attribute
in the DABE security game. The reduction algorithm wins the DABE security game since it
knows DABE.sk,/ 1 p+).

We check that the reduction algorithm can answer all A’s queries. Since the reduction algo-
rithm is allowed to receive DABE.sk(, ) for all y, it can answer all A’s decryption key reveal
queries and decryption queries. Since the change in Game; ensures that a collision does not
occur for H, the reduction algorithm is allowed to receive DABE.sk,/ 1 /) for all y' to answer
A’s evaluation queries. Since it is sufficient to prove the above claim when A has not received
hk, such that f(z*,y") = 1, all A’s homomorphic evaluation key reveal queries on 3y’ satisfies
f(z*,y’) = 0; thus, the reduction algorithm can answer all the queries. Thus, it holds that
Gamey ~, Games.
*

e Gamey. This is the same as Games except that DABE.ct(x* 0,rid* [vk*) is an encryption of a
random string sampled independently from MFHE.sk*.

The selective IND-CPA security of the DABE scheme ensures that Games ~. Gamey holds.
In short, the reduction algorithm samples rid* < RZD and creates vk* at the beginning of
the security game. After A declares the challenge attribute z* in the KH-CCA security game,
the reduction algorithm declares (x*,0,rid*|[vk*) as the challenge attribute of DABE secu-
rity game. In the challenge phase, the reduction algorithm runs (MFHE.pk*, MFHE.sk*) «+
MFHE.KGen(1?), samples a random string p* whose length is the same as MFHE.sk*
but the distribution is independent of MFHE.sk*. Then, the reduction algorithm de-
clares (MFHE.sk*, u*) as the challenge messages in the DABE security game and receives
DABE.ctfx*,07rid*||vk*) from the DABE challenger. The reduction algorithm can create the
other elements of the challenge ciphertext by itself.

We check that the reduction algorithm does not use DABE.sk(, ) and DABE.sk, o rid* k)
such that f(z*,y) = 1 to answer all A’s queries. The reduction algorithm can answer all
A’s homomorphic evaluation key reveal queries and evaluation queries since it is allowed to
receive DABE.sk,/ 1) for all y’. The definition of the KH-CCA security game ensures that A
cannot receive DABE.sk(, oy such that f(z*,y) = 1 via the decryption key reveal queries. The
definition of the KH-CCA security game ensures the reduction algorithm can answer | upon
A’s decryption queries on (y,ct,/ctx c) such that ct;/cty c € £. Thanks to the changes in
Gamey and Games, the reduction algorithm does not use DABE.sk, o rig*|vk*) to answer all
A’s decryption queries. Thus, it holds that Games ~. Gamey.

e Games. This is the same as Gamey except that MFHE.ct* is independent of coin.

Due to the change in Gamey, it is clear that the CPA security of MFHE ensures that Gamey =,
Games holds.

Thus, we complete the proof. ]
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4 Pairing-based Construction of ABKHE

In this section, we propose a pairing-based ABKHE scheme Ilagkye from a pair encoding scheme
(PES). In Section 4.1, we review the definition of PES. In Section 4.3, we provide a construction
of lIagkHe. In Section 4.4, we prove the security.

4.1 Pair Encoding Scheme

At first, we review the bilinear groups.
Bilinear Groups. We use G to denote a bilinear group generator which takes the security pa-
rameter 1* as input, and outputs (p, Gi, G2, Gr, g1, 92,€), where p is a ©(\)-bit prime number,
G1, Go, Gp are cyclic groups of order p, g1 and go are generators of G; and Go, respectively, and
e : G1 X Gg — Gy is an efficient non-degenerate bilinear map. Let 17 denote the identity element
of Gp. For simplicity, let G(1*) = (p, G1, G2, Gr, g1, g2, ) denote the output of G(1*). For a € Z,,
we use the notation [a]; = gf € Gi, [a]2 == ¢§ € G2, and [a|r = e(g1,92)* € Gr. For a vector
a:=(a1,...,aq) € Z2, we use the notation [a]; := ([a1]1, ..., [a4]1) € G{. Similarly, let [a]s, [a]7 and
a matrix [A], [A]2, [A]r. For matrices A and B of compatible dimensions, e([A]1, [B]2) = [ATB|r
is efficiently calculated with an efficient bilinear map e. Let Dy be an efficiently sampleable matrix
distribution [EHK™17] that outputs (A,at) € Zﬁ,kH)Xk X Zg“ such that AT -a' = 0 and a*+ # 0.
Hereafter, we review a pair encoding scheme (PES) by following [AC16, AC17, Att14, Tak21].
A PES for a predicate f: X x )Y — {0, 1} consists of the following four polynomial time algorithms
(Param, EncK, EncC, Pair) defined as follows.

e Param(par) — n: On input par, Param outputs n € N that specifies the number of common
variables denoted by b := (by,...,by).

e EncC(z, N) — (wi,ws2,¢): On input x € X and N € N, EncC outputs a vector of ws
ciphertext-encoding polynomials ¢ = (ci, ..., cy,) in non-lone ciphertext-encoding variables
so and s = (s1, S1,. .., S, ) and lone ciphertext-encoding variables § = (81,. .., 8y,). The t-th
polynomial is given by

= Z NeiSi + Z t.i55i0j

1€[wo] 1€[0,w1],5€[n]
for ¢t € [ws], where n;,m4; € ZN-.

e EncK(y,N) — (m1,ma,k): On input y € ¥ and N € N, EncK outputs a vector of mgs key-
encoding polynomials k = (ki, ..., kn,) in non-lone key-encoding variables r = (r1,...,7m,)
and lone key-encoding variables o and = (1, ..., #m,). The t’-th polynomial is given by

ky == ppa+ Z G Ty + Z b it jTirbj

i'€[ma] i'€[ma],j€[n]
for t' € [m3], where ¢y, ¢y i1, dp i1 j € Zn.

. Eair(a:,y, N) — (E,E): Oninput x € X, y € Y, and N € N, Pair outputs two matrices E and
E of size (w1 + 1) x m3 and w3 X mq, respectively.
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Correctness. A PES for a predicate f is correct if for all (IV,par), x € X and y € ) such that
f(x,y) =1, it holds that

s'Ek —c'Er = E sil; pky — E ctEt,i/ri/ = asg.

ie[o,’wl},tle[m:g] te[w:g],ile[mﬂ

Remark 4. For example, a PES for IBE has two common variables (b1, bs), one ciphertext-encoding
polynomial s(by + id - ba) and one key-encoding polynomial s(by + id - ba).

Although there are various security definitions for PES, we do not review them in detail. The
simplest one is perfect security [Att14, CGW15, Weel4]. Briefly speaking, a pair of ciphertext/key-
encoding polynomials (c, k) for perfectly secure PES such that f(z,y) = 0 follows the same distri-
bution regardless of the value of a.. If PES for f satisfies the perfect security, there is an adaptively
secure ABE scheme for the same f over dual system groups [CGW15, CW14] under the standard
k-linear assumption [AC16, CGW15]. Although the perfect security captures only simple predi-
cates, there are various PES for expressive predicates satisfying symbolic security [AC17]. If PES
for f satisfies the symbolic security, there is an adaptively secure ABE scheme for the same f over
dual system groups [AC17]; however, it requires the g-ratio assumption.

4.2 Technical Overview: Case of IBKHE

We first review a variant of a CPA-secure ElGamal encryption scheme. Then, we review an adap-
tively CPA-secure IBE scheme over dual system groups IIjgg [CGW15, CW14] and Emura et al.’s
KH-CCA-secure KHPKE scheme Ikppke [EHNT 18], then explain an overview of our proposed adap-
tively KH-CCA-secure IBKHE scheme ITjgknyEe-

CPA-secure PKE. Let (A,at) € ZékH)Xk X Z’;“ denote an instance of the matrix distribution such

that ATal = 0. A variant of the ElGamal PKE scheme Ipkg is described as follows:

PKE.pk = ([A],[ATu]),  PKEsk=u,
PKE.ct = (PKE.ctO —[As], PKE.ct, =p- [sTATu]) :
where u +p Z’;H and s <p Z';. We can correctly decrypt PKE.ct = (PKE.ctg, PKE.ct,) and

recover a plaintext p by using PKE.sk since we can compute [s" A Tu] from PKE.cty and PKE.sk.
To prove the CPA security, we change the challenge ciphertext to be

PKE.ct* = (PKE.ctg —[c], PKE.ct),=u*- [cTu]) ,

where ¢ < Z’;H. A cannot detect the change under the matrix DDH assumption. Then, even
an unbounded adversary A cannot learn p* from PKE.ct*. Specifically, although the unbounded A
can learn 1 such that u = U+ aa' from [A] and [A Tu], « is distributed uniformly at random over
Zy, from A’s view. Observe that

PKE.cth = p* - [c'ul = p* - [c" (G +aat)] = p* - [c'1] [cTat]™ (1)

Since ¢ is distributed uniformly at random over Z';H, it does not live in the span of A, ie.,
c'al # 0, with overwhelming probability. Thus, [c"a"'] is a generator of G. Therefore, [c"at]® is
distributed uniformly at random over G from A’s view and masks p*.
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CPA-secure IBE Scheme Iljge. We review an IBE scheme Iljgg over the dual system
group [CGW15, CW14] equipped with an asymmetric bilinear map e : G; x G2 — Gr as fol-
lows:

_ _ [ [AL,[W]A];, [WJ A] _
IBE.mpk = (IBE.pp = < [B]l% [W’llB];, [WzB]; ),[ATu]T>, IBE.msk = u,

IBE.skiq = ([BI‘]Q, [u]g . [(Wl +id - WQ)BI'}Q) ,
IBE.ctiy = <IBE.ct0 = [As]y, IBE.ct; = (W] +id- W, )As]y, IBE.ct, = - [sTATu]T> ,

where B € ZI(,kH)Xk is a matrix sampled from the matrix distribution and Wi, Wy <+p

Zfokﬂ)x(kﬂ). IBE.mpk and IBE.ctjy are similar to PKE.pk and PKE.ct, respectively, except that
the matrices W1, Wy are used to encode id. As the case of Ilpkg, IIjgg is correct since we can

recover [s' ATu|r from (IBE.ctg, IBE.ct;) and IBE.skjq by computing

e(IBE.ctg, [u]z - [(W1 +id - W3)Br]s)
e(IBE.cty, [Br]y)

=[s"ATu]r.

To prove the adaptively CPA security of Iljgg, we follow the proof of Ilpkg and change the
challenge ciphertext to be

IBE.ctly. = (IBE.ctO = [c]1, IBE.ct; = [(W] +id* - W] )c]y, IBE.ct,, = ;i* - [cTu}T) NG

where ¢ +p Z’;H. A cannot detect the change under the matrix DDH assumption over Gj.
However, unlike the case of IIpkg, the unbounded A can still learn p* since it can receive IBE.skiq
for id # id*. In particular, the unbounded A can learn IBE.msk = u from IBE.mpk and IBE.sky.

The dual system encryption methodology [Wat09] enables us to circumvent the issue by using
the following semi-functional secret key

IBE.skig = ([Br]Q, [u+datly - [(Wi +id- Wg)BI’]g) :

where & <—pg Z,. Briefly speaking, the semi-functional IBE.skq is the same as the normal one except
that IBE.msk = u is replaced with u+ @at. After we change the challenge ciphertext to be (2), we
change IBE.skijq queried by A to be semi-functional one by one. When all IBE.skjq which A receives
become semi-functional, it cannot learn IBE.msk = u but can learn only u + @a*. As the proof of
IIpke, A can learn U such that u = i+ aa’ from [A]; and [ATu]r. Since u+ @at which A learns
from semi-functional IBE.skjq does not help to reveal a, « is distributed uniformly at random over
Z, from A’s view. Thus, [c'al]® is distributed uniformly at random over G from A’s view and
masks p* as the proof of Ilpke.

As we discussed, we can prove the CPA security of Iljgg if we can change all IBE.skjq
queried by A to be semi-functional. To complete the change, there is an inherent prop-
erty of the dual system technique. In particular, A itself cannot create IBE.ctiy which
follows the same distribution as (2). More specifically, A cannot create IBE.ctiy =
(IBE.ctp = [c]1, IBE.cty = [(W{ +id- W, )c]1,IBE.ct, = pu- [c"u]r) if the discrete logarithm of
IBE.ctg, ie., c € Z’;H, does not live in the span of A, i.e., c'al # 0. If A can create such
IBE.ctjq, it can detect whether given IBE.sk;q is normal or semi-functional by decrypting the above
IBE.ctjq. Here, we use the fact that a decryption result of IBE.ctjq by a semi-functional IBE.skiq is
not u but g - [cTat]® by following the similar calculation as (1).
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KH-CCA-secure KHPKE. We review Emura et al.’s KHPKE scheme IIxnpke [EHNT18] by instanti-
ating the hash proof system under the matrix DDH assumption [EHK17] as follows:

KHPKE.pk = ([A], ([ATu,],c03), H),

KHPKE.dk = (1,),e[0,3): KHPKE.hk = (u,),¢9);
KHPKE.ct — KHPKE.cty = [As], KHPKE.ct, = u-[s" ATy
7 \KHPKEr =[sTAT(u; +h-u)], KHPKEz =[s'"ATus] /)’

where ug,uj,us,us <p Z’;H, H is a collision-resistant hash function, and h = H(KHPKE.cto,
KHPKE.ct,, KHPKE.7"). Briefly speaking, KHPKE.pk is the same as PKE.pk with four secret keys
(uL)L€[073]. Moreover, IIxypke is a combination of the CCAl-secure Cramer-Shoup-lite and the CCA2-
secure Cramer-Shoup cryptosystem [CS98]; Ilxypke becomes the same as the former and the latter
by removing the elements depending on (uj, uz) and us, respectively. As the case of IIpkg, IIknpke
is correct since the structure of Ilpkg enables us to recover [STATuL] from KHPKE.cty and u,. Given
a ciphertext KHPKE.ct = (KHPKE.ctg, KHPKE.ct,,, KHPKE.7, KHPKE.7'), a decryptor first checks
the validities of KHPKE.7 and KHPKE.7’ by using ([s"ATw,]),c( and [s" ATug], respectively. If

they are valid, the decryptor recovers p from KHPKE.ct, and [sTATug]. To evaluate KHPKE.ct®) =
(KHPKE.ct! = [As(M], KHPKE.ct'"), KHPKE.x(), KHPKE.®'")) and KHPKE.ct® = (KHPKE.ct”

= [As®)], KHPKE.ct!? KHPKE.7() KHPKE.®'(2)), an evaluator first checks the validities of
KHPKE.7()) and KHPKE.7(® by using ([(s(l))TATuL])LE[Z} and ([(3(2))TATuL])L€[Q], respectively.
If they are valid, the evaluator computes KHPKE.ctg = [As], KHPKE.ct,, KHPKE.7" by multiplying
KHPKE.ct\", KHPKE.ct("), KHPKE.7'(") with KHPKE.ct{”, KHPKE.ct'?), KHPKE.«' ) respectively,
and computes KHPKE.7 from h = H(KHPKE.ctg, KHPKE.ct,, KHPKE.7') and ([STATuL])Le[Q].

Let KHPKE.ct* denote the challenge ciphertext and KHPKE.ct!) = KHPKE.ct*, KHPKE.ct®,
..., KHPKE.ct(?) denote ciphertexts in the list £. To prove the KH-CCA security, we change
distributions of the ciphertexts in £ one by one so that they are independent of p*. Here, we
explain how to change the distribution of KHPKE.ct*. For this purpose, we follow the proof of
IIpke and change the challenge ciphertext to be

KHPKE.ct* = ([c], 1* - [ Tug], [e" (w1 + 2* - ua)], [ "ug)), 3)

where ¢ +p Z’;‘H. A cannot detect the change under the matrix DDH assumption. We
note that we do not use the above KHPKE.ct* but a normal encryption of p* to compute
KHPKE.ct®, ... KHPKE.ct") in the list £. Then, the distribution of KHPKE.ct* does not de-
pend on p* since even an unbounded A cannot learn p* from KHPKE.ct*. As the proof of Ilpkg, A
can learn U, such that u, = U, + a,a® from [A] and [A Tu,] for ¢ € [0, 3], respectively; however, ag
is distributed uniformly at random over Z, from A’s view. Thus, [c"at]? is distributed uniformly
at random over G from A’s view and masks p* as the proof of Ilpkeg.

To ensure that the unbounded A cannot learn «g, we have to care A’s decryption queries and
evaluation queries which are not allowed in the case of IIpkg. We call A’s decryption query on
KHPKE.ct = (KHPKE.cty = [c], KHPKE.ct,, KHPKE.7m, KHPKE.7') a critical decryption query if
KHPKE.m and KHPKE.#n" are valid, KHPKE.ct follows the same distribution as (3), and ¢ does not
live in the span of A, ie., c'al # 0. If A can make a critical decryption query, the answer is
- [cTat]® by following the similar calculation as (1) and A can learn ag. In contrast, answers of
decryption queries do not reveal the information of ag if c lives in the span of A. The structures
of the CCAl-secure Cramer-Shoup-lite and the CCA2-secure Cramer-Shoup cryptosystem [CS98]
ensure that A cannot make critical decryption queries since it cannot create valid KHPKE.7 or
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KHPKE.x'. If the unbounded A can create valid KHPKE.wr and KHPKE.n/, and make critical
decryption queries, it has to know (aL)LE[g] and «g, respectively. We note that A can receive
KHPKE.hk = (u,),¢[g in the KH-CCA security game and is allowed to make decryption queries
until it receives both KHPKE.hk and KHPKE.ct*. Thus, all we have to ensure is that A does not
know (a,),c[g) or az until it receives both KHPKE.hk and KHPKE.ct*. At first, A cannot learn a3
until it receives KHPKE.ct* thanks to the structure of the CCAl-secure Cramer-Shoup-lite [CS98].
When A makes a decryption query or an evaluation query on KHPKE.ct = (KHPKE.cty,...) such
that the discrete logarithm of KHPKE.cty does not live in the span of A and the answer is 1, A can
reduce a candidate of «ag3; however, it can reduce only polynomially many numbers of candidates
throughout the security game. Thus, A cannot guess s with non-negligible probability. Next,
A cannot learn (a,),c[g) until it receives KHPKE.hk thanks to the structure of the CCA2-secure
Cramer-Shoup cryptosytem [CS98]. Observe that KHPKE.ct* reveals the value of a; + h*ag to the
unbounded A. Thus, A can learn («,),¢[g if it learns the value of a; + hag for some h # h*. When
A makes a decryption query on KHPKE.ct = (KHPKE.cty,...) such that the discrete logarithm
of KHPKE.cty does not live in the span of A and the answer is L, A can reduce a candidate of
a1 + hag; however, it can reduce only polynomially many numbers of candidates throughout the
security game. Thus, A cannot guess («,) .e[2] With non-negligible probability.

KH-CCA-secure IBKHE Scheme Iljgkne. Hereafter, we explain an overview of our proposed
IBKHE Scheme IIigkne. Let IBE.skig[u,] denote id’s secret key of IIjgg for a master secret key u,.
We combine IIjgg and Ilxypke, and construct Ijgkne as follows:

mpk = (1BE.pp, ([ATwlr)icpo H) s mok = (W)iepoa)
dkig = (IBE.skig[w.]).c[0,2); hkig = (IBE.skig[w.]).e[2),

ctig = (lBE.Ctid = (Cto,Ctl,Ctu),ﬂ' = [sTAT(ul +h- llg)]T) R

where h = H(ctg, cty,ct,). Briefly speaking, mpk is the same as IBE.mpk with three master secret
keys (u,),c[0,2), while KHPKE.pk is the same as PKE.pk with four secret keys (u,),c0,2. As the
case of Ilxupke, IliskHE is correct since the structure of IIjgg enables us to recover [STATuL]T from
(cto,ct1) and IBE.skigq[u,].

To prove the adaptively KH-CCA security, we change distributions of the ciphertexts in £ one
by one so that they are independent of u* as the case of Ilxypke. Here, we explain how to change
the distribution of the challenge ciphertext cty.. As the proofs of Il|ge and Ilknpke, we change the
challenge ciphertext to be

ctig = ([e]1, (W] +id™ - W3 )e]y, 4" - [e "ao]r, [e (ur + 2% - us)]r), (4)

where ¢ +p Z’;“. The unbounded A can learn i, such that u, = U, +,at from [A]; and [ATu,]r
for v € [0, 2], respectively. If A cannot learn «, we can prove the security. Although A can receive
dkig = (IBE.skig[u,]),c[0,2] and still learn g from IBE.skig[uo], the dual system technique enables us
to circumvent the issue by changing all normal IBE.ski4[ug] which A receives to be semi-functional
IBE.skig[up + doaL] as the case of Ijgg. As the case of Ilxypke, the unbounded A may be able to
learn «q via decryption queries.

We call A’s decryption query on ctiy = (cto = [c]q,cty,cty, m) a critical decryption query if
m is valid, ct follows the same distribution as (4), and ¢ does not live in the span of A, i.e.,
c'at # 0. As the case of IIknpke, all we have to ensure is that A cannot make critical decryption
queries until it receives both hkjgx and ct’j.. Observe that the unbounded A can make critical
decryption queries since it can receive (IBE.skigq[u,]) .e[2) unlike the case of Ilknupke. On the surface,
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the dual system technique seems to be sufficient to circumvent the issue by changing all normal
(IBE.skig[w,]),c[2) which A receives to be semi-functional (IBE.skig[w,]),e[2); however, we cannot take
the approach directly since A can receive hkjg» = (IBE.skig*[u,]) .e[2] Which we cannot change to be
semi-functional. Moreover, even when id # id* holds, we cannot also change hkig = (IBE.skig[w,]),¢[2)
which A receives in Phase 1 to be semi-functional since we cannot detect whether id # id* holds.

To circumvent the issue, we divide A’s attack strategies into two types. We call a strategy Type-
1 if A receives hk;gx in Phase 1 and Type-2 otherwise. To prove the security against the Type-2 A, we
change all normal (IBE.skig[u,]),c[o) which A receives to be semi-functional (IBE.skig[u, +dLaL])L€[2]
until A’s query to receive hk;q+. Since the definition of the Type-2 strategy ensures that A queries
to receive hk;q« only in Phase 2, we can detect whether id # id* holds and complete the change.
Since A cannot learn (av),g[g) until it receives both hkig« and ctjy., it cannot create valid 7 and
make critical decryption queries. To prove the security against the Type-1 A, we cannot change
(IBE.skig[w,]),c[2) which A receives to be semi-functional since we cannot detect whether id # id*
holds upon A’s queries to receive hkjq. Although we ensured that A cannot create KHPKE.7' and
make critical decryption queries in the case of IIxypke, there does not seem to be the corresponding
element in ct;q on the surface. However, the inherent property of the dual system technique ensures
that A cannot make critical decryption queries. In particular, since A against IIjgg cannot create
IBE.ct;q to make critical decryption queries, the Type-1 A cannot also create ctiy = (IBE.ctjg, 7) and
make critical decryption queries. Thus, we can prove the adaptively KH-CCA security of Iligkne
against both types of A as the case of IIkypkEe.

4.3 Construction

We construct an ABKHE scheme IIagkne from PES = (Param, EncC, EncK, Pair) for a predicate
f: X xY —{0,1}. Let IIage denote an ABE scheme from PES over dual system groups [AC16,
AC17, CGW15]. Briefly speaking, IIagkHEe is based on IIagg with three master secret keys (uL)LE[O,Q]
by combining with Emura et al.’s KHPKE scheme ITxypke [EHNT18]. A ciphertext of IIagkHE is
described as ct, = (ABE.ct,, 7), where ABE.ct, is a ciphertext of IIagg and we will use 7 to realize
the CCA2 security. Let sk, , denote a secret key of IIage for a master secret key u,. Then, a
decryption key and a homomorphic evaluation key are described as dk, = (sk,,,) wefo,2] and dky, =
(sky,.).c[2), Tespectively.

e Setup(1*) — (mpk,msk): Run (p,G1,Gso,Gr,g1,92,¢) < G(1*) and n «+ Param(par), and
choose a collision-resistant hash function H : {0,1}* — Z,. Sample (A,a'),(B,b"l) « Dy,
uniformly random matrices W1,..., W,, <g ZI()kH)X(kH), and random vectors (u,),e[0,2] <R

Z';H, then output

mok = (G(1%), [ALL, [Bl2, (W] AlL, [W,B2)jcpu, (A wlr) o, H)

and msk = ([uL]Q)L€[0,2]'

e Enc(mpk,x, ) — cty: Run EncC(zx,p) to obtain ws key-encoding polynomials (c1, ..., cys,),
sample 8o, 81, ..., Sw;tuws <R ZIS, and output cty = ((Cto,i)ic[0,w,]» (Ct1,t)tefws]s CtT, T);
cto; = [As;]1, ctyy = H [Asy, 4] - H (W] As;]{"",
i€fws] i€[0,w1],j€[n]

cty = p-[sg ATugly, mi=[sqg A" (u;+ h-us)lr,

where h = H((CtO,i)iE[O,wl]v CtT).
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e KGen(mpk, msk,y) — (dk,,hk,): Run EncK(y,p) to obtain ms key-encoding polynomi-
als (k1,...,kpgy), sample T1, .., Tomi4m, <R Zl;> and compute sk, , = ((SkL,O,i')i/e[mﬂ?
(SkL,l,t’)t/e[mg]) for ¢ € [0, 3];

sk, 0,i7 == [Br, ]2,
, o] i (o il g
sk, 1p = [uL]g)t . H Br, il " - H [W;Br, ], (5)
i’ €ma) i'€[ma],j€[n]

Output dk, = (Sky,b>be[0,2} and hk, = (Sky,b>l,€[2]'

o Eval(mpk,hky,(ct;(f))gem) — cty/L: Output L if f(z,y) = 0 holds. Otherwise, parse

[ [ [ [
hky = ((SkL,O,i’)i’E[m1]7 (Skb,l,t/)tle[mg])LG[Z] and Cta(c) = ((cté})ie[o,wﬂ, (Ctg,z)te[wg,],Ct(T), F(z)), run

(E,E) < Pair(x,y,p), and check whether the following conditions (a) and (b) simultaneously
hold for all ¢ € [L]:

(a) Compute sk, = ((sko,i")irefm.]> (SK1,t)rrefmsy)) in the same way as (5) except that u, is
replaced with a zero vector. It holds that
l oy {4 E, .
H e(ctéyz,skl,t/)Elyt = H e(ctgvg,sko,i/)Em.
ie[O,wl},t/e[mg] tE[wg},i’E[mﬂ

(b) It holds that

0 N
HiE[O,w1]7t/€[m3] e(Ctoji, Sk1’17tl . Sk?,l,t’) b/

(0) RO \E,
HtE[’wg},i’G[mﬂ G(Ctl,t’ Sk1707i/ . SkQ,O,i’) t,

:7‘("

where h(0) = H((Ct((sz’e[ﬂ,wﬂ’ ctgﬁ)).

If one of the conditions does not hold for some ¢ € [L], output L. Otherwise, run ctgﬂo) —
Enc(mpk, z, 17) and output ct, = ((cto,i)ic(0,wi]> (Ct1,t)tefws]> CtT, T);

4 J4 14
Cto; = H cté}, ctyg = H ctg’z, cty = H ct(T),
¢elo,L] ¢eo,L] Le[0,L]

h E,
_ HiE[O,wl],tle[mg] B(Ctoyi, Sk]_71,t . Sk2,1,t’) it

Enl 9
;!

h E
Hte[w3],i’€[m1} 6(Ct17t, Skl,O,i’ . Sk2’0’i/) t,i

where h = H((CtO,i)ie[O,wl]v CtT>.

o Dec(mpk,dky,ct;) — p/L: Output L if f(z,y) = 0 holds. Otherwise, parse dk, =
((ske,0,i")irefma]s (ki1 )trems) )efo,21 and cta = ((Cto,i)ic(0.w1]+ (Ct1,t)tefws], Ctr, ), Tun (E, E)
Pair(z,y,p), and check whether the conditions (a) and (b) defined in Eval simultaneously hold.
If one of the conditions does not hold, output L. Otherwise, output

E,
Hte[w3]7i/€[m1] e(Ctl,t, SkO,O,’L'/) t,i

. E. ./
[ic(0,u1],67€ma) €(cto,ir Sko,1,0) ™t

ctp

Correctness. Our proposed IIagkHe satisfies the correctness as follows.
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Theorem 3. The proposed ABKHE scheme lagkne satisfies correctness if the PES = (Param,
EncC, EncK, Pair) for f satisfies the correctness.

Proof. At first, we show that a pre-evaluated ciphertext ct, = ((Ctoi)ic[0,w,]» (Ct1,t)iefws)> CtTs )
output by Enc(mpk,x, i) can be correctly decrypted by dky, = ((ski,0,i/)irefmi]> (SKu,1,¢/)7€fma))ic(0,2]
output by KGen(mpk, msk,y) such that f(x,y) = 1. In general, if we substitute

. ) 3. - ) b - WT As:
s; : As;, 8i + Asyy 44, sibj Wj As;,
«:uqa, Tyt BI‘LJ, T BI‘L7m1+i/, Ti’bj : WjBrL,i’7

the discrete logarithms of ct;; and sk, are t-th ciphertext-encoding polynomial ¢; and #'-th
key-encoding polynomial ks, respectively. Thus, the correctness of PES implies
E; o

. ’ . (& Ct ’L'askl, /
Hze[(),uu]ﬂf €[ms3] ( 0, ’1’t) = [SJATUL]T- (6)

Hte[w;;],i’é[ml] €(Ct1,t, SkL,Oﬂ‘/)EtW
The equation (6) ensures that the conditions (a) and (b) hold and Dec outputs the correct decryption
result.

The correctness also holds for an evaluated ciphertext. In particular, if pre-evaluated cipher-
texts ctg), .. ,ctg;L) which are inputs of Eval are encryptions of u(l), cee, u(L), respectively, then
an evaluated ciphertext ct; = ((ctoi)ic[o,w,]» (Ct1,t)¢e[ws]s CtT, T) output by Eval is an encryption of
HZe[L] w9 and follows the same distribution as a pre-evaluated ciphertext ct, output by Enc. In

particular, when we use s((f), sge), cee SEQ 4w, PO denote uniformly random vectors for creating ctg)
¢

for ¢ € [0, L], respectively, then Zee[o,L] s(()e), ZKE[O,L] sg ), cel, ZEe[O,L] S’Ef3+w2 are uniformly random

vectors for creating ct,.. Indeed, the vectors are uniformly random due to s(()o), sgo), R sfl? 1) aw, Which
are sampled during Eval. We can easily check the claim for (cto:)ic[0,uw,]» (Ct1,¢)tefwy)> and ctr. The
claim also holds for 7 since the computation is the same as the validity check of the condition (b).

Thus, we complete the proof. O

4.4 Security

Theorem 4. If the PES = (Param,EncC, EncK, Pair) for f satisfies the perfect security and the
symbolic security, IlapkHe satisfies the adaptive KH-CCA security under the k-linear assumption
and the q-ratio assumption, respectively.

To prove the theorem, we prepare auxiliary semi-functional distributions for a ciphertext and
an ABE secret key by following [AC16, AC17, CGW15].

o Semi-functional Ciphertext. A semi-functional ciphertext ct, for x encrypting u is defined as
cty = ((Cto,i)ie0,wy]> (Ct1,t)eefws]s €T, T);

cto; =[], ctig= ] lewwll™ - J[ W] el!",

cty = p-[eguolr, = [cg (Wi + A ug)]r,
where ¢, €1, ..., Cuy+wy <R Z’;H and h = H((Cto,i)ie[o,w1]7 ctr).
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o Semi-functional Secret Key. An (-th semi-functional secret key sk, , for y is defined as sk, , =
((ske,0,i7irefmals (SKu,1,t7) 7€ fma));

sk, 0,7 = [Br, ],

~ ’ Dyt 1 Dyt it s
sk = [, +a@at )y’ - [] Bromaely” - J[ [WiBrly"",

i'€[mo] i'€[ma],j€[n]
where r,1,..., mfms <R Z’; and &, < Z,. We note that &, is shared by all semi-
functional sk, , for distinct y’s.
For a semi-functional ct; = ((cto;i)ic(o,u]s (Ct1,t)iefws)> Ctr, ™) and a semi-functional sk,, =

((ske,0,i7 )irefma)s (SKu,1,7)relms))» the equation (6) becomes

) E; .
I Liciou1),cfms) €(Cto,is ke ) 7o

T T a,
E, . ’
Hte[wg,],ilé[ml] G(CtLt7 Skb,o,i/) t,i

= [co (u, + &LaL)]T =[cou]r- [COTaJ_]T

Thus, the decryption and the check of the condition (b) fail since coTaL # 0 holds with overwhelming
probability. In other words, if ¢ lives in the span of A and c(—)r at = 0 holds, the decryption and
the check of the condition (b) succeed by using the semi-functional sk, ,.

Proof. We introduce a critical decryption query which is A’s decryption query on (y,ct, =
((cto,i)icouw,]> -+ -)) such that ct, is valid, ct, ¢ £ holds, and the discrete logarithm of ctgo does

not live in the span of A. Similarly, we say that A’s evaluation query on (y, (ctg(ﬁ)g)) te[r)) & critical
evaluation query if there is an index £ such that ¢-th ciphertext is as above. We introduce a critical
homomorphic evaluation key reveal query which is A’s homomorphic evaluation key reveal query on
y such that f(z*,y) = 1. We introduce a dependent evaluation query which is A’s evaluation query
whose answer is stored in the list £ by C. Otherwise, we call A’s evaluation query an independent
evaluation query.

To prove Theorem 4, we divide A’s attack strategies into two types, where the Type-1 A makes
at least one critical homomorphic evaluation key reveal query in Phase 1, while the Type-2 A does
not make such queries in Phase 1. By definition, Type-1 and Type-2 are mutually exclusive and
cover all possible strategies of A. At first, we prove the adaptive KH-CCA security against the
Type-2 A by using the following sequence of games.

e Gamep: This is the adaptive KH-CCA security game. Hereafter, let cty. = ((ctg;)ic[o,uw]s
(¢t} ¢)iefws]s Ct7, ™) denote a challenge ciphertext for a challenge ciphertext attribute z* and
a message ;..

e Game;: This is the same as Gamey except that a collision does not occur for a hash function
H among all ciphertexts that appeared in the security game.

The collision resistance of H ensures that Gameg ~. Game; holds.

e Games. This is the same as Game; except C’s behavior upon A’s challenge query and depen-
dent evaluation queries so that the distribution of evaluated ciphertexts in £ are independent
of pre-evaluated ciphertexts. Specifically, upon A’s challenge query on (z*, uf, 1), C sends
cty. < Enc(mpk,z*, ur ;) to A as in Game;. Moreover, C stores a pair (i, cts.) in the
list £ to indicate that ct}. is an encryption of u’ ;. . Upon A’s dependent evaluation query

on (y, (cti{))eem), for all indices ¢ such that ctgﬁ) € L, C retrieves pairs (,u(g),ct;{)) from £
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and runs p) < Dec(mpk, KGen(mpk, msk,y),ct;@) for all the other indices. Then, C sends
ctyr < Enc(mpk, z*, HEE[L] 1) to A as the answer of the evaluation query and stores a pair
(ILeep p9 ctye) in £ to indicate that ctg is an encryption of [Leep 1. From A’s view,
Game; and Gamey follow the same distribution.

Let D denote the number of ciphertexts in £ at the end of the game, where the challenge
ciphertext ct}. is the first ciphertext and .4 makes D — 1 dependent evaluation queries. From
now on, we change a distribution of d-th ciphertext ct, = (--- ,ctp,--- ) in £ for d € [D] one by
one so that cty is independent of the other elements of ct,« and distributed uniformly at ran-
dom over Gr. For this purpose, we use the following sequence of games Gamegs 4, ..., Gameg 4
for d € [D], where Gameg o = Gamez and the proof terminates in Gameg p. In all the games,
only d-th ciphertext in £ may be semi-functional, while all the other ciphertexts follow the
normal distribution. Hereafter, let ct,» denote the d-th ciphertext in the list £.

Gameg 4: This is the same as Gameg 41 except that C answers d-th ciphertext Ctyx in L as
the semi-functional ciphertext to answer A’s query.

We can prove Gameg 41 ~. Games 4 under the matrix DDH assumption over G; by following
the proofs of IIage [AC16, AC17, CGW15].

Gamey 4: This is the same as Games 4 except that C answers semi-functional sk, to answer
A’s decryption key reveal queries on y.

Since f(z*,y) = 0 holds due to the definition of the KH-CCA security game, we can prove
Games g ~. Gamey 4 under the matrix DDH assumption over Gz and the g-ratio assumption

by following the proofs of IIage [AC16, AC17, CGW15].

Games 4: This is the same as Game, 4 except that C uses semi-functional sk, 1,sk, 2 to answer
A’s decryption key reveal queries and homomorphic evaluation key reveal queries on y until
the first critical homomorphic evaluation key reveal query. Thus, once A makes the critical
homomorphic evaluation key reveal query, C uses normal sk, 1, sk, 2 to answer .A’s subsequent
decryption key reveal queries and homomorphic evaluation key reveal queries.

Since f(z*,y) = 0 holds due to the definitions of the KH-CCA security game and Games 4, we
can prove Gamey  ~. Games 4 under the matrix DDH assumption over Gy and the g-ratio
assumption by following the proofs of IIage [AC16, AC17, CGW15].

Gameg 4: This is the same as Games,; except that C answers d-th ciphertext Ctyr =
((&O,i>ie[0,w1]; (cﬁcl,t)te[wg], ctr,7) in £ by setting cty +—r G whose distribution is indepen-
dent of ((&07i)i6[0,w1], (c~t17t)te[w3],7~r). In other words, the d-th ciphertext in £ is independent
of p%,- Thus, in Gameg p, A’s advantage is exactly 0 since all C’s answers are independent
of iu:oin :

After we describe the game sequence, we will show that Games 4 and Gameg 4 follow the same
distribution from A’s view with overwhelming probability.

Gamey 4: This is the same as Gameg g4 except that C uses normal sk, 1,sk, 2 to answer A’s
decryption key reveal queries and homomorphic evaluation key reveal queries on y.

By following the proof of Gamey 4 ~. Games 4, Gameg 4 ~. Gamey 4 holds under the matrix
DDH assumption over Go and the g-ratio assumption.
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e Gameg 4: This is the same as Gamey 4 except that C uses normal sk, o to answer A’s decryption
key reveal queries on y.

By following the proof of Games 4 ~. Gamey 4, Gamer 4 ~. Gameg 4 holds under the matrix
DDH assumption over Gy and the g-ratio assumption.

o Gameg4: This is the same as Gamegg except that C answers d-th ciphertext Ctyr =
((CtO,i)iE[O,wl]a (Ctl,t)te[w3],CtT,%) in £ so that ((Cto,i)iE[O,wﬂ? (Ctl,t)te[wg}v%) follows the nor-
mal distribution.

By following the proof of Gameg 41 ~. Games 4, Gameg 4 ~. Gameg 4 holds under the matrix
DDH assumption over G1.

We complete the proof against the Type-2 A by showing that Games 4 and Gameg 4 follow the
same distribution from the A’s view. For this purpose, we simulate C of Games 4 by using ug only
for creating the d-th ciphertext ct,« in £ and using u;, us only after the first critical homomorphic
evaluation key reveal query. We sample (A,a'), (B,b') «+ D, and uniformly random matrices
Wi,....W,, +r Zi(,kﬂ)x(kﬂ). For . € [0, 2], we sample random vectors U, < Z’;“ and o, <R Zyp,
and set

u, =1, +a,ar.
Then, we compute mpk in the same way as the real scheme except that
[ATGL]T = [AT(UL - O‘LaL)]T = [ATuL]T ) [AT : aL];aL = [ATuL]T

which distributes in the same way as the real scheme although we do not use u, for ¢ € [0,2].
We answer A’s decryption key reveal queries on y and decryption queries on (y,ct;) by us-
ing semi-functional ABE secret keys sk, , which are computed from u, for ¢ € [0,2] even when
f(z*,y) = 1 holds. Similarly, before the first critical homomorphic evaluation key reveal query, we
answers 4’s homomorphic evaluation key reveal queries on y and independent evaluation queries
on (y, (ct:(f()e)) ¢e(r)) by using semi-functional ABE secret keys sk, , which are computed from u, for
¢ € [2] even when f(z*,y) = 1 holds. In contrast, from the first critical homomorphic evaluation
key reveal query, we answer A’s homomorphic evaluation key reveal queries on y and independent
evaluation queries on (y, (ct;@))ge[L]) by using normal ABE secret keys sk, , which are computed
from u, for ¢ € 2] as in Games 4. The answers of the decryption key reveal queries and the homo-
morphic evaluation key reveal queries before the first critical homomorphic evaluation key reveal
query are properly distributed since ABE secret keys sk, , are semi-functional. The answers of
the homomorphic evaluation key reveal queries from the first critical homomorphic evaluation key
reveal query are properly distributed since ABE secret keys sk, , are normal. If all A’s decryption
queries and independent evaluation queries before the first critical homomorphic evaluation key
reveal query are not critical, their answers are properly distributed although we do not use u, but
u, for ¢ € [0,2]. We will show that the claim holds with overwhelming probability.

We complete the description of the simulation by showing how to answer A’s challenge query
and dependent evaluation queries. We explain the case of d > 1, where the proof for d = 1 is
essentially the same. Upon A’s challenge query on (z*, iy, uy), we sample coin <—g {0, 1}, create a
normal ciphertext ct}. = (--- ,ct}, ) except ct} <—g Gr, send ct}. to A, and store (ul;,, Ctix).
To create an encryption of u before the d-th ciphertext in £, we compute normal ciphertexts ctg«
= (---,ctp,--+) except cty < Gr. To create an encryption of y as the d-th ciphertext in £, we
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sample cg,C1,. .., Cyytwy <R ZI;H and compute a semi-functional ciphertext Ctyx = ((&O,i)ie[o,wl]’

(&17t)t€[w3] ) &Ta %)a

Goilode dno— [[lowed T WJel™

i€[wo] i€[0,w1],j€[n]

cty = - [cg o), 7 =lcg (uy + h-ug)lr,

where h = H((&O,z‘)z’e[mwl} ,ctr) as in Games 4. To create an encryption of u after the d-th ciphertext
in £, we compute normal ciphertexts cty». Observe that the d-th ciphertext in £ is the only element
which we use ug to create and

ctr = pi- [eg wolr = p - [eg (o + apa )z = - [cg Uol7 - [cga’]3?
holds. When ¢y does not live in the span of A that happens with overwhelming probability
1—1/p, [cj at]r is a generator of G7. Since cty is the only element whose distribution depends on
ag <R Zp from A’s view, [cg aJ-]?P is distributed uniformly at random over Gp. As a result, the
d-th ciphertext in £ follows the same distribution as in Gameg 4.

We complete the proof against the Type-2 A by showing that all A’s decryption queries
and independent evaluation queries before the first critical homomorphic evaluation key reveal
query are not critical with overwhelming probability. First of all, the dual system proofs of ABE
schemes [AC16, AC17, CGW15] inherently imply that A by itself cannot create a ciphertext ct,
= ((cto,i)ie[0,wy]> ") such that the discrete logarithm of ctoo does not live in the span of A and
the condition (a) holds. Specifically, A cannot create such ciphertexts for all  in Phase 1 and
those for all  # x* in Phase 2. Otherwise, the proofs [AC16, AC17, CGW15] fail since A can
distinguish normal and semi-functional ABE secret keys. Moreover, the only ciphertext as above
which we created is the semi-functional d-th ciphertext ct,+ in £. Therefore, the only way for A to
make the critical queries is evaluating the d-th ciphertext ct,« in £. The definition of the KH-CCA
security game ensures that A cannot make decryption queries on (y,cty+) such that f(z*,y) =1
after the first critical homomorphic evaluation key reveal query. In other words, A has to evalu-
ate the d-th ciphertext ct,~ in £ and create a ciphertext ct,~ = ((cto,i)iefo,wi]> (Ct1t)eefws]s CtT, T0)
without receiving hk, such that f(z*,y) = 1. By following the discussion of the Cramer-Shoup
cryptosystem [CS98], we can conclude that A cannot complete the task since A cannot create a
valid 7 satisfying the condition (b) even when A is computationally unbounded. Here, the modifi-
cation of Game; ensures that H((cto,i)ie(ow.]» ctr) # H((Cto,i)ie[o,u]> Ctr) = h holds. Observe that
the d-th ciphertext ctyr = ((Cto,i)ic(0,uw1]> (Ct1,t)tefws]> Ctr, 7) in L is the only element which we use
uy, us to create and it holds that

[C (u1 + h - u2)]T = [C(—l)—(ﬁl + OélaL + h - (ﬁg + agaL))]T

.
0
e (@1 + - To)]7 - [ef at]gr oz,

T =
Thus, the unbounded A learns that

@i+ h-ag = 10871, (1/[cg (G + A - Ta)]7)
holds. Then, there are p possible candidates of a pair (aj,ag). For unbounded A, making critical

queries is equivalent to learn (a,ag). However, the only way for A to learn (aq,a9) is making
decryption queries and evaluation queries by modifying the d-th ciphertext in £ since the queries do
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not reveal information of (a1, ag) when they are not critical. If A makes queries with a ciphertext
cter = ((Cto,i)iefo,uwi]s (Ct1,t)tefws]s Ctr, ™) and the answers are 1, A can learn that

o1 +h-as# IOge(ao,o,[aLh)(ﬁ/e(ao,m [G1 + 7 T2)]2))

holds, where h = H((Cto,;);e[0,uy]> Ctr). However, A can eliminate only one candidate of (v, )
by one query although there are exponentially many candidates of (a1, a9). Therefore, we have
proved the claim.

The proof against the Type-1 A is essentially the same. Specifically, we use the same game
sequence except that we skip Games, and Game7 g so that we do not change sk, 1,sky 2 to be
semi-functional throughout the game. The definition of the KH-CCA security game and the Type-1
strategy ensures that A is allowed to make decryption queries on (y,ct;) such that f(z*,y) =1
only in Phase 1. By following the discussion against the Type-2 A, the dual system proofs of ABE
schemes [AC16, AC17, CGW15] inherently imply that A cannot make critical decryption queries
on (y,cty) for all x in Phase 1 and those for all z # z* in Phase 2. Therefore, we can simulate
the challenger of Gamey ¢ by using ug only for creating the d-th ciphertext in £; thus, Gamey 4 and
Gameg 4 follow the same distribution from A’s view with overwhelming probability.

Summarizing the discussion so far, we complete the proof. O
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