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Abstract

In this work, we focus on Single-Input Functionality (SIF), which can be viewed as a special case of MPC.
In a SIF, only one distinguished party called the dealer holds a private input. SIF allows the dealer to perform
a computation task with other parties without revealing any additional information about the private input.
SIF has diverse applications, including multiple-verifier zero-knowledge, and verifiable relation sharing.

As our main contribution, we propose the first 1-round SIF protocol against a dishonest majority in the pre-
processing model, which is highly efficient. The only prior work that achieves 1-round online communication
assumes an honest majority and is only a feasibility result (Applebaum et al., Crypto 2022). We implement our
protocols and conduct extensive experiments to illustrate the practical efficiency of our protocols.

As our side product, we extend the subfield Vector Oblivious Linear Evaluation (sVOLE) into the multi-
party setting, and propose a new primitive called multi-verifier sVOLE, which may be of independent interest.
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1 Introduction

MPC vs. SIE. In secure multi-party computation (MPC) [Yao82, GMW87], multiple mutually distrustful play-
ers, (P1,...,P,), are allowed to jointly compute any efficiently computable function f of their private in-
puts (z1,...,2,). Concretely, let circuit C be the representation of the function f such that (y1,...,yn) <
C(z1,...,2p). After an execution of the MPC protocol for circuit C, each party P; shall obtain its output y;.
Since its introduction in the early 1980s, secure MPC has been extensively studied and become one of the
cornerstones of modern cryptography.

Single-Input Functionality (SIF) is a special case of secure MPC. In SIF, only a distinguished party, called
dealer D, is allowed to have a private input w, while all other parties, called verifiers V1, . . ., V,, have no private
inputs. After an execution of the SIF protocol, the dealer D receives no output value while the i-th verifier
obtains y; as its output value. That is, the circuit C is now specifically defined as follows: (0, y1,...,y,) <
C(w,0,...,0). For simplicity, we often ignore the empty (input/output) values ()'s and writeitas (yi, ..., yn) <
C(w).

SIF and its applications. As an important cryptographic primitive, SIF was initially studied by Gennaro
et al. [GIKRO2]; this line of research has received lots of attention [AKP20, AKP22b, ZZZR23] very recently.
Below, we will give a high-level description of the applications of SIF. More concretely, as already pointed out
by Applebaum et al. [AKP22b], from SIF, two immediate applications can be obtained: Multi-Verifier Zero-
Knowledge (MVZK) and Verifiable Relation Sharing (VRS).

MVZK. In an MVZK protocol, a distinguished party called prover P, who holds a statement-witness pair (z, w),
wishes to convince n verifiers V1, ..., V,, that R(z,w) = 1 at once for an NP relation R. It is easy to see that
SIF implies MVZK directly: let C be the circuit that evaluates R(xz, w), then the parties can jointly invoke SIF to
evaluate C.

MVZK can be used in normal ZK scenarios as long as the identities of the verifiers are known ahead of
time. It can also be used in some real life cryptographic systems, e.g., private aggregation system [CB17], as
suggested in [YW22]. More concretely, in the private aggregation system like Prio [CB17], a set of servers collect
and aggregate the clients’ data; and each client need to prove to servers that its data is valid using Secret-shared
Non-Interactive Proof (SNIP). Notice that, the SNIP in [CB17] assumes the client (acting as the prover) not to
collude with the servers (acting as the verifiers) to ensure soundness; for zero-knowledge property, the SNIP
can tolerate all-but-one malicious servers. Hence, if there exists an efficient 1-round MVZK protocol against a
dishonest majority (which allows the malicious prover to collude with verifiers), it could be a better alternative
technique to SNIP in [CB17].

VRS. In [AKP22b], Applebaum et al. introduce a new primitive called VRS, which generalizes MVZK. In a VRS
protocol, we consider a distinguished party called dealer D, who holds a secret input s, and n parties called
verifiers V1, ..., V,, who have no secret inputs. The dealer D wishes to share the secret s to the verifiers first;
for simplicity, we denote by x; the share received by the i-th verifier. Then the dealer D wishes to prove that the
shares satisfying an NP relation R to the verifiers, i.e., D proves that R(z1, ..., x,, s) = 1 in a zero-knowledge
way. Clearly, SIF also implies VRS: let (y1,...,yn) < C(x1, ..., Ty, s) be a circuit such that y; = x; for i € [n] if
R(z1,...,zyn,s) = 1; otherwise, y; = L where L is a failure symbol. Then the parties can jointly invoke SIF to
evaluate such a circuit C to realize VRS.

As pointed out by Applebaum et al. [AKP22b], VRS has several applications; in particularly, VRS captures a
very important primitive, i.e., Verifiable Secret Sharing (VSS) [CGMAS85]. VSS ensures a potentially malicious
dealer can share a secret such that the verifiers are convinced that the shares they hold are valid; furthermore,
in the honest majority setting, the honest verifiers can always recover the secret. In the dishonest majority, the
security requirement of VSS is relaxed [NMO™ 04, DMQO™11]: the honest verifiers may not be able to recover
the secret, since the corrupted verifiers can always abort the protocol. As shown in [NMO™*04, DMQO*11],
VSS can be used to construct MPC protocols in the dishonest majority setting.

SIF with an honest majority. We now introduce several interesting results [AKP22b, YW22, BJO*22] on SIF
in the honest majority setting. Both the work by Yang and Wang [YW22] and the work by Baum et al. [BJO122]
focus on constructing highly efficient 2-round protocols in the context of MVZK; the constructions in [YW22]
are based on the random oracle (RO) model, while the constructions in [BJO™22] are in the preprocessing model.
On the other hand, the work by Applebaum et al. [AKP22b] focuses on the theoretical side and gives a 2-round



general SIF protocol in the plain model. In particular, as claimed by Applebaum et al. [AKP22b], the first round
of their protocol is input independent; therefore, their work can be interpreted as a 1-round protocol in the
preprocessing model.

SIF against a dishonest majority. Lepinski et al. introduce a strengthened version of MVZK protocol against
a dishonest majority in the preprocessing model [LMs05]. More precisely, they show how to add fairness
among the verifiers, i.e., the malicious verifiers who conclude with the prover learn nothing except the validity
of the statement if the honest verifiers accept the proof. However, their work is only a feasibility result and is
far from being very practical; furthermore, their work focuses on MVZK and cannot be extended to general
SIF directly. As for general SIF, to the best of our knowledge, the only work against a dishonest majority is
the work by Zhou et al. [ZZZR23]. More concretely, they build 2-round highly efficient SIF protocol in the
preprocessing model.

Our main research question. As mentioned above, it is known that 1-round SIF can be constructed in the
honest majority setting [AKP22b], assuming a preprocessing model. When turn to the dishonest majority
setting, the only prior work [ZZZR23] requires 2-round online communication in the preprocessing model.
Therefore, it makes us wonder if it is possible to construct 1-round SIF protocol against a dishonest majority in
the preprocessing model? If so, can we build such a protocol with practical efficiency?

We note that constructing such a protocol with practical efficiency is a non-trivial task. The only prior
work [AKP22b] that achieves 1-round online communication assumes an honest majority, and it is only a
feasibility and is not practical at all. One may suggest using practical MPC protocols against a dishonest
majority to realize SIF, for example, the constant-round BMR-style protocol [BMR90]. However, to the best
of our knowledge, the BMR-style MPC protocols in the literature require at least 2-round online communi-
cation [LS516, HSS17]. Therefore, naively using MPC protocols to realize SIF is not a solution. Given these
difficulties, we ask the following research question:

Is it possible to construct a highly efficient 1-round SIF protocol against a dishonest majority in the prepro-
cessing model?

1.1 Owur Contributions

In this work, we will give an affirmative answer to our research question. Our contributions can be summa-
rized as follows.

The first 1-round SIF against a dishonest majority. We present the first 1-round highly efficient protocol for
SIF against a dishonest majority in the preprocessing model, and our protocol can be proven secure in the
Universal Composability (UC) framework [Can01]. Table 1 depicts a comparison between our work and other
recent and related work. The full descriptions of our protocol is put in Section 4.

As shown in Table 1, our work is the only one that achieves 1-round online communication in the dishonest
majority setting.

Table 1: Comparison of our work and the state-of-the-art work that constructs general SIF.

Ref. Primitive ~ #Round’ Corruption Setup
Threshold Assumption
[AKP22b] SIF 1 t< g+ 1% Preprocessing
[Z7ZR23] SIF 2 t<n+1 Preprocessing
This Work SIF 1 t<n+1 Preprocessing

T Refer to the number of rounds in the online phase.
f Here, ¢ is a small positive constant.



A new form of correlation: mv-sVOLE. We extend the two-party subfield Vector Oblivious Linear Evalua-
tion (sVOLE) [BCG*19a, BCG"19b, WYKW21] correlations into the multi-party setting, which is an essential
tool in our SIF construction. More precisely, we propose a new primitive called multiple-verifier sVOLE (mv-
sVOLE). In Section 3, we formally define the mv-sVOLE through an ideal functionality, give an efficient con-
struction and prove the security in the UC framework. We note that, there are several works in the literature
that also try to extend sVOLE into the multi-party setting, we compare the difference between those works and
our mv-sVOLE primitive in Section 3.1.

Implementation and benchmark. To illustrate the efficiency of our protocols, we implement our protocol in
C++, conduct comprehensive experiments and report the comparison results with others in Section 5. It turns
out that the efficiency of our protocol is very competitive.

Compared to the only prior work that constructs SIF against a dishonest majority [ZZZR23], our protocol
outperforms it in both running time and communication. Running on a 1Gbps network with 2ms RTT, for SIF
among 3 parties, our protocol takes 37.30ms total running time to evaluate a AES-128 circuit, and our protocol
requires 0.25MB total communication. In the same setting, [ZZZR23] requires 317.54ms total running time and
4.35MB total communication. As a result, we make a 8.51 x improvement over [ZZZR23] for total running time
and make a 17.40x improvement for total communication.

Compared to the state-of-the-art SIF (in the context of MVZK) against a honest majority [BJO*22], our
protocol is also very competitive. In [BJOT22], two types of 2-round MVZK protocol are proposed: the first
protocol tolerates ¢t < % malicious verifiers and the second one tolerates t < % malicious verifiers. According
to [BJO*22], when there are 4 verifiers, the second protocol of [BJO22] takes 18.25ms total running time to
evaluate a AES-128 circuit with 16.24ms online running time, running on a 10Gbps network with roughly
0.6ms RTT. In the same setting, our protocol takes 18.36ms total running time to evaluate the same circuit with
only 2.76ms online running time. Our online running time is 5.88x faster, although our total running time is
0.11ms slower. We also compare the efficiency of our protocol with the first protocol of [BJO"22], and we refer
readers to see more details in Section 5.2.

Compared to the state-of-the-art generic MPC protocol against a dishonest majority, our protocol outper-
forms the state-of-the-art constant-round MPC protocols [WRK17, YWZ20] in both running time and commu-
nication. Running on a 10Gbps network with 0.2ms RTT, when there are 3 parties, our protocol takes 14.72ms
total running time to evaluate a AES-128 circuit, and our protocol requires 0.25MB total communication. In the
same setting, [WRK17] requires 118.39ms total running time and 4.92MB total communication, while [YWZ20]
requires 43.85ms total running time and 3.78MB total communication. In this case, our improvement for total
running time ranges from 2.98x to 8.04x, and our improvement for total communication ranges from 15.12x
to 19.68 x.

1.2 Our Techniques

Constructing a SIF protocol with only 1-round online phase is a non-trivial task. For better expression, let us
take MVZK, a direct application of SIF, as an example. When the online phase is restricted to 1-round, there
are no chance for the verifiers to communicate with each other to check whether the prover acts honestly after
receiving the prover’s messages; as a result, a malicious prover may cause the honest verifiers to output incon-
sistent results (e.g., some honest verifiers may output acceptance while some may output rejection). Therefore,
some “consistency checks” among the verifiers are necessary in the whole protocol construction; otherwise,
inconsistency outputs of the verifiers are inevitable. To obtain 1-round online communication, our key obser-
vation is that these consistency checks could be pushed into the preprocessing phase; in this way, we have the chance
to guarantee the security of the protocol. Next, we first talk about the preprocessing phase of our SIF construc-
tion; jumping ahead, we propose a new primitive called multiple-verifier sVOLE (mv-sVOLE), which is an
essential building block for the preprocessing phase.

Preprocessing phase: using mv-sVOLE as correlations. In our design, we make extensive use of a partic-
ular form of correlation, called subfield Vector Oblivious Linear Evaluation (sVOLE) [BCGT19a, BCGT19b,
WYKW?21]. In the two party setting, sVOLE correlations capture the well-known primitive, i.e., Information-
Theoretic Message Authentication Codes (IT-MACs) [BDOZ11, NNOB12]. Let I~ be the extension field of a
field F,,. In sVOLE, there are two parties involved, i.e., a dealer D and a verifier V, and V holds a global MAC
key A € Fpr. In order to authenticate the vector € F, held by D to V, we let the dealer D have the MAC



tag m € F,. and let the verifier have the local MAC key k € F!, such that m = k — A - z. It is easy to see
that a malicious D* who does not know the MAC key, cannot produce another valid m’ for ' # x except for
negligible probability when |F,-| is sufficiently large.

In the setting of SIF, we are dealing with n + 1 parties, i.e., a dealer D and n verifiers V4, ..., V,, so we have
to extend the (two-party) sVOLE correlations into the multi-party setting, which we called multiple-verifier
sVOLE (mv-sVOLE). More precisely, we let each verifier V; privately hold a global MAC key A® € F,,.. For
each vector @ € F, held by the dealer D, for each i € [n], we let the dealer D have the MAC tag m(") € F/, and
let the verifier V; have the local MAC key k() € F!. such that k) = m() + A . . For better expression,
we use the notation [x] to denote the authenticated vector . In this way, the vector held by the dealer can
be authenticated to each verifier. Then, how to generate these mv-sVOLE correlations? One might suggest
invoking n instances of sVOLE naively; however, this naive solution is not secure at all: a malicious dealer
might use inconsistent values ' # x in different instance of sVOLE procedure. To address this security issue,
we let the verifiers to pose some lightweight consistency checks to detect the malicious behaviors of the dealer.
This ensures the verifiers can obtain the correct mv-sVOLE correlations; jumping ahead, it also guarantees the
honest verifiers can output the consistent results in the online phase. We defer the details of the solution to
generating our mv-sVOLE correlations in Section 3.2.1.

Online phase: checking all the multiplication gates in 1-round. The online phase of our protocol is designed
in the “commit-and-prove” paradigm. More concretely, we first let the dealer D commit to his witness w € F;"
using the random mv-sVOLE correlations [p]] generated in the preprocessing phase; that is, D broadcasts
0 := w — p € F} to verifiers, and all parties compute [w] := [u] + &. Then we let the dealer “proves” that all
the gates of the circuits are processed properly.

Notice that, for the generic MPC protocols against a dishonest majority [BDOZ11, DPSZ12], the random-
ness, e.g. a random vector u, generated in the preprocessing phase are often shared among all the parties and
no party can know the entire p. The reason is that: these randomness is used to mask the wire values of the
circuit, so the adversary cannot know other parties’ private input. However, the situation is different in the
setting of SIF [ZZZR23]: in a SIF, only the dealer holds a private input, so it is safe to let the dealer hold the
entire p.

In the following, we will show how the dealer “proves” that all the gates are processed properly in only
1-round. It is easy to see that addition gates can be processed for free. For multiplication gates, we avoid the
use of “beaver triples” techniques [Bea92] to check the correctness of multiplication gates; instead, we extend
the techniques in [DIO21,YSWW21], which require sVOLE correlations and are designed for two-party setting,
into the multi-party setting. More concretely, for the i-th multiplication gate with input wires «, 8 and output
wire v, we denote by w,, wg the input wire values and denote by w,, the output wire values. We let D broadcast
d; = wq-wg—n; € F,, where 1), is random and [, ] is generated in the preprocessing phase, then all parties can
compute [w,] := [n;] + d;. In this way, D holds w,, m§’ and V, holds AW k$ such that k¥ = m$ +w, - AW
fora € {a, 5,7} and j € [n]. By the following identity:

Bz‘(j) — k((lj) . kgj) _ k»(yj) . AU)

. , . _ . . , ey
= m 'm(ﬁj) + (mg) cwe +mG) - ws —mP)AD 1 (wy, - wg —w,) - (AD)2,

Denote by AE’& Denote by Agjf

we conclude that if D behaves honestly (i.e.,, wy, = w, - wg), then we have BZ-(j ) = A% + Afjl) AU Ttis

easy to see that Bi(j ) (resp. AEQ, A§71) ) can be locally computed by D (resp. V;); therefore, the correctness of

the i-th multiplication gate can be checked by letting D send A,Efg, Afjl) to V; and letting V; check if Bi(j ) =
A% + Agjl) - A holds for each j € [n]. Notice that, the multiplication gates can be checked together; that is

why we can achieve 1-round online communication. We defer the details of improving the efficiency of the
above checks in Section 4.2.



2 Preliminaries

2.1 Notations

We use A € N to denote the security parameter. We say a function negl : N — N is negligible if for every positive
polynomial poly(-) and every sufficiently large A, negl(A) < m holds. We say two distribution ensembles
U = {Ur}renw and W = {W, }\cn are statistically (resp. computationally) indistinguishable, which we denote

by U ~W (resp., X ~ V), if for any unbounded (resp., PPT) distinguisher D there exists a negligible function
negl s.t. |Pr[D(Uy) = 1] — Pr[D(W,) = 1]| = negl(\). We use = < S to denote by the event that sampling a
uniformly random x from a finite set S. For n € N, we to [n] to denote by a set {1,...,n}. For a,b € Z with
a < b, we use [a, b] to denote by a set {q, ..., b}. We use bold lower-case letters, e.g. x, to denote by the vectors,
and we use z; to denote by the i-th component of vector x.

We consider both arithmetic circuit and boolean circuit. Basing on a finite field F,, with a prime order p,
a circuit C : ' — [ consists of a set of input wires Zi, and a set of output wires Z,., where |Zi,| = m and
|Zout| = n. In addition to that, the circuit C also contains a list of gates of the form («, 5,7, T), where «, 5 (resp.
~) are the indices of the input wires (resp. output wire), and T' € {Add, Mult} is the gate type. If p = 2, then
C is a boolean circuit where Add = @ and Mult = A. If p > 2, then C is an arithmetic circuit where Add/Mult
corresponds to addition/multiplication in F,,.

We use F,- to denote by an extension field of a finite field IF,,, where p > 2 is a prime and r > 1 is an integer.
We can write F,,» = F,[X]/f(X), where f(X) is a some monic, irreducible polynomial with degree . It is easy
to see that, every w € F,» can be written uniquely asw = Y_;_, v; - X"~ ! with v; € F,, for all i € [r]. Thus, the
elements over I~ can be regarded as the vectors in (IF,,)" equivalently.

2.2 Security Model

We design our protocols and prove their security in the Universal Composability (UC) framework by Canetti [Can01].

In the UC framework, we define a protocol II to be a computer program (or several programs) which is
intended to be executed by multiple parties. Every party has a unique identity pair (pid, sid), where pid refers
to the Party ID (PID) and sid refers to the Session ID (SID). Parties running with the same code and the same
SID are viewed to be in the same protocol session. The adversarial behaviors are captured by the adversary A,
who is able to control the network and corrupt the parties. When a party is corrupted by A, A obtains its secret
input and internal state.

The UC framework is based on the “simulation paradigm” [GMW87], a.k.a., the ideal /real world paradigm.
In the ideal world, the inputs of the parties are sent to an ideal functionality 7 who will complete the com-
putation task in a trusted manner and send to each party its respective output. The corrupted parties in the
ideal world are controlled by an ideal-world adversary S (a.k.a., the simulator). In the real world, parties com-
municate with each other to execute the protocol II, and the corrupted parties are controlled by the real-world
adversary A. There is an additional entity called environment Z, which delivers the inputs to parties and
receives the outputs generated by those parties. The environment Z can communicate with the real-world ad-
versary A (resp. ideal-world adversary §) and corrupt the parties through the adversary in the real (resp. ideal)
world. Roughly speaking, the security of a protocol is argued by comparing the ideal world execution to the
real world execution. More precisely, for every PPT adversary A attacking an execution of 1I, there is a PPT
simulator S attacking the ideal process that interacts with F (by corrupting the same set of parties), such that
the executions of II with A is indistinguishable from that of 7 with S to Z. We denote by EXECx s = (resp.
EXECq, 4,z) the output of Z in the ideal world (resp. real world) execution. Formally, we have the following
definition.

Definition 1. We say a protocol 11, UC-realizes the functionality F, if for any PPT environment Z and any PPT
adversary A, there exists a PPT simulator S s.t. EXECi1 4,2 ~ EXECr s z.

We then describe the modularity which is appealing in the UC framework: when a protocol calls subroutines,
these subroutines can be treated as separate entities and their security can be analyzed separately by way of
realizing an ideal functionality. This makes the protocol design and security analysis much simpler. Therefore,
we introduce the notion of “hybrid world”. A protocol II is said to be realized “in the G-hybrid world” if IT
invokes the ideal functionality G as a subroutine. Formally, we have the following definition.



Definition 2. We say a protocol T1, UC-realizes the functionality F in the G-hybrid world, if for any PPT environment
Z and any PPT adversary A, there exists a PPT simulator S s.t. EXEC% AZ ~ EXEC F.8,2

Adversarial model. As in [AKP22b, YW22, BJO+22,ZZZR23], in this paper, we consider a malicious, static
and rushing adversary. We also assume that the adversary is allowed to corrupt the dealer and up to ¢t number
of verifiers where t < n.

Secure communication model. In this work, we consider simultaneous communication. We also assume
the parties are connected by pairwise secure channels and a broadcast channel. We remark that, these secure
communication channels are also required in the relevant works [AKP22b, YW22,BJO*22,ZZZR23].

2.3 (Programmable) Subfield VOLE

We first introduce the subfield Vector Oblivious Linear Evaluation (sVOLE) [BCGT19a, BCG*19b, YWL™'20,
WYKW21, YSWW?21], which works over an extension field F,-. More precisely, in sVOLE, the verifier V holds
a global MAC key A € F,» which can be used for multiple times. For a vector « € IE‘f, holds by the dealer D,
we let the dealer D have the MAC tag m € FY, and let the verifier have the local MAC key k € F!, such that
m = k — A - z. In this way, the vector x is authenticated to the verifier V. Notice that, the dealer D cannot lie
about x, because the probability of D computing a valid MAC tag m/ for a chosen @’ # x is at most p~", which
would be negligible if p, r are chosen properly.

We note that, most of the recent and popular approaches for generating subfield VOLE are based on Pseu-
dorandom Correlation Generators (PCGs), e.g., [BCGI18, BCG"19a, WYKW21]. Informally speaking, a PCG
allows two parties take a pair of short and correlated seeds, then expand them to produce a much larger
amount of correlation randomness. However, typically, the sVOLE correlations generated by PCGs are ran-
dom, meaning that the dealer D cannot chose the authenticated vector x. This is troublesome when the dealer
D wants to use the same u to run different instances of sVOLE generation procedures with different verifiers.
We note that, given a random sVOLE correlation (z’, m’, A, k') such that m’ = k' — A - «’/, the dealer D can eas-
ily convert it to a sVOLE correlation with chosen « by sending é := x — ' to the verifier and setting m := m/,
the verifier V then sets k := k' + d - A; in this way, m = k — A - x holds. However, this approach requires O(¥)
communication cost, where ¢ is the vector length; when a large amount of sVOLE correlations are needed (in
other words, / is very large), this approach is not efficient enough.

To address the above issue, Rachuri and Scholl propose the programmable subfield VOLE in [RS22]; we
model this primitive through an ideal functionality F o, ¢, which is depicted in Figure 1. More precisely, the
programmability means that the dealer D can choose a seed s and expand it to a vector of ¢ field elements
x := Expand(s, £), where Expand : S x Z — [} is a deterministic expansion function that takes a seed s from a
seed space S and the output length ¢ € Z as inputs and outputs a (-length vector z € F.. This allows the dealer
to use the same authenticated vector z (by choosing the same seed) in different instances of /.y . As noted
in [RS22], in practice, the expansion function Expand may correspond to some kind of secure Pseudo Random
Generators (PRGs)'. Rachuri and Scholl also provide a PCG-style protocol that can efficiently realize F 3o ¢,
and we refer interesting readers to see that in [RS22].

We note that, the sVOLE correlation satisfies an appealing property, i.e., additive homomorphism. More pre-
cisely, given authenticated vectors z,,...,xz, € ]Ff; (i.e., for i € [n]: the dealer D holds x; and m, and the
verifier V holds A and k,, such that m,, = k5, — A - x;) and the public coefficients ¢y, ...,c, € Fpand c € ]Ff;,
the dealer D can locally compute y := ¢+ > ., ¢; - @; and the corresponding MAC tag m,, := Y ., ¢; - My,
while the verifier V can locally compute the corresponding local MAC key ky, := Y0 | ¢; - kg, + A - ¢ such that
my =k, —A-y.

2.4 Single-Input Functionalities

In [AKP22b], Applebaum et al. formally define Single-Input Functionalities (SIFs); there the majority of players
are assumed to be honest, and the SIFs are defined to capture full security. Later, in [ZZZR23], Zhou et al. con-
sider a relaxed version of SIF, capturing security with abort. In this work, we take the definition from [ZZZR23],

ITypically, PRGs are referred as randomized algorithms that can generate pseudorandom strings. However, when the seed (which
contains the randomness) and the output length are fixed, we can view a PRG as a deterministic algorithm.
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The functionality interacts with a dealer D, a verifier V and an adversary S. It is parameterized with a finite
field F), and its extension field [F,r, and a deterministic expansion function Expand : S x Z — F;.

Initialization: Upon receiving (INIT,sid) from D and V, do:
e If V is honest, sample A < FF,~; otherwise, receive A € Fy~ from the adversary S.

e Store A and send (INIT,sid, A) to V. Ignore any subsequent INIT commands.

Authentication over subfield: Upon receiving (AUTHSUB, sid, £, s) from D and (AUTHSUB,sid, £) from V, where
s e S, do:

e Compute z := Expand(s, ) € F5.

o If both parties are honest, sample k < %, then compute m :=k — A -z € F..

¢ If both parties are malicious, halt.

e If D* is malicious and V is honest, receive m € Ff,v- from S, then compute k :=m + A -z € Ff,r.
e If D is honest and V* is malicious, receive k € ]Ff)'r‘ from S, then compute m:=k - A-x € ]Ff;r.

e Send (CONTINUE,sid) to S. For each honest party H € {D, V}, upon receiving an input from S,

- If it is (CONTINUE, sid, H), send the respective output to H. More precisely, if H is the dealer D, send
(AUTHSUB, sid, m) to D; if H is the verifier V, send (AUTHSUB, sid, k) to V.

— If it is (ABORT,sid, H), send (ABORT,sid) to H.

Figure 1: Functionality for programmable subfield VOLE, which is adapted from [RS22]
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The functionality interacts with a dealer D, n verifiers Vi,...,V,, and an adversary S. It is parameterized by a
circuit C where C : F' — Fj;. Let H denote the set of honest parties.

Upon receiving (INPUT, sid, w) from D and (INPUT,sid) from V; for all ¢ € [n] where w € F}', do

e Compute y := C(w), and send (OUTPUT,sid, y;) to V; for each malicious verifier V; ¢ H.

e Send (CONTINUE,sid) to the adversary S. For each honest verifier V; € 1, upon receiving an input from S,
- If it is (CONTINUE,sid, V;), send (OUTPUT,sid, y;) to V;.
- If it is (ABORT,sid, V;), send (ABORT,sid) to V;.

Figure 2: The Functionality Fsir

which is depicted in Figure 2, since we focus on the dishonest majority setting. As shown in Figure 2, there are
a dealer D and n verifiers V,...,V,. The parties hold a circuit C : F}* — F}; while the dealer D additionally
holds a private input w where |{w| = m. The functionality Fsir takes w from the dealer D, then it computes
y := C(w) and delivers y; to V; for i € [n], where y; is the i-th component of y.

2.5 Coin-Tossing

Here we introduce the functionality for coin-tossing, and it allows all parties to receive the same uniformly
random string. Throughout the paper, we only consider the security with abort; therefore, here we let the
functionality capture the security with abort. Formally, we present the functionality for coin-tossing in Figure 3.

3 Subfield VOLE in the Multi-Party Setting

3.1 Security Definition

Here we extend the sVOLE (which is in the two-party setting) into the multi-party setting, and we call this new
form of correlated randomness multiple-verifier subfield VOLE (mv-sVOLE). More precisely, in mv-sVOLE, there
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The functionality interacts with a prover P, n verifier V1,...,V,. It is parameterized with a finite field [, and
its extension field F,. Let H be the set of the honest parties.

Upon receiving (TOsS, sid, ¢) from P and Vi,...,Vy, do:

* Sample s + Ff;r and send (T0sS,sid, s) to all corrupted parties.

¢ Send (CONTINUE,sid) to the adversary S. For each honest party H € #, upon receiving an input from S,
- If it is (CONTINUE,sid, H), send (TOss,sid, s) to H.
- If it is (ABORT,sid, H), send (ABORT,sid) to H.

Figure 3: Functionality for coin-tossing

are a dealer D and n verifiers V1, ..., V,, and each verifier V, privately holds a global MAC key AW e F,-. For
each vector « € IE‘f, held by the dealer D, for each i € [n], we let the dealer D have the MAC tag m(") € ]Ffﬂ‘ and
let the verifier V; have the local MAC key k(¥ € F.. such that k) = m(®) + A() . . In this way, the vector
held by the dealer can be authenticated to each verifier. Formally, we present our mv-sVOLE functionality in
Figure 4.

Comparison with other works. Notice that, there are several works in the literature that also try to extend
sVOLE into the multi-party setting; in the following, we will describe the difference between those works and
ours. In [QYYZ22], Qiu et al. also extend sVOLE into the multi-verifiers setting, which is similar to ours; how-
ever, they do not consider the consistency of the authenticated values. In other words, their malicious dealer
can use inconsistent u for different verifiers. As a result, their multi-verifier sVOLE can be implemented by
running two-party sVOLE for n times directly, while our mv-sVOLE functionality cannot be realized through
this native approach. In [RS22], Rachuri and Scholl extend sVOLE into the multi-party setting in a different
way: they let each party play the role of the dealer in turn, and each parties” private values will be authen-
ticated to all other parties. Therefore, there is no distinguished party in their setting, and their multi-party
sVOLE primitive is much more complex than our mv-sVOLE. We conjecture that our mv-sVOLE primitive
might be used as a basic building block to realize the multi-party sVOLE in [RS22]. In some constant-round
MPC protocols that tailored for bool circuits (e.g., [WRK17,YWZ20]), they make use of a primitive called multi-
party authenticated bits. Our mv-sVOLE can be viewed as a generalization of multi-party authenticated bits,
since multi-party authenticated bits are specifically designed for the case over binary field (i.e., p = 2) while
our mv-sVOLE can cover both binary field (i.e., p = 2) and large filed (i.e., p > 2).

3.2 Efficiently Realizing 7 ¢

Here we describe how to efficiently realizes F2' 5 g One may attempt to let the dealer D use the same
value x to run the two-party sVOLE protocol with each verifier V; individually. However, this naive approach
is not secure since a malicious dealer may use inconsistent  when running different instances of the two-
party sVOLE protocol with other parties. To prevent this malicious behavior, we let the parties to perform the
additional consistency check to ensure that the dealer D uses the same value x. Similar approach has been
used in prior work by Wang et al. [WRK17] in the context of multi-party authenticated bits, which only deals
with case where p = 2. Here we generalize their approaches to capture both p =2 and p > 2.

In the following, we first give a template construction that efficiently realizes 72" o - Then we will show
that by carefully choosing the parameters, our construction remains secure for both p = 2 and large p > 2.

3.21 A Template Construction

Before formally presenting our protocol, we give a high-level description of our construction. Let p; and p
be the parameters. In order to authenticate the same /-length vector to all verifiers respectively, we first let
all parties set £/ := ¢ + p; and let the dealer D picks a random seed s from the seed space S. We denote by
x := Expand(s, ') € IE‘f,,. We note that, the last p; components of the vector « are used to prevent a potentially
malicious Verifier from learning the first ¢ components of x. Then for each i € [n], we let D and V; invoke an
instance of Fyo ¢, Where D sends s to F 1o, g, and Friyo ¢ returns z, m to D and returns k(¥ to V; such
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The functionality interacts with a dealer D, n verifiers Vi,...,V, and an adversary S. It is parameterized with a
finite field F, and its extension field F,~. Let H be the set of the honest parties.

Initialization: Upon receiving (INIT, sid) from D and V1i,...,V,, do:
e For each i € [n], if V; is honest, sample A F,r; otherwise, receive AD ¢ Fpr from the adversary S.

e Store {A“)}ie[n] and send (INIT,sid, A®) to V,. Ignore any subsequent INIT commands.

Authentications over subfield: Upon receiving (AUTHSUB, sid, £) from D and Vi,...,Vy,, do:

o If all parties are honest, sample x «+ F’. For each i € [n]: sample k) + F.. and compute
m® = kO _ AD .z c F,.

o If all parties are malicious, halt.

e If D* is malicious and some of the verifiers are honest, receive x € Ff, from the adversary S. For each honest
verifier V; € H: receive m() € ]Ff,r» from the adversary S, and compute EOD :=m® + AW .z € Ff;r.

e If D is honest and some of the verifiers are malicious, sample x <+ IFf,. For each malicious verifier V; ¢ H:
receive kY € FY, from the adversary S; for each honest verifier V; € H: sample k() «— F’.. Then compute
m® = kW — AW .z c F., for each i € [n].

* Send (CONTINUE,sid) to the adversary S. For each honest party H € #H, upon receiving an input from S,

- If it is (CONTINUE, sid, H), send the respective output to H. More precisely, if H is the dealer D, send
(AUTHSUB, sid, x, {m(])}je[n]) to D; if H is i-th verifier V;, send (AUTHSUB,sid,k(”) to Vi.

— If it is (ABORT,sid, H), send (ABORT,sid) to H.

Figure 4: Functionality for multiple-verifier subfield VOLE

that k) = m® + z - A®. Next, we let the parties perform the following consistency checks for p, times to
ensure that if a potentially malicious dealer D* uses the inconsistent seeds in different instances of 7, ¢ with
different verifiers, D* will be caught with overwhelming probability. We say the dealer uses the inconsistent
seeds, if it uses s1, s such that Expand(s1,¢') # Expand(ss, ¢’). Notice that, if the dealer uses s1, s such that
s1 # s but Expand(s1, ') = Expand(sz, ¢'), we still say that the dealer uses the consistent seeds.

Our consistency checks work as follows: We let parties sample a uniformly random s <« Ff; and let the
dealer D broadcast u := s' - &’ € F,. Then for each i € [n]: the dealer D will send the corresponding MAC tag
w® :=sT.m® € F, foruto V;, and V; will compute the corresponding local MAC key v(V) := s - k() € T,
and checks if v = w® + A .4, holds. Later, we will show that by carefully choosing parameters, if D uses the
inconsistent seeds, then D will be caught with overwhelming probability. Finally, if all the consistency checks
pass, all the parties simply output the first £ objects. That is, D outputs the first £ components of =, {m)} ;¢
and V; outputs the first £ components of k(*) for each i € [n]. Formally, we present our protocol construction
22 o g in Figure 5.

myv:

3.2.2 Security Analysis

Case I: for p = 2. Here, we are dealing with the case where p = 2 and » = A, where X is the security
parameter; thus, this can support SIF over boolean circuits, which we will describe in the later sections. In this
case (where p = 2 and r = ), the parameters should be set as p; := 2p and p, := p where p = O()\). Notice
that, for these parameters, our protocol H?npv’-zvom directly yields the multi-party authenticated bits protocol
in [WRK17, Figure 5]*. In the following, we will explain why the parameters are set in this way.

Let us first consider the case where the dealer D* is corrupted. We need to ensure that if D* uses inconsistent
seeds, for instance, s1, sp such that Expand(s1, ¢') # Expand(sg, ¢'), then D* would be caught in step 3 of Figure 5
with overwhelming probability. We denote by x; := Expand(s;,¢') and x5 := Expand(s,£’). Since D* cannot
forge a MAC tag except for a negligible probability, the probability of D* passing the consistency check is the
probability that s -xy = s' - xy, where s is the random vector returned by ‘7:<2:61|N- If we instantiate Expand

2In [WRK17, Figure 5], the authors actually set the parameters as p1 = p2 := 2p. However, according to their proof, we believe that it
is their tiny typo error and the parameters should be set as p1 := 2p and p2 := p.
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Parameter: p1, po.

Initialization: On input (INIT,sid), for each i € [n], D and V; send (INIT,sid) to the i-th instance of F}yo, g,
which returns A® € Fyr to V.

Authentications over subfield: On input (AUTHSUB, sid, ?), D and Vi,...,V, do the followings:

1. All parties set £ := £+ p1. Then D picks a random seed s « S, where S is the seed space of the expansion
function Expand.

2. For each i € [n], D sends (AUTHSUB, sid, £', 5) to the i-th instance of F}y, ¢ while V; sends (AUTHSUB, sid, ¢')
to the same instance. Then Fy,, ¢ returns = € I[?f,,7 m) ¢ Ff),r to D, where z := Expand(s, '), and returns k("
to V; such that k) = m® 42’ . A®,

3. For each ¢ € [p2], all parties perform the following consistency check:

(@) D and Vi,...,V, send (TOSS,sid, #') to FLa,, which returns s; € IFf; to all parties.

(b) D broadcasts u; := s; - € IF,, to all verifiers. Then for each j € [n]: D sends w§j) =s; -mY eF, to Vi

privately.
(c) For each j € [n]: V; computes v\ := 5] - k) € F,r. Then V; checks if v = !’ + AU . u; holds. If not,
V; simply aborts.
4. D outputs the first £ components of x, {m")};c(,; and V; outputs the first £ components of k") for each
i € [n].

Figure 5: Protocol for multiple-verifier subfield VOLE in the {F 3, FZun t-hybrid world

with a secure PRG and we denote by Z the set of indices where x; # x5, then it is easy to see that Pr[sT -z =
s - xh] = Pr[®iczs; = 0] = 3 +€(\), where €()) is the negligible distance between the pseudorandom random
strings that generated by PRGs and the uniformly random strings. In other words, in each consistency check,
a cheating D* can pass the check with probability 3 + €()). Thus, we need to let the parties perform p = ©())
consistency checks so that a cheating D* can pass the check with probability O(277). That is why we set p, := p
where p = O()).

Then we consider the case where the dealer is honest and some verifiers are corrupted. We need to ensure
that the malicious verifiers cannot learn any information about the dealer’s output, i.e., the first £ components
of x. In the i-th consistency check, for each random s; € ]Fg/ returned by J:g’ollNr we denote by a; the first ¢
components of s; and denote by b; the last p; components of s;. We also denote by & the first £ components of
x and denote by y the last p; components of . Then we have the equation v; = a; - £ + b/ - y. Notice that,
there are p, such equations since we need to perform p» consistency checks. Therefore, we have to prove that
{bi}ic[p,) are linearly independent so that b/ - y can act as “one-time pad” to a; - &; otherwise, the malicious
verifiers have the chance to learn the linear combination of &, which is the dealer’s output. By [WRK17, Lemma
A.4], Wang et al. prove that the probability of {b;};c,,) being linearly dependent is at most 2~("»=72)_ In order
to make this probability negligible, we have to set p; := 2p since ps is already as set as p2 := p, where p = O(\).
Formally, we have the following theorem, and we refer interesting readers to see the proof in [WRK17, Theorem
A3].

Theorem 1 (Adapted from [WRK17]). Let A be the security parameter. Let Fox be the extension field. Set py := 2p
and ps 1= p where p = O(\). Let Expand be a secure PRG. Then the protocol Hip\,’_’s’VOLE depicted in Figure 5 UC-realizes
fi’f_sVOLE depicted in Figure 4 in the {ff\}gLE, Feom t-hybrid world, in the presence of a static malicious adversary
corrupting up to the dealer and n — 1 verifiers.

Case II: for large p > 2. When p = 2 and r = A, we have explained the reason why the parameters should
be set as p; := 2p and p; := p, where p = O()). It is easy to see that the efficiency of our protocol I} 7% ¢
would be improved, if the parameters p1, p2 could be set smaller (meanwhile, the selected parameters must be
able to ensure the security of our protocol). Jumping ahead, we find that, when p~! = negl(\) and r = 1, the

parameters can be set as minimum, i.e., p; = py := 1.
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Let us first focus on p3, which is the number of consistency checks. Recall that, when p = 2, the probability
of a malicious D* passing each consistency check is 3 + €()), where €()) is a negligible error that caused by
PRGs; therefore, p = ©(\) consistency checks are needed to ensure a malicious D* cannot pass the consistency
check except for a negligible probability. We observe that, if we could lower the probability of a malicious D*
passing each consistency check, then the parameter p, could be set smaller. By Theorem 3, we can prove that
the probability of a malicious D* passing each consistency check can be reduced to p~! + €()\). Thus, if pis a
sufficiently large prime such that p~! = negl()), we only need to perform the consistency check once. In other
words, the parameter p, can be set as p; := 1.

Now let us focus on p;, which is the length of the random mask vector y. For the random vector s € Fi/

returned by F2,y,, we denote by a the first £ components of s and denote by b the last p; components of s. We
also denote by & the first £ components of « and denote by y the last p; components of . Then we have the
equationu =a' - Z +b' - y. Unlike the previous case where p = 2 and there are p such equations, here we
only have one such equation. Thus, we observe that p; = 1 is sufficient to mask a' - withb' -y, since the
probability of b - y being zero is negligible. That is why we can set the parameter p; as p; := 1. Formally, we
prove the security through the following theorems.

Theorem 2. Let X be the security parameter. Let F,,- be the extension field where p is a sufficiently large prime order
such that p~' = negl(\) and r = 1. Set p; := 1 and py := 1. Let Expand be a secure PRG. Then the protocol TI.'\ /o1&
depicted in Figure 5 UC-realizes the functionality F¥:! o, ¢ depicted in Figure 4 in the {]:fé\l/OLEa FEZo t-hybrid world,
in the presence of a static malicious adversary corrupting up to the dealer and n — 1 verifiers.

Proof. The proof can be found in Appendix A.1. O

Theorem 3. Let IF,, be the field with prime order p. Let s be the column vector over field F whose elements are all
non-zero, Let t be the column vector that is uniformly sampled from F;. Then we have Pr[s™ -t = 0] = .

Proof. The proof can be found in Appendix A.2. O

3.2.3 Instantiating 7)o ¢

Notice that, our protocol I}V o ¢ makes block box use of Fryq . Here we describe two approaches to

instantiate 1y ¢ in the following.

Approach I: PCG-style. Recently, many works (e.g., [BCGI18, BCG*19a, WYKW21]) employ Pseudorandom
Correlation Generators (PCGs) to generate sVOLE correlations, i.e., they let two parties take a pair of short
seeds, then expand them to a large amount of sVOLE correlations. One of the most appealing features of the
PCG-style approach is that: it only requires sublinear communication cost. However, typically, the correlations
generated by PCGs are random,; therefore, traditional PCGs cannot be used to realize IT}"/ o ¢ directly.

Basing on the PCG construction in [WYKW21], Rachuri and Scholl give a PCG-style protocol that can ef-
ficiently realize F'y o ¢ in [RS22]; their protocol can cover both p = 2 and p > 2. More precisely, the main
building block in [WYKW21] is a primitive called single-input sVOLE (spsVOLE), where only one component
of the authenticated vector « is non-zero while other components are zero. Rachuri and Scholl modify the
spsVOLE protocol in [WYKW21] to support programmable inputs, i.e., the authenticated vector  can be ex-
panded from a chosen seed; they also show that the modified spsVOLE can be used to realize F o, ¢ With
essentially the same steps as [WYKW21]. We refer interesting readers to see that in [R522].

Approach II: IKNP-style. For binary field where p = 2, it is known that sVOLE is equivalent to a primitive
called Correlated Oblivious Transfer (COT) [ALSZ13]. More precisely, at the end of a COT protocol, the sender

obtains ¢ pairs of messages {méi), mgi)}ie[n] € F% such that mgi) ® m(li) = A, where A € F} is chosen by the
sender and m((f), mgl), A can be also viewed as elements in the extension field Fs-; meanwhile, the receiver

obtains {b(V};c(y € F2 and {mlgf,)i)}ie[n] € Fy. Ifwesetw := (b)) ... b)) € TS, m := (m&f),,mgz)) € FS.
and k = (mél), e méz)) € T, it is easy to see that the sender holds A, k and the receiver holds u, m such

that k = m @ u - A, which is in the form of sVOLE correlations.
One approach for generating a large amount of COTs is to employ the Oblivious Transfer Extension (OTE)
techniques by Ishai, Kilian, Nissim and Petrank (hereafter, IKNP) [IKNPO03], i.e., given a small number of
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OTs (which requires expensive public-key operations), then extend them to a large number of OTs using only
symmetric-key operations. Compared to PCG-style approach, IKNP-style approach is computation-efficient,
although IKNP-style approach requires much more communication cost. When only a middle number of
COTs (e.g., thousands of COTs) are needed or a local area network (e.g., a network with 10Gbps bandwidth)
is employed, it turns out that IKNP-style approach may outperform PCG-style approach with respect to total
end-to-end time, since in both case the communication cost is no longer the performance bottleneck. For this
reason, sometimes, one may prefer to choose the IKNP-style approaches. We note that, the receiver’s choice
bits {6)};c(y (ak.a, the authenticated vector u as explained previously) are chosen all by itself; therefore, we
can easily 1nstant1ate FowvoLe With the maliciously secure IKNP-style OTE protocols [KOS15, Roy22] by letting

the receiver sample a random seed s and expand it to {b("},¢ |, through PRGs.

4 SIF against a Dishonest Majority

4.1 Preprocessing Phase
4.1.1 Functionality for Preprocessing Phase

Here we describe the functionality for preprocessing phase, which is denoted by Fhiep Our Fpl is very
similar to our previously defined mv-sVOLE F} 7o, ¢, except that F5 additionally allows the dealer D to
authenticate his secret values over extension field to each verifier respectlvely Note that, for authentications
over extension field, the dealer D is allowed to use inconsistent values to generate correlations. More precisely,
given n vectors over the extension field u?, ... (™ € IE‘ZT held by the dealer D, for each i € [n], we let D have
the MAC tag m() € F%, and let each V; have the local MAC key k(Y € F%, such that k() = m() + A . 40,

Formally, we present the functionality for preprocessing phase /4. in Figure 6.

Notation [-]. For better expression, for a vector v over the subfield IE‘fD or the extension field IE‘f)T, we introduce
the following notation [u] to denote the values held by parties:

[[u]] = {{u7 {m(i)}ie[n]}v {A(Z)a k(l)}le[n]} ’

where u, {m},c () (resp. A k(")) are the private information held by the dealer D (resp. the i-th verifier
V;). We use [u] as shorthand when there is need to explicitly talk about the MAC tags and MAC keys. We also
note that, [-] is additively homomorphic. More precisely, given [u+], . . ., [u,] and the public coefficients c1, . .. , ¢,
and c, the parties can locally compute [y] := ¢+ Y., ¢ - [u;]. This property is inherited from the additive
homomorphism of sVOLE which is described in Section 2.3.

4.1.2 Efficiently Realizing 7},

rep

Here we show how to construct a protocol that efficiently realizes the functionality for preprocessing phase
Fhrep- Since we have already described how to generate mv-sVOLE correlations in Section 3.2.1, here we focus
on the authentication for values over extension field.

By the characteristic of extension field F,» = F,[X]/f(X), i.e., for every value over extension field v € F,-,
it can be written uniquely as v = >_\_, v; - X*~! where v; € F, for all i € [r]. Inspired by [YSWW21], we
find that we can pack some authenticated values over subfield I, into the desired authenticated values over
extension field F,-. More precisely, D and V; first invoke the programmable sVOLE functionality 7}, ¢ to

generate r copies of random sVOLE correlations, i.e., D obtains v( ? m;i) and V; obtains A, k? such that

k:(-l) = m( D4 u( ). AW for each j € [r]. Then, the dealer D locally computes u() := > v](.i) X9 MO =
Z; L m( . X731 and V; locally computes K () := S kj(-i) - X771 Ttis easy to see that K} = M) 44 . A®)
holds.

Formally, we present our protocol Ilp,, for preprocessing phase in Figure 7 and prove the security through
Theorem 4.

Theorem 4. Let A be the security parameter. Let Fy,- be the extension field such that p"" = negl()\). Let Expand be

a secure PRG. Then the protocol pyep, depicted in Fzgure 7 UC-realizes the functionality FE,. depicted in Figure 6 in

the {Fr oL FEo Y-hybrid world, in the presence of a static malicious adversary corrupting up to the dealer and n — 1
verzﬁers
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The functionality interacts with a prover D, n verifiers Vi,...,V, and an adversary S. Let H be the set of the
honest parties.

Initialization/Authentications over subfield: The same as in Figure 4.

Authentications over extension field: Upon receiving (AUTHEXT, sid, d) from D and Vi,...,V,, do:

1. If all parties are honest, sample u?, ..., u(™ « F%.. For each i € [n]: sample k) < F%. and compute
m® = kO — AD 4 ¢ Fd,.

2. If all parties are malicious, halt.

3. If D* is malicious and some of the verifiers are honest, for each honest verifier V; € H: receive u?, m() € ]FZT
from the adversary S, and compute k(") := m® + A®) . 4 € Fe,.

4. If D is honest and some of the verifiers are malicious, sample uM, o u IE‘ZT. For each malicious verifier
V; ¢ H: receive k) € FY. from the adversary S; for each honest verifier V; € H: sample k() + F%.. Then
compute m := k@ — AW .4 ¢ F. for each i € [n].

5. Send (CONTINUE,sid) to the adversary S. For each honest party H € H, upon receiving an input from S,

* If it is (CONTINUE, sid, H), send the respective output to H. More precisely, if H is the dealer D, send
(AUTHSUB, sid, {u?),m@},c1,,)) to D; if H is i-th verifier V;, send (AUTHSUB, sid, k) to V;.
e If it is (ABORT,sid, H), send (ABORT,sid) to H.

Figure 6: Functionality for preprocessing phase

,—| Protocol IIpyep

Initialization/Authentications over subfield: The same as in Figure 5.
Authentications over extension field: On input (AUTHEXT,sid,d), D and Vi,...,V, do the followings:
1. For each i € [d] and h € [n], D and V}, do the followings:

(a) D picks a random seed s < S, where S is the seed space of the expansion function Expand. Then D sends

(AUTHSUB, sid, 7, s) to the h-th instance of [y ¢ while V;, send (AUTHSUB, sid, ) to the same instance.
Finally, 7730 ¢ returns {vif”j), mg”j) }jerr) to D, where (U,Eﬁ), ce v;hT)) := Expand(s, ), and returns {kf'y Yier to
V4 such that kf};) = mg}) + vl(,hj) -A™ for each j € [r].

(b) For each h € [n]: D computes ugh) =0 UEZ.) - X7V € Fpr, Mi(h> =00 mg? - X77! € Fpr and each

verifier V, computes Ki(h> =" kM. xi1 ¢ Fpr. Note that, Ki(h> = Mi(h) + ugh) -A™ holds.

j=1"1,3

2. D outputs {’Uzz(»j),M,Lv(j)}ie[d]’jE[n] and V; outputs {Kf”}ie[d] for each j € [n].

\.

Figure 7: Protocol for preprocessing phase in the {F o, . FE t-hybrid world
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Inputs: D and Vi,...,V, hold a circuit C over a field F,,. The circuit C has m input wires and ¢ multiplication
gates. D additionally holds a private input w € Fy".
Preprocessing Phase: The circuit and the private input are unknown.
1. D and Vi,...,Vy, send (INIT,sid) to F5,.,, which returns AY € Fyr to V; for each i € [n].
2. D and V4i,...,V, send (AUTHSUB,sid,m + t) to Fh. , which returns [u] and [n] to the parties.
(

Prep’

3. Dand Vi,...,V, send (AUTHEXT,sid, 1) to 5~

props Which returns {u(j),v(j )}jg[n] to D and returns 2V to each

verifier V; such that 209 = (@) 4 40 . AG),

Online Phase: The circuit and the private input are known by the parties.
1. For each i € Zi;: D broadcasts d; := w; — p; € Fp,. All the parties locally computes [w;] := [u:] + .
2. For each gate (o, 8,7v,T) in a pre-defined topology order:
(a) If T'= Add, all the parties locally compute [w,] := [wa] + [ws]-
(b) If T = Mult and it is the i-th multiplication gate, D broadcasts d; := wa - wg — 1n; € Fp,. All parties compute
[wy] =[] + di.
3. D and Vu,...,V, perform the followings to ensure the multiplication gates are processed correctly:
(a) For i-th multiplication gate («, 3,7, Mult), the parties holds [wa], [ws], [w]; more precisely, for a € {«, 3,7}
and j € [n], D holds w,,m¥’ while V; holds £, AY) such that k¥’ = m{’ + w, - AY). Then for each
J € [n]: D locally computes A(]) =m{ ~mg) € F,r and AEJI) = m(ﬂ) Wa +mY - ws —ml) € Fpr while V;
locally computes BY .= k{) . km k) - AD € Fyr.
(b) D and Vy,...,V, send (ToOss,sid, 1) to FZy,y, which returns x € F,,» to all parties.
(c) For each j € [n]: D computes V) := 3!, A% X'+ v €Fpr and UV .= 300, Aijl) X' +u) € Fpr, and
sends VW UV to V; privately.
(d) For each j € [n]: V; computes ZU) := 3>t BY) .\ 42 € F,r and checks if 2 = V@ 4 U@ . AW holds.
If not, V; simply aborts.

4. For each i € Zo,t (without loss of generality, we assume this output wire belongs to V;), D sends the output
wire value y; and its corresponding MAC tag m,, to V; who holds the local MAC key ky,. Then V; simply
checks if k,, = m,, + y; - A holds. If not, V; aborts.

Figure 8: Main Protocol for SIF in the { 7§, F¢gy }-hybrid world

Proof. The proof can be found in Appendix A.3. O

4.2 Main Protocol

In this subsection, we will provide the main protocol for SIF, which consists of a preprocessing phase and a
online phase. Since we have already described how to realize the preprocessing phase in Section 4.1, here we
focus on the online phase. In the following, we will give a high-level description of our online phase protocol.

We first let the dealer D commit to his witness w € F}' using the random mv-sVOLE correlations [u]
generated by F¢ 0 in the preprocessing phase; that is, D broadcasts § := w — p € F}' to verifiers, and all
parties compute [[w]] [p] +46. Itis easy to see that the addition gates of the circuit can be processed locally for
free, due to the additive homomorphism of [-]. For multiplication gates, we extend the techniques in [DIO21,
YSWW?21] which are designed for (s)VOLE correlations to our mv-sVOLE correlations More precisely, for the
i-th multiplication gate (a, 3,7, Mult), given the random [1;] generated by 73, in the preprocessing phase, D
broadcasts d; := w, - wg — n; € F), to verifiers, then all parties compute [w,] := [n;] + d;. As a result, D holds

we,m$ and V; holds AW, k) such that £ = m{ + w, - AW fora € {a, 8,7} and j € [n]. By Equation 1,
we conclude that if D behaves honestly (i.e., w, = w, - wp), then we have BY) = AE’JO) + A§Jf - AU, 1t is easy
to see that B, @ (resp. Afjg, A(J )) can be locally computed by D (resp. V;); therefore, the correctness of the i-th
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multiplication gate can be checked by letting D send Agfg, Aﬁﬂf to V; and letting V; check if BZ-(j ) = A% + Agjl) .
AU holds for each j € [n]. We can check ¢ multiplication gates in a batch to reduce the communication cost,

using the random linear combination technique [YSWW21]. That is, we let the parties sample a uniformly
random y < F,-, then we let D send Ay := S, Afjg xand AV =S A,(Jl) - x" to V; and let V; check if
B = AV 4+ AP . AW holds for j € [n], where BY) := ! BY . \i. Notice that, AY, AY) may leak some

information about the wire values; thus, we use random w9, @) 2() such that () = (@) 4 ) . AU to mask
A(()J ), A(lj ), Formally, we present our main protocol Ilsr in Figure 7 and prove the security through Theorem 5.

Theorem 5. Let \ be the security parameter. Let F,r be the extension field such that p~" = negl(\). Let C be the
circuit with t multiplication gates. Then the protocol Ilsr depicted in Figure 8 UC-realizes Fsr depicted in Figure 2

with statistical security in the {Fp, ., FEo }-hybrid world, in the presence of a static malicious adversary corrupting up
to the dealer and n — 1 verifiers.

Proof. The proof can be found in Appendix A 4. O

Towards one-round online communication. During the online phase of our protocol Ilsf, the only interac-
tion between the parties is the coin-tossing procedure. In order to achieve one-round online communication,
we can replace the coin-tossing with a Random Oracle (RO) to generate the random element x. More precisely,
given a hash function H : {0,1}* — F,» which is modeled as a RO, we let D compute x := H({0; }ic[m], {di }icp)-
Since {0 }ic[m], {di }ic[) are broadcasted by D, verifiers can locally compute x.

Towards better efficiency. In Step 3 of our online phase protocol, the parties need to compute x* for i € [t].
When p is a large prime, the computation of x* for i € [t] can be very expensive. To obtain better computa-
tional efficiency, it was suggested in prior work [YSWW?21] that we can replace x* with independent uniform
coefficients y; for i € [t]. More concretely, instead of querying RO to obtain y and then computing x* for i € [t],
we can query RO to directly obtain y1, ..., x: and use x; to replace x* for i € [t]. Notice that, this approach will
slightly increase the soundness error, but the resulting soundness error is still negligible. We refer interested
readers to see [YSWW21] for more details.

5 Implementation and Evaluation

We implement a prototype of our protocols in C++ using EMP toolkip [WMK16], and conduct a bench-
mark on various circuit evaluations and various network configurations. Our code is available at https:
//github.com/ZheleiZhou/SIF-Implmentation. All experiments are executed on a machine with In-
tel(R) Core(TM) i7-12700 at 2.10 GHz and 512 GB Memory, running Ubuntu 22.04.3 LTS. Each experiment is
run 10 times and the median is taken. For arithmetic circuits, we instantiate the sVOLE protocol over a 61-bit
field (i.e.,, p = 26' — 1 and r = 1) using the recent protocols [WYKW21]. For boolean circuits, we instantiate the
sVOLE over a binary field (i.e., p = 2 and r = 128) with two choices: (i) for large boolean circuits (e.g., a circuit
with 107 gates), we employ the PCG-style COT protocol [YWL*20]; (ii) for small or median boolean circuits
(e.g., the AES-128 circuits), we emply the IKNP-style COT protocol [KOS15]. Notice that, sVOLE is equivalent
to COT over binary field, as we discussed in Section 3.2.3. All implementations achieve at least 40-bit statistical
security.

5.1 Owur Performance

Here we report the performance of our protocols over both arithmetic circuits and boolean circuits. Table 2
illustrate the running time of our protocol with respect to a randomly generated boolean (resp. arithmetic)
circuit with 10¢ AND (resp. multiplication) gates. The number of running time consists of both running time
and communication time. As shown in Table 2, our protocol is highly efficient: when there are 3 parties in total
and run over a LAN network (RTT:2ms, bandwidth:1Gbps), it takes 13.58s (resp. 4.54s) to evaluate a randomly
generated boolean (resp. arithmetic) circuit with 107 AND (resp. multiplication) gates, where online time is
merely 3.64s (resp. 2.22s). Notice that, when switch to a poorer network (i.e., the WAN network), the running
time of our protocol only increases slightly, since the communication cost of our protocol is relatively small.
More concretely, when there are 3 parties in total, the total communication is 23.85MB (resp. 164.14MB) for
boolean (resp. arithmetic) circuits.
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Table 2: The Performance of our protocols. The results are evaluated on a randomly generated boolean (resp.
arithmetic) circuit with 107 AND (resp. multiplication) gates.

Network! #Party Boolean Circuit Arithmetic Circuit
Preprocessing ~ Online Total Preprocessing ~ Online Total
Time (s) Time (s) Time (s) Time (s) Time (s) Time (s)

3 9.94 3.64 13.58 2.32 2.22 454

LAN 5 16.42 6.48 22.90 3.18 3.67 6.85

7 22.59 8.87 31.73 457 5.19 9.76

3 9.95 391 13.86 243 3.76 6.19

WAN 5 16.48 6.85 23.33 3.29 6.73 10.02
7 22.86 9.50 32.36 4.59 9.72 14.31

T LAN (RTT: 2ms, bandwidth: 1Gbps); WAN (RTT: 12ms, bandwidth: 100Mbps).

5.2 Comparison with Recent Work

Comparison with SIF against a dishonest majority. To the best of our knowledge, the only work in the
literature that constructs SIF against a dishonest majority is [ZZZR23]. Both [ZZZR23] and our work can
tolerate up to one malicious dealer and ¢ < n malicious verifiers. We implement their protocols, conduct
experiments and report the comparison results in Table 3.

Table 3: Comparison between [ZZZR23] and our protocol. The results are evaluated on a AES-128 circuit.

Running Ti Comm. (MB)*
Network! #Party  Protocol unning Time (ms) omm. (MB)

Prep. Online Prep. Online

[ZZZR23] 123.45 474 413 0.22

3 Ours 26.07 4.59 0.24 0.013

LAN Improv.  4.74x 1.03x 17.21x  16.92x
[ZZZR23] 190.12 8.93 8.26 0.66

5 Ours 41.49 7.01 0.47 0.026

Improv.  4.58x 1.27x 17.57x  25.38x
[ZZZR23] 446.06 22.10 413 0.22

3 Ours 86.48 532 0.24 0.013

WAN Improv. 5.16 x 4.15x 17.21x  16.92x
[ZZZR23] 735.77 50.92 8.26 0.66

5 Ours 114.76 8.75 0.24 0.026

Improv.  6.41x 5.82x 17.57x  25.38x

T LAN (RTT: 2ms, bandwidth: 1Gbps); WAN (RTT: 12ms, bandwidth: 100Mbps).
¥ Refer to the maximum amount of data sent from one party.

As shown in Table 3, our protocol outperforms [ZZZR23] in both running time and communication. In
particular, both computation and communication cost of our preprocessing phase are much cheaper than that
of [ZZZR23]. The reason is that the preprocessing phase in [ZZZR23] requires the generation of beaver triples
which is very heavy, while our protocol does not. Our online phase also requires less running time and com-
munication than [ZZZR23], since our online phase only requires 1 round while [ZZZR23] needs two rounds.

Comparison with SIF against a honest majority. Among three recent and related work in the honest major-
ity [AKP22b, BJO"22, YW22], Feta [BJO*22] is the only one that achieves practical efficiency and implements
their protocols; hence, here we compare the efficiency of our protocol with Feta. Notice that, in [BJO'22], the
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authors construct two MVZK protocols: in the first protocol, up to ¢ < % verifiers can be corrupted, while in
the second protocol, up to t < 7 verifiers are corrupted. Here we compare with the first one, since it is more
efficient’. We report the comparison result in Table 4.

Table 4: Comparison between Feta [BJO"22] and our protocol. The results are evaluated on a AES-128 circuit.
The number of verifiers is set as n = 5, in this case, Feta only tolerates one corrupted verifier while ours can
tolerate 4 corrupted verifiers.

Prep. Onli Proof
Network® Protocol Threshold rep e oot 4
Time(ms) Time(ms) Size(KB)
LAN Feta [BJO™22] t<2+1 11.85 8.04 2.50
This Work t<n+1 43.76 7.97 6.69
WAN Feta [BJO™22] t<Z+1 38.47 23.85 2.50
This Work t<n+1 138.97 8.38 6.69

t LAN (RTT: 2ms, bandwidth: 1Gbps); WAN (RTT: 12ms, bandwidth: 100Mbps).
1 Refer to the amount of data that the dealer sends to each verifier.

As shown in Table 4, the efficiency of our protocol is competitive, even compared with the Feta protocol
that assumes an honest majority (more concretely, the corruption threshold of Fetais ¢t < % + 1). In particular,
the online phase of our protocol is 2.85x faster than that of Feta in the WAN network setting.

Comparison with generic MPC against a dishonest majority. To further demonstrate the efficiency of our
protocols, we compare our protocol with the state-of-the-art constant-round BMR-style MPC protocols that
achieves practical efficiency in the dishonest majority setting, i.e., the WRK protocol by Wang et al. [WRK17]
and the YWL protocol by Yang et al. [YWZ20]. We conduct comprehensive experiments on a network config-
uration where RTT is as 0.2ms and bandwidth is set as 10Gbps. We plot the results in Figure 9. The numbers
of YWL protocol are estimated according to the improvements over WRK protocol that reported in [YWZ20].
As shown in Figure 9, our protocol outperforms the WRK protocol and the YWL protocol in both running time
and communication. In particular, our improvement for total running time ranges from 2.11x to 5.60x and
our improvement for total communication ranges from 14.86x to 19.68 x.

WRK-Prep WRK-Prep
1751 WRK-Online WRK-Online
ZZ1 YWL-Prep s ZZ YWL-Prep
150 WRK-Online WRK-Online
[Z] Ours-Prep 77 Ours-Prep
m Ours-Online o Ours-Online
£ b =
g 125 =
g 5
£ =
= 1001 g
g S
c
£ £ 4
S 754 E
* 8
50+
24
. A . -

T T f T
#Party=3 #Party=5 #Party=3 #Party=5

(a) Comparison of Running Time (b) Comparison of Communication

Figure 9: Comparison among WRK [WRK17], YWL [YWZ20] and our protocol. Results are evaluated on a
AES-128 circuit. Experiments are conducted on a 10Gbps network with 0.2ms RTT.

3Typically, if a protocol has smaller corruption threshold, the protocol would be more efficient.
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6 Related Work

Here we provide a comprehensive literature overview on the related work in both honest majority and dis-
honest majority settings.

In the honest majority setting. The study of SIF was initialized by Gennaro et al. [GIKR02]. More precisely,
they proposed a 2-round SIF protocol in the plain model with corruption threshold of t < % + 1, their protocol
achieves perfect security. Applebaum et al. improved the corruption threshold to ¢ < % + 1 while keep the
same round complexity, at the cost of degrading the perfect security to computational security [AKP20]. Later,
the same authors further improved the corruption threshold to ¢ < 5% + 1, where € is a small positive con-
stant [AKP22b]. In [AKP22b], Applebaum et al. also pointed out that SIF has lots of applications, e.g., round-
optimal MPC [ACGJ18, AKP22a], private data aggregation [CB17], anonymous messaging system [CBM15],
and verifiable secret sharing [CGMAS5].

As mentioned before, MVZK is a direct application of SIF, and the notion of MVZK can be traced back
to the work by Burmester and Desmedt [BD91]. Abe ef al. proposed a 2-round MVZK protocol for circuit
satisfiability with corruption threshold of t < % + 1 [ACF02]; the corruption threshold of their protocol can
be improved to ¢t < § + 1 at the cost of increasing round complexity. The ZK protocols by Groth and Os-
trovsky [GOO07, GO14] can be transformed into the 2-round MVZK protocols with corruption threshold of
t < § + 1. These works [ACF02, GO07, GO14] require heavy public-key operations and are not concretely
efficient. Very recently, there are two papers [YW22, BJO*22] studying 2-round MVZK protocols in the honest
majority setting, and they avoided the use of public-key operations. Yang and Wang [YW22] proposed 2-round
MVZK protocols in the RO model with corruption threshold of ¢ < % + 1. Baum et al. [BJO"22] employed a
stronger assumption (i.e., the preprocessing model) to construct two types of the 2-round MVZK protocols: the
first protocol tolerates 5 malicious verifiers and the second protocol tolerates 7 malicious verifiers.

Distributed Zero-Knowledge (dZK) is a related cryptographic primitive, and it was proposed by Boneh et
al. [BBC19]. In dZK, there is a distinguished prover holding (z, w) € R and the statement x is shared among
the verifiers; the prover wishes to convince the verifiers that x is correct in zero-knowledge even if the verifiers
do not know the entire . The main difference between dZK and MVZK is that: in dZK, the statement x is
shared among the verifiers and no verifier knows the entire statement z; in contrast, in MVZK, each verifier
knows the entire statement x. Boneh et al. [BBC*19] gave a 2-round dZK construction in the RO model with
corruption threshold of t < % + 1. Very recently, Hazay et al. strengthened the formalization of [BBC*19] by
adding strong completeness [HVW23], which prevents the malicious verifiers from framing the honest prover,
i.e., causing the proof of a correct claim to fail. They constructed their dZK in the corruption threshold of
t < “=2 + 1, by assuming an ideal coin-flipping.

In the dishonest majority setting. In [LMs05], Lepinski et al. propose a notion called fair ZK, which can be
viewed as a strengthened version of MVZK against a dishonest majority. Fair ZK ensures that the malicious
verifiers can learn nothing beyond the validity of the statement if the honest verifiers accept the proof. How-
ever, their work cannot be extended to general SIF directly and is far from being practical. To the best of our
knowledge, the only prior work that focuses on constructing practical SIF protocols against a dishonest major-
ity is the work by Zhou et al. [ZZZR23]. More precisely, they build highly efficient 2-round SIF protocol in the
preprocessing model.

In terms of dZK, Boneh et al. give a 2-round dZK construction in the RO model [BBC*19]; however, they
assume the adversary can corrupt the prover or up to ¢t < n verifiers. In other words, they do not allow the
malicous prover to collude with the malicious verifiers.

As for VSS, another direct application of SIF, the authors of [NMO*04, DMQO™11] proposed the 1-round
VSS protocols against a dishonest majority in the commodity based model. They also showed how to construct
MPC against a dishonest majority using VSS.
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A Security Proofs

A.1 Proof of Theorem 2

Theorem 2. Let X be the security parameter.Let Fy,- be the extension field where p is a sufficiently large prime order such
that p~' = negl(\) and r = 1. Set p; := 1 and py := 1. Let Expand be a secure PRG. Then the protocol TI%! o ¢
depicted in Figure 5 UC-realizes the functionality ]—"f]’vl_sVOLE depicted in Figure 4 in the {]:fé\l/OLEa ]-"é’bllN}—hybrid world,
in the presence of a static malicious adversary corrupting up to the dealer and n — 1 verifiers.

Proof. We prove the security of the protocol TI%:! o, ¢ by showing it is a UC-secure realization of F%' o g
We will first describe the workflow of the simulator S in the ideal-world with ]—'mV woLgs the dummy dealer
D and the dummy verifiers V;,...,V,, then give a proof that for any adversary A and any environment Z,

the simulation in the ideal-world EXEC Frl sz is computationally indistinguishable from the real-world

o1 mv-sVOLE
D,
C psVOLE "FCOIN

execution EXEC ™"~ ".

When the dealer is honest. In this case, up to n — 1 verifiers are corrupted and the malicious verifiers attempt
to learn the information about the dealer’s output, i.e., the first £ components of the vector x := Expand(s, ¢').
We denote by # the set of honest parties. We describe the simulation strategy of S in the following:

1. S emulates ]:gé\l/OLE’ FZ. honestly for the adversary A. Therefore, S knows A and k() for each malicious
verifier VI ¢ H. Then S sends A®) and k() to F2:! o, ¢ on behalf of each malicious dummy verifier V;.

2. S picks a uniformly random & <+ ]Fﬁ/. Then for each malicious verifier V} ¢ #H, S computes m() := k() —
& - A € FY; notice that, S is able to compute (¥ since S knows A®) and k(.

3. S executes the step 3 in Figure 5 honestly on behalf of the honest parties.

4. Whenever A wants to make a honest party H € H abort, S simply stops simulating this party and returns
(ABORT, sid, H) to F2.' o ¢ When F2! o, ¢ sends (CONTINUE, sid).

We then prove the indistinguishability through the following hybrids.

p,1
FCOIN

e Hybrid Hyb,: This is the real-world execution EXEC ':VS\:;LE Az

* Hybrid Hyb,: Same as Hyb,, except that S emulates F* SVOLE, FZon honestly for the adversary A, sends the

corrupted dummy parties’ respective output to F2.'\ o, g, picks & Fﬁ and uses & to complete the protocol
execution with A.

Lemma 1. Let F- be the extension field where p is a sufficiently large prime order such that p~ = negl()\) and r = 1.

Let Expand be a secure PRG. Then hybrid Hyb, is computationally indistinguishable from hybird Hyb,.
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Proof. Here we will show that any adversary A cannot know any information about « in the real-world
execution (i.e., Hyb,), so that A will not distinguish Hyb, from Hyb; when S uses a randomly selected & in
Hyb,.

We denote by 3 the value returned by FZ,, in hybrid Hyb, and we set @ := Zf/zl 5; - ;. We denote by
y (resp., 7) the last component of x (resp. &). With the above notations, it is easy to observe that u =
(Zle Si X)) + Se41 -y and @ = (Zle 3; + &;) + Se41 - §. Notice that, since Expand is a secure PRG, y and
¢ are computationally indistinguishable and the probability of y (or §) being non-zero is 1 — p~", which is
overwhelming. We also note that, since s are sampled by ]-"é’bllN and § are uniformly sampled, the probability
of s¢11 (or s¢31) being non-zero is also 1 — p~ L. Therefore, the probability of s¢41 -y (or 5¢41 - %) being non-zero
is (1—p~'), which is overwhelming. When s, -y (resp. 5,11 -§) is non-zero, it serves as a “one-time pad” to
Zle si - x; (resp. Zle 3; - &;). In other words, if s;41 - y and 5,41 - § are non-zero, then u and @ are perfectly
indistinguishable. In conclusion, hybrid Hyb, is computationally indistinguishable from hybird Hyb,. O

¢ Hybrid Hyb,: Same as Hyb,, except that whenever .4 wants to make a honest party H € H abort, S simply

stops simulating this party and returns (ABORT, sid, H) to 77! \,o, ¢ when F2! o, ¢ sends (CONTINUE, sid).
Perfect indistinguishability is trivial.

Hybrid Hyb, is the ideal world execution EXEC .1

mv-sVOLE

5.2 In conclusion, when the dealer is honest, EXEC .1 Sz

mv-sVOLE>*"?
P, p,1

is computationally indistinguishable from EXECIJ-IT::’?VL;:TSX'NZ

When the dealer is malicious. In this case, the malicious dealer D* may use inconsistent s (therefore, this

will result in inconsistent «) when running different instances of ]:55:\1/0LE with different honest verifiers. We

need to prove that if the malicious dealer D* cheats, D* would be caught with overwhelming probability. The

simulation strategy of the simulator S is straightforward: S simply acts as honest verifiers and follows the

protocol honestly. For completeness, we describe the simulation strategy of S in the following;:

1. S emulates ]—";’s’\l,OLE, FZu honestly for the adversary A. In this way, S receives s from malicious D*, and S
knows whether D* uses the inconsistent s.

N

. S completes the protocol execution honestly on behalf of the honest verifiers.

W

. If the malicious D* uses the inconsistent s and passes the consistency check, S would abort.

I

. If the malicious D* uses the consistent s and passes the consistency check (i.e., D* sends the correct m") to
each honest verifier V;), S sends s and {m ¥}, s v,en to F2,, oL on behalf of the malicious dummy D*.

5. Whenever A wants to make a honest party H € H abort, S simply stops simulating this party and returns
(ABORT,sid, H) to F2' o g when F7:! o, - sends (CONTINUE, sid).

We then prove the indistinguishability through the following hybrids.

* Hybrid Hybg: This is the real-world execution EXECﬁ"S’VC’LE’FC“)'N

mv-sVOLE A, Z*

* Hybrid Hyb,: Same as Hyb,, except that S emulates }'F’:S’\l,OLE, FZon honestly for the adversary A, follows the
protocol honestly on behalf of the honest verifiers, and S aborts if the malicious D* uses the inconsistent s
and D* passes the consistency check.

Lemma 2. Let F- be the extension field where p is a sufficiently large prime order such that p~ = negl()\) and r = 1.
Let Expand be a secure PRG. Then hybrid Hyb, is computationally indistinguishable from hybird Hyb,.

Proof. 1t is easy to see that the adversary A would distinguish Hyb, from Hyb, if S aborts. Here we will
show that the probability of a cheating D* passing the consistency check is negligible, so the probability of
§ aborting is also negligible.

If D* uses inconsistent s, for instance, s1, s2 such that s; # s2. We denote by x; := Expand(sy,¢’) and
o = Expand(sg, ¢’). We also denote by &1, &2 the uniformly sampled vectors from IFf,/. Since Expand is a
secure PRG, x; (resp. x2) is computationally indistinguishable from &; (resp. &2). By Theorem 3, we know
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that Pr[sT &, = s @] = Pr[s" (&, —&2)] = p~! = 0, which is negligible. By the union bound, we conclude
that the probability of s - (1 — @3) = 0 is also negligible. In other words, unless D* is able to forge a MAC
tag which happens with probability p~!, the cheating D* can pass the consistency check with negligible
probability. In conclusion, hybrid Hyb, is computationally indistinguishable from hybird Hyb,,. O

e Hybrid Hyb,: Same as Hyb,, except that if the malicious D* uses the consistent s and passes the consistency
check (i.e., D* sends the correct m( to each honest verifier V;), S sends s and {m(i)}i st V;ey to ‘Frﬁ’vl—sVOLE
on behalf of the malicious dummy D*. Perfect indistinguishability is trivial.

¢ Hybrid Hyb;: Same as Hyb,, except that whenever A wants to make a honest party H € #H abort, S simply
stops simulating this party and returns (ABORT, sid, H) to F%!.\,o. ¢ when F2! o, - sends (CONTINUE, sid).
Perfect indistinguishability is trivial.

Hybrid Hyb; is the ideal world execution EXEC 5.1

sz In conclusion, when the dealer is malicious,
mv-sVOLE S

p,1 p,1
FosvoLe T COIN

s,z 1s computationally indistinguishable from EXEC;”™" " =" /">

EXEC .1

mv-sVOLE’

O

A.2 Proof of Theorem 3

Theorem 3. Let I, be the field with prime order p. Let s be the column vector over field FF whose elements are all

non-zero, Let t be the column vector that is uniformly sampled from Fy. Then we have Pr[s™ -t = 0] = % .

Proof. We will use some knowledge of linear algebra to prove this lemma. Let s - & = 0 be a linear equation,
that is, we let s be the coefficients and let = be the variables. The null space of s' is defined as a set {y €
Fk . sT .y =0} and we denote by V(s ") the null space of s for better expression. The dimension of N'(s ")
is also called the nullity of s. It is easy to see that the rank of s is 1. Due to the rank-nullity theorem [FIS14]
which states that given any coefficient matrix A, the rank of A plus the nullity of A is equal to the total number
of columns in A, we can easily conclude that the nullity of s is k — 1. In other words, given the first k — 1
components of x, there exists a unique z;, such that z; = — Zf;ll 3;1 -8 Xy

Now let us look back to equation that we want to prove. Notice that, s” -t = 0 if and only if t € N(s").
Therefore, we have

Prs’ -t =0]=Prft € N(s")]

k—1
= Z Pr[tk:—25;1~si-vi|t1:vl,tgzvg,...,tk_l:vk_l]-
(v1,02,...,v5—1)EFp ™ =1
Prlt;y = v1,te = va, ..., thk—1 = Uk—1]
= k—l.(l. 1371):1 )
p p p
The penultimate equation holds because ¢ is uniformly sampled from F¥. This completes the proof. O

A.3 Proof of Theorem 4

Theorem 4. Let A be the security parameter. Let Fp be the extension field such that p~" = negl(X). Let Expand be

a secure PRG. Then the protocol Ilpre, depicted in Figure 7 UC-realizes the functionality Fg,., depicted in Figure 6 in

the '{.‘7:;)57\T/OLE7 FLo s-hybrid world, in the presence of a static malicious adversary corrupting up to the dealer and n — 1
verifiers.

Proof. The security of Initialization and Authentications over subfield is trivial; thus, here we only focus on
Authentications over extension field. We will first describe the workflow of S, then give an proof to show
p,r p,1

that the ideal-world EXECp - s z is perfectly indistinguishable from the real-world execution EXECH’;SZ:j’ ZC6'N ;

notice that, the perfect security only holds for the Authentications over extension field part.

When the dealer is honest. In this case, up to n — 1 verifiers are corrupted and the malicious verifiers want
to learn some information about the dealer’s input. We denote by # the set of honest parties. We describe the
simulation strategy of S in the following;:
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1. S emulates Fo, ¢ honestly for A.

2. For each i € [d] and for each malicious verifier V} ¢ H:

(h)

(a) Sreceives k;" € T}, from V}; by emulating Fryo -

(b) S computes K" :=5"_ k" . xi-1 ¢ F,..

J=1"i,j

3. Ssends K .= (th), - ,K((ih)) € FY, to FE,., on behalf of each malicious dummy Vj.

4. Whenever A wants to make a honest party H € H abort, S simply returns (ABORT, sid,H) to Fp._ when

Prep
Fbrep sends (CONTINUE, sid).

We then prove the indistinguishability through the following hybrids.

e Hybrid Hyb,: This is the real-world execution EXECﬁ';SZ:j’;c“)'N.

T

* Hybrid Hyb;: Same as Hyb,, except that S emulates F} o ¢ honestly for A, receives {kgh)}ie[d] from each

malicious verifier Vi ¢ H, and sends K" := (K ;h), . ,K{gh)) € Fi. to Frep ON behalf of each malicious
dummy V;, where K fh) =i kf};) - X7~ for all i € [d]. Perfect indistinguishability holds, because there

is no communication among the parties and .A cannot learn anything about the dealer’s input due to the
security of Fryo -

* Hybrid Hyb,: Same as Hyb,, except that whenever A wants to make a honest party H € H abort, S returns

(ABORT,sid, H) to 75,0, when F5,. ) sends (CONTINUE, sid). Perfect indistinguishability is trivial.

. . . . . ) Fr Fpl
Hybrid Hyb, is the ideal world execution EXEC FLLS, 2 In conclusion, when the dealer is honest, EXECH':\;,O,L,ELZCOIN =

EXEC}'&;,S’Z holds.

When the dealer is malicious. In this case, some of the verifiers are honest. Denote by H the set of honest
parties. We describe the simulation strategy in the following;:

r

1. S emulates F, ¢ honestly for A.
2. Fori € [d]:
(@) S receives sl(-h) € Sand {ml(-h)} hst vyen from the malicious D* by emulating 3o g-

(b) S computes (vgﬁ), oy = Expand(s, ), u o= 37 o X931 and MM = 3" my; - X971 for

) Ya,r j=1 "4, Jj= 1,]
each honest verifier V;, € H.

3. SsetsuM = (ugh), . ,u&h)), MM = (Ml(h)7 el Méh)) for each honest V;, € H.

4. Ssends {u™ MM}, (v, cn to Fiiep 00 behalf of the corrupted dummy D*.

5. Whenever A wants to make a honest party H € H abort, S simply returns (ABORT, sid,H) to F5_ when

Prep
Fbrep sends (CONTINUE, sid).
We then prove the indistinguishability through the following hybrids.

Fliore
* Hybrid Hyb,: This is the real-world execution EXEC>™"" 7"

* Hybrid Hyb,: Same as Hyb,, except that S emulates fgé\COLE honestly for A, receives {sgh), ml(-h)}h st VhEH
from the malicious D*, computes (vfﬁ), . ,vﬁ)) .= Expand(s™,r), ul™ := > i vf};) X3V and M =

27—y mi ;- X7~ for each honest verifier V;, € #. Then S sets u(") := @™, ay, M = (M )
for each honest V, € H, and sends {u"), MM}, ¢ v, e to Fiep o behalf of the corrupted dummy D*. Per-
fect indistinguishability is trivial.
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* Hybrid Hyb,: Same as Hyb,, except that whenever A wants to make a honest party H € # abort, S simply

returns (ABORT, sid, H) to 75, when F5,. sends (CONTINUE, sid). Perfect indistinguishability is trivial.

P,T P
Hybrid Hyb, is the ideal world execution EXEC z».» s z. In conclusion, when the dealer is malicious, EXEC/ 2o ¢
2 Prep’S) Mprep, A, 2

EXEC_FFZ,JF’!’;,S,Z holds. D

A.4 Proof of Theorem 5

Theorem 5. Let A be the security parameter. Let ¥, be the extension field such that p~" = negl(X). Let C be the circuit
with t multiplication gates. Then the protocol Ils\r depicted in Figure 8 UC-realizes the functionality Fsir depicted in
Figure 2 with statistical security in the {Fp, . Feo }-hybrid world, in the presence of a static malicious adversary
corrupting up to the dealer and n — 1 verifiers.

Proof. Similar to the proof of Theorem 2, we will first describe the workflow of S, then give an proof to show

that the ideal-world execution EXECx,, s z is statistically indistinguishable from the real-world execution
FETFE

EXECH;’E‘)’;"CZO'N .

When the dealer is honest. In this case, up to n — 1 verifiers are malicious, and we need to ensure that the
malicious verifiers cannot learn the dealer’s input w. We prove this by constructing a simulator S who does
not hold w, but is able to generate the “fake proof” that would make a honest verifier accept. We denote by H
the set of honest parties. We describe the simulation strategy of S as follows:

1. S emulates 75, for the adversary A.

2. S picks a random w < ;" and uses w to execute the step 1-3 in the online phase of IIs|r honestly on behalf
of the honest dealer D.

3. In the final step of the online phase, for each malicious verifier VI ¢ #, if S receives (OUTPUT, sid, y;) from

FsiF, then S sends y;, my, := k,, — y; - AW to V; notice that, S knows k,, and A®) by emulating ]-'é’;;_'p.

4. Whenever A wants to make a honest party H €  abort, S simply returns (ABORT, sid, H) to Fsjr when Fgr
sends (CONTINUE, sid).

We then prove the indistinguishability through the following hybrids.

D, 7 TP,T
Feom

¢ Hybrid Hyb,: This is the real-world execution EXECﬁ:I':f;L Z.

* Hybrid Hyb,: Same as Hyb,, except that S emulates F,., honestly for A, picks a random w < F}" and uses
w to execute the step 1-3 in the online phase of 1Isir honestly on behalf of the honest dealer D, and in the
final step of the online phase, for each malicious verifier V; ¢ H, if S receives (OUTPUT, sid, y;) from Fg)f,

then S sends y;, my, = ky, —yi - A® to V7.

Lemma 3. Hybrid Hyb, is perfectly indistinguishable from hybrid Hyb,.

Proof. Due to the security of ¢, A cannot know anything about random vectors i, that are used to mask
the wire values. Therefore, even if S uses a randomly selected w as the dealer’s input, A cannot be aware of
that in the step 1-3 in the online phase of IIsr. In the final step of the online phase, since S sends y;, m,, such
that m,, = k,, —y; - A to V¥ if S receives (OUTPUT, sid, y;) from Fgjg, V; is convinced to output acceptance.

In conclusion, hybrid Hyb, is perfectly indistinguishable from hybrid Hyb,. O

¢ Hybrid Hyb,: Same as Hyb,, except that whenever .4 wants to make a honest party H € H abort, S simply
returns (ABORT, sid, H) to Fsir when Fgsjr sends (CONTINUE, sid). Perfect indistinguishability is trivial.

D, T P,T
‘FPrep’}-COIN

Hybrid Hyb, is the ideal world execution EXECx,, s z. In conclusion, when the dealer is honest, EXECHS|F, Az =
EXEC}'SH:,S,Z holds.

When the dealer is honest. In this case, S has to extract the malicious dealer’s input. We describe the simula-
tion strategy of S in the following:
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1. S emulates 75, for the adversary A.

2. S acts as honest verifiers to interact with D* and completes the protocol execution.

3. If D* makes at least one of the honest verifiers output y;, then S computes w := p + §; notice that, S knows

w since S emulates f,’)’;gp for the adversary \A. Then S uses the extracted w to compute g := C(w). If §; = y;

holds for all honest verifiers V; who outputs y;, S sends w to Fsjr on behalf of the malicious dummy D*;
otherwise, S aborts.

4. Whenever A wants to make a honest party H € H abort, S simply returns (ABORT, sid, H) to Fsjr when Fgr
sends (CONTINUE, sid).

We then prove the indistinguishability through the following hybrids.

* Hybrid Hyb,: This is the real-world execution EXEC;:;E‘?;{C;'N.
* Hybrid Hyb,: Same as Hyb,, except that S emulates 7., honestly for A, extracts the dealer’s input w, and
computes g := C(w). If §; = y; holds for all honest verifiers V; who outputs y;, S sends w to Fgir on behalf

of the malicious dummy D*; otherwise, S aborts.

Lemma 4. Let F),- be the underlying extension field with p~" = negl(\). Let C be the circuit with t multiplication
gates. Then hybrid Hyb, is statistically indistinguishable from hybrid Hyb, with adversarial advantage at most (t +

3)-p".

Proof. Here we prove that the probability of a cheating D* using w and convincing a honest verifier V; that
y; is the correct output, where y := C(w) and §; # y;, is negligible. It is easy to see that the cheating D* is
able to do that if D* can forge a MAC tag, which happens at probability p~".

Now let us focus on the case where D* cannot forge the MAC tag. We will prove that if D* commits to w using
p, then D* cannot convince a honest verifier a false y; is the correct output, except with negligible probability.
It is easy to see that the wire values that are associated with addition gates must be computed correctly. For
the i-th multiplication gates, we assume that the output wire values of the former i — 1 multiplication gates
are always correct. For the i-th multiplication gates, the parties holds [w,], [ws], [w,] with wy, = wa -ws+e;,
where e; € ), is an error chosen by D*. Then for each honest V; € H, we have

G) G ) ) )
Bi] — Ift(xj) ~l€ﬁj _ kg]) .A(J)
_ (m‘(lj) +wy - A(j)) . (mfgj) + wg - A(j)) _ (mgfj) + (w—y + €i) . A(j)) CAG
= A+ AP AD e (AD)

Then in the step 3 of online phase, D* sends U0 := UG + ¢! and V1) := V) 4 ), where el i) are
the errors chosen by D*. Furthermore, for each honest V;, we have

t
29 =3 B9y 420
i=1

t
— Z(AEQ + AE,JI) AW e - (A(J'))Q) 'Xi + @ + w@ A0
i=1
t
_ U(j) + V(j) . A(j) _ (Z e; - Xi) . (A(j))Q
=1

t

_ (U(i) _ eg)) + (f/(]’) _ eg)) AW (Z e; - Xi) ) (A(j>)2 .

i=1
If the check passes, then we have Z() = () + V() . AU, In this case, we have the following equation:
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By the famous Schwartz-Zippel lemma [Sch80, Zip79], we know that if 32'_, e; - X’ # 0, then the probability
of the above equation holds is at most 2 - p~", and the probability of 3°!_, e; - x* = 0 holds is at most - p~".

By the union bound of the probability, we conclude that Hyb, is statistically indistinguishable from hybrid
Hyb, with adversarial advantage at most (t +3) - p~". O

* Hybrid Hyb,: Same as Hyb,, except that whenever .4 wants to make a honest party H € # abort, S simply
returns (ABORT, sid, H) to Fsir when Fsjr sends (CONTINUE, sid). Perfect indistinguishability is trivial.

Hybrid Hyb, is the ideal world execution EXECx,, s z. In conclusion, when the dealer is malicious, EXEC £, s =

P, p,T
}-Prep "FCOIN

is statistically indistinguishable from EXEC[;*, =" with adversarial advantage at most (¢ + 3) - p~". O

28



	Introduction
	Our Contributions
	Our Techniques

	Preliminaries
	Notations
	Security Model
	(Programmable) Subfield VOLE
	Single-Input Functionalities
	Coin-Tossing

	Subfield VOLE in the Multi-Party Setting
	Security Definition
	Efficiently Realizing Fmv-sVOLEp,r
	A Template Construction
	Security Analysis
	Instantiating FpsVOLEp,r


	SIF against a Dishonest Majority
	Preprocessing Phase
	Functionality for Preprocessing Phase
	Efficiently Realizing FPrepp,r

	Main Protocol

	Implementation and Evaluation
	Our Performance
	Comparison with Recent Work

	Related Work
	Security Proofs
	Proof of Theorem 2
	Proof of Theorem 3
	Proof of Theorem 4
	Proof of Theorem 5


