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Abstract—This work models a secure integrated sensing and
communication (ISAC) system as a broadcast channel with action-
dependent channel states and output feedback. The transmitted
message is split into a common and a secure message, both of
which must be recovered at the legitimate receiver, while the
secure message needs to be kept secret from the eavesdropper. The
transmitter actions, such as beamforming vector design, affect
the corresponding state distribution at each channel use. The
action sequence is modeled to depend on both the transmitted
message and channel output feedback. For perfect channel
output feedback, the secrecy-distortion regions are provided
for physically-degraded and reversely-physically-degraded secure
ISAC channels with transmitter actions. The corresponding rate
regions when the entire message should be kept secret are also
provided. We illustrate the results by characterizing the secrecy-
distortion region of a binary example.

I. INTRODUCTION

Modern communication systems have continuously evolved,
improving on existing features and seeking ways to expand
functionality. One promising facet currently being explored
for future systems is joint communication and sensing [1],
[2]. The integration of sensing and communication improves
spectral and energy efficiencies of systems and reduces hard-
ware cost [3]. The inherent nature of integrated sensing and
communication (ISAC) is that sensing any target makes the
communication signal available to them. Therefore, security,
e.g., information confidentiality [4], should be a fundamental
aspect for the formulation of ISAC systems [5]-[7].

Secure ISAC systems have recently been considered in the
literature. In [8], a system securely communicating with a
single user while sensing other targets uses artificial noise to
obfuscate the message. Another approach in [9] uses artificial
noise to secure a full duplex ISAC system. The work in
[7] models an ISAC system as a state-dependent broadcast
channel with channel output feedback, where one user is an
eavesdropper from whom some or all of the message should
be kept secret. Sensing is performed at the transmitter by
estimating the state based on the channel feedback.

In this paper, we extend the secure ISAC model in [7] to
the action-dependent set up by introducing transmitter actions
which affect the distribution of the states, as in [10]. The
transmitter actions can define, e.g., the design of beamforming
vectors with aim to improve the advantage of the legitimate
receiver over the eavesdropper.

We determine the secrecy-distortion regions for secure
ISAC channels with action-dependent states for physically-
and reverse-physically-degraded models. For these results, we
assume that the transmitted message consists of common and
secure parts, i.e., only the latter should be kept secret from the
eavesdropper. This scenario is called partial secrecy, as in [7],
[11]. We first consider the case where channel output feedback
is available at the channel encoder alone. Then, we show that
the rate regions continue to hold when the channel feedback
is available at the action encoder as well. Our achievability
leverages the output statistics of random binning (OSRB)
framework in [12]-[14] to provide strong secrecy. Moreover,
we simplify the results for the case where the entire message
should be kept secret from the eavesdropper, i.e., there is no
common message. This provides full secrecy. We characterize
the rate region for a binary stochastically-degraded example.

The proposed secure ISAC model can be viewed as exten-
sions of the wiretap channel with feedback models [15]-[22]
as well as channel feedback with actions [10], [23]. One main
difference, among others, between our model and those in [10],
[23] is that we assume knowledge of the transmitter’s actions
at the channel encoder, rather than non-causal state knowledge.

In Section II, we define the secure ISAC with transmitter
actions model. In Section III, we characterize the secrecy-
distortion regions for physically- and reversely-physically-
degraded ISAC channels with action-dependent states under
partial secrecy. We provide the secrecy-distortion regions under
full secrecy in Section IV.

II. PROBLEM DEFINITION

We consider the secure ISAC model depicted in Fig. 1,
which consists of three parties: i) a transmitter with a channel
encoder, action encoder, and state estimator, ii) a legitimate
receiver, and iii) an eavesdropper. The transmitter aims to
reliably transmit M = (M, M3) € M = (M; X My) to the
legitimate receiver over the state-dependent broadcast chan-
nel Py, y, z|s,,s, With action-dependent states (Si,S2). The
transmitter computes the inputs as X; = Enc(M, A4;, Z71) €
X and A; = Ency(M,Z7') € A, where Enc(:) and
Encac(+) are encoding functions for the channel input and ac-
tion, respectively, and Z~! € Z?~1 is delayed channel output
feedback for all i = [1 : n]. The legitimate receiver observes
Yi; € Vi and Sp; € S; and should be able to form a reliable
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Fig. 1. Secure ISAC model with action-dependent states under partial secrecy, where M = (M1, M2) and only Mz should be kept secret from Eve, for
¢ = [1:n]. The action, A;, is a random function of (M, Z;_1). The channel input, X;, is a random function of (M, Z;_1, A;). We consider ISAC with

perfect output feedback, where Z;_1 = (Y1,4—1,Y2,i—1).

estimate M = Dec(Y{", S7) € M, where Dec(-) is a decoding
function. The eavesdropper observes Y5 ; € Vs and Sa; € Sy
and should not be able to ) recover M. Finally, the tran§r\nitter
estimates the states by ST = Est;(A", X", Z") € S for
Jj =1,2, where Est;(, -, -) is an estimation function. All sets
A,X,yl,y2,81,82,51,82 and Z are finite.

This channel model abstracts an ISAC scenario, where the
transmitter has a multi-functional phased array used for both
beamforming the transmitter signals, modeled as an action A;,
and observing the resulting reflected waveforms, modeled as
the channel output feedback Z,_;, from which they derive
information about the legitimate receiver’s and eavesdropper’s
channel states S ; and .Sy ;, respectively. These states can carry
information about, e.g., the locations of the receivers.

To simplify the analysis we consider perfect output feed-
back, i.e. we have Z;_1 = (Y1,,-1,Y2,-1) for all i = [2 : n].
While perfect output feedback is an integral part of the
achievability proofs, some of the converse results continue
to hold for generalized feedback. We next define the strong
secrecy-distortion region for the secure ISAC model.

Definition 1: A secrecy-distortion tuple (R1, Rg, D1, D2) is
achievable under partial secrecy if, for any ¢ > 0, there exists
n>1, one channel encoder, one action encode;,\ one decoder,
and two estimators Est; (X", A", Y{",Y3") = ST, j € {1,2},
such that

%10g|Mj|2Rj_5 for j=1,2 (rate)

( (H
Pr [(My, My) # (M, Mz)] <6 (reliability) )
I(Ms;Yy", S5) <0 (strong secrecy) (3)
E[d;(S},57)] <D;+6  for j=1,2 ( @

where d;(s",57) = L ™" | d;(s;,5;) for j=1,2 are bounded
per-letter distortion metrics.

The secrecy-distortion region Rps act is the closure of the
set of all achievable tuples under partial secrecy and perfect
output feedback. O

Remark 1: In [7], the independence of the message
and the states allowed the strong secrecy condition (3)
to be simplified to I(Ms;Y5'S%) < 4. In our model,
the action introduces dependence between the message and
states, making I(Ms;S%) # 0, invalidating the simplification
I(Mo; Y3, S5)=1(Mao; Y5 S5 ). Moreover, unlike in [7], the
channel input X; is not independent of the channel states
(S1,i,52,;) in our model.

distortion)

We now define physical degradation for our model, see [2].
Definition 2: An ISAC channel as depicted in Fig.l is
physically-degraded if we have

Paxv,v,5,5, = Pax Py, 5,v,8.)4x
5)

Similarly, it is reversely-physically-degraded if the degradation
order is swapped such that

= PaxPs, 4Py, |5, x Py,5,|5:v1 -

Paxyiv,8,5; = Pax Py, 5,v,8,|AX

(6)
O

= Pax Ps, 4Py, |5,x Py, 5,|5.Y-

III. ISAC WITH ACTION-DEPENDENT STATES UNDER
PARTIAL SECRECY

We next provide the strong secrecy-distortion regions for
the physically- and reverse-physically-degraded secure ISAC
channels with transmitter actions. Proof of Theorem 1 is given
in Appendix A, see below also for a proof sketch.

Theorem 1: (Physically-degraded): For a physically-
degraded ISAC channel with strictly causal feedback available
at the action and channel encoders, Rps ac: is the union over all
joint distributions Py 4x of the rate tuples (Ry, Rz, D1, D3)
satisfying

Ry <I(V;Yh,51) )
Ry < min{R'Q, (I(V;Y1,51) — R1)} (8)
D; > E[d;(S;, 5;))] for j = 1,2 )

where we have

Py axyiv:9,8, = Pviax Pax Ps, | aPy, 5, x Pyyss15:v1, (10)

Ry = H(Y1,51]Y2, S2) — H(S1|Y1,Y2, 82, V) (11)
and one can use the deterministic per-letter estimators
Est;j(a,z,y1,y2) = §; for j = 1,2 such that

ESt] (CL7 Z, Y1, yQ)

= argmin Y " Ps jaxviv (55]a, 2, y1,92) dj(s5,5). (12)
35€S§; $;E€S;
One can also bound |V| as
min{|X[-|A], [W1]-|S1], [Ve-[Sal}+1. (13)

Proof Sketch: For the achievability proof, we leverage a
block-Markov coding scheme with B > 2 blocks, each with



n channel uses, wherein block b € [2 : B], where [1 : n| =
{1,2,...,n} a part of the common message is hidden with a
key derived from block b — 1. We next show reliability and
security guarantees for a single block.

Fix Py ax such that there exist per—leAtter estimators
EStj(CL,I’,yl, yg) = ’§j that satisfy E[dj(Sj, SJ))] § Dj + €,
for 5 = 1,2, where ¢, > 0 and ¢, — 0 when n — oc.
Let (V™ A™ X™ Y*, ST, Yy, SY) generated independent and
identically distributed (i.i.d.) according to (10). To the se-
quence v", we uniformly and independently assign random bin
indices Wy, € [1:2"Ra], W, € [1: 2], L, € [1:2"%],
and F, € [1 : 2"%]. We also assign to ¢ a random bin
index Ly, € [1 : 2], and we set Ry, = R,. We next
choose F' = F, and M = (M;, Ms) with M; = W,, and
My = (Wy,,Ly, @ Ly), where @ is the one-time padding
operation. Conceptually, M represents the message (M7, Ma),
whereas F' represents the randomness that defines the code-
book known to all parties.

The rate conditions on the random bin indices which guar-
antee reliability and secrecy are as follows.

Reliability: Using a Slepian-Wolf [24] decoder, V™ can be
reliably recovered from (Y7*, ST, F') if [13, Lemma 1]

R,>H(V|Y1,51). (14)

Secrecy: Using privacy amplification [25, Theorem 1], W,
and F' become almost independent of (Y5", S%) and uniformly
distributed if

Ry, + Ry<H(V|Yz, 5,). (15)

Similarly, L, becomes almost independent of (Y3, Sy, V")
and uniformly distributed if

Ry = Ry<H(Y1]Y2,52,V). (16)

Then, it follows that Lyl @ L, is also almost independent of
(Y3, S5, V™). Thus, M, is almost independent of the eaves-
dropper’s observations, yielding the strong secrecy condition.

Note that all (v™, 2™y}, y%, sT, s5) tuples are in the jointly
typical set with high probability. Using the law of total expec-
tation to bounded distortion metrics and the typical average
lemma [26, pp. 26], proves that distortion constraints (4)
are satisfied. The sufficiency of the deterministic estimators
follows similarly to [2, Lemma 1].

By [25, Theorem 1], the distribution induced by the source
coding scheme is arbitrarily close in variational distance to the

distribution induced by channel coding scheme when
Ry + Ry, + R, + R, < H(V). (17)

Applying Fourier-Motzkin elimination [27] to (14)-(17) and
setting R1 =R,, and Re=R,, + Ry, we recover (7) and
Ry <min { Ry, I(V;Y1,581) — R} (18)

where we have R is equal to
[H(V|Ya, S) = H(V|Y1, $1)] " + H(Y1|Y, S5, V) (19)

with [b]T = max{b,0} for b € R.

The channel with no degradedness assumptions conforms to
the Markov chain

V—(X,A) — (Y1,51,Y2,5,). (20)
Combining (5) and (20) provides the Markov chain
V—(X,A) — (Y1,51) — (Ys,57). 2n

Applying (21) to (19) results in (8).

As the secret key cannot be used in the same block in
which it is generated, we turn to the block-Markov coding
scheme as described above, and use the secret Lyl in block
b—1 as a key to secure L, in block b. In the block-Markov
coding scheme, there is no secret message Ms sent in the first
block. A union bound on the probability of making a decoding
error in each block shows that the reliability condition (2) is
asymptotically satisfied. The proof that the secrecy constraint
is unaffected across all blocks follows similarly to the proof
of [7, Proposition 1].

For the converse proof, assume that for some 4,, > 0,
with 6, — 0 as n — 00, there exist an action en-
coder, channel encoder, decoder, and estimators such that
(1)-(4) are satisfied for (Ry, Ry, D1, Ds). We define V; =
(M, My, V{1 87 vy~ Si71) such that V; — (A;, X;) —
(Y1,,Y24,51,4,52,;) forms a Markov chain for all ¢ € [1: n].

Bound on Ri: We have

(a)
nRy < I(My; Y], ST) + ney (22)

< Z [H (Y1, S14Y7 7 877)
i=1
— H (Y14, 504 M, Y7~ ST Y57 8571 + e

(23)

=
INgE

Il
-

[I(Vz‘; Y1, Sl,i) + 6n]

K2

where (a) follows from Fano’s inequality [28] with ¢, — 0
when §,, — and (b) follows from the definition of V;.
Bound on R + Ro: We have

n(Ry + Ry) < Z [I(Vi; Y14, 51:) + €n)

i=1

(24)

which follows similarly to (23).
Bound on Rs: We obtain

(a)
nRy < I(My; Y", ST, Y5, S%) + ney,
= H(Y\", ST'Yy", S3) + I(M2; Y5, S55)
_H(Y1R7S{L|M2a}/2n7sg) + ney,
(b)
< H(YP", STYS', S5) + 6y
— H(ST|IM,Y{", Y3, 5%) 4 ne,

<

i

[H(Yl,iasl,i
1
— H(S1,:|M,Y}", Sifl, Yy, Sg)] + ne, + 0

Yai,52,)

n



n

© Z [H (Y, S1,ilYa,i, S2,4)

=1

7H(S17|Y12;}/2175217 )+€n+ 5} (25)

where (a) follows similarly to (22), (b) follows by (3), and (c)
is a consequence of the definition of V; and the Markov chain

(Yl Ji1o Y27,Li+17 S;iJrl) - (M’ Yli’ 51'7173/21'7 Sé) - Sl,i'

The deterministic estimators, for j=1,2, follow from

ZE

Next, introduce a time-sharing random variable @ dis-
tributed uniformly on [1 : n] which is independent of all other
random variables and defining X = Xg, A = Aqg, Y1 = Y10,
S = SLQ’ Y, = 5/1,@’ Sy = SQ7Q, and V = (VQ,Q) so that
V—(X,A) — (Y1, 51,Y2,52) forms a Markov chain. Letting
0, — 0 gives (7)-(9).

The proof of the cardinality bound for V' follows from the
support lemma [29, Lemma 15.4]. [ |

Remark 2: Note that the converse proof of Theorem 1 does
not use the physical degradedness of the channel.

We next provide the secrecy-distortion region for reversely-
physically-degraded ISAC channels. Proof of Theorem 2 is
given in Appendix B, see below also for a proof sketch.

Theorem 2: (Reverse-physically-degraded): For a reverse-
physically-degraded ISAC channel with strictly causal feed-
back available at the action and channel encoders, Rps act
is the union over all joint distributions Py a4x of the rate
tuples (R, Ro, D1, Ds) satisfying the rate constraint (7), the
distortion constraints in (9), and

Dj+6n ZE[ (S;LNS‘;L S] “SJ 1)] (26)

RQ S min{H(Y1|Y27SQ),(I(V;Yl,Sl) — Rl)} (27)
where
Py axyiv55,5. = Pviax Pax Ps, APy, 5. x Py 1|5y, (28)

using the estimators in (12) with |V| bounded above by (13).
Proof Sketch: The proof of Theorem 2 follows similarly

to that of Theorem 1, so we highlight the differences below.
Combining the definition of reverse-physical degradation in
(6) with the channel Markov chain (20) gives the Markov chain

V—(X,A) - (Y1,51) — (Yo, 52). (29)

For the achievability proof, random binning applied to
(Vm A™ X7 Y, ST, Y, ST generated i4.d. according to
(28) in place of (10) yields the conditions (7), (9), and (13).
The intermediate steps (18) and (19) also follow similarly, but
the simplification differs because we use (29) in place of (21),
resulting in (27).

For the converse proof, the bounds on R; and (R; + R») and
the distortion constraints follow as in the proof of Theorem 1.
Noting Remark 2, we can directly apply the reverse degraded
condition in (29) to (8), which simplifies to (27). [ |

For physically-degraded or reversely-physically-degraded
secure ISAC channels with strictly causal feedback available

at both the action and channel encoders, Rpsace stays the
same as given in Theorem 1 and 2. This follows because
the Markov chains used in the proofs of Theorems 1 and 2
continue to hold when we introduce dependence on the channel
feedback for the actions. This parallels the results on channels
with causal knowledge of action-dependent states in [10]. The
corresponding model in [10] assumes that S; is available at
the transmitter, while we only assume that A;, generated by
the action encoder before channel use 7, is available for use in
computing the channel input.

IV. ISAC WITH ACTION-DEPENDENT STATES UNDER
FULL SECRECY

We next consider secure action-dependent ISAC with full
secrecy, i.e., M = My, or M; = ), which is the case when
the entire message should be kept secret from the eavesdropper.

Definition 3: A secrecy-distortion tuple (R, D;,Ds3) is
achievable under full secrecy if, for any § > 0, there exist
n>1, one channel encoder, one action encodeﬁ,\ one decoder,
and two estimators Est;(X", A", Y",Y3") = 57, j € {1,2},

such that
1
- logIM| >R -4 (rates) (30)
Pr[M # M] <§ (reliability) (31)
I(M;Y5,S5) <46 (strong secrecy) (32)

and the distortion constraints (4) are satisfied.

The secrecy-distortion region Ra¢ is the closure of the set
of all achievable tuples under full secrecy and perfect output
feedback. O

We next give the rate region under full secrecy for the
physically-degraded channels. Proof of Theorem 3 is given in
Appendix C, see below also for a proof sketch.

Theorem 3: (Physically-degraded) For a physically-degraded
ISAC channel with strictly causal feedback available at the
action and channel encoders, R 4. is the union over all joint
distributions P4 x of the rate tuples (R, D1, D) satisfying

R < min{H (Y1, 51]Y2, S2) —
(X, 4;Y1,81))

H(SI‘Y17}67527X7 A)7
(33)

and the distortion constraints in (9) using the estimators in
(12), with distribution (5).

Proof Sketch: The achievability follows by removing V",
fixing P4x, generating a tuple of random variables i.i.d. ac-
cording to (5), and performing the random binning on (a”, z"),
removing Wy, replacing Wy, with Wx € Unif[l : 2"Fe],
and replacing Ly with Lax € Unif[l : 27f%e=], and perform-
ing the rate simplifications as in the proof of Theorem 1.

We next outline the two bounds on R.

%Z }/117511

- H(Yl,i7 Sl,i|Y17l 17 Sii_ila M7 X’i7 Al)] + nen



YN I(X, A Yia, Si) + e,

=1

(34)

where (a) follows from Fano’s inequality, where €,, — 0 when
0n — 0, and (b) is a result of the Markov chain

(Y16, 1) — (X3, Ag) — (Y771, 8771, M),
Similar to the bound on R, in (25), we have
(a) n
nRkR < Z [H (Y1, 51,iY2,i5 S2.)
i=1
- H(Slyi‘Y{,Liv Y27,li7 Sg,m M, Siila Xiv Az)] + 6y +ney
b n
O S [H(Y1,S1lYas, 52.0)

i=1
— H(S1,;

Yl,i7§/2,i782,i7Xi7Ai):| +5n +n€n (35)

where (a) follows by Fano’s inequality with ¢, — 0 when
d, — 0, and the secrecy constraint (32) and (b) follows by
application of the Markov chain

S1,i— (Y14, Y24, 52,4, X5, Ai)—(yln\i7 an\iy S;l\i7 M, SiH).

Introducing a time-sharing random variable, applying the dis-
tortion bounds in (4), and letting d,, — O give the result. H

We next provide the rate region under full secrecy for the
reversely-physically-degraded channels. Proof of Theorem 4 is
given in Appendix D, see below also for a proof sketch.

Theorem 4: (Reverse-physically-degraded) For a reverse-
physically-degraded ISAC channel with delayed channel feed-
back available at the action and channel encoders, R z.: is
the union over all joint distributions P4x of the rate tuples
(R, D1, D9) satisfying

RSmin{H(YﬂYg,Sg),I(X,A;Yl,Sl)} (36)

and the distortion constraints in (9) using the estimators in
(12), with distribution (6).

Proof Sketch: The achievability proof follows from the
steps in the proof of Theorem 3 and performing the rate
simplifications as in the proof of Theorem 2. The converse
proof follows by simplifying the results of the converse results
of Theorem 3 with the reverse-physical-degradation, as in the
proof of the converse for Theorem 2. ]

V. BINARY NOISELESS SECURE ISAC CHANNELS WITH
ACTION-DEPENDENT STATES

Suppose a secure ISAC scenario with perfect output
feedback, full secrecy, and action-dependent multiplicative
Bernoulli states. The input, output, and action alphabets are
binary. Specifically, we have

Yi=5-X, Yy =52 X, (37

and

Pg,5,14(0,0[0) = A, Pg,5,14(1,0[0) = (1-A)(1 — ),

Ps,5,14(0,1|0) = 0, Ps,5,14(1,1]0) = (1)), «
Pslsz\A(Ovo‘l) :1_)\7 PS'1S2\A(170‘1) :/\(1_04)7

P5152\A<071‘1):O> P3152\A(171‘1):)‘a7 (38)
and

PXA(OaO):(l_p)(l_q)a PXA(LO):p(L

Pxa(0,1) = (1—-p)g, Pxa(L,1) =p(l1-q) (39

with PXA5’1S2 = PXAPS’1$2\A for fixed A\, € [0,1]. This
ISAC channel is stochastically-degraded, i.e., there exists a
marginal probability distribution so that the ISAC channel
can be represented as (5). The constraints (30)-(32), and (4)
in Definition 3 only depend on the marginal distributions of
(X,A,Y1,51) and (X, A, Y3, S2) when per-letter estimators of
the form Est;(z,a,y;) are used for j = 1,2, so the secrecy-
distortion region in Theorem 3 is also valid for stochastically-
degraded secure ISAC channels.

Define pxq = (1 —p)g+p(1 —q) and Hy(z) = —xlogx —
(1—z)log(l—x). X ~ Bern(p) represents a Bernoulli random
variable X with probability p of success. Proof of Lemma 1
is given in Appendix E.

Lemma 1: The strong secrecy-distortion region R4.; for
a binary ISAC channel with transmitter actions and mul-
tiplicative Bernoulli states, characterized by (38) for fixed
A, € [0,1] with Hamming distortion metrics is the union
over all p, ¢ € [0, 1], where X ~ Bern(p) and A ~ Bern(pxq),
of the rate tuples (R, D1, Ds) satisfying

R < min { ((1 —(1=p)(1l- O‘A)Hb<1l__a)\)\>

plg*A)
1—Axpxq

+(1—a)(1—A*p*q)Hb<

- <1p><1q><1a+aA)Hb(HAHa>>,

((1 = A)(p*q)log(l —A) + A1 —px*q)log A
— (1 =M)((1=p)(1 —q)log((1 = p)(1 — q)) — pqlog pq)
— M1 = p)qlog((1 — p)g) + p(1 — @)log(p(1 — q)))

— (Axp*q)log(Ax*px*q)+H (1_‘1;“)(1_;,)(1_(1*,\)

+H, (Q(;;\A)>p(q * A)) } (40)
Dy > (1 —p)min{\, 1 — A}, 41)
Dy > (1-p)((1 - ¢)min{l — a+ aX,a—a)}

+ gmin{l — aX,a)}). (42)
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APPENDIX A
PROOF OF THEOREM 1

Proof: Achievability: We use the Output Statistics of
Random Binning (OSRB) method [25] to prove the achiev-
ability. We first define the operationally dual source coding
problem to the problem of interest, the ISAC with transmitter
actions channel coding problem. From there we define two
protocols: Protocol A is coding scheme for the dual source
coding problem and Protocol B is a randomized coding scheme
for the original ISAC problem.

Fix py ax (v, a,x) such that there exist per-letter estimators
Est;(a,z,y1,y2) = §; satisfying E[d;(S},S;))] < D;+e€, for
7 = 1,2, where ¢, > 0 and ¢,, — 0 when n — oco. We now
formally define Protocols A and B.

Protocol A (dual source coding problem): We generate the
tuple of random variables (V", A™, X" Y", ST, Y5, S7) ii.d.
according to (10).

Random Binning: The source encoder observing v, uni-
formly and independently assigns random bin indices W,, €
1 2ma], Wy, € [1: 2], L, € 1 : 27%] and
F, € [1 : 2"™]. We also assign to y}" a random bin index
Ly € [l : 2] and we set Ry, = R,. The legitimate
receiver uses a Slepian-Wolf [24] decoder PV (3" |y?, s7, fy)
to recover the estimate ¢™ from (y?, st, fv). Since transmitter
in the original problem has perfect output feedback, we assume
the source encoder has access to (y7, y% ). Therefore, both the
source encoder and the legitimate receiver can compute Ly, .
The eavesdropper observes (v, s%, fv).

The random pmf, denoted P, induced by the random binning
in Protocol A is

P(™, a™, x",y1', 81, Yz s 85, Wy, Wyy, by, by 5 fy, 0™)
=p(v"”,a", 2", yf', sT, ¥z, $5) P(wy,, wyy, by, fulv")
x P(ly, [y ) P (0" |y, 51, f)
= P(wy,, Wy, ly, fy,v")p(a”™, z"[v™)

X P(y?7S7ll7ygaS;alyl‘an7xn)PSW(@n|y?7s7ll7fV)



= P(wvl,wV2,lv7fV)P(v"\wvl,wV2,lv,fv)p(a”,w"|’u")

X p(y?v 5711a yga Sg|an7 J,‘n)P(lyl Iy?)PSW(@n|y7117 S?a fV)
(43)

Protocol B (channel coding problem assisted with shared
randomness): Assume the existence and public dissemination
of the shared randomness F, to all parties, the transmitter,
legitimate receiver, and the eavesdropper, where F, distributed
uniformly over [1 : 2"f]. We also assume the _existence of
a secret key K, uniformly selected from [1 : 2"%], which is
securely shared between the transmitter and legitimate receiver.
We will later remove K using a block-Markov coding scheme,
in which we will replace K with Ly . Conceptually, we define
the message M = (Mj, Ms) choosing the public message
M, = W,,, i.e. the message with no security requirement,
and the private message My = (W,,, L), i.e. the message that
should be secured from the eavesdropper. Note that L is not a
random bin index.

The coding scheme proceeds as follows: the transmitter
selects two messages m; € Unif[1 : 2" ] and my € Unif[1 :
2”(RV2+R”')] independent of each other and F5. The messages
can be represented as m; = wy, and my = (wy,, 1), where | €
[1: 2"%+]. The transmitter obtains [, by securing [ via the one-
time padding operation using K, i.e., [, = ® K. The trans-
mitter generates v™ according to P(v™|wy,,wy,,ly, Fy) as in
(43). After n-channel uses, the transmitter, legitimate receiver,
and eavesdropper observe (v™, a™, 2™, ¥, y%, fv), (W7, ST, fv),
and (y%,s5, fv), respectively. From here both the transmitter
and legitimate receiver can generate Iy, according to P(ly, |y7')
from (43). The legitimate receiver will use the same Slepian-
Wolf decoder from Protocol A, PSW (4" |y7, s7, fy), to find
its estimate 0". R

The distribution induced by Protocol B, denoted P, is

P(Una an’ xn’ y?v S?a y;a S;, Wy, y Wy, , lva lYl ) fVa {)n)
= Unif[1 : 2"%] . Unif[1 : 2" ] . Unif[1 : 2n(Fv+10)
X P(Un|wV17wV27 lV) fV)p(an7 I’n|vn)

X p(?f{bvS?vygvsglanwxn)P(lylIy?)PSW(@nw?vs?a fV)
(44)

The distributions induced by Protocols A and B are ap-
proximately the same when the random binning indices
(Wy,, Wy, Ly, Fy) are almost mutually independent and uni-
formly distributed. More specifically, following [25, Theorem
1], as n — oo the total variational distance between P and P
goes to zero when

Ry, + Ry, + Ry + R, < H(V). (45)

Now we find the conditions that guarantee reliability and
security for Protocol A.

Reliability: The rate condition that guarantees reliability
is exactly that for which the Slepian-Wolf can successfully
recover v" from (y7, s¥, fv). By [25, Lemma 1], imposing the
constraint

R, < H(V|Y1,S1) (46)

implies that in the expectation over the random binning the
total variational distance between PSW (4"|y?,s7, f,) and
1{v™ = 9"} goes to zero as n — oo, giving reliability for
Protocol A. Reliability for Protocol B follows from triangle
inequality and a combination of the reliability for protocol A
and the vanishing expected variational distance between (43)
and (44).

Security: In order to show that Protocol B is secure, we find
the rate conditions that show Ly and W,, are secure. To do
this, we show that the random binning indices are independent
of the eavesdroppers observations and uniformly distributed.
We later show that L is secure through application of the secret
key K.

Using [25, Theorem 1], Lyl becomes almost independent of
(V™, Yy, S%) and uniformly distributed if

Ry, = R, < H(Y1|V,Ya, S). 47)

More specifically, (47) in the expectation over the random bin-
ning, the total variational distance between P(L,, V", Y5, S%)
and Unif[1 : 278 ] . p(V™, Y3, ST) goes to zero as n — oo.

A similar application of [25, Theorem 1] shows indices
F, and W,, become almost independent of (Y3, S%) and
uniformly distributed if

Ry + Ry, < H(V|Ys,55) (48)

i.e., in the expectation over the random binning, the total
variational distance between P(F,, W,,,Ys", S3) and Unif[1 :
278 Uniffl : 27%] - p(Y3, S%) goes to zero as n — o0.

Using the properties of variational distance between distribu-
tions found in [25, Lemma 4], it follows that W,, and L, are
also secure in Protocol B. The uniformity and independence
of K with all other random variables in addition to the
uniformity of L means the one-time padding secures L from
the eavesdropper, i.e. makes L independent of (Y3, ST, FY).

Performing Fourier-Motzkin elimination [27] on (45)-(48)
to remove R, gives

va < I(V, Yl, S1) — RV2 - Rv, (49)
Ry, < [H(V|V2,S5) — H(V|V3, 81)]F, (50)
Rv < H(Y1|Y27SQ,V) (1))

where [b]* = max {0, b}, and (50) follows since all rates must
be non-negative. For any € > 0 the rate

Ry =Ry, =1(V;Y1,51) — ¢ (52)
is achievable. For any R; less than or equal to (52), the rate
Ry = Ry + Ry = min { Ry, I[(V;Y1,51) — R} — 2¢,

where
Rye = [H(V|Y2, S2) — H(V|Y1,81)] " + H(Y1|YQ,52,2;)3)

is achievable.

The channel with no degradedness assumptions conforms to
the Markov chain in (20), which, when combined with (5) and
(20) provides the Markov chain (21).



We can now perform the following simplifications
Ree = [H(V|Y2, S2) — H(V|Y1,51)] " + H(Y1|Y2, 52, V)
9 B (V|Ya, o) — H(V[Yi,S1) + H(Yi |V, So, V)

b

Y H(V.Yi[Ya, S2) — H(V|Y1, 51, Y, 52)
= H(Y1|Y2,S2) + 1(V; 81]Y1, Y2, 52)
= H(Y1|Y2,S2) + H(S1|Y1,Y2,52) —

= H(Y1,5|Y2,S52)

H(51|Y1,Y2,55,V)
— H(5,|Y1,Y2,5:,V) (54)

where (a) follows from the data processing inequality [28] and
(21), and (b) follows from (21). Thus, we achieve (7) and (8).

The distortion constraints follow since all
(v, ™, Y, yY, sT,s5) tuples are in the jointly typical
set w. h. p. Using the law of total expectation to bounded
distortion metrics and the typical average lemma [26, pp. 26],
we see that the distortion constraints (4) are satisfied. The
sufficiency of the deterministic estimators in (12) follows
from [2, Lemma 1], where (S™, (X", Z"),S") is replaced
with (S;L,(X"7A”,Y1"7}/'2”),5'}1) for j = 1,2 and noting
that (Xn\i, An\i, Yln\l, 1/2n\z, S],l) — (Xi7 A;, Yl,i; YYQ’Z') — sz
forms a Markov chain.

Now we need to derandomize Protocol B and remove the
dependence on a secret key. The existence of a specific real-
ization f of F' such that the reliability and secrecy properties
of B still holds follow from the standard method in [25].

Finally, we remove the secret key from Protocol B by
chaining over multiple blocks as in [30] and [7]. We will use a
block-Markov coding scheme consisting of B > 2 blocks, each
with n channel uses. For the discussion of the block-Markov
coding scheme alone, we will denote the random variables
corresponding to the transmissions in block b with a superscript
b and a sequence of random variables from blocks i to 7,
with 0 < ¢ < j < B, denoted with a superscript i : 7,
e.g., the random bin index for W, block b is Wvbl. We let
M = M¥B = (M{B, M}P). Noting that in each block b,
a secret key Lgl is generated known to the transmitter and
legitimate receiver after the completion of block b. We set
M3 =0, i.e., no secure message is sent during the first block,
and Lb 1is used as K from Protocol B during block b > 2.

Smce the distortion constraints are satisfied for a single
block, they will be satisfied when aggregated across all blocks.
The rate change for Ry is negligible for B large, while R;
remains the same. We finally need to show that the reliability
and secrecy performance is unaffected by the block-Markov
coding scheme. The asymptotic reliability performance follows
from a union bound on

(55

n—oo

lim PHA?}:B 4 MYB or MFP + M;BH.

The single block security analysis shows that leakage be-
tween M5 and the eavesdropper’s observations within a single
block is negligible, but, in order to show that the secrecy
performance is unaffected by the block-Markov coding scheme
we need to show that the leakage between the secure message,
M3;B = (WEB L¥P), and the eavesdropper’s observations

over all blocks, (Y3Z,815), where the bold faced random
variables are n-letter random variables, is negligible, i.e.,
I(WEB LEB Y 1B S1B) vanishes asymptotically. We make
slight modifications to the approach in [7] to show that security
holds across all blocks.

Wb

va?

For convenience, we denote W% =

Lgl’ Le -
Lb @ K*, and Z° = (Y}, S5). We have

I(WI:B, Ll:B; ZB)

B-1
_ (I(Wl:B,LLB; Zl:bJrl) _ I((Wl:B,Ll:B; Zl:b))
b=1
I(W1:B7L1:B; Zl)
B-1
(i) (I(W1:B7L1:B; Zl:b—i—l) _ I((W1:B7L1:B; Zl:b))
b=1

(56)

where (a) follows since Z! is independent of future messages
(W%B  L2:B) and no secure message is transmitted in the first
block. Without loss of generality, we consider the term in the
sum corresponding to block b, we see

I(wl:B,Ll:B; Zl:b+1) _ I(WLB, Ll:B; Zl:b)
_ I(wl:B’leB; Zb+1|zl:b)
_ ](Wl:b+1,L1:b+1; Zb+1|z1:b)
+ I(Wb+2:B,Lb+2:B; Zb—‘y—l‘zl:b7 Wl:b—‘rl,Ll:b—‘rl)
I(wl:b+1, Ll:bJrl7 Zl:b; Zb+1)
+ I(wb+2:B’Lb+2:B; Zl:b+17 Wl:b+1,L1:b+1)
(@) [(WbHL pLb+1 Z1b, Zb+1y
I(Wb+1, Lb+1; Zb+1)
+ I(Wl:b,L1:b7Z1:b; Zb+1|Wb+1,Lb+1)
® J(WhFL, o1, Zb+1)
+ I(Wl;b, Ll:b7 Zl:b; Zb+1, V[/b-ﬁ—l7 Lb+1)

I(Wb+1 Lb+1.Zb+1)
+I(W1:b Ll:b Zl:b,zb+1 Wb+1 LbJrl Kb)
I(Wb+l,Lb+1;Zb+1) + I(Wl:b,Ll:b,ZLb;Kb)
+I(W1:b Ll:b Zl:b,zb+1 Wb+1 Lb+1|Kb)

(i) I(Wb+1’Lb+1;Zb+1) +I(W1:b’L1:b,leb;Kb)

(z) I(Wb+17Lb+1§ Zb+1)+I(W1:b7L1:b, Zl:b,Kb_I;Kb)

(f) (Wb+1 Lb+1 Zb+1)+I(Wb Lb Zb Kb 1. Kb) (57)

where (a) and (b) follow since future messages are inde-
pendent of past messages and observations; (c¢) follows by
adding a non-negative term in order to introduce K to break
dependence across blocks; (d) follows since

(leb Ll:b Zl:b) o Kb

=z W L) (58



forms a Markov chain; (e) follows by adding K®~! in again
to break dependence across blocks, and (f) follows since we
have the Markov chain

(leb—l Ll:b—l Zl:b—l) o (Wb Lb Zb Kb—l)_
Combining (57) with (56) gives
I(wl:B Ll:B,zl:B)

Kp. (59)

o

-1

b=1

(60)
Now we show that the two quantities I(W?°*+!, Lb+1; Zb+1)
and I(W", LP, Z K*~1; K") asymptotically vanish across all
blocks. The first term can be written as
I(Wb+1 Lb+1,zb+1)
I(Wb+1' Zb+1) + I(LbJrl. Zb+1‘Wb+1>
a) I(Wb+1,zb+1) +](Lb+1_Zb+1 Wb+1)
b)I(WbJrl.ZbJrl) T (Lb+1.Lb)
c) I(Wb+1;zb+1) +H(Lb)

d
< 1wz 4R, — H(K)

H(K")
(61)

where (a) follows since W1 and L’ are independent, (b)
follows by the data processing inequality and L't — LY —
(Z*+1, Wb+, (¢) follows since H(LY|LY) = H(K?), and
(d) follows from the rate condition on L. The condition
(48) guarantees that I (W**1; Zb+1) vanishes across all blocks,
while (47) makes K® uniform, causing nR, — H(K") to
vanish across all blocks. The independence of the secret key
with other random variables Kb = Ly1 in a single block, see
(47), implies that I(I/Vb7 Lb,zb Kb—1, Kb) vanishes across all
blocks as n — oo.

Converse: For the converse proof, assume that for some 6,, >
0, with ,, — 0 as n — o0, there exist an action encoder,
channel encoder, decoder, and estimators such that (1)-(4) are
satisfied for (Ry, Ro, D1, D2). We define

V% é (Mla MQa Yli_la Si_la Y2i_17 Sé_l)

such that V; — (4;, X;) —
chain for all 4 € [1: n].
Using Fano’s inequality [28] we obtain

H(M;Y{", ST) < ne,

(62)
(Y1,4,Y2,4,51,i,52,;) forms a Markov

(63)
where ne, = Hy(0,) + 0, (R1 + R2)n. Note that ¢,, — 0 as
0n, — 0.
Bound on R1: We have
(a)
nRy < I(My; YY", ST) + ney,
= Z [H (Y1, S1,:Y77h, 817
i=1

— H (Y15, S04l M1, Y771 ST + €]

S <I(Wb+1,Lb+1;Zb+1) +I(Wb,Lb,Zb7Kb1;Kb)).

< Z [H(Y1,,51,)
i=1
H (Y1, S1a MY ST Y71 857 + e

® Z [1(Vi; Y1, S1:4) + €n]

i=

(64)

=

where (a) follows from Fano’s inequality (63) and (b) follows
from the definition of V; (62).
Bound on R1 + Rs: Similar to the bound on R;, we have

(a)
’I’L(R1 + RQ) < I(M; Yln, S{l) + ne,
H(H,i,SLde_l,Sf_l)
i=1

H(Y1 is S, M, Yf-fla Siil) + en]
— H(Y13, S1i MY S Y S +e

(
O VS e

1=

(65)

=

where (a) follows from Fano’s inequality (63) and (b) follows
from the definition of V; (62).
Bound on Rs: We obtain
(a)
nR2 < I(M27 Y1n7 S?a }/2717 Sg) + ney,
= HY", ST1Yy", 53) + 1(Ma; V3", 55)
— H(Y\", 57 |M2, Y5", 53) + nep
(®)
< H(Yln’ S?\Yfa Sg) + 671
— H(ST|M, Y, Y], ST) + ney,

<2 [H(

- H(SL??‘M’ Yln,Si—l’an, Sg)] +nep + on

Y1.4,51,i|Y2,4,52,4)

=
INgE

[H (Y1, 51,6 V2,5 S2,)
1
— H(S1:|M, Y}, S Y5, S9)] + ne, + 6y,

=Y [H

1=

— H(S1:|M,Y1,,Y2,, 52, Vi)| + ne, + 6, (66)

7

3

=

Yl iy Sl 2|Y2 iy S2 2)

—

where (a) follows similarly to (22), (b) follows since the
secrecy constraint (3) is satisfied, and (c) is a consequence
of the Markov chain

(er,bi+17 YQT,Lz'JrI’ Sgi+1) - (M7 Yli’ Siila Y2i7 Sé) -

and (d) follows from definition of V;, see (62).
The deterministic estimators, for j=1,2, follow from

ZE

S

Dj + &, > E[d;(S7,57)] = (67)

J’J

(854854



Next, we introduce a time-sharing random variable @) dis-
tributed uniformly on [1 : n] which is independent of all other
random variables. This allows us to represent the bounds on
Ry (64) and Ry + Ro (65) as

Ry <) [I(VgiYig S1,0lQ = i) + €]
=1

=1(Vg;Y1,0:51.01Q) +€n

=1(Vg,Q:Y1,0.51,0) — 1(Q: Y10, 51,0) + €n
<I1(Vg,@;Y1,q,51,Q) +én (68)
and
Ri+ Ry <1(V,Q;Y1,,51.0) +€n (69)

and the bound on R, given in (66) as
Ry < Z [H(Yl,i751,i|y2,i752,i)
i=1

— H(S1,;|M,Y1;,Y2,, 52, Vz)] + ne, + 6

= Z [H(Yl,@ Sl,Q|Y2,Q> S2,Q7 Q= Z)
i=1

— H(S1,0|M,Y1,0,Y2,0,52,0. Vg, Q = i)] +ne,+6,
=H(Y1,0,51,0Y2.0,52,0,Q)

- H(Sl,i‘Ma H,Qa YQ,Qa SQ,Qv VQ7 Q) + ne’ﬂ + 671
< HMY1,g,5,0[Y2,0,52,0)

- H(Sl,i‘M7 Yl,Qu }/Q,Qa SQ,Q? VQ7 Q) + n€n+5n

(70)

Defining X = Xg, A = Ag, Y1 = Y10, 51 = S1,0,
Y1=Y10,5 =5, and V = (Vp,Q) sothat V— (X, A)—
(Y1,51,Y5,55) forms a Markov chain and letting §,, — 0
gives the conditions in the statement of the theorem, (7)-(9).

The proof of the cardinality bound for V' follows from the
support lemma [29, Lemma 15.4]. ]

APPENDIX B
PROOF OF THEOREM 2

Proof: The proof of Theorem 2 follows similarly to that

of Theorem 1 in Appendix A, we highlight the modifications
below.
Achievability: The creation of Protocols A and B follow
as in Appendix A up to the recovery of the rate conditions
(52) and (53). Combining the definition of reverse-physical
degradation in (6) with the channel Markov chain (20) gives the
Markov chain (29), which we can use to perform the following
simplification on R, from (53)

Ryee = [H(V|Ya, S2) — H(V|Y1,51)] " + H(Y1|Y2, S5, V)

@ H(Y1|Y2,52,V)

®)

= H(Y1|Y2,52) (7D

where (a) follows since an application of (29) and the data pro-
cessing inequality implies that H(V|Y3, S2) < H(V|Y1,S1),
and (b) follows from (29). We thus have the rate conditions of

the theorem, (7), (9), and (27). The distortion constraints, vi-
ability of per-letter deterministic estimators, derandomization,
and analysis of the block-Markov coding scheme follow from
the same argument in Appendix A.

Converse: Noting that the converse proof in Appendix A does
not use degradation, thus, the rate constraint on R; (7) and
distortion constraints (9) holds here as well. We can simplify
constraint on R}, see (11), in (8) as

Ry < H(Y1,S81|Y2,82) — H(S1|Y1,Ys,52,V)
= H(Y1,51|Y2, S2) — H(S1, Y1[Y2, So, V) +H (Y1]Y2, 82, V)

W H (Y1, 81[Ya, So)— H(S1, 1|V, Sa)+H(Y1|Ya, S2)

— H(Y1|Ya, S5) (72)
where (a) follows from the reverse-physical degradation, see
(29). This gives

R2 S min {H(Y1|Y2,SQ),I(V;Y1, Sl) — Rl} (73)

giving the converse. [ ]

APPENDIX C
PROOF OF THEOREM 3

Proof: Achievability: The achievability loosely follows
by removing V™ and using (X", A™) in its place in the proof
of Theorem 1.

We fix P4x and generate a tuple of random variables
i.i.d. according to (5). Protocols A and B are defined as in
Appendix A with the following modifications. The random
binning is performed on (a™, ™) instead of v", the random
binning index Wy, is removed, W,, is replaced with Wy €
Unif[1 : 2"F=], F, is replace with F,, € Unif[l : 2"%=], and
L, is replaced by L, € Unif[1 : 2"%], We continue to use L
and Ly defined therein. We define M = (Wyy, L), the entirety
of which should be kept secret from the eavesdropper.

The distributions induced by Protocols A and B are approx-
imately the same when

Rux + Rax + Rax < H(A, X)) (74)
by [25, Theorem 1].

By [25, Lemma 1] we get reliability, i.e., the eavesdropper

can recover (a™, z™) from (fau,y}, sT), when

Ra < H(A, X|Y1,54). (75)
Security follows when
Ryl :Rax < H(Yl‘A,X,YQ,SQ) (76)

since L, becomes almost independent of (A", X", Y5, S2) by
[25, Theorem 1]. Similarly, by [25, Theorem 1] F,, and Wy
are uniformly distributed and independent of (Y3*,S%) when

Rux + Rux < H(A, X|Y2, S5). (77)



Performing Fourier-Motzkin Elimination on (74) - (77), we
have

Rax + Rax < I(A, X;Y1,51) (78)
Ra < [H(A, X|Ya, 55) — H(A, X|Y1,5)]" (79
Rax <H(Yl|}/2as27AaX)' (80)

Choosing R = R, + R.x, we have that for any € > 0
R = min {I(A, X; Ylv Sl), [H(A, X|Y2, SQ)
— H(A,X|Y1,5)] " + HY1[Y2, 5,4, X)} —¢ 81)

is achievable. Using the physical-degradation, we can simplify
the rate condition

[H(A, X|Y3,S5) — H(A, X|Y1,51)] " + H(Y1|Y2, S5, A, X)
Y H(A, X|Ys, Sa) — H(A, X|Y3,51) + H(Y:|Ya, 82, A, X)
Y H(A, X, V1|V, 82) — H(A, X|Y1, 51, Y2, 52)

= H(Y1|Y2,S2) + I(A, X; 51|Y1,Y2,55)

:H(Y].»Sl‘}/Q7S2)_H(51|Yia}67527X7A) (82)

where (a) and (b) follow since (A4,X) — (¥1,51) — (Y2, S2)
forms a Markov chain. The rate constraint in the theorem, (33)
follows by combining (82) with (81).

The distortion constraints, optimality of per-letter deter-
ministic estimators, derandomization of Protocol B, and the
removal of the secret key and subsequent block-Markov cod-
ing scheme secrecy analysis follow from the same argument
Appendix A.

Converse: We assume that for some §,, > 0, with §,, — 0 as
n — 00, there exists an action encoder, decoder, and estimators
such that the rate, reliability, and secrecy conditions (30)-(32)
and the distortion constraints (4) are satisfied for (R, D1, D>).

By Fano’s inequality we obtain
H(M;Y{", ST) < ne, (83)

where ne, = Hy(d,)+0,(R)n, noting that €, — 0 as d,, — 0.
We next outline the two bounds on R.

(@)
nR < I(M;Y},S))

=Y [HM 1, Sy s
=1

- H(Yl,i7 Sl,i|Y1i_1a Si_lv M)] +neén

3

< [H(Y1,,51,)
i—1

- H(}/l’u Sl7i|}/1i717 Si717 M7 Xi) Al)} + NeEn

© ZI(Xi, A Y1:,51,:) + ney

i=1

(84)

where (a) follows from Fano’s inequality (83), and (b) is a
result of the Markov chain

(Y14,51.4) — (Xi, Ap) — (Vi1 S0 M.

We can also bound R as

(a)
nR < I(M;Y",S7) + ne,
< I(M; Y, ST, Y5, S5 + ne,
= H(Y{", ST1Yy", 53) + H(Yy', S3) — H(Yy', S5'|M)
- H<YlnaSmMa YQH’SS) + nep
= H(Y{", ST'Yy", S3) + I(M; Y5, 55)
- H(YiﬂaS{I‘M7 }/27]75;) + ney

(b)
_H(S{L|M7Kn’}/271753) + nen

n
< Z [H (Y1, 51,i]Y2,i5 Sa.)
i=1

- H(Sl,i|Y17,lia anm 53,1-, M, 51417 X, Az)] + 0 +nep

n
c

= Z [H(YL“ Slyi‘yé,h 52,75)
i=1
— H(S1,iY1,i, Ya,is S2,is Xi, Ai)] + 00 + ney,

—~
~

(85)

where (a) follows by Fano’s inequality (83), b follows from
the secrecy constraint (32) and (c¢) follows by application of
the Markov chain

Sy.i— (Y1, Yaui, Soiy Xy, Ag)— (YN, YV S2V ML S,

Next, we introduce a time-sharing random variable @) dis-
tributed uniformly on [1 : n] which is independent of all other
random variables. This allows us to represent the bounds on
R as follows

1 n
R< =) I(Xi, Ai;Y1,:,51:) + €n
s ; ( 1,i,51,) + €
1 & ,
- n ZI(XQvAQ; Y1, SLQlQ = Z) +éen
i=1
= 1(Xq,AQ; 1.0, 51,0lQ) + €n (86)
and
1 n
R<— H (Y1, 581,i|Y2,i, 52,1
_n;[ (Y14, S1,i Y2, S2,i)
1
— H(S1,i|Y1,4, Y20, S0, Xi, As)| + ﬁ(sn + €
1 < ,
= ﬁ Z [H(YLQ7 517Q|Y2,Q7 SQ,Q) Q = Z)
i1
. 1
— H(S1,0Y1,0:Y2.0: 82,0, X@: Ag: @ = )| + —0n + n
= H(Y1,9,51,01Y2,9,52,0,Q)
1
- H(SLQ|Y17Q7 YZQ? SQ,Qa XQa AQa Q) + E(Sn + €y
(a)
< H(Y1,,51,01Y2,q:52.)
1
- H(SI,QIYLQ7 E,Q7 SZ,Q7 XQ; AQ) + gén +é€n (87)
where  (a) follows from @ — (Ag,Xq) -
(Y1.0,51.0,Y2.0,52.0). Defining X = X, A = Ag,



Yl = YLQ’ Sl = Sl Q> 1 = Y1 Q> Sg = SQ)Q, and
V = (Vg,Q) so that V — (X, A) — (Y1, 51,Y2,52) forms a
Markov chain and letting §,, — 0 gives

R < min {I(X,A;Yl,Sl\Q),
H(Y1751|1/2a52) - H(Sl|Y17}/23527X) A)} (88)
Since we only need to preserve I(X,A;Y7,S1|Q), we can
bound |Q| by 1 by the support lemma [29, Lemma 15.4],

resulting in the rate given in the theorem, (33).
The distortion constraints follow as in Appendix A. ]

APPENDIX D
PROOF OF THEOREM 4

Proof: Achievability: The construction and analysis of
Protocols A and B follow as in Appendix C reach the constraint
(81) with out the use of degradation, i.e.,

R = min {I(A,X;Y1751)7 [H(A,X|Y27SQ)
— H(A, X|V1,8)] " + H(Y1|Ya, S2, 4, X)} — € (89)

is achievable. Using reverse-physical-degradation, see (29), we
can simplify the rate condition

[H(A, X|Y3,85) — H(A, X|Y1,51)] " + H(Y1|Y2, S, A, X)
@ H(Yi|Ys. Sz, A, X)
Y H(Y1 Y2, 52) 90)
where (a) and (b) follow since (A4, X) — (Y2,S2) — (Y1, 51)

forms a Markov chain. The rate constraint in the theorem, (36)
follows by combining (90) with (89).

The distortion constraints and block-Markov coding scheme
analysis follow as in Appendix C.
Converse: The converse of Theorem 3 does not use degra-
dation. We apply the reverse-physical-degradation to (33) by
performing the following simplification

(Yl,Sl‘YQ, 52) - H(51|Y1,}/2, SQvXa A)
(a)

= H(Ylvsl‘}/QHSQ) - H(Sl|Yia}/2) 52)

_ H(Y1|Ys,S5) o1

where (a) follows since (A, X) — (Y3, S3) — (Y7, 51). Com-
bining (33) with (91) gives the rate condition in the theorem
statement, (36).

|

APPENDIX E
PROOF OF LEMMA 1

Proof: The lemma follows from evaluating the strong-
secrecy distortion region R 4.; defined in Theorem 3. We have

H(Ylvsl‘}/QHSQ) - H(SI|Y1a}/2) 527X7 A)
= H(S1|Y2,S2) + H(Y1|51,Y2,52) — H(S1|Y1, 52, X, A)
(92)

which we evaluate term by term.

For the first term we have

H(S1[Ya, S2) 2 H(S1|Ya, S2 = 0)ps, (0)

= H(SI|Y2 =1,5= O)pY252<170)
+ H(Sl|}6 =0, Sy = 0)pY252 (070)

H(S1]Y2 =0,5, =0)
2 H(51/8; = 0)
= Hy(ps,|s,(0,0))
1-A
= H,
b ( 1- oz)\)
where (a) follows since H(S1|Y2,S2 = 1) = 0 because
S; = 1if Sy = 1, (b) follows since py,s,(1,0) = 0 and
Dy,5,(0,0) =1, and (c) follows since Yz = 0 if Sy = 0.
Evaluating the second term gives us
H (Y1181, Y2, 52)

@ H (Y1181 = 1,Y2,8)ps, (1)

b
© H(y1|8, =1, Y2, 82 = 0)ps, s,(1,0)

= H(Y1|S1 =1,Y2 = 0,5 = 0)ps,v,5,(1,0,0)
+ H(Y1]|51 =1,Y2 =1,8, = 0)ps,v,5,(1,1,0)

H(Y1]S1 = 1,82 = 0)ps,s,(1,0)

(Xlsl = 1)])5‘15’2(1 0)

= Hb(pX|Sl (1|1))p5132 (1’ O)
qx*A)

= (P ) 0 - depeg)

where (a) follows since H(Y1]S1 = 0,Y3,S52) = 0 because
Y1 = 0when S; = 0, (b) follows since H(Y1]S1 =1,Y5, 5, =
1) = 0 because Y7 = Y3 if S1 = S5 =1, (¢) follows since Y5
must be 0 if Sy =0, and (d) follows since (X, A) —S1 — S
forms a Markov chain and Y7 = 5; - X = X.

The third term is

H(S5,]Y1,Y5,5:,X,A)
(i) H(S1|Y1, Y2, So = 0, X, A)ps, (0)
(Sl‘Yl = 0 Y27SQ = 0 X A)pY152(0 0)
(Sllyl = O Y2 = 0 SQ = O X A)py1y252(0 0 0)
H(51| O,SQZO,X:(),A)pxyly252(0,0,0,0)
9 H(S,|X=0,4,S,=0)pxs, (0,0)
— H(S1|X = 0,A = 0,5, = 0)pxas, (0,0,0)
Y H(S X =0,4=1,5 = 0)pxas, (0,1,0)
= Hy(ps,|x as,(0]0,0,0))px as,(0,0,0)
+ Hb(p31|XA5'2 (0|07 17 0))pXA52 (07 17 O)

IIQ

—

(93)

© o
@

(94)

©

=0,Y>=

= Hb(l—cj\—i—)\oz) 1-p)(1—-¢)(1—a+a)
+Hb<11_fa)(1 ~p)a(l - Aa) (95)



where (a) follows since H(S1|Y1,Y2,5; = 1,X,A) = 0
because S; =1 if S =1, (b) follows since we have

H(Si|Y1=1,Y2,8 =0,X,4) =0 (96)

because S; = 1if Y7 = 1, (¢) follows since py,v,s,(0,1,0) =
0 because Y cannot be 1 if Sy = 0, (d) follows since
H(S1|Y1=0,Y5=0,5 =0,X =1,A) = 0 because S; =0
if Yy =0and X =1, and (e) follows since Y; and Y5 must
be zero if X = 0.

Combining (93)-(95) gives the first term in the minimization
in (40).

We now calculate the second term in (40), I(X, A; Y7, S51) =
H(X,A)—H(X, A|Y1, S1) in two parts. The first part is given
by

H(X, A)
=—(1-p)(1—q)log ((1-p)(1—q)) — pqlog (pq)
—p(1—g)log (p(1—q)) — (1-p)qlog (1—p)q). (O7)

The second part is

H(X, A|Y1,51)

W H(X, A1, 81 = 0)ps, (0) + H(A|X, S1 = 1)ps, (1)

b
Y H(X, AlS;) = 0)ps, (0) + H(A|X, S1 = 1)ps, (1)

= H(X, A|S1=0)ps, (0)+H(A|X=0,5=1)pxs,(0,1)
+ HA|IX=1,5=1)pxs,(1,1)

= H(X, A[S1=0)ps, (0)+Hy(pajxs, (10,1))pxs, (0,1)
+ Hy(pajxs, (0]1,1))pxs, (1,1)

= —(1-p)(1-gog 12002

(1-p)g(1-A)
AxDxq

—p(1=¢)(1-X)log

— (1=p)q(1-X)log

PgA
Axpxq

p(l-q)(1-A)
Axpxq

+H, (1 _qqA* A)(1—17)(1—q * A)+Hy (W)p(q *A)

(98)

— pg)log

where (a) follows since Y7 = X when S; = 1, and
H(X,AIX,S = 1) = H(A|X,S; = 1) and (b) follows
since Y7 = X -5 = X -0 = 0 is deterministic and thus
is independent of (X, A). Combining (97) and (98) gives the
second term in the minimization in (40).

Now we calculate the distortion constraints. We will use
estimators of the form Est;(z, a,y;). Consider the case where
X = 1. Then we have Y7 = S; - X = 5. The estimate
Est1(1,a,y1) = y1 will always be correct. Consider Y, =
S2-Y7 = 59-51-X = S5-51, then choosing Esta (1, a,y2) = y2
is also error free because S, cannot be 1 if S; = 0.

Now we consider the case where X = 0. When es-
timating Y7, we get Est;(0,0,y1) = I1{A < 0.5} and
Est;(0,1,y1) = 1{\ > 0.5}, equivalent to Est;(0,a,y1) =

a—1{\ < 0.5}. When estimating Y5>, the optimal esti-
mator is equal to Est3(0,0,y2) = 1{aw — aX > 0.5} and
Est;1(0,1,y1) = 1{aX > 0.5}. Combining these gives

Y1 ifz=0
Esty(x,a,y1) = 99
sti(@a,41) {a]l{)\<.5} fr—1 O
and
Y1 ifz=0
Esti(z,a,y1) = ¢ H{a—aX > .5} ifz=1,a=0 (100)
1{aX > .5} ifr=1a=1.

Using the Hamming distortion metric, the expected distor-
tion for S7 is (41) and the expected distortion for S5 is equal
to (42).

|



	Introduction
	Problem Definition
	ISAC with Action-dependent States Under Partial Secrecy
	ISAC with Action-dependent States Under Full Secrecy
	Binary Noiseless Secure ISAC Channels with Action-dependent States
	References
	Appendix A: Proof of Theorem 1
	Appendix B: Proof of Theorem 2
	Appendix C: Proof of Theorem 3
	Appendix D: Proof of Theorem 4
	Appendix E: Proof of Lemma 1

