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Abstract. The elegant paradigm of Anamorphic Encryption (Persiano
et al., Eurocrypt 2022) considers the question of establishing a private
communication in a world controlled by a dictator. The challenge is to
allow two users, sharing some secret anamorphic key, to exchange covert
messages without the dictator noticing, even when the latter has full
access to the regular secret keys. Over the last year several works con-
sidered this question and proposed constructions, novel extensions and
strengthened definitions.

In this work we make progress on the study of this primitive in three
main directions. First, we show that two general and well established
encryption paradigms, namely hybrid encryption and the IBE-to-CCA
transform, admit very simple and natural anamorphic extensions. Next,
we show that anamorphism, far from being a phenomenon isolated to
"basic" encryption schemes, extends also to homomorphic encryption.
We show that some existing homomorphic schemes, (and most notably
the fully homomorphic one by Gentry, Sahai and Waters) can be made
anamorphic, while retaining their homomorphic properties both with
respect to the regular and the covert message.

Finally we refine the notion of anamorphic encryption by envisioning the
possibility of splitting the anamorphic key into an encryption component
(that only allows to encrypt covert messages) and a decryption compo-
nent. This makes possible for a receiver to set up several, independent,
covert channels associated with a single covert key.
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1 Introduction

Cryptography is one of the most fundamental privacy enabler of the modern
era. However, as recently pointed out by Persiano et al. in [PPY22|, this success
heavily relies on two, often given for granted, assumptions: sender freedom and
receiver privacy. The first postulates that senders can freely choose the message
to be sent, the second assumes that the receiver’s secret key remains uncom-
promised. While these assumptions are very natural in most circumstances they
might be at stake in countries where law enforcement agencies can force users to
surrender their decryption keys. In particular, in dictator-led countries, citizens
might be allowed to send only contents approved by the regime, thus undermin-
ing the sender freedom assumption.

These problematic scenarios have been recently considered by Persiano et
al. in [PPY22| where the novel paradigm of Anamorphic encryption has been
introduced. In [PPY22| two flavors of the primitive are proposed, depending
on which assumption one cannot rely on: sender anamorphic encryption con-
siders scenarios where the sender freedom assumption does not hold, receiver
anamorphic encryption addresses situations where receiver’s private keys can be
compromised.

In the latter case, the basic idea is that an anamorphic (public-key) encryp-
tion scheme can be deployed in two modes: regular and anamorphic. When used
as regular, it works as expected for a standard public key encryption scheme.
When deployed in anamorphic mode, on the other hand, key generation pro-
duces a public key apk with two associated secret keys: a, seemingly, regular one
ask and a double one dk. Bob privately shares dk with Alice and publishes apk
as his public key. Now, if the dictator forces Bob to reveal his secret key, Bob
hands ask only, thus pretending that this is the only secret key in his possess.
A key feature of anamorphic encryption is that the keypair (apk,ask) can be
used to encrypt/decrypt messages like in regular mode. On the other hand, dk
can be used as a symmetric key by Alice to encrypt an additional message that
remains hidden even if ask is given to the dictator. This allows Alice to encrypt
two messages: an innocent looking message m and a covert one m. The resulting
(anamorphic) ciphertext reveals either m, when decrypted regularly (i.e. with
secret key ask), or m when decrypted anamorphically using dk. What makes
this notion meaningful is the requirement that standard ciphertexts should be
indistinguishable from anamorphically created ones [PPY22].

When it comes to realizing this notion, Persiano et al. [PPY22] argued that
to effectively address privacy needs in the presence of a dictator one cannot just
introduce new, more powerful schemes, as these would be immediately banned
as illegal. The intriguing question is thus to show that existing constructions can
be adapted to support the new need. For the receiver anamorphic case, which
is the only one considered in this paper, they proposed two such constructions:
one based on rejection sampling, that only supports very small sized messages,
and a second one, based on the well known Naor-Yung transform [NY90|. This
latter solution is very simple and neat. Moreover, as it is of some relevance to
one of our contributions we briefly recall it here. Informally, the NY transform



consists in encrypting a message m via two independent instances of a public
key encryption scheme as follows

(Enc(pkg, m), Enc(pky, m), )

where 7 is a NIZK that the two ciphertexts contain the same message. In the
realization from [PPY22|, the anamorphic secret key is sko whereas the double
key is (skq, aux) where aux is the auxiliary information associated with the NIZK
(that allows to cheat and to encrypt two different messages).

A limitation of this and related constructions however is that regular and
anamorphic keys need to be generated at the same time. Once a key pair is cre-
ated not in anamorphic mode it becomes impossible to associate to it a double
key. In other words, it is not possible to create an anamorphic channel for a
public key already in usage. This definitional limitation was recently addressed
by [BGHM23| who modified the model by allowing double keys to be generated
independently of key pairs. Because of this, they called anamorphic extension
(rather than anamorphic triplet as in the original paper) the set of algorithms
associated with the anamorphic mode. In the same paper, they proposed a no-
tion of robustness for anamorphic encryption that, informally, aims at capturing
the requirement that when (anamorphically) decrypting a regular message one
should get some error message signalling that the ciphertext does not contain
any covert messagdﬂ Banfi et al. [BGHM23| gave solutions achieving both these
novel properties. A drawback of these solutions is that they either rely on the
assumption that sender and receiver share a (synchronized) counter or that the
underlying encryption scheme satisfies what they call selective randomness re-
coverability (see [BGHM23] for details).

It is thus natural to ask if these properties remain achievable even when
starting from schemes that neither require synchronization nor satisfy selective
randomness recoverability. As a first contribution of this paper, we give a posi-
tive answer to this question. We show that two very popular encryption mech-
anisms are anamorphic and allow both anamorphic extensions and robustness
in a natural way. Our first construction turns any hybrid encryption schemes
into an anamorphic one, whereas our second realization renders anamorphic the
celebrated IBE-to-CCA transform by Boneh et al. [BCHKO7]. Both these con-
struction are very simple and, we stress, they make no requirement whatsoever
on the underlying building blocks.

Another limitation of existing work is that, so far, existing (anamorphic)
constructions only concerns rather standard encryption schemes. Yet, given the
growing importance of primitives like homomorphic encryption it is (again) nat-
ural to ask if existing realizations can be proved anamorphic. We give a positive
answer to this question and show that both the lifted variant of Cramer-Shoup
lite [CS98] (which is linearly homomorphic and IND-CCA1 secure) and the GSW

® As argued in [BGHM23| the notion of robustness is relevant for security: a dictator
could try to trick receivers to expose their possession of a double key by sending
them regular (i.e. not containing any covert message) ciphertext and monitor the
reaction.



fully homomorphic encryption scheme |[GSW13] can be made anamorphic. We
also show that (a revisited version of) the Naor-Yung anamorphic construction
from [PPY22| becomes fully homomorphic (while retaining its anamorphic prop-
erties) when replacing its basic building blocks with fully homomorphic counter-
parts (i.e. fully homomorphic encryption |[Gen09| and fully homomorphic NIZK
[ADKL19]).

As a final contribution, we further refine the notion of anamorphic encryption
by envisioning the possibility of splitting the double key into a component that
allows only to encrypt and a different one that allows to decrypt the covert mes-
sage. This modification opens the way to a novel variant of the basic primitive,
that we call fully asymmetric and that we discuss more in detail below.

1.1 Our contributions, more in detail

Here we discuss each one of our contributions highlighted above separately and
more in details.

Novel examples of anamorphism We begin by showing that two very pop-
ular encryption mechanisms/transformations are anamorphic almost out of the
box. The two mechanisms are (generic) hybrid encryption and the (MAC based)
IBE-to-CCA transform from [BCHKO07|. Both realizations are very simple and
rely on the existence of a symmetric encryption with pseudorandom ciphertexts
[M6104, KPPT23b, KPP*23a| prE.Enc. The basic idea is very simple (and es-
sentially the same for both schemes). Here we discuss it for the case of hybrid
encryption. Recall that hybrid encryption combines asymmetric and symmetric
encryption to get the benefits of both. In a nutshell, to encrypt a message m one
first chooses a random secret key k for the symmetric scheme. The message m is
then symmetrically encrypted and k is encrypted using the asymmetric scheme.
Turning this into an anamorphic encryption scheme only affects the way & is gen-
erated: rather than being randomly sampled, k is computed as prE.Enc(dk, m),
where m is the covert message and dk the double key. Notice that such a key is
indistinguishable from a regular one if prE.Enc has pseudorandom ciphertexts.
Adding robustness is also easy. The idea is to use a PRF F' to embed a "secret"
check when encrypting an anamorphic message. Specifically we let k = y1||y2,
where y; = prE.Enc(dky, M), y2 = Fuk,(y1) and dk = (dky,dks). The (anamor-
phic) decryption algorithm outputs some error message if the symmetric key
does not satisfy yo = Fyk,(y1). Clearly, the usage of a PRF guarantees that,
unless with very small probability, the check passes only when the ciphertext
contains some covert message. Notice also that since the double key dk is totally
independent from the regular key material the construction can be naturally
framed in the context of anamorphic extensions.

Anamorphic Encryption with Homomorphic properties. Current exam-
ples of anamorphic encryption schemes only concerns encryption schemes with
no extra functionalities (i.e. beyond security guarantees). A main contribution



of this paper is to show that, somewhat surprisingly, anamorphism is a property
that can be established even in the context of homomorphic encryption, thus al-
lowing for the possibility of performing the same homomorphic operations both
on the regular and on the covert plaintext.

As a simple motivating example, imagine that some hospital ward maintains
on a remote server (possibly controlled by the dictator) medical records for
its patients. To give semblance that the dictator cares for citizens privacy, the
latter requires the records to be (homomorphically) encrypted, so that privacy
preserving computations on these data can be done. The dictator might however
impose strong constraints on (some of) these data (say, those regarding side
effects of patients that got vaccinated using the vaccines produced by dictator-
related companies). Using HAE one could use the anamorphic component to
also encrypt the real data and be able to perform reliable computations on
them. Notice that it seems crucial here that Eval works exactly in the same way
both when operating on normal ciphertexts and on anamorphic ones. Indeed,
in this way the server need not to know whether the ciphertexts it is working
on are anamorphic or not. More in general, given the revolutionary impact that
the concept of (fully) homomorphic encryption had in cryptography, we believe
that investigating the anamorphic nature of existing homomorphic constructions
is a relevant research direction that could lead to interesting and unexpected
applications.

As mentioned above, as a first warm up result in this sense, we show that
a revisited version of the Naor-Yung instantiation from [PPY22|, becomes fully
homomorphic when replacing the basic building blocks (i.e. IND-CPA secure en-
cryption and NIZK) with fully homomorphic counterparts (|Gen09, |[ADKL19)).

In this technical overview, we discuss more in detail the main ideas underlying
our, more interesting and practically relevant, Cramer Shoup lite and GSW based
solutions. As per the first solution recall that a (lifted) CS-lite ciphertext is of
the form

up =gy, uz=g5 e=h"gl", v=c
where pk = (g1, g2, h, ¢), m is a (small) message and sk = (z1, 22, z) is such that
¢ = gitgs? and h = ¢5f. A first idea, that does not really do the job, is that,
under DDH, the ciphertext above is indistinguishable from

up =gy, ux=ghgl', e=hgl", v=c"

Thus one could use the uy component as a covert channel for the (small)
anamorphic message m. The trouble with this idea is that a dictator in possession
of sk can easily tell apart anamorphic ciphertexts from regular ones by just
checking if v" = u7'u3?. Our final solution (see section for the complete
details) overcomes this difficulty by setting the anamorphic ciphertext as

ui=g7, ux=ghgi", e=h"gl", v=cgi""
(which now passes the verification test) and by setting the double key dk so to
allow to do this without explicitly revealing x5.



Our GSW-based construction [GSW13] is a bit more involved. Informally, in
GSW, to encrypt a message p one produces a ciphertext C', which is an n xn ma-
trix (with small entries) of the fornﬂ ul, + RA, where A is in the public key and
R is a random binary matrix. The secret key is an (approximate) eigenvector v,
for C, i.e. v is such that C'v = yv+e where e is a small norm noise vector. Thus,
the encryption of p is a matrix C' such that the secret key is an (approximate)
eigenvector of C' with corresponding eigenvalue p. To render this construction
anamorphic the idea is to modify the public parameter generation so that ci-
phertexts can be created with respect to two secret approximate eigenvectors
v1, vy so that C'vy = pvy + e; with pq being the "regular" message, whereas
Cvy = pava + eo with us being the "anamorphic" one. To make this mechanism
work, anamorphic ciphertexts are created as (again ignoring flattening)

1P+ pa Py + RA

where P; are matrices such that Pjv; = 0if i # j and P;v; = v;. As we illustrate
in section building such matrices is easy (in any, not necessarily prime, mod-
ulus ¢) and it can be done without knowing vo. Moreover, the modified scheme
extends the nice homomorphic properties of the original scheme both to u; and
to M2 -

An interesting feature of both our CS-lite and GSW-based solutions is that
their anamorphism can be proved via a tight reduction to the same assumption
used to prove secure the corresponding regular schemes (namely DDH and LWE
respectively).

Refining the notion An interesting feature of the CS-lite construction high-
lighted above is that it allows to create a double key dk that behaves like an
asymmetric encryption key. Specifically, it allows to encrypt anamorphic mes-
sages but not to decrypt anamorphic ciphertexts. In particular, such a dk does
not act as a symmetric covert keyﬂ as imagined in the original definition from
[PPY22]. This observation opens the way to a very natural generalization of
anamorphic encryption where the receiver is allowed to keep a, possibly empty,
secret value tk (not shared with anyone). Such a tk is not part of the regular se-
cret key but rather the secret decryption counterpart of dk. This simple change
allows a more fine grained partitioning of the (anamorphic) secret key: ask is
the part that syntactically matches the real secret key (i.e. the part that one
might be forced to hand to the dictator); dk is the portion of the key shared
with the sender that allows the latter to create anamorphic ciphertexts. Finally,
tk is an additional key that the receiver keeps secret both from the dictator and
the sender and that, together with dk allows to decrypt anamorphic ciphertexts.
Clearly, when setting tk as the empty string one goes back to the original def-
inition. With this change in mind we introduce the notion of fully asymmetric
anamorphic encryption, which, informally guarantees the IND-CPA security of

5 To better illustrate our basic ideas, we ignore the flattening step [GSW13| here.
T We remark here that our NY-based construction achieves this nice property as well.



plaintexts (both regular and anamorphic) even with respect to users owning the
double key dk. This notion is reminiscent to that of Single Receiver anamorphic
encryption (SRAE) from [KPP*23b|. What makes our notion stronger, is the
fact that SRAE, when dealing with users owning dk, only guarantees the privacy
of regular messages. A more precise relation between the two notions is discussed
in Appendix [C]

Bandwidth rate of our constructions. In [PPY22] the bandwidth rate for
anamorphic encryption was defined as the number of anamorphic bits transmit-
ted divided by number of regular bits. As a final note, we remark that, all our
constructions have fairly high bandwidth rates. Specifically, our homomorphic
constructions all achieve bandwidth rate 1. That is, each ciphertext cointaining
¢ plaintext bits also carries ¢ covert bits. Our hybrid encryption (and IBE to
CCA) based constructions, on the other hand, achieve bandwidth rate of k/n
(and (k/2)/n when considering their robust variants), where n is the length of
regular messages and k the key size for the underlying encryption scheme with
pseudorandom ciphertexts. In all cases, as required in [PPY22|, covert commu-
nication can start with zero latency (i.e. the anamorphic system can be ready to
use whenever the regular one is).

1.2 Other Related work

The notion of anamorphic encryption is similar to several other notions, such
as key-escrow (e.g. [Mic93, Bla94l [F'Y95]), deniable encryption (e.g. [CDNO97]),
kleptography (e.g. [YY96, YY97|) and public key steganography (e.g. [vHO4]),
but it is different in various aspects. We refer to the work of Persiano et al
[PPY22| for an in-depth comparison with these notions.

In [KPP723b| further refinements of the notion of Anamorphic Encryption
are proposed. In a nutshell, they distinguish the notions of Multiple Receiver
and Single Receiver anamorphic encryption depending on wether the holder of
dk has access to the regular messages like the dictator or not.

In [KPP"23a] the authors consider an even more extreme scenario where all
communications must pass via a central authority (controlled by the dictator)
that makes the usage of encryption even more problematic. They suggest the
notion of anamorphic signature as a way to way to send covert messages via
the authentication channels provided by signatures. More precise details can be
found in [KPP"23a].

Concurrent and independent work In [WCHY23| Wang et al. have in-
troduced the notion of strongly secure ¢-sender anamorphic encryption. In this
notion, it is required that the security of a sender AE scheme also holds when the
adversary has access to all the public and secret keys except for the secret key of
the “real” receiver. The requirement is essentially the same as in our definition
of (receiver) Asymmetric AE but in the sender AE context. Indeed, they
also show how to construct a receiver AE from a strongly secure ¢-sender AE,
which match exactly the definition of Asymmetric AE.



2 Preliminaries

2.1 Notation

We denote with A € N a security parameter. By PPT algorithm 4 we mean a
randomized algorithm for which there exists a polynomial p(-) that for every
input 2 the running time of A(z) is bounded by p(|z|). A function f: N — RT
is called negligible if for every positive polynomial p(-) there exists a A\g € N such
that, for every A > Ag it holds that f(A) < 1/p()\). We use negl(\) to denote a
generic negligible function.
Let S be a set, we denote by z & S the uniform and random sampling of an
element 2 from the set S. Let A be a probabilistic algorithm, y <~ A(-) denotes
the process of running A and assign the result to y. To represent the empty
string we use e. With x|y we denote the concatenation of strings = and y.
We denote with £ the perfect indistinguishability between two distribution en-
sembles, i.e., the two distributions are exactly the same. With &, ~ we denote
respectively statistical and computational indistinguishability, i.e., the two dis-
tribution ensembles appear the same to any unbounded (resp. PPT) algorithm.
In case of a tuple we use a dot notation to refer to specific entries, e.g. given
ct = (u1,ug,e,v) we write ct.e to refer to the element e in the tuple ct.

Formal descriptions of well known hardness assumptions (i.e. DDH and LWE)
are deferred to the Appendix, Section [A]

2.2 Symmetric Encryption with Pseudorandom Ciphertexts

We recall the definition of a symmetric encryption scheme with pseudoran-
dom ciphertext from [Mol04, [KPP™23b, KPP™23a|. Let n and [ be polyno-
mially bounded and prE = (KGen, Enc, Dec) be a symmetric encryption scheme
that encrypts n(A)-bit plaintexts into I(A)-bit ciphertexts. We define the game
PRCtGh e p()), for b € {0,1}, as:

PRCtGL e p())
K & prE.KGen())

return Domb(K")() where
Opr®(K, m) returns a random I(\)-bit string
Opr' (K, m) = prE.Enc(K, m)

We define the advantage of an adversary D in distinguish between PRCtGgrE)D()\)
and PRCtG;rED()\) as

Adviy S (A) = |Pr [PRCtGYe p(A) = 1] — Pr [PRCtGLe p(N) = 1]|

Definition 1. Let prE = (KGen, Enc, Dec) be an IND-CPA secure symmetric
encryption scheme. prE has pseudorandom ciphertexts if for every PPT adversary

D we have
AdVSE (V) < negl())



2.3 Homomorphic Encryption

Informally, an Homomorphic Encryption scheme is an encryption mechanism
that allows to perform computations on encrypted data without having to de-
crypt the data first. The output of the resulting computation remains in en-
crypted form and, once decrypted, it coincides to what one would have been
obtained performing the computation on the original plaintexts. Here we recall
some basic definitions related to this primitive.

Definition 2 (Partially Homomorphic Encryption). Let F = UFy, for
¢ € N, be a class of functions where every f € F; maps M’ to M. An F-
homomorphic PKE scheme is an IND-CPA secure PKE scheme (KGen, Enc, Dec)
with message space M and public key space PK such that there exists a PPT
algorithm Eval : PK x F; x C* — C such that for every (pk, sk) & KGen(A), £ =
poly(N),my,...,my € M and f € Fy of description size at most poly({) it holds
that:

—ct & Eval(pk, f, Enc(pk,m1), ..., Enc(pk,m¢)) has length at most poly(\).
— Dec(sk,ct) = f(mq,...,mye).

Definition 3 (Fully Homomorpic Encryption). A partially homomorphic
scheme defined on the set of all functions F, where the description of a function
is a circuit, is a Fully Homomorpic PKE scheme.

The notion of strong homomorphism, informally, requires that the ciphertexts
produced by the Eval algorithm are distributed as freshly generated ones.
Formally, let us consider the following distribution ensembles.

Fresh;m(A) = {(pk, ¢, ) :(sk, pk) < KGen(\),
¢ & Enc(pk,m), ¢ <& Enc(pk, f(m))}
Evalf.n(A) = {(pk, ¢, ¢) :(sk, pk) & KGen()),
¢ & Enc(pk,m), ¢ & Eval(pk, f,¢)}

Definition 4 (Strong Homorphism). An F-homomorphic PKE scheme
(KGen, Enc, Dec, Eval) is said to be strongly homomorphic for a class of function
F if, for all ¢ € N, every f € Fy, and every input m € MF, then holds that
Fresh /., (\) & Evalf,(A).

The previous definition can be modified in order to obtain what is called
"Perfect Strong Homomorphism" requiring that the indistinguishability between
the two distribution ensembles is perfect, i.e., the two distributions are exactly
the same.

A simple, yet relevant, class of homomorphic schemes is that of Linearly Ho-
momorphic Encryption schemes. Roughly speaking, in these schemesEval allows
to perform linear operations on plaintexts. In other words, the class of func-
tions Fi;, for which these schemes are designed is the class of linear functions.
For clarity, in what follows we will split Eval in two subroutines: EvalScal and
EvalSum.

10



Definition 5 (Linearly Homomorphic Encryption). A linearly homomor-
phic PKE scheme, with plaintext space a group (M,+) and ciphertext space
C, is an IND-CPA secure PKE scheme (KGen, Enc, Dec) equipped with two addi-

tional (efficient) algorithms EvalScal and EvalSum such that, for every (pk, sk) &
KGen(A), £ = poly(N), m1,mg € M it holds that:

— EvalScal(pk, Enc(pk,m1),«) is a PPT algorithm that on input the public key,
an encryption of a message my and a scalar o, outputs a ciphertext ¢ € C
and it holds that Dec(sk,c) = « - mj.

— EvalSum(pk, Enc(pk, m1), Enc(pk,m2)) is a PPT algorithm that on input the
public key and the encryptions of two messages m1 and mo outputs a cipher-
text ¢ € C and it holds that Dec(sk,c) = m1 + mo.

2.4 Hybrid Encryption

Hybrid encryption [Sho00|, in its basic form, implements the idea of using an
asymmetric encryption scheme together with a symmetric one to improve the
practical efficiency of the former while avoiding the inconveniences of the latter.
The idea is to use the asymmetric scheme to encrypt a freshly sampled symmet-
ric key k, that is then used to (symmetrically) encrypt a (potentially) very large
message m.

More in detail, let 1Y be an asymmetric encryption scheme and %™ a sym-
metric encryption scheme, the hybrid scheme M"? is presented in Figure

KGen()\) Dec(sk, ct)

15 (sk,pk) < M*.KGen(A) 1: k= M*.Dec(sk, ctx)

2: return (sk, pk) 2: m = MY".Dec(k, ctm)
3: returnm

Enc(pk, m)

1 k& MY KGen())
2 cty, & N¥™.Enc(k, m)
3: cty < M°.Enc(pk, k)

4: return ct = (ctp,cty)

Fig. 1. Hybrid Encryption Scheme M"®,

We recall the following standard results about hybrid encryption (a similar
result holds for the case of IND-CCA2 security).

Theorem 1. [BG84] If N*¥Y is a IND-CPA secure asymmetric encryption scheme
and MY™ is a one-time secure symmetric encryption scheme, then MM is q
IND-CPA secure asymmetric encryption scheme.

11



2.5 Anamorphic Encryption

In this section we provide the relevant definitions of Anamorphic Encryption
|[PPY22, KPP*23b| ﬂ We stress that in this paper we focus only on the notion
of receiver anamorphic encryption.

Informally, an Anamorphic Encryption scheme is a PKE scheme N = (KGen,
Enc, Dec) equipped with a so called Anamorphic Triplet ¥ = (aGen, aEnc, aDec)
of algorithms. The scheme can be deployed in two modes: regular and anamor-
phic. When deployed as regular it is just like any standard PKE scheme. This
means, however, that if a dictator forces Bob to reveal his secret key, the con-
fidentiality of his communications is lost. Things change when the scheme is
deployed in anamorphic mode. In such a case, Bob uses aGen to generate the
anamorphic key pair (apk, ask) together with an additional double key dk. Bob
privately shares dk with Alice and publishes apk as his public key. Now, if the
dictator asks for the private key of Bob, he hands only ask, thus pretending that
ask is the one and only secret key in his possess. A key feature of anamorphic
encryption is that the keypair (apk, ask) can be used to encrypt messages like in
normal mode, i.e., it can be used jointly with Enc and Dec resulting in a standard
PKE scheme. On the other hand, dk can be used as a symmetric key by Alice to
encrypt an additional message that remains hidden even when ask is given to the
dictator. In particular, using aEnc with both apk and dk, Alice can encrypt two
different messages: some innocent looking message m and a covert message m.
The resulting (anamorphic) ciphertext act when decrypted via Dec with secret
key ask reveals m. On the other hand, when decrypted with aDec with keys ask
and dk reveals m.

It goes without saying that in order for this notion to be any meaningful, stan-
dard ciphertexts should be indistinguishable from anamorphic ones [PPY22].

In what follows, we give a formalization of anamorphic encryption that gen-
eralizes the notion discussed above in the following sense. We allow the receiver
to keep a, possibly empty, secret value tk that is neither part of ask nor part
of dk. This change allows a more fine grained partitioning of the (anamorphic)
secret key: ask is the part of the secret key that syntactically matches the real
secret key (i.e. the part that one might be forced to give to the dictator); dk
is the portion of the secret key shared with the sender that allows the latter
to create anamorphic ciphertexts (but not necessarily also to decrypt them!).
Finally, tk is an additional key that the receiver keeps secret both from the dic-
tator and the sender and that, together with dk allows to decrypt anamorphic
ciphertexts. Clearly, when setting tk as the empty string one goes back to the
original definition.

Definition 6 (Anamorphic Triplet). A triplet ¥ = (aGen, aEnc, aDec) is said
anamorphic if:

8 We stress that the definitions given in [KPPT23b| differs from the original definition
from [PPY22| in some small details, that make the former more readily suitable to
our setting. We refer the interested reader to [KPPT23b| for an in-depth discussion
of these differences.
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— aGen is a PPT algorithm that takes as input the security parameter A and
outputs an anamorphic public key apk, an anamorphic secret key ask, a (pos-
sibly empty) trapdoor key tk and a double key dk.

— aEnc is a PPT algorithm that takes as input apk, dk and two messages m € M
and m € M. It outputs an anamorphic ciphertext act for IN.

— aDec is a deterministic algorithm that on input dk, tk, ask and an anamorphic
ciphertext act outputted by aEnc outputs the anamorphic message m € M
or the special symbol L ¢ M.

We next define two games RealGp(A, D) and AnamorphicGy (A, D) that we will
use to define Anamorphic Encryption.

RealGp(A, D)
(pk, sk) <~ KGen(X)
return Doe(pk"")(pk,sk) where Oe(pk, m, m) = Enc(pk, m)

AnamorphicGs (A, D)
((apk, ask), tk, dk) < aGen()\)
return D(9‘1<apl("jl("")(apk7 ask) where Oa(apk, dk, m,m) = aEnc(apk, dk, m, m)

We define the advantage of an adversary D in distinguishing between the two
games as

Adviyamerehism (\)y — Py [RealGn (), D) = 1] — Pr [AnamorphicGs (A, D) = 1]|
Definition 7 (Anamorphic Encryption). A PKE encryption scheme I =
(KGen, Enc, Dec) is an Anamorphic Encryption scheme if it is IND-CPA secure
and there exists an anamorphic triplet ¥ such that for every PPT dictator D
there ezists a negligible function negl(\) such that

Anamorphism
Advp 'y (A) < negl()\)

Remark 1. As pointed out in [PPY22], it is possible to define a notion of in-
distinguishability of anamorphic messages, that extends the standard notion of
IND-CPA security to the case of anamorphic messages. However, as showed in

[PPY22], this property follows from the fact that anamorphic ciphertexts are
indistinguishable from real ones and the underlying scheme is IND-CPA secure.

As noticed in [BGHM23|, in practice it might be useful to be able to split the
key generation phase in two separate steps so to be able to separate the process
of generating a normal key from that of generating a corresponding anamorphic
one. A good motivation for wanting this flexibility is, for example, that one might
want to create an anamorphic variant of some public key encryption scheme
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already in usage. Yet, separating the two steps when using the original definition
is problematic as the anamorphic key generation outputs a key pair and the
double key. Building on the requirement that the anamorphic key pair has to be
indistinguishable from a regular key pair, [BGHM23| strengthen the definition by
requiring that the anamorphic key generation only outputs a double key, on input
the public key of a valid key-pair. Since there are no anamorphic key pairs in
the definition from [BGHM23| they introduce instead the notion of anamorphic
extension. Here we give the definition of Anamorphic Extension, adapted to our
syntax and to the definition of anamorphic encryption given above.

Definition 8 (Anamorphic Extension). Let 1 = (KGen, Enc, Dec) be a PKE
scheme with implicit public parameters pp, an anamorphic extension of 1 is a
triplet ¥ = (aGen, aEnc, aDec), where:

— aGen is a PPT algorithm that on input a public key pk for I, outputs a
(possibly empty) trapdoor key tk and a double key dk.

— aEnc is a PPT algorithm that on input a double key dk, a message m € M
for M, and a covert message m € M, outputs an anamorphic ciphertext
act & aEnc(dk, m,m) for .

— aDec is a deterministic algorithm that on input a double key dk, tk and the
secret key ask and an anamorphic ciphertext act for T, outputs a covert
message m = aDec(dk, tk, ask, act) € M or the special symbol L¢ M.

The security property for Anamorphic Extension is defined analogously to the
one for Anamorphic Triplet.

Remark 2. The notion of anamorphic extension implicitly assumes that the un-
derlying PKE can be turned into an anamorphic one. This is indeed the case
for some constructions (e.g. see examples in [BGHM23| for instance). However
there are also cases where this conversion does not seem to be possible. Notable
examples are the homomorphic schemes discussed in section [

Robustness of Anamorphic Encryption Robustness for anamorphic encryp-
tion has been introduced in [BGHM23|. Informally, it requires that it should be
difficult to find a message m that, when encrypted normally and then anamor-
phically decrypted (i.e. using aDec) results in some m #.L.

Formally, let I be a PKE scheme equipped with an Anamorphic Triplet . We
define the following game, for b € {0,1}.

Robustb,-,,):(A)
((apk, ask), dk, tk) < aGen()
AOb(apk,ask,dk,tk,<) (

return
(’)O(apk7 ask, dk, tk, m) = aDec(dk, tk, ask, Enc(apk, m))
O" (apk, ask, dk, tk,m) =L

apk, ask) where
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And we define the advantage of an adversary A in breaking the robustness
property as

/—\dvﬁl”l—,’z()\) = |Pr [Robust%;(A) =1] - Pr [Robust,l-ly):(.A) =1]

Definition 9 (Robustness). An Anamorphic Encryption scheme T equppied
with Anamorphic Triplet ¥ is said to be robust if for all PPT adversary A it
holds that

Advih £ (A) < negl(M)

Even though we presented the notion of robustness for the case of Anamor-
phic Encryption schemes equipped with an Anamorphic Triplet, an analogous
definition can be formulated for the case of Anamorphic Encryption schemes
equipped with Anamorphic Extension.

2.6 Fully Asymmetric Anamorphic Encryption

Our choice of adding the component tk to the anamorphic secret key opens the
way to a novel notion of anamorphic encryption, that we call Fully Asymmetric.
Informally, this guarantees the privacy of both the regular and the anamorphic
messages with respect to users having access also to dk (but not to ask and
tk of course). We formalize the notion of Fully Asymmetric Anamorphic triplet
by means of the following game where A is a PPT adversary, b € {0,1} and
Y = (aGen, aEnc, aDec) is an Anamorphic Triplet.

FAsyAnam-IND-CPA% (A)
(apk, ask, dk, tk) < aGen())

(mo,ml,ﬁl07’r/ﬁ1) (i A(apk,dk)

act & aEnc(apk, dk, my, msp)

return A(act)

We define the advantage of an adversary A in breaking the Fully Asymmetric
property as

Adv YA (N) = |Pr [FAsyAnam-IND-CPAY (A) = 1]
— Pr [FAsyAnam-IND-CPA{ (A) = 1]|

Notice that the adversary does not receive any (additional) encryption oracle
as having both apk and dk it can create both regular and anamorphic ciphertexts
on its own.

Definition 10 (Fully Asymmetric Anamorphic Encryption). An Anamor-
phic Encryption scheme I equipped with Anamorphic Triplet ¥ is said to be Fully
Asymmetric if for every PPT adversary A it holds that

Adviﬁi:y'A"am(/\) < negl())
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Our formalization of Fully Asymmetric AE is reminiscent of the notion of
Single Receiver Anamorphic Encryption from [KPPT23b|. What makes our no-
tion stronger, is the fact that the latter guarantees the privacy of regular mes-
sages whereas our notion protects both regular and anamorphic messages. In
Appendix [C] we make this connection more precise by showing that one can ob-
tain a fully asymmetric AE from a Single receiver AE, if, informally, the latter
realizes an asymmetric scheme for covert messages.

3 Generic Constructions

In this section we present our generic constructions of anamorphic encryption.
The first is realized from any hybrid encryption, while the second builds upon the
well known realization [BCHKO7| of chosen ciphertext secure encryption from
identity based encryption. Since both schemes build on similar ideas, the latter
construction is deferred to Appendix

3.1 Construction from Hybrid Encryption

In this section we show that any hybrid encryption can be turned into an anamor-
phic encryption scheme as long there exists a symmetric encryption scheme with
pseudorandom ciphertexts. The construction is very simple, as the basic idea is
to hide the anamorphic message in the symmetric encryption key used in the
hybrid encryption. A remarkable feature of our scheme is that, as detailed in the
next subsection, it achieves robustness essentially for free. Moreover, the scheme
can be naturally stated in the framework of anamorphic extensions.

Let M"" be a hybrid encryption scheme and prE a symmetric encryption
scheme with pseudorandom ciphertext. The anamorphic extension ¥"? = (aGen,
aEnc, aDec) is defined in Figure

aGen(pk) aEnc(dk, m,m) aDec(dk, tk, sk, act)

1 & prE.KGen(\) 1: &k & prE.Enc(k, i) 1: k=T .Dec(sk, ctx)
2: dk= (pk,E) 20 ct,, & ™ Enc(k, m) 2: m= prE.Dec(?c\7 k)
3: thk=¢ 31 cty & % .Enc(pk, k) 3: return m

4: return (dk, tk) 4: return act = (cty,cty)

Fig. 2. Anamorphic Extension ¥™".

For simplicity in the following proof, we write M"P.Enc(pk,m;k) to denote
that the key k of the symmetric encryption is given explicitly as input. Note
that aEnc(dk, m, m) = N Enc(pk,m; k) where k < prE.Enc(k,m).
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Lemma 1. If there exists a symmetric encryption with pseudorandom ciphertext
prE then any hybrid encryption scheme M"Y equipped with the anamorphic ex-
tension Y defined in Figure@ is an Anamorphic Encryption scheme. Namely,
for all PPT adversary D there exists an adversary A such that
Adv T i (V) < AdVTRE (M)

Proof. Let ¥ = (aGen, aEnc, aDec) be the anamorphic extension defined above.
Suppose that exists an adversary D that distinguishes between RealGpms and
AnamorphicGgns, we can construct an adversary A against the pseudorandom-
ness of prE.

Precisely, A has access to an oracle O(-) that can be either a procedure that
returns random string s or the result of prE.Enc(K,m) for a fixed randomly
selected K. Let ¢ = poly(A) be the number of queries made by D. The pseu-
docode of A is given in Figure 3] Now we can analyze D’s view relative to

A0

1: (pk,sk) < KGen())
2: Whenever D(pk, sk) makes a query, Vi € {1,...,q} compute:

31 & O@m)
4: act & M™® Enc(pk, m; )
5 Answer to D with the ciphertext act

6 : return D’s output

Fig. 3. A reducing a distinguisher D for Anamorphism to PRCtG.

the oracle that has been provided to A. The key pair (pk,sk) is generated by
KGen, just like in the two games RealGpms and AnamorphicGyns. If O out-
puts a random string when A makes a query, then D receives a ciphertext
computed using a uniformly distributed random key for the symmetric en-
cryption scheme, so just like in a normal hybrid encryption scheme. Hence we
can state that Pr[RealGpns (A, D) = 1] = Pr [PRCtG g 4()) = 1]. Otherwise, if
the oracle O returns an encryption of m using prE, D receives a ciphertext
computed using an encryption of m with the scheme prE using the key K,
just like in the anamorphic encryption algorithm. So we can state that the
Pr [AnamorphicGgns (A, D) = 1] = Pr [PRCtG;rE’A(A) =1].

So we can state that the view of D is perfectly simulated by A. So, if D
breaks the anamorphism then also A breaks the pseudorandomness of prE, i.e.,
Advgjar,"h‘y‘;f;hh';bm(x) < AdVEESE ().

Theorem 2. Any hybrid encryption scheme MM that is IND-CPA secure is an
Anamorphic Encryption scheme.

17



Proof. If M"® is IND-CPA secure then there exists a one-way function [IL89)
and so a symmetric encryption scheme with pseudorandom ciphertext prE can
be built. From prE we can construct the anamorphic triplet ¥™® previously
described, and applying the previous lemma the theorem is proved.

A Robust variant. To make the scheme robust, the basic idea is to use a
PRF to embed a "secret" check when encrypting an anamorphic message. The
properties of the PRF guarantee that, unless with negligible probability, the check
passes only when aEnc has been used to create the ciphertext. Details follow.
Let prE be a symmetric encryption scheme with pseudorandom ciphertexts
with keyspace K; that encrypts messages in {0,1}"™ producing ciphertexts in
{0,1}*/2, n/2 > n;. Let F be a PRF that maps elements of Ko x {0,1}"/? into
{0,1}7/2. Let M™® be a hybrid encryption scheme. The anamorphic extension
PREAGIE (aGen, aEnc, aDec) is defined in Figure 4l The proof of the following

rob

theorem appears in Appendix [E-1]

aGen(pk) aEnc(dk, m, m) aDec(dk, tk, sk, act)
1S K 1oy & prE.Enc(Ehﬁ”L) 1: Parse act = (Cty, cty)
20k &K 2 Y2 = F(Ezayl) 2: k=" .Dec(sk, ctk)

3¢ dk = (pk, k1, k2) k= y1llys 3: Parse kb =yily2

4: tk=c¢€ 4 ct,, ﬁ I'Isy"‘.Enc(k,m) 4: if F(kg,yl) = Y2 then

w

5: return (dk,tk) 51 cty & M Enc(pk, k) 5 i = prE.Dec(k1, 1)
6 : return act = (Ctm,Ctx) else
7 m=1

8: return m
Fig. 4. Anamorphic Extension ¥

rob "

Theorem 3. If F is a PRF the proposed construction is robust. In particular,
for all PPT adversaries D we can construct an adversary A such that

q
Advg?nhyb)zm()\) < /-\din":()\) + nfE

where ¢ = poly(X\) is the number of queries made by A.

4 Anamorphic Encryption with Homomorphic properties
Here we introduce and realize the notion of Anamorphic Encryption with ho-

momorphic properties. Informally, such a primitive, that we call Homomorphic
Anamorphic Encryption (HAE for short) is an anamorphic encryption scheme
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that support homomorphic operations on both the regular and the anamorphic
plaintexts. We will give the definition of HAE for the case of anamorphic encryp-
tion schemes with associated anamorphic triplet as this is the setting of interest
for our construction. It goes without saying that the definition can be adapted
straightforwardly to the case of anamorphic extensions.

Definition 11 (Homomorphic Anamorphic Encryption). Given an anamor-
phic encryption scheme I, with corresponding anamorphic triplet . The scheme
is said to be a Homomorphic Anamorphic encryption scheme for the class of
functions F if Tl is an F-homomorphic encryption scheme and it holds that, for
every f € F:

—act/ & M.Eval(pk, f,aEnc(apk, dk, my,m1),...,aEnc(apk, dk, ms, my)) has length
at most n.

— aDec(dk, tk, ask, act’) = f(mq,...,Mye).

— Dec(ask,act’) = f(mq,...,my).

The definitions of Linearly Homomorphic Encryption and Strong Homomor-
phism apply naturally in this context.

4.1 Naor-Yung transform gives Homomorphic Anamorphic
Encryption

The Naor-Yung transform [NY90|, when applied to an IND-CPA secure PKE
scheme I, gives an IND-CCAT1 secure encryption scheme NY. If the NIZK used
is also simulation sound then the resulting PKE scheme is IND-CCA2 secure
[Sah99]. The idea is to reach the non malleability of the ciphertexts encrypting
the message m under two different public keys and to prove with a NIZK proof
that the two ciphertexts encrypt the same message.

In [PPY22] they give an Anamorphic Encryption scheme based on this trans-
form by letting the message sender know the simulation trapdoor of the NIZK, in
order to encrypt two different messages, i.e. the regular one and the anamorphic
one, and cheating in the proof.

Let I and X be respectevely the underlying PKE scheme and NIZK of NY.
The anamorphic triplet aNY is the given in Figure[5] The proof that the resulting
scheme is anamorphic was given in [PPY22].

Fully Asymmetric The construction we have given in this paper is a bit
different from the one of [PPY22]. In their construction sk; is given in dk, and
so all anamorphic senders can decrypt an anamorphic ciphertext. Thanks to the
introduction of tk in our definition, we can reach the property of being Fully
Asymmetric. The proof of the following theorem is given in Appendix [E:2]

Theorem 4. The Anamorphic Encryption NY equipped with the Anamorphic
Triplet aNY given in Figure[5 is a Fully Asymmetric Anamorphic Encryption.
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aGen(\) aEnc(apk, dk, m, m)

12 (pky,sko) < M.KGen()\) 1t cto = M.Enc(pkg, mo)

2t (pky,ski) < M.KGen()) 2: ct; = MN.Enc(pky,m)
: =Y.Si k Kk
31 (¥,aux) & E.Simo()) 3: m=X.Sim1i((pk,cto), (pky, ct1), aux)
4: apk = (pko, pky, ) 4+ act = (cto,cts, 7)
5: return act
5: ask = skg
6: dk = (pkg, pky,aux
(2o Pl : aDec(dk, tk, ask, act)
7 tk = Sk1
8 : return (apk, ask, dk, tk) 1: Parse act = (cto, cty, )

2:  m = M.Dec(ski, ct1)

3: return m

Fig. 5. Anamorphic Triplet aNY.

Namely, for any PPT distinguisher A that distinguish FAsyAnam—IND—CPAR,Y@NY
from FAsyAnam—IND—CPAhY@NY there exists an adversary D such that

AdVERE™™(A) < 2 AdVIR A ()

Achieving full homomorphism In [ADKL19| the first fully homomorphic
NIZK construction for NP is given. Briefly, for a FH NIZK holds that evaluat-
ing on proofs that verify will result in a proof that verify and fresh proofs are
indistinguishable from evaluated proofs.

Following the Naor-Yung transform paradigm, it is possibile to have a FH PKE
scheme NY that is IND-CCA1 secure simply compiling a FH PKE scheme Il
with a FH NIZK Y.

The Eval algorithm of such scheme just takes ciphertexts as input and the func-
tion to apply to them and then use N.Eval and ¥.Eval to obtain the new cipher-
text.

Clearly, equipping this scheme with an Anamorphic Triplet aNY give us an
Anamorphic Encryption scheme that has homomorphic properties, indeed it is
a Fully Homomorphic Anamorphic Encryption scheme.

4.2 Cramer-Shoup lite gives Homomorphic Anamorphic Encryption

We show a concrete HAE construction based on the so called Cramer-Shoup
lite (CS-lite for short) scheme[CS98|, a well known, IND-CCA1 secure, variant
of the Cramer-Shoup cryptosystem. We start by describing the basic scheme in
Figure [6]

Note that this is the lifted variant of the original scheme, (in [CS9§| the
message space is the cyclic group G). In order to make decryption feasible, the
message space is restricted to M = {0, ..., B — 1}, where B = poly(}\).
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KGen(\) Enc(pk,m) Dec(sk, ct)

11 G,q<& G\ 1 &z, 10 m=1

2 g1,00 &G 2: wu =gj 2: if v = u'u3? then

3 - 171,$2,Z<£Zq 3: U2 = g 3 d=e/uf

40 c=ghigh 4: e=h"g" 4: fori?{O,...,B—l}
5: h=gi 5: v=c" 5 if gi = d then

6: pk=(g1,g2,¢h) 6: ct=(ui,u2,e0) 6: m=1

7 sk=(z1,22,2) 7: return ct 7: returnm

8: return (pk,sk)

Fig. 6. CS-lite encryption scheme.

CS-lite scheme is also a linearly homomorphic scheme. We next give two al-
gorithms EvalScal and EvalSum. ct,ct; and cty are elements of the ciphertexts
space, while « is a constant in the message space.

EvalScal(pk, ct, a) EvalSum(pk, cty, ct2)
1: Parse ct as (u1,uz2,e,v) 1: Parse cty as (u1,uz,€,v)
2: o8 Zq 2: Parse cty as (u1,uz,e,v)
30wl =ufgl R
41 yh= u%ggl 41y} =ctiug - ctoug -gf/
51 o = eo‘hTI 5 ’LL,Q = cty.u2 - cto.uo - g;l
6: o = UO‘CT/ 6: ¢ =ctj.e-cta.e- 5
7: return (ul,us, e, v’) Ti o =ctyw-ctyv -
8: return (ul,uj, e, v’)
Since the message space is restricted to {0, ..., B—1} the number of possible

homomorphic operations is limited so that the result of the final operation is
less than B.

Anamorphic Construction In this case we don’t provide an anamorphic ex-
tension but rather an anamorphic triplet. The reason is that, to decrypt anamor-
phic ciphertexts, the scheme relies on a trapdoor tk that has to be created at
key generation time. This trapdoor will be used by the receiver Bob to decrypt
the anamorphic ciphertexts and, as already discussed before, is kept separate
with respect to the double key dk (shared with Alice) as it is not needed to
produce (anamorphic) ciphertexts. As we will prove below, keeping tk and dk
separate is what allows us to achieve the property of being Fully Asymmetric.
The anamorphic triplet aCS = (aGen, aEnc, aDec) is specified in Figure

Homomorphic properties. Addition of plaintexts (both regular and anamor-
phic ones) is done using EvalSum as in regular CS-lite. Indeed, let act; and acts
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aGen(\) aEnc(apk, dk, m, m)

1 Gl g 1+ Parse ppk = (up,, up,, hp, cp)
2 gliG 2: riZq
3 &7, 3: up =uphgl
4: ga=gi 11 uz =upy'gs
50 s& 7, 5: e=hp"h gl
. — m T
61 31,30, 2 & Zy 0r v=cpc
o o 7: act = (u1,usz,e,0)
T oc=g7'g"
8 : return act
8: h=gf

9: pk=(g1,92,¢h)
10: sk =(z1,22,2)

11 ppk— (91792917}13

aDec(dk, tk, ask, act)

s go2) 1: Parse act = (u1,us2,e,0v)

2: d=uz/uy

12: apk = pk

13: ask — sk 3: forie{0,...,B—1}
14: tk=z 4: if g = d then
15:  dk = (pk, ppk) 5: return ¢

16 : return (apk, ask, dk, tk) 6: return L

Fig. 7. Anamorphic Triplet aCS.

be the anamorphic ciphertexts corresponding to (my,m1), (me,m2). Then

.s’m1 T1 5m2

EvalSum(apk, acty, actz) = (u} = gi"* 91" g7 gl'zgf,

€7n1 77l1 T1 sz mz T2 ’I‘

uy = 95" 91" 95 952 91" 9593
@ — hsml hrlng hsm2 hrng2 h'r‘

’ ~ ~ ~ ~ ’
v = Csmlg‘fzml CTl CstQszmchQ CT )

setting t =71 + 719 + 71/, m' = my + ma, M’ = My + Mo, this becomes:

EvalSum(apk, acty, acts) =

4

c)

(ul—up1 gt uhy = up 92,6 = hp™ ht m' oy = cp™

which is distributed as a fresh output of aEnc(apk, dk, m1 + ma, m1 + ma).

Similarly, multiplication by a scalar « is done using EvalScal as in the base
scheme. Let act be the anamorphic ciphertext corresponding to (m,m). Then
5rn

EvalScal(apk, act, &) = ((g{™(97))g} . (5™ 9" 95)" g5
(hSmh'f‘g?’L) hT‘ , ( sm xzmcr)acr )
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We can rewrite the previous equation setting t = ar+7r',m' = a-m,m' = a-m:

EvalScal(apk, act, ) = (v} = up(" ¢!, uly = up] g, e’ = hp™ hig? v/ = cp™ ¢

~—

which is distributed as expected.
In the next theorem (whose proof appears in Appendix [E.3) we prove that
scheme is strongly homomorphic.

Theorem 5. The anamorphic triplet for lifted Cramer-Shoup lite aCS given in
Figure 7 is perfectly strongly homomorphic for the class of linear functions.

Anamorphism. In the following theorem we prove that the scheme is anamor-
phic according to our definition from section the proof appears in Ap-

pendix [E-4]

Theorem 6. If DDH holds then Cramer-Shoup lite cryptosystem equipped with
the anamorphic triplet aCS given in Figure [7 is an anamorphic encryption
scheme. Namely, for any PPT distinguisher D that distinguishes RealGcs from
AnamorphicG,cg there ezists an adversary B such that

AdVEESIES ™ (A) < 2 Advp™ ()

Fully Asymmetric In the following theorem we show that the scheme also
satisfies the property of being Fully Asymmetric the proof appears in Ap-

pendix [E-5]

Theorem 7. If DDH holds then the Anamorphic Encryption CS equipped with
the Anamorphic Triplet aCS given in Figure[7 is a Fully Asymmetric Anamor-
phic Encryption. Namely, for any PPT distinguisher D that distinguishes games
FAsyAnam-IND-CPA’cs and FAsyAnam-IND-CPAls there exists an adversary
B such that

Advy 28" ™(A) < 4- AdvgPH ()

4.3 GSW gives Homomorphic Anamorphic Encryption

GSW notation and construction. In this section we show that the fully
homomorphic encryption proposed by Gentry, Sahai and Waters [GSW13| can
be turned into an anamorphic scheme retaining the homomorphic properties.

First let us recover some notation from the original paper: 2¢ is the vector
of powers of two (1,2,...,2¢71). G! is the bit decomposition operations, i.e.
G Y(x) = (wo,...,2¢_1) such that 2 = z¢ + ...2 'z,_;. This is extended
to vectors by concatenating all decompositions and to matrices by applying it
row-wise. Thus for any A € Z?™, we have G, '(4) € Z;”Zm. G, is the inverse
operation, such that G,(xg,...,z¢_1) = xo + ...+ 27 'zy_1. As before this is
extended to matrices acting row-wise. ® is the Kronecker product, such that
a®b = (a1b,...,a,b). We write (v, M) to append the vector v to the matrix
M column-wise.

Given the above definitions we recall three main properties from |[GSW13]:
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Proposition 1. For any A € Z;”’M, b e Zy, CeZ" then:

1. G, is a linear map, i.e. G.(A1 + As) = G.(A1) + G, (Ag).
2. G;1(A) - (be2Y) = Ab
3. C-(b®2") = G.(C)-b = G7HG,.(C)) - (b®2°).
We are now ready to recall the GSW encryption scheme, with a full descrip-
tion appearing in Figure [8] Regarding the parameters used, n, m, ¢, x are chosen
so that LWE,, n 4,y is hard, with n being the lattice dimension, m the number of

LWE samples, ¢ the modulus and x the error distribution. To guarantee security
[GSW13| further requires m > 2nlog, ¢. Finally, £ := |log, ¢| +1 and N :==n-{.

KGen()) Enc(pk, )

1: BEzmnt g Egrted o 1: RE {0, 1}V

2: b=DBt+4+e //LWEsample 2: C= G;l o G (,u I+ G;l(RA))

3: A= (b,B) 3: return C

4: s=(1,-t)

5: v=s®2¢ Dec(sk, C)

6: return (pk,sk) = (4,v) 1: if Cv = puv + € with suitably short e':

2: Extract p as in [GSW13, MP12]

3: return p

Fig. 8. Original GSW fully homomorphic encryption scheme.

Anamorphism. We now present our anamorphic version of GSW as described
in Figure[§] The main idea in the original scheme is to encrypt p as the eigenvalue
of a secret approximate eigenvector v. In our anamorphic construction we modify
the public parameters generation so that a ciphertext C' can be created with
two secret approximate eigenvectors vy, vy. Specifically C will satisfy Cvy =
p1vy + €} with gy being the regular message, whereas Cvy = pova + €} with po
being the anamorphic message. A full description of the scheme is presented in
Figure 0]

First we observe that even in anamorphic mode the scheme remains homo-
morphic using the same argument from the original paper. Indeed, given C,C
encrypting in anamorphic mode 1, [t then by correctness Cvy = pvs + e and
Cvy = fivg + €. Thus C + C is an encryption of p + i and the product C - C
encrypts p - 71 assuming that the resulting errors, respectively e +¢€ and jie+ Ce,
have low norm.

Note that the matrices Py, P, described in line [2| can be computed in any
modulus ¢ (not necessarily prime) and without knowing v,. An examples of such
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aGen(\) aEnc(apk, dk, p1, p2)

1: pé& 2 1: R&E {0,1}Vm
20t & Zg—l, to & ZQ—Q 2: Compute P, P> € Z(IIV,N such that:
31 Sample errors e, ez Pl ™ 3: Pivi=v;

4: Piv; =0fori#j

4: b2:§t2+e2 andB:(b2’§) ) B
5: b1 =Bti+e 5: C'=mP+ P+ G (RA)

. _ -1
6: A= (by,B) 6: O=G, oG (C)
7: s1=(1,—t1) 7: return C
8: S2= (0, 1, *tz)

0 vi—s ®2 aDec(dk, tk, C)

10: vy =sy®2° 1: if Cva = pava + €’ with suitably short e’:
11: apk = A, ask = v, 2: Extract po as in [GSW13|, [ MP12]|
12: tk=va, dk =wv3 3: return po

13: return (apk, ask, tk, dk)

Fig. 9. Anamorphic Triplet for the GSW scheme.

pair can be based on the fact that by construction vi = (1,v;) and va = (0,V2):

P — 1 . Q B =~ _
P =(vi,2yNn-1) = 1V1 vit NN 1i1 Vi
Pivy = 0-va+ Oy Nn-_1v2 = 0.

Where (2;, ,,, € Z;>™ is the zero matrix. Given P} we can then set P> = Iy — Pp.
We finally remark that our proof for Theorem [§] is tight, i.e. our bound on
the adversary’s advantage does not depend on the number of encryption queries.

Theorem 8. The GSW scheme described in Figure[8 is an anamorphic encryp-
tion scheme, with anamorphic triplet (aGen,aEnc,aDec) as defined in Figure@
assuming L\WE,, ,,_2 4, and parameters satisfying m > nlog, ¢ + 2A/N.

Proof. We will prove that the triple (aGen, aEnc, aDec) is anamorphic through a
sequence of hybrid games:

Go: The standard Anamorphic Game.

Gy: As Gp, but the parameters (apk, ask, tk, dk) are computed through the hybrid
KGen; defined in Figure

Gs: As Gy, but when A requests an encryption of (u1,us), the ciphertext is
computed as C' = Enca(apk, dk, 11, p12), see Figure

Gs: As Gj, but when A requests an encryption of (u1,us), the ciphertext is
computed as C' = Encz(apk, dk, 1, 12), see Figure

Gy: The Real Game, where the keys are generated with pk,sk < KGen(\) and
the challenge ciphertext is Enc(pk, p1).
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KGen1(A) Enca(apk, dk, g1, p2)

R AR/t PR/ 1t Sample R & {0, 1}V

20 e, e & " 2: Compute P1, P> as in aEnc given v;

3: B&zmn! 3: Sample § & zZNm1

4: by =Bt +ep 4: Compute R = (Re; + St1,5)

5: A= (by,B) 5: C=G;"oG (P + paPs + G (R))
6: s1=(1,—t1), s2 =(0,1,—t2) 6: return C

7 Vl:Sl®2Z,V2:SQ®2Z

8: apk=A, ask =vi

EnCS(apka dk, p1, /’LQ)

11 Sample R & {0,1}V™

2: Compute Py, P> as in aEnc given vy

9: tk=ve, dk=wv1

10: return (apk, ask, tk, dk)
5: Sample § & 21
4: Compute R = (Re1 + St1,S5)
5: C=G oG, (,ullN—l—GZI(R))

6: return C

Fig. 10. Hybrid Key Generation and Encryption for the proof of Theorem[§] Introduced
differences are highlighted.

At a high level we will reduce the indistinguishability of Gg, G; to an LWE
instance. Next we show G, Go and Gz, G4 are statistically close using the Leftover
Hash Lemma, and finally observe Gy, Gg produces identical distributions. Within
the scope of this proof z ~ U(X) means that x is a random variable uniformly
distributed over a finite set X.

Proof of Gy = G;. For any distinguisher D we describe an adversary B breaking
LWE,;,,n—2.4,x- The idea is to simply use the LWE samples as the matrix B and
vector by in the parameter generation. Remarkably, although B will be unable
to compute vo, this value is unnecessary to produce the challenge ciphertext
or the keys observed by D, namely apk, ask. A full description of B appears in
Figure [T1] for completeness.

By inspection it is easy to observe that when b* is randomly sampled, then
B ~ U(Zy*") and in particular B perfectly simulates G;. Conversely, if b* =
A*t 4+ e with t ~ U(Z?7?) and e ~ x™, then (A,vy,C) are distributed as
in Gop. We thus conclude that Adv%)’Gl()\) = AdvgV®(\) which is negligible if
LWE,;, n—2,q,x is hard.

Proof of Gi & Gy. This part is based on the Leftover Hash Lemma which we
restate here. Notation-wise A(z,y) is the statistical distance of two random
variables z, y; Hoo () is the min-entropy of x, and He, (2|y) the conditional min-
entropy of x with respect to y.
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B(A*,b")

[

// Note A* € Z"~2 and b* € Z"
Set B = (b*, A*) as the column-wise concatenation
Sample t1 & 2372 and e; & x™
Set by = Bt; + e; and A = (b1, B)
si=(l,—t1)and vi =51 ® 2¢
Set apk = A, ask = vi and execute D(apk, ask)
when D queries an encryption of (p1, p2):
Compute P;, P> as in aEnc using v;
Sample R <& {0,1}V™
C =G;' oGy (1 Py + p2Pr + Gy (RA))
11 : Send the challenge ciphertext C' to D

© W N o Ut ks WwWw W

—
(=

12: when D — b: return b

Fig. 11. B reducing a distinguisher D for Go, G1 to LWE; n—2,¢,x-

Lemma 2 (Leftover Hash Lemma [ILL89]). Let © ~ X, z be random vari-
ables and H be a family of universal hash function with domain X and image
Y. Sampling y ~ U(Y) and h ~ U(H), if k = Hoo(z]2) and m = log,(|Y|) and
y ~U(Y), then

m < k—2logy(1/e) =  A((h,h(z),2), (hyy,2)) < /2.

Let p be an upper bound on the number of queries a distinguisher between
G1, G2 would make. Then we will use this bound to show that, using the same
notation as game G; and Gg

A((B,(R;B,Rie1)!_,), (B,(Si; Rie1)}_,)) < 9—(A-1)

where R; and S; are the random matrices sampled to compute the i-th challenge
ciphertexts in the two games. In this direction we first point out that Z;”?”_l
is an almost universal hash function family from {0,1}¥:™ to Z)-"~! for any
modulus ¢. In particular, the entry-wise application of B to a vector of matrices in
({0, 1}V™)P it also a universal hash to (Z)"~1)?. Next we bound the conditional
min-entropy of R; given R;e;:

Hoo (Ri|Rie1) > Hoo(Ri) — Hoo(Rie1)
> Hoo(R;) — log, |Zév|
> Nm— Nlogy,q = N(m —log,q).
Because all R; are sampled independently we can then bound the conditional
min-entropy of (Ry,...,R,) given (Rie1,...,Rpe1) as

Hoo (R} [(Rie1)i—y) = > Huo(Ri|Rie;) < pN(m —logyq).
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The leftover hash lemma can then be applied because
log, |(ZY" 1P| = pN(n—1)log,q <
< pN(m —logyq) —2X < Hoo((Ri)€=1|(Riel)f=1) —2A

where the first inequality follows as we assumed m > nlog, ¢+ 2A/N. Now that
we proved the above statistical distance to be small, it is easy to observe that

A((B,theh(RiB,Riel)f:1)7 (B7tlaela(5i,Riel)];:1)) < 2,()\,1)

as ty is independent from the other variables and e; conditioned on R;e; follows
the same distribution in both vectors. Finally, as the messages produced in Gy,
Gy are deterministic functions of these random variables, we conclude the two
games to be statistically close.

Proof of Go £ G3. To show that the two distributions are the same, we observe
that one can be obtained from the other up to applying a linear (bijective) map
on S. We begin by observing that the matrix G, (u1 P1 + poPs — p1In) is of the
form (Spty,Sp) for some Sy € t. This hold because

(1 Pr+ poPo — piIy)vi = pvi +0— v = 0.
=GP+ paPy —Iyn)s: = (P4 P — ly) - (51©2° =0

where the third equality uses Proposition [[} Moreover any matrix M such that
Msq = 0 is of the desired form because, calling M = (u, Sp)

Ms; =0 = 0 = (U,So)(l,ftl) = 11750131 = u:S()tl.

To conclude we show that replacing S +— S — Sy in the encryption algorithm in
Go, produces the distribution in Gs.
C = Gr_l o GT (/,41P1 + MQPQ + G:l(R — (Sotl,So)))

= G, (Gr (1P + p2P2) + R — (Sot1, So))

= G;l (Gr (H1In) + Gro Gfl(R))

= Gr_l o Gr (MIIN + G’I‘(R)>
where the first equality follows by the linearity of G,., the second again by the
linearity of G, and since (Spt1,S0) = G,(11P1 + p2Pa) — Gr(p1In). The third
equality instead uses the fact that G, o G, ! is the identity function. As the

distribution of S and S — Sy is identical for S ~ U(Z)""~') we conclude that
Go, G3 follow the same distribution.

Proof of Gs & G4. The proof is identical to the one for the case G; & Gy. Using
the same notation for p, R; and S;, we can argue with the Leftover Hash Lemma

that the two distributions

(B,(R;B,Rie1)"_,), (B,(Si,Rie1)t_;)
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are statistically close. This further implies that the random variables
(B,t1,e1, (BB, Rie1)_;), (B,t1,e1, (S, Rie1)i_;)

are statistically close. Finally, in G3 the keys sent to the adversary are apk = A =
(b1, B) with B ~ U(Z7""?) and b = Bt; + ey; ask = (1, —t;). Thus the views
in the two games are obtained applying the same deterministic function on the
two vectors above. We conclude G3 and G4 are statistically indistinguishable.
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A Assumptions

Decisional Diffie-Helman. Let (A, B,C) be a tuple of elements in a cyclic
group G of order ¢ with a generator g. This tuple is called a Diffie-Hellman tuple if
A= g% B=g"C = g% for random a,b € Z,. Instead if A = ¢g*, B = ¢*,C = ¢°
for random a, b, c € Z, it is called a random tuple.

The DDH assumption states that it is computationally infeasible to distinguish
a random tuple from a Diffie-Hellman tuple. Namely, we define the following
game, for n € {0,1}

DDH', (\)

Generate a group G with order ¢ and generator g

a,b,c & Zq

A=g"

B = gb

C = ga-b+n-c

return A(G,g,q, (A, B,C))

Denoting with
AdvPT(\) = [Pr [DDHY(A) = 1] — Pr [DDHY (M) = 1]
the DDH assumption states that for every PPT adversary A

AdvOPH()) < negl())

Learning with Errors. Introduced in [Reg09| the LWE,, , , assumption
states that, given a random matrix A & Zg-™, vectors b & Ly, s & Zq and
error e & x with x an efficiently sampleable distribution, it is computationally
hard to distinguish (A, b) from (A, As + e). Formally, we say LWE,,, ,, 4.y is hard

if for any PPT adversary A
Advi?YE(N) = |Pr[A(N\ A,b) = 1] — Pr[A(\ A, As 4+ e) = 1]| < negl(\).

B Primitives

B.1 PRF

Let f be any random function that maps elements from X to ). Let F be an
efficiently computable function that maps elements from I x X to ). We define
the advantage of an adversary D in distinguishing between the two types of
function, given an oracle to them, as follows

AdvER () =

Pr [DF(’“")(A) - 1] _Pr [Df(‘)()\) - 1] ‘
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Definition 12. An efficiently computable function F that maps elements from
K x X to) is said to be a pseudorandom function (PRF) if, for any PPT dis-
tinguisher D it holds that

Advi35 (A) < negl())

B.2 DDH Self-Reducibility

Random self-reducibility was introduced by [BM8&2]. It states that, informally,
a problem is random self-reducible if given any instance x it can be solved effi-
ciently reducing it to a random instance y and solving the latter. So an instance
x can be easily converted to a random instance y using some random string r
and given the solution for y and the randomness r one can solve also z.

The property of random self-reducibility of the DDH problem was noted inde-
pendently by [NR97, |Sta96|.

We next give an algorithm R that takes as input a tuple (¢,9,4 = ¢*, B =
g°,C = g° z), where q is the order of the group generated by g and z is a flag
variable that can be 0 or a number different from 0. The algorithm outputs a
tuple (L, T, P) for which if the tuple (A, B,C) is a DH tuple then (L, T, P) is
also a DH tuple, else, if the input tuple is a random one, then also the output
tuple is a random one.

The purpose of the flag variable z is to decide whether to change or not the first
element of the tuple, i.e., if = 0 then L = A, else L # A with high probability.
The case © = 0 was considered for the first time in [Sho99].

The algorithm is taken from [BBMOO], it is given in Figure

R(q,9,A,B,C,x)

if x =0 then
81:0

else

S1 (i Zq
S2,T & Zq
L= Ag*
T = B"g*?
P= O’I’ASQBTSlgSlSQ
return (L, T, P)

Fig. 12. DDH self reduction algorithm.
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B.3 Identity Based Encryption

Definition 13. An Identity Based Encryption (IBE) scheme for identities of
length n = poly(\) is a tuple of PPT algorithms (Setup, Der, Enc, Dec) where

— The setup algorithm Setup(\) outputs a master public key mpk and a master
secret key msk.

— The key derivation algorithm on input the master secret key msk and an
identity id € {0,1}" output the secret key corresponding to the identity id,
i.e. sk;q < Der(msk, id).

— The encryption algorithm takes as input the master public key mpk, an iden-
tity id € {0,1}" and a message m in some message space. It outputs the
ciphertext c.

— The decryption algorithm on input the identity id € {0,1}™, the correspond-
ing secret key sk;q and a ciphertext ¢ outputs the message m or the symbol
L to denote a failure.

It is required that for all (mpk, msk) output by Setup, for all id € {0,1}", for all
skiq output by Der(msk, id), for all m in the message space and for all ciphertexts
¢ output by Enc(mpk, id, m) it holds that Dec(sk;q,id, c) = m.

We need only a weaker version of security for the IBE scheme than the
standard one. First a challenge game is defined in order to give a security notion.

Selectivel D}, (A)

id* & AN

(mpk, msk) < Setup())
Give mpk to A

Give access to an oracle Dermsk(-) to which can’t be asked the key for id*

(mo,ma) < AP ()

ct & Enc(mpk, id*, ms)
Give ct to APTms<()())
return A% ())

Definition 14. An IBE scheme I for identities of length n is selective-ID IND-CPA
secure if for all PPT adversaries A holds that

|Pr [SelectivelD%(A) =1] —Pr [SelectiveIDh(A) = 1]| < negl())

B.4 Encapsulation Scheme

The definition of encapsulation scheme is given in [BCHKO0T7, Sec 5.1]. We recall
it here.
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Definition 15. An encapsulation scheme N is a triple of PPT algorithms (Init,
Sim, R) where:

— Init on input the security parameter \ output a public information string pub.

— Sim takes as input pub and \ and outputs (r,com, decom) for an r € {0,1}*.
com s the commitment string and decom is the decommitment string.

— R takes as input pub,com,decom and outputs r € {0,1}* or L.

It is also required that for all pub output by Init and for all (r,com,decom)
output by Sim(\) it holds that R(pub, com,decom) = r.

An encapsulation scheme is secure if it satisfies the properties of hiding and
binding. We first define two games.

Hiding? (A)
pub < Init(\)

ro & {0,1}*
(r1,com, decom) <— Sim(A, pub)

return A(\, pub, com, )

Bindingp (A)
pub < Init(X)
(r,com, decom) < Sim(\, pub)

decom’ < A(\, pub, com, )

if R(pub,com, decom’) ¢ L, r then
return 1

else

return 0

Hiding The hiding property require that the following quantity is negligible for
all PPT adversaries A.

|Pr [Hiding?i (A) = 1] — Pr [Hidingp(A) = 1] |

Binding The binding property require that the following probability is negligible
for all PPT adversaries A.

Pr [Bindingn(A) = 1]

Remark 3. Note that every commitment scheme (Init, Commit, Open) can be used
as an encapsulation scheme, since the latter is a weaker variant of the former.
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C Relations between Single Receiver and Fully
Asymmetric Anamorphic Encryption

Let us briefly recall the notion of Single Receiver Anamorphic Encryption [KPP™23b|.
First of all we define the following game where D is a PPT adversary, b € {0,1}
and ¥ = (aGen, aEnc,aDec) is an Anamorphic Triplet.

SingleRecZ (A, D)
(apk, ask, dk, tk) < aGen(\)

(mo,my, M) < D(apk, dk)

act & aEnc(apk, dk, my, m)

return D(act)

And we define the advantage of an adversary D in breaking the Single Re-
ceiver property as

Adviy'€%%(\) = |Pr [SingleRecy(\, D) = 1] — Pr [SingleRect (A, D) = 1]|

Definition 16 (Single Receiver Anamorphic Encryption). An Anamor-
phic Encryption scheme N equppied with Anamorphic Triplet ¥ is a Single Re-
ceiver Anamorphic Encryption if for every PPT adversary A it holds that

Advay 2R (X) < negl(N)

We introduce the "intermediate" notion of Asymmetric Anamorphic Encryp-
tion. Intuitively, it requires that the Anamorphic Triplet X realizes an asymmet-
ric scheme for covert messages. We formalize this notion through the following
game, where D is a PPT adversary, b € {0,1} and ¥ = (aGen, aEnc,aDec) is an
Anamorphic Triplet.

AsyAnam-IND-CPA% (), D)
(apk, ask, dk, tk) < aGen()\)

(m, o, 1) < D(apk, ask, dk)

act & aEnc(apk, dk, m, my)

return D(act)

We define the advantage of an adversary D distinguishing AsyAnam-IND-CPAZ
from AsyAnam-IND-CPA; as

AdVEE "™ (\) = [Pr [AsyAnam-IND-CPAZ (), D) = 1]
— Pr [AsyAnam-IND-CPAg (A, D) = 1]
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Definition 17 (Asymmetric Anamorphic Encryption). An Anamorphic
Encryption encryption scheme I = (KGen, Enc, Dec) equppied with an anamor-
phic triplet ¥ is an Asymmetric Anamorphic Encryption scheme if for every
PPT dictator D there exists a negligible function negl(\) such that

AdVEEA™™ (M) < negl())

Theorem 9. If a PKE I with Anamorphic Triplet ¥ is a Single Receiver Asym-
metric Anamorphic Encryption then it is a Fully Asymmetric Anamorphic En-
cryption. Namely, for every PPT adversary A it holds that

AdVEEZA™™ (A) < AdVEYE™™(A) + AdvriE e (A)
Proof. We prove through the following games.
Go The regular FAsyAnam-IND-CPAY.

G1 As Gg but instead of running aEnc on mg, myg,, it runs it on mq, m;.
Gy The regular FAsyAnam-IND-CPAy..

Lemma 3. Assume that N jointly with ¥ guarantee Asymmetric Anamorphic
Encryption, then Gg is indistinguishable from Gy. Namely, for any PPT dis-
tinguisher A that distinguishes Go from Gy there exists an adversary D; such
that

AdvEET(A) < AdviyY £ (A)

Proof. Suppose there exists a distinguisher A for games Gy and G; then we can
construct a distinguher D; for AsyAnam-IND-CPA. The pseudocode of D, is
given in Figure [I3]

D1 (apk, ask, dk)
1: Run A(apk,dk)

o - N o\ 8
2 (mo,ml,mo,ml)%A
3:  Give (mo, Mo, m1) to the challenger and obtain act

4: return A(act)

Fig. 13. D; reducing a distinguisher A for Go, G; to AsyAnam-IND-CPA.

Note that if D; is playing in AsyAnam—IND—CPA% then when he queries the
challenger with (mg, Mg, 1) he receives an encryption of (mg,myg), just like in
Go. So it holds that Pr [AsyAnam-IND-CPAY (A, D) = 1] = Pr[Go(\, A) = 1].
Instead, if D; is playing in /—\syAnam—IND—CPA%, then, when queries the chal-
lenger, he receives an encryption of (mg,m1), just like in Gy. So It holds that
Pr [AsyAnam-IND-CPAg (A, D;) = 1] = Pr[Gi(\, A) = 1].

We have proved that Advs" (A) < Adviy £™™(N).
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Lemma 4. Assume that T jointly with ¥ guarantee Single Receiver Anamor-
phic Encryption, then Gy is indistinguishable from Gso. Namely, for any PPT
distinguisher A that distinguish Gy from Gg there exists an adversary Dy such
that _

AdVG 7 (A) < AdvpERee ()

Proof. Suppose there exists a distinguisher A for games G; and Gy then we
can construct a distinguher Dy for SingleRec. The pseudocode of D is given in

Figure

D;(apk, dk)
1: Run A(apk,dk)

2 (mo,mb’l/ﬁo,’r/ﬁﬂ(i./l
3: Give (mo,m1,m1) to the challenger and obtain act
4: return A(act)

Fig. 14. D reducing a distinguisher A for Gi, G2 to SingleRec.

Note that if Dy is playing in SingleRecOZ then when he queries the challenger
with (mg, m1,m1) he receives an encryption of (mq,m4), just like in G;. So
it holds that Pr [SingleRecg (), Ds) = 1] = Pr[G;()\, A) = 1]. Instead, if D, is
playing in SingIeRec;:, then, when queries the challenger, he receives an encryp-
tion of (m1,mq), just like in Gy. So It holds that Pr [SingIeRec)l:()\,Dg) =1] =
Pr[Gz(), A) = 1]. _

We have proved that Advjﬁ’sz N < Adv%ZieRec()\).

The proof of the theorem follows directly from the previous lemmas.

D Construction from IBE-based CCA Security

The construction we are presenting has been proposed in [BCHKO07, Sec 5.2].
Let IBE = (Setup, Der, Enc, Dec) be an IBE scheme for identities of length n =
poly(\) which is selective-ID IND-CPA secure, let (Init, Sim, R) be a secure encap-
sulation scheme in which commitments com output by Sim have length n, and let
(MAC, Vf) be a MAC. A public key encryption scheme M'8E = (KGen, Enc, Dec)
can be constructed as in Figure

Anamorphic Construction The idea behind the anamorphic construction is
to replace the MAC key 7 with ' <& prE.Enc(dk, m), where prE is a symmetric
encryption scheme with pseudorandom ciphertexts. Let M'8E be a IND-CCA
secure encryption scheme constructed as in Figure and prE a symmetric
encryption scheme with pseudorandom ciphertexts. The anamorphic extension
¥ 'BE — (aGen, aEnc, aDec) is specified in Figure
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KGen(\) Dec(sk, ct)

11 (msk, mpk) < IBE.Setup()) 1: Parse ct = (com,c,t)
2: pub & Init()) 2:  skeom ¢ IBE.Der(msk, com)
3: pk = (mpk, pub),sk = msk 3: mj|/decom = IBE.Dec(skcom, com, c)
4: return (pk,sk) 4: r & R(pub, com, decom)
5: if Vf(r,c,t) = 1 then
Enc(pk, m) 6: return m
1t (r,com,decom) < Sim(\, pub) 7: else
8: return |

2: ¢ & IBE.Enc(com, m/| decom)
3: t=MAC(rc)
4: ct=(com,c,t)

5: return ct

Fig.15. IND-CCA PKE scheme from IBE.

Remark 4. In aEnc, at line 2, if one is using an encapsulation scheme that is not
a commitment scheme, simply modify Sim replacing 7’ to the random value r.

Anamorphism.

Theorem 10. If there exists a symmetric encryption with pseudorandom ci-
phertext prE then any encryption scheme N'BE constructed as in Figure equipped
with the anamorphic extension Yige defined in Figure[16] is an Anamorphic En-
cryption scheme. Namely, for all PPT adversary D there exists an adversary A
such that
A hi
AV (1) < AdVERSEE ()

For simplicity in the following proof, we write N'®E.Enc(pk,m;r) to denote

that the element r to commit to is given explicitly as input. Note that aEnc(dk, m,m) =

M'BE Enc(pk, m; ') where ' & prE.Enc(k, ).

Proof. Let £'BE = (aGen, aEnc, aDec) be the anamorphic extension defined above.
Suppose that exists an adversary D that distinguishes between RealGpiee and
AnamorphicGyise, we can construct an adversary A against the pseudorandom-
ness of prE.
Precisely, A has access to an oracle O(:) that can be either a procedure that
returns random string s or the result of prE(K,m) for a fixed randomly chosen
K. Let ¢ = poly(\) be the number of queries made by D. The pseudocode of A
is given in Figure

Now we can analyze D’s view relative to the oracle that has been provided to
A. The key pair (pk, sk) is generated by KGen, just like in the two games RealGpiee
and AnamorphicGyiee. If O outputs a random string when A makes a query, then
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aGen()\) aDec(dk, sk, act)

1: & prE.KGen()) 1: Parse act = (com,c,t)
2: dk = (pk, k) 2:  skeom  IBE.Der(msk, com)
3: thk=¢ 3: ml/decom = IBE.Dec(skcom, com, c)
4: return dk, tk 4: 7' = Open(pub,com,decom)
5: m = prE.Dec(k,r’)
aEnc(dk, m,m) 6: return m

1: ¢ & prE.Enc(k, i)

2:  (com,decom) < Commit(r')
3: ¢ < IBE.Enc(com, m|decom)
4: t=MAC(r',c)

5: ct=(com,c,t)

6: return ct

Fig. 16. Anamorphic Extension X'

A0

1 (pk,sk) <& KGen())
2: Whenever D(pk, sk) makes a query, Vi € {1,...,q} compute:

31 & O@m)
4: act & N'8E.Enc(pk, m;r)
5 : Answer to D with the ciphertext act

6 : return D’s output

Fig.17. A reducing a distinguisher D for Anamorphism to PRCtG.

D receives a ciphertext computed using a uniformly distributed random element
for the encapsulation scheme, so just like in the M'BE scheme. Hence we can state
that Pr[RealGpise (), D) = 1] = Pr [PRCtG_g 4(\) = 1]. Otherwise, if O returns
an encryption of m using prE, D receives a ciphertext computed using an en-
cryption of m with the scheme prE using the key K, just like in the anamorphic
encryption algorithm of ¥'BE. So it holds that Pr [AnamorphicGsie (A, D) = 1] =
Pr [PRCtGy e 4(A) =1].

So we can state that the view of D is perfectly simulated by A. So, if D
breaks the anamorphism then also A breaks the pseudorandomness of prE, i.e.,

A hi PRCtG
AdvTmIBEm () < AdVERGS ().
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D.1 A Robust variant.

To make the scheme robust, we adopt the same idea from section We use a
PRF to embed a "secret" check when encrypting an anamorphic message. The
properties of the PRF guarantee that, unless with negligible probability, the check
passes only when aEnc has been used to create the ciphertext. Details follow.
Let prE be a symmetric encryption scheme with pseudorandom ciphertext
with keyspace Ky that encrypts messages in {0,1}" producing ciphertexts in
{0,1}7/2 n/2 > n;. Let F be a PRF that maps elements of Ky x {0,1}"/? into
{0,1}7/2. Let M'BE be an encryption scheme constructed as in Figure The

anamorphic extension Z'rng = (aGen, aEnc, aDec) is defined in Figure

aGen(pk) aDec(dk, tk, sk, act)
1 &K 1: Parse act = (com, ¢, t)
9 - 22 & Ko 2: skem ¢ IBE.Der(msk,com)
31 dk = (pk, k1, ko), tk = € 3: m|/decom = IBE.Dec(skcom, com, c)
4: return (dk,tk) 1: ¢ & R(pub, com, decom)
5: Parse r’ = y1]jy2
aEnc(dk, m,m) 6: if F(k2,y1) =2 then
1: gy & prE.Enc(kr, ) 7 i = prE.Dec(k1, y1)
20 gy = F(E%yl) 8: else
30 =yl v m=d

10 : m
4: ¢ & IBE.Enc(com, m)| decom) 0: returnm

5: t=MAC(r',c)
6: ct=(com,c,t)

7. return ct

Fig. 18. Anamorphic Extension ¥'5E.

Theorem 11. If F is a PRF the proposed construction is robust. In particular,
for all PPT adversaries D we can construct an adversary A such that

q

AdVEee rioe (A) < Adver (V) + on/2

where g = poly(\) is the number of queries made by A.

Proof. We show that an adversary D can’t distinguish between RObUSt?—“BE sieE
and Robustl,-,.BE’leE assuming that F is a PRF, i.e., Advi3®(\) is negligible. Let

aDec’ be the same algorithm of aDec with the only difference that the PRF F is
substituted by a truly random function f.
We prove the theorem through the following hybrid games:
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Go: The regular Robust%.BE,sz game.
Gi: As Gp but using aDec’ instead of aDec.
Gy: The regular Robusth.BE,leE game.

Lemma 5. Assume that F is a PRF then Go(D1) is indistinguishable from Gy (A, Dy).
Namely, for any PPT distinguisher Dy that distinguishes between the two games,
there exists a distinguisher A for PRFs and truly random functions, i.e.

Advsy ®t(A) = [Pr[Gy(Dy) = 1] — Pr[Gy(Dy) = 1|
< AdviRE (M)
Proof. The two games differ only in the fact that in the former a PRF F is
used while in the latter a truly random function f is used. So we can construct
an adversary A against the PRF using a distinguisher D; for Gy and G;. Let

q = poly(\) be the number of queries made by D;. The pseudocode of A is given
in Figure Clearly, if the O given to A is an oracle for a truly random function

A°0)

11 (pk,sk) < KGen())
2. (dk,tk) < aGen(pk)

3: Parse dk = (pk, k1, k2) /2 will be ignored
4: Whenever D;(pk,sk) makes a query, Vi € {1,..., ¢} compute:
5: ct & Enc(pk, m)
6 : Parse ct = (com, ¢, t)
7 Skcom < IBE.Der(msk, com)
8: m||decom = IBE.Dec(skcom, com, ¢)
9: 7 & R(pub, com, decom)
10 : Parse 7’ = y1]|y2
11 : if O(y1) =y2 then
12 : m= prE.Dec(%l,yl)
13: else
14 : m =1
15 : Give m to Dy

16 : return D;’s output

Fig. 19. A reducing a distinguisher D; for G, G1 to PRF.

we have that the view of D; is the same as in G; and then Pr[G; (A, Dy) = 1] =
Pr [Af(X) = 1], while if it is an oracle for F(k}), for k) & K, then the view of
D, is the same as in Gy and then Pr[Go(A\, D) = 1] = Pr {AF(EQ")(A) =1]. We

42



can conclude that
Advsy ®t () < AdvERE(N).

Lemma 6. Gq is indistinguishable from Go. Namely, for any PPT adversary D-
it holds that

q

|Pl“ [Gl()\,Dg) = 1] — Pr [GQ(/\’DQ) = 1]‘ = 2n/2

where ¢ = poly(\) is the number of queries made by Ds.

Proof. The only case in which the two games have different behavior is when in
G happens that for the key k = y1 ||y holds that yo = f(y1), for a truly random
function f and y1,y2 € {0,1}"/2. Clearly, this happens only with probability
# since the number of queries made by Ds is ¢, using the union bound, the
probability that Do distinguishes between the two games is 55, i.e., a negligible

quantity.

The proof of the theorem follows directly from the previous lemmas.

E Postponed proofs

E.1 Robustness of anamorphic Hybrid Encryption

0
Mhyb shvb
7" rob

and RObUSt|1'|hyb72':;’: assuming that F is a PRF, i.e., Advi3®()\) is negligible. Let
aDec’ be the same algorithm of aDec with the only difference that the PRF F is

substituted by a truly random function f.
We prove the theorem through the following hybrid games:

Proof. We show that an adversary D can’t distinguish between Robust

Go: The regular Robust%hyb’zhy: game.

Gi: As Gg but using aDec’ instead of aDec.
Go: The regular Robustll_Ihyb shb garme.
*“rob

Lemma 7. Assume that F is a PRF then G is indistinguishable from Gy. Namely,
for any PPT distinguisher Dy that distinguishes between the two games, there ex-
ists a distinguisher A for PRFs and truly random functions, i.e.

Adv%Ol’Gl()\) = |Pr[Go(A\, D1) = 1] — Pr[Gi(\, Dy) = 1]
< AdveRE ()

Proof. The two games differ only in the fact that in the former a PRF F is
used while in the latter a truly random function f is used. So we can construct
an adversary A against the PRF using a distinguisher D; for Gy and G;. Let
g = poly(\) be the number of queries made by D;. The pseudocode of A is
given in Figure Clearly, if the oracle O given to A is an oracle for a truly
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A°0)

15 (pk,sk) < KGen())
2 (dk,tk) < aGen(pk)

3: Parse dk = (pk, k1, k2)  // s will be ignored
4: Whenever D; makes a query, Vi € {1,...,q} compute:
5: ct & Enc(pk, m)

6: Parse ct = (ctm, cty)

7 k = M*.Dec(sk, cty)

8 : Parse k = y1]|y2

9: if O(y1) =y2 then

10 : i = prE.Dec(k1, 1)

11: else

12 : m =1

13: Give m to Dy

14 : return D;’s output

Fig. 20. A reducing a distinguisher D; for Gg, G1 to PRF.

random function we have that the view of D; is the same as inAGl and Athen
Pr[Gy(\, D) = 1] = Pr [Af(\) = 1], while if it is an oracle for F(k}), for k) &
K, then the view of Dy is the same as in Gy and then Pr[Go(\, D) =1] =
Pr [AF(kéw)()\) = 1] We can conclude that Advg? ™ (A) < Advp g (A).

Lemma 8. G; is indistinguishable from Go. Namely, for any PPT adversary Do
it holds that

_ 49
- on/2

[Pr[Gi(A, D2) = 1] = Pr(G2(A, D2) = 1]]

where ¢ = poly(\) is the number of queries made by Ds.

Proof. The only case in which the two games have different behavior is when in
G; happens that for the key k = y1||y2 holds that yo = f(y1), for a truly random
function f and y1,y2 € {0,1}"/2. Clearly, this happens only with probability
ﬁ. since the number of queries made by Ds is ¢, using the union bound, the
probability that Dy distinguishes between the two games is 2"%7 i.e., a negligible
quantity.

The proof of the theorem follows directly from the previous lemmas.

E.2 Anamorphic NY is a Fully Asymmetric Anamorphic Encryption

Proof. We prove the theorem through the following games.
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Go: The regular FAsyAnam-IND-CPAYy, .
Gi1: As Gg but instead of running aEnc on mg, myg, it runs it on mq, m;.

Go: The regular FAsyAnam-IND-CPALy .

Lemma 9. Assume that [ is IND-CPA secure, then Gq is indistinguishable from
G1. Namely, for any PPT distinguisher A that distinguish Go from Gy there exists
an adversary D such that

AdvEERY (V) < Adv R PR (V)

Proof. Suppose there exists a distinguisher A for games Gy and G; then we can
construct a distinguher D for IND-CPA security of . The pseudocode of D is
given in Figure 21}

D(pk)

15 (pky,sko) <& M.KGen())

2: pk; =pk

31 (X,aux) & ¥.Simo())

4: apk = (pko, pky, X)

5: dk = (pkg, pky, aux)

6 : Run A(apk,dk)

Ti o (mo,ma, o, ) ¢ A

8: cto = MN.Enc(pky, mo)

9: Give (Mo, M1) to the challenger and obtain ct;
10: 7= X.Sim1((pkg, cto), (pky, ct1), aux)
11: act = (cto,cty, )

12: return A(act)

Fig. 21. D reducing a distinguisher A for Go, G1 to IND-CPA security of I1.

Note that if D is playing in IND-CPA} then when he queries the chal-
lenger with (mg,m), A receives an encryption of (mg,myg), just like in Gp.
So it holds that Pr [IND-CPAJ (), D) = 1] = Pr[Go(), A) = 1]. Instead, if D is
playing in IND-CPA,l-l, then, when queries the challenger, A receives an encryp-
tion of (mog, 1), just like in Gy. So it holds that Pr [IND-CPAL(A, D) = 1] =
Pr[Gi(A,A) =1].

We have proved that Advj‘f’zGl ) < Adv%\f]r),'CPA()\).

Lemma 10. Assume that I is IND-CPA secure, then Gi is indistinguishable
from Go. Namely, for any PPT distinguisher A that distinguish Gy from Gg
there exists an adversary D such that

AdVELRR () < AdVBR A ()
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Proof. Suppose there exists a distinguisher A for games G; and G, then we can
construct a distinguher D for IND-CPA security of . The pseudocode of D is
given in Figure 22}

D(pk)

1: pky =pk

2. (pky,ski) <& M.KGen())
31 (X, aux) & ¥.Simo()\)
4: apk = (pko, pky, X)

5: dk = (pkg, pky, aux)

6 : Run A(apk,dk)

Ti (mo,ma, M, 1) & A

8: Give (mg, m1) to the challenger and obtain cto
9: ct; = M.Enc(pky, 1)

10: 7= X.Simy((pkg,cto), (pky, ct1), aux)

11: act = (cto,cty, )

12: return A(act)

Fig. 22. D reducing a distinguisher A for G1, G2 to IND-CPA security of I1.

Note that if D is playing in IND-CPA} then when he queries the chal-
lenger with (mg,m1), A receives an encryption of (mg,m1), just like in Gj.
So it holds that Pr [IND-CPAJ (A, D) = 1] = Pr[G;(), A) = 1]. Instead, if D is
playing in IND-CPA,l-l, then, when queries the challenger, A receives an encryp-
tion of (mq,mq), just like in Gy. So it holds that Pr [IND—CPA%, (\,D) = 1] =
Pr[Ga(A,A) =1].

We have proved that Adv§!©(A) < Advpn 4 (A).

The proof of the theorem follows directly from the bounds obtained in the
previous lemmas.

E.3 Anamorphic CS-lite is strongly homomorphic
Proof. We split the proof considering the two Eval algorithms separately.

— In EvalSum the ciphertext corresponding to mi + ms and my + My is of the
form (g7 ™) gy (g3g1) ™t Mg gy (o ma) prickre g bz,
cs(mﬁm?)gfz(m1+m2)c”+’"2 ') for a randomly chosen 7’ € Z,. While if we

encrpyt directly m’ = mi + mg and m’ = m; + Mo we obtain a cipher-

text of the form (upt g%, upd g4, hp™ htgi™  cp™ ct) for a randomly chosen

t € Zg. Clearly, ciphertexts computed with EvalSum are indistinguishable in
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an information-theoretic sense from freshly encrypted ciphertexts. Indeed, by
the rerandomization of the ciphertext obtained with a fresh random value 7’,
due to the cyclic group, a random distribution is inducted on the computed
ciphertexts, just like the distribution of the freshly encrypted ciphertexts.

— In EvalScal the ciphertext corresponding to o - m and « - m is of the form
(g™ (g0)gt s (957 9T g5) g5, (h5™hr gt ) k", (5™ g2 ™" )c™) for a ran-
domly chosen ' € Z,. While if we encrpyt directly m’ = a-m and m’ = a-m
we obtain a ciphertext of the form (up™ gt upd” g, hp™ htg?  cp™ ct) for
a randomly chosen t € Z,. Clearly, ciphertexts computed with EvalScal are
indistinguishable in an information-theoretic sense from freshly encrypted
ciphertexts. Indeed, by the rerandomization of the ciphertext obtained with
a fresh random value 7/, due to the cyclic group, a random distribution is in-
ducted on the computed ciphertexts, just like the distribution of the freshly
encrypted ciphertexts.

E.4 Anamorphism of CS-lite

Proof. To prove the theorem we show that for every PPT adversary D the games
RealGcs and AnamorphicG,cgs are indistinguishable, assuming DDH. Let p =
poly(\) be the number of queries made by D.

We prove these through the following hybrid games:

Go: The regular RealGcs.
Gy: As Gg but encryption queries are answered replacing ug and v with v, = ug-g
and v/ = v - §*2, where § & G.

Ga: As G, but encryption queries are answered replacing § with g} where 7 & Zyg.
Gs: As Gy but in each encryption query g is computed as g7".

G4: The regular AnamorphicG,s.

Lemma 11. Assume that the DDH assumption holds, then Gy is indistinguish-
able from Gi. Namely, for any PPT distinguisher Dy that distinguish Go from
G, there exists an adversary B such that

AdvZS (A) = [Pr[Go(A, D) = 1] — Pr[Gy (A, D) = 1]]
< AdvpPH(\)

Proof. To prove that Gy is indistinguishable from G; we construct a distinguisher
B for the DDH problem using the distinguisher D; for the two games. Note that
Gy differs from G; in how uy and v are computed. The pseudocode of B is given
in Figure We use the algorithm R, defined in section to obtain a new
DH /random tuple based on the challenge tuple.

Now note that if (A, B,C) is a DH tuple, when D; makes a query he re-
ceives a ciphertext computed as (gb7 g, gb* g™, gbwlgab“), seeing g1 = ¢g,92 = g“
and r = b one can note that the ciphertext is exactly a regular CS-lite ci-

phertext, so the output of the queries is distributed just like in Gg. So, we
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B(G,g,q,(A, B,C))

. $
1: $1,1’2(—Zq

2: g1=4g9
3: go=A
be=gigs
50 287,
6: h=gf

7 pk:(911927h70)75k:(mlax%z)
8 :  Whenever D (pk,sk) makes a query, Vi € {1,...,p}, ignore m and compute:

9: (L, T,P) < R(q,9,A, B,C,0)

10 : uy =T

11 : uz = P

12: e= (u1)*g1"

13 : v = (u1)" (u2)*?

14 : Answer to D; with the ciphertext (u1,usz,e,v)

15 : return D;’s output

Fig. 23. B reducing a distinguisher D; for Go, G; to DDH.

can state that Pr[Go(\,D;) = 1] = Pr [DDH(A) = 1]. In case (4,B,C) is a
random tuple, when D; makes a query he receives a ciphertext computed as
(g%, 9", g"*g™, g¥*1g"*2), i.e., the second element is a random element, just like
in Gy, indeed we can write the second element as gab”/, where r’ is a random
element in Z,, that is equal to g5g. So, we can state that Pr[Gi(\,D;) =1] =
Pr [DDHy()) = 1].

So, if DDH holds the two games are indistinguishable, indeed we have proved
that Advgy ®t(A) < Advp”H(N).

Lemma 12. G £ Gy. Namely, for any distinguisher Do it holds that

AdVSL S (X) = [Pr[Gy (A, D) = 1] — Pr[Ga(), Dy) = 1]|
=0

Proof. The two games are indistinguishable in an information-theoretic sense.
Thanks to the cyclic group which we are using, choosing a random generator g
is the same thing as choosing a random exponent 7 € Z, and then raise g; to 7,
indeed, g can be written as gf for some 7 € Z,.

Lemma 13. Assume that the DDH assumption holds, then Gy is indistinguish-
able from Gz. Namely, for any PPT distinguisher Ds that distinguish Go from
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G3 there exists an adversary B such that
Adv$2 % (A) = [Pr [G5(\, D3) = 1] — Pr[Gy(\, D3) = 1|
< AdvpPH(\)
Proof. Gy and Gz are indistinguishable and this fact can be argued as we have
done previously in lemma Indeed if there exists a distinguisher D3 for these
two games, we can construct a distinguisher 3 for DDH problem. The pseudocode

of B is given in Figure[24] We use the algorithm R, defined in section[I2] to obtain
a new DH/random tuple based on the challenge tuple.

B(G,g,q, (A, B,C))

. $
1: $1,$2<—Zq

2: g1=49
3 gng
11 o= gigp
5 z(iZq
6: h=gi

7 pk:(917927h7c)75k:(xlax%z)
8 :  Whenever Ds(pk,sk) makes a query, Vi € {1,...,p}, compute:

9:  (L,T,P) < R(q,9,A,B,C,0)

10 : u =T

11:  yy = Pgl

12 : e = (u1)*g7"

131 v=(w)™ (u2) 27"

14 : Answer to D3 with the ciphertext (u1,u2,e,v)

15: return Ds’s output

Fig. 24. B reducing a distinguisher D3 for G2, Gz to DDH.

Now note that if (A, B,C) is a DH tuple, when D3 makes a query he re-
ceives a ciphertext computed as (g°, g g™, b g™, gbzlg“b“g”ﬁ‘), denoting with
g2 = g® it follows that the ciphertext is exactly an anamorphic CS-lite cipher-
text, so the output of the queries is distributed just like in G3(X, D3). So, we
can state that Pr[Gs(\, D3) = 1] = Pr [DDH%(A) = 1]. Else, given the random
tuple (A, B,C'), when D35 makes a query he receives a ciphertext computed as
(% 9"g™, g**g™, g®*1g"*2 g*>™)), i.e., the second element is a random element,
just like in G3(A, D3), indeed we can write the second element as gt gl where
7 is a random element in Z,, that is equal to g5g{*"". The component g**" is
clearly a random element, indeed, 7 hides m and we can write it as gf. We can
state that Pr [G2(), D3) = 1] = Pr [DDHp()) = 1]
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So, if DDH holds the two games are indistinguishable, as we have proved that
Advg2 % (A) < AdvgPM (V).

Lemma 14. G3 £ G4. Namely, for any distinguisher Dy it holds that

Adv$y ®4(A) = [Pr[G3(\, Dy) = 1] — Pr[G4(\, Dy) = 1|
=0

Proof. The two games are indistinguishable in an information-theoretic sense.
The difference between the two games is that in G4()\, Dy4) every component of
the original ciphertext is re-randomized, i.e. u} = g{gi™, uh = ghg3™ g, €' =
AT g R, v = ¢ e g for a random 1, s € Z, and an adversarial chosen 7.
Seeing r’ = r + sm the ciphertext can be written as (g{/,gg/gfl, hT/g{", cT/gf‘“),
so the two games are perfectly indistinguishable.

The proof of the theorem follows directly from the bounds obtained in the
previous lemmas.

Remark. We point out that the technique used in lemma |11]and lemma,
can be used also in the proof of indistinguishability between hybrids H; and H,
of theorem 8 in [KPPT23b]|, reducing the security loss by a factor of p(\) (the
number of queries made by the adversary), where p is a polynomial.

E.5 Anamorphic CS-lite is a Fully Asymmetric Anamorphic
Encryption

Proof. To prove the theorem we show that for every PPT adversary D the games
FAsyAnam-IND-CPA’s(D) and FAsyAnam-IND-CPAl- (D) are indistinguish-
able, assuming DDH.

We prove these through the following hybrid games:

Go: The regular FAsyAnam—IND-CPASCS game.

Gi: As G but uy is substituted by u} = us - g5, and v/ = v - g¥2", where 1 & Zyg.
Ga: As G; but instead of give mg to aEnc it is given m;.

Gs: As Gy but e is substituted by e’ = e - g7.

G4: As G3 but instead of give mg to aEnc it is given mj.

Gs: As G4 but e is computed regularly.
Gg: The regular FAsyAnam-IND-CPA .- game.

Lemma 15. Assume that the DDH assumption holds, then Gg is indistinguish-
able from Gy. Namely, for any PPT distinguisher D1 that distinguishes Gg from
G, there exists an adversary B such that

Advsy ®t (A) = [Pr[Go(A, Dy) = 1] — Pr[Gy (A, Dy) = 1|
< AdvpPH ()
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B(G7 g? q7 (A7 B’ C))

. $
1: X1, T2 <—Zq

2: g1=4¢g
3: gg=A
] T2

41 Cc=g1 92

51 z,s & Zq

6: h=gf

7: ppk = (91,9391, h", cg7?)

8: apk = (g1,92,h,c),ask = (1,22, 2)
9: dk = (apk, ppk)
10 :  Run D (apk, dk)

11 (mo,m1, Mo, M1) <

120 u =gi™B

135 up =g5™g"C

14: e=(u1)?g7"

15: v = (u1)""(u2)"?

16 :  Answer to D; with the ciphertext (u1,u2,e,v)

17 : return D;’s output

Fig. 25. B reducing a distinguisher D; for Go, G; to DDH.

Proof. To prove that Gy is indistinguishable from G; we construct a distinguisher
B for the DDH problem using the distinguisher D; for the two games. The
pseudocode of B is given in Figure

Now note that if (A, B,C) is a DH tuple, when D; asks for the challenge
ciphertext, denoting with o = s, he receives a ciphertext computed as (g%g°,
gaagﬁogab7gz(a+b)gm0,g:cl(a+b)g:c2(aa+ﬁzo+ab))’ seeing G = g,90 = ga and r =
b+«, the ciphertext can be rewritten as (g7, gggfo, h"gi", gf”g%”gi”mo) that is
exactly an encryption of (mg, M) using aCS.aEnc, so the output of the queries is
distributed just like in Go. So we have that Pr [Go(A,D;) = 1] = Pr [DDHOB()\) =1].

In case (4, B, C) is arandom tuple, when D; asks for the challenge ciphertext
the response is computed as (g%g°, g**g™0 g°, g7 (@) gmo, g””l(a"‘b)g””?(af“‘ﬁ%o*‘c)).
Seeing ¢ = ab+t, for t € Z,, we can rewrite the ciphertext as (g7, g5 " g7"°, h"g7"°,
gflrg§2(T+t)gf2m°), i.e., the second element is a random element and the fourth
element is consistent with that, just like in Gy. Therefore Pr[G;(A\,D1) = 1] =
Pr [DDHy()) = 1]. So, if DDH holds, the two games are indistinguishable. In-

deed we have proved that Advgy'® (X) < Advg”H ().
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Lemma 16. G; £ Gy. Namely, for any distinguisher Do it holds that

AdvE %2 (A) = [Pr[Gi (A, Ds) = 1] — Pr[Ga(A, Dy) = 1]]
=0

Proof. The two games are indistinguishable in an information-theoretic sense.
Indeed, in both games the second element of the ciphertext is padded with a
random element g5, for r & Zgq, and so also the anamorphic message is in-
formation theoreically protected. This means that the two games are perfectly
indistinguishable.

Lemma 17. Assume that the DDH assumption holds, then Gy is indistinguish-
able from Gs. Namely, for any PPT distinguisher D3 that distinguishes Go from
G3 there exists an adversary B such that

AdvE2 % (\) = |Pr[Ga(A, Dy) = 1] — Pr[Gy(\, Dy) = 1]]
< AdvpPH(\)

Proof. To prove that Gs is indistinguishable from G3 we construct a distinguisher
B for the DDH problem using the distinguisher D3 for the two games. The
pseudocode of B is given in Figure 26

Now note that if (A, B,C) is a DH tuple, when D3 asks for the challenge
ciphertext, denoting with « = sm4, he receives a ciphertext computed as (g%*g,
95 9™ g4, g hergmo, gt (0 @) g2 (4H gran) secing gy = g,7 = a and y = r +1,
for t € Z,, the ciphertext can be rewritten as (gi¢?, gg‘gf“gggé, h"h* g™,
gfl(r+a)g§2(a+r+t)gf2ml) that is exactly a Gy ciphertext, so the output of the
queries is distributed just like in Go. Hence Pr [Go(), Ds) = 1] = Pr [DDHR() = 1].

In case (4, B, C) is arandom tuple, when D3 asks for the challenge ciphertext
its response is computed as (gag“,98‘9%9379%“9”1%g“(‘“*“)g?(a”)g”ﬁ“).
Seeing ¢ = ab+d, for d € Z,, we can rewrite the ciphertext as (¢7g¢, g%g?“gggé,
hrhag{nohd,gfl(r+a)g§2(a+r+t)gfzml), i.e., the third element is a random ele-
ment, just like in Gz. So, we can state that Pr [G3(), D3) = 1] = Pr [DDHy()) = 1].
So, if DDH holds the two games are indistinguishable, indeed we have proved
that Advg?'®*(A) < Advg”"(N).

Lemma 18. G3 £ G4. Namely, for any distinguisher Dy it holds that
Advg (V) = [Pr[Ga(A, Ds) = 1] = Pr[Ga(A, D) = 1]|
=0
Proof. The two games are indistinguishable in an information-theoretic sense.
Indeed, in both games the third element of the ciphertext is padded with a ran-
dom element g7, for r & Zq, and so also the regular message is information

theoreically protected. This means that the two games are perfectly indistin-
guishable.
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B(G7 g? q7 (A7 B’ C))

L T 2 & Zq

2: g1=4¢g

31 g9 il e

ve=giig

51 s,y & Zq

6: h=D0B

7 ppk= (g, 9591, ", c’g?)
8: apk=(g1,92,h,c¢)

9: dk = (apk, ppk)
10 :  Run Ds(apk, dk)
11 (mo,m1, Mo, M1) & Dy
120w =gi™A
181 up = g5 gl gy
14: e=Ch"™g"
15: v = (u1)""(u2)"?
16 :  Answer to D3 with the ciphertext (u1,u2,e,v)

17 : return Ds’s output

Fig. 26. B reducing a distinguisher D3 for G2, Gz to DDH.

Lemma 19. Assume that the DDH assumption holds, then G4 is indistinguish-
able from Gs. Namely, for any PPT distinguisher Dy that distinguishes G4 from
G5 there exists an adversary B such that

Advsy % (A) = [Pr [G4(A, Ds) = 1] — Pr[Gs(\, Ds) = 1|
< AdvpPH(\)
Proof. Proof is essentially the same as the one for lemma [T7]

Lemma 20. Assume that the DDH assumption holds, then Gs is indistinguish-
able from Gg. Namely, for any PPT distinguisher D¢ that distinguishes Gs from
Gg there exists an adversary B such that

AdvE % () = [Pr[Gs(A, D) = 1] — Pr[Gg (), De) = 1]|
< AdvpPH(\)
Proof. Proof is essentially the same as the one for lemma

The proof of the theorem follows directly from the bounds obtained in the
previous lemmas.
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