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Abstract—We consider two critical aspects of security in the
distributed computing (DC) model: secure data shuffling and
secure coded computing. It is imperative that any external entity
overhearing the communication does not gain any information
about the intermediate values (IVs) exchanged during the shuffling
phase of the DC model. Our approach ensures IV confidentiality
during data shuffling. Moreover, each node in the system must
be able to recover the IVs necessary for computing its output
functions but must also remain oblivious to the IVs associated
with output functions not assigned to it. We design secure DC
methods and establish achievable limits on the tradeoffs between
the communication and computation loads to contribute to the
advancement of secure data processing in distributed systems.
First, we establish that the computation and communication
loads stay the same as for non-secure data shuffling. However,
implementing secure data shuffling requires additional overhead
for storing secret keys at the nodes. Next, we show that for secure
coded computation, both the computation and communication
loads increase compared to the non-secure scenario, along with
the overhead for storing secret keys. Finally, we extend our
security results to a novel distributed computing model known as
multi-access distributed computing (MADC), which was recently
introduced. The MADC model features two distinct sets of
nodes, namely mapper and reducer nodes. Unlike the original
setting where mapper and reducer nodes were the same, in
this model, they are separate entities, and each reducer node
is connected to multiple mapper nodes. We show that, for
MADC models also, the computation and communication loads
remain the same with or without secure data shuffling. However,
secure coded computation results in increased computation and
communication loads compared to the non-secure case, and both
scenarios require overhead for storing secret keys at the reducer
nodes.

Index Terms—Coded distributed computing, multiple access
computing, information-theoretic security, secure computing.

I. INTRODUCTION

In the realm of mobile applications demanding low-latency
responses, edge computing has emerged as a scorching topic
due to its capability to provide high computation speeds
and low latency. Distributed computing (DC) models, mainly
focusing on Hadoop MapReduce, provide a framework for
edge computing designs in the literature. In the MapReduce
framework, the computing task undergoes three phases: Map,
Shuffle and Reduce phases. In the Map phase, input files
are distributed to edge nodes for local processing, outputting
intermediate values (IVs). During the Shuffle phase, IVs are
exchanged among edge nodes. Once an edge node accumulates
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enough IVs, it proceeds to compute the output function in
the Reduce phase. However, data shuffling in the Shuffle
phase significantly impacts the latency of the output function
computation. In [2], the authors used a methodology, called
coded distributed computing (CDC), to exploit coding in data
shuffling to reduce the communication load by a factor of the
computation load in the MapReduce framework. In [3], the
authors employed placement delivery array (PDA) designs to
create a coded computing scheme. Originally introduced as a
solution for the coded caching problem, the concept of PDA
has gained prominence in the literature, along with several
studies exploring CDC and rate-limited communications [4]-
[6].

In [7], a novel model, called multi-access distributed com-
puting (MADC), was introduced. This model involves two
distinct sets of nodes: mapper nodes and reducer nodes. Unlike
the original configuration presented in [2], where the mapper
and reducer nodes are the same, [7] differentiates between
these two entities, with each reducer node being connected
to multiple mapper nodes. During the Map phase, files are
distributed across the mapper nodes, which compute the IVs.
The reducer nodes then collect these IVs from the connected
mapper nodes, exchange IVs among themselves, and compute
the final output functions. In the setting analyzed in [7], the
reducer nodes are connected to the mapper nodes using a
combinatorial topology (CT). Specifically, each reducer node
is uniquely connected to a set of o mapper nodes, meaning
that there is exactly one reducer node for each combination
of a mapper nodes. In [8], the authors introduced a new 2-
layered bipartite graph and an array termed the map-reduce
graph (MRG) and map-reduce array (MRA), respectively, to
represent the MADC models. They linked MRAs to MRGs,
applied the MRA design to illustrate the Shuffle and Reduce
phases of the corresponding MADC models, and proposed a
new coding scheme using the MRA structure, which led to
the discovery of new topologies.

Beyond the need for reducing the communication load
during the data shuffling process, security emerges as a pivotal
challenge in the realm of edge computing. In the context
of linear network coding based content delivery, there are
primarily two levels of security for data confidentiality: weak
security (WS) and information-theoretic security (ITS). The
studies in [9], [10] focused on WS in the context of data
shuffling. Specifically, when an attacker cannot receive a
sufficient number of coded packets from the data shuffling
process, it is unable to decode and acquire any IVs. In
contrast, our investigation centers around ITS, ensuring that
no information related to the IVs of data shuffling is leaked



to potential attackers.

The main contributions of this paper can be summarized as
follows. We examine two security aspects within the MapRe-
duce framework: secure data shuffling and secure coded
computing, inspired by the secretive coded caching problem
discussed in [11]-[14]. For secure data shuffling, it is essential
that any external entity intercepting transmissions during the
shuffling phase cannot gain any information about the interme-
diate values (IVs). In secure coded computing, each node must
be able to retrieve the IVs necessary for computing its assigned
output functions without accessing information about the IVs
pertaining to other output functions. We determine the achiev-
able trade-offs between communication and computation for
these security challenges in DC models. We establish that the
computation and communication loads are equivalent whether
or not secure data shuffling is used. However, implementing
secure data shuffling requires additional overhead for storing
secret keys at the nodes. For secure coded computation, the
computation and communication loads are increased compared
to the non-secure scenario. Moreover, there is an overhead for
storing secret keys at the nodes.

We extend these findings to MADC models with CT, ob-
serving similar results. In MADC models, the computation and
communication loads remain the same with or without secure
data shuffling. However, secure coded computation leads to an
increase in computation and communication loads compared
to the non-secure case. Additionally, both scenarios require
overhead for storing secret keys at the reducer nodes.

Organization of this paper: We define the problem under
consideration in Section II. In Section III, we define secure
data shuffling and secure coded computing. We provide our
main results in the same section for DC models. Extension of
our results to MADC models is provided in Section IV.
Notation: The bit wise exclusive OR (XOR) operation is
denoted by @. The notation [n] represents the set {1,2,...,n},
and [a, b] represents the set {a,a +1,...,b}.

II. BACKGROUND AND PRELIMINARIES
A. MapReduce Framework

We consider the DC model with MapReduce framework [2].
In this model, there are K nodes indexed by [K]. The task is to
compute K output functions {¢, : ¢ € [K]} from N distinct
input files W = {W,, : n € [N]}, for some positive integer N.
Each function ¢, for ¢ € [K], maps all N input files, where
each file has w bits, into a stream of b bits, i.e., we have
bq : FY, — Fou. Suppose, for every g € [K], there is a linear
map function, i.e., we have g, : Fow — FFa:. Assume that
gq(-) maps the input file W, into an intermediate value (IV)
Vgn = 9q(Wy) € Far of t bits for each n € [N]. Similarly,
for every ¢ € [K], assume that there is a reduce function, i.e.,
we have hy : Fé\f — Fqv, which maps all IVs into the output
function ¢g = hq(vg1,...,vq,n) € Fou of b bits. With that,
the output function ¢,, for each ¢ € [K], can be equivalently
described as

$q(W) = hq(vg,15- - 0g,N) = hg(gg(Wh), -+ o (Wn))-

6]

The function computation is carried out in three phases:

1. Map Phase: Each node k € [K] stores a subset of files
M CW and computes its IVs as

{vgn : ¢€[K], W, e My, ne[N]}. 2)

2. Shuffle Phase: Each node k € [K] is assigned to compute
an output function ¢y. The set of all IVs which each node k
does not have access to and needs to recover for computing
the assigned output function is given by

{vkn : Wy, € W\My,n € [N]}. )

Each node k creates a bit sequence X € Fy, using the
IVs it has access to and sends it through a broadcast link
to all other nodes.

3. Reduce Phase: Receiving the sequence {X;}, c[K)\ k> €ach
node k € [K] decodes all the IVs required to compute its
output function, i.e., we have

We next define the computation and communication loads for
the DC problem. In [2], the computation load is defined as
the total number of files mapped across K nodes normalized
by the total number of files. We generalize this definition as
follows.

Definition 1. (Computation Load): Computation load r is
defined as the total number of bits associated with the files
mapped across K nodes normalized by the total size of the

files.

Definition 2. (Communication Load [2]): Communication
load L is defined as the total number of bits transmitted by
K nodes over the broadcast channel during the Shuffle phase
normalized by the number of bits of all IVs.

In [2], the authors established the fundamental computation-
communication tradeoff. The optimal tradeoff curve is given
by the lower convex envelope of {(r, L*(r)) : r € [K]}, where

r02H0-5)

&)

B. Placement Delivery Array

Yan et al. [4] introduced the concept of PDA to rep-
resent coded caching schemes with the goal of reducing
sub-packetization levels. Since then, several coded caching
schemes based on the PDA concept have been reported.

Definition 3. (Placement Delivery Array [4]): For positive
integers K,F,Z, and S, an F x K array P = [py ] with
f € [F], and k € [K] composed of a specific symbol x and
S positive integers [S], is called a (K, F,Z,S) placement
delivery array (PDA) if it satisfies the following conditions:
o Al: The symbol x appears Z times in each column;
o A2: Each integer occurs at least once in the array;
e A3: For any two distinct entries py, 1, and py, k,,5 =
Dfi ki = Pfo.ko IS an integer only if
1) f1 # fo and k1 # ko, i.e., they lie in distinct rows and
distinct columns; and



2) D1 ko = Dfo,ky = *, L.e., the corresponding 2 X 2 sub-
array formed by rows f1, fo and columns k1, ko must

)0,

Example 1. Consider a 4 x 5 array Py as given in (6). It
satisfies conditions Al, A2 and A3. There are 2 stars in each
column and a total of 4 integers in the array. Hence, P is a
(5,4,2,4) PDA.

be either of the following forms

b = (6)

N~ % ¥
W ¥ = %
* W N *
>~ % % =
)

We next define a class of PDAs called g—regular PDAs.

Definition 4. (g—regular PDA [4]): An array P is said to
be a g—regular (K, F,Z,S) PDA if it satisfies Al, A3, and
the following condition.
o A2': Each integer appears g times in P, where g is a
constant. O

Example 2. The 4x6 array Ps provided below is a 3—regular
(6,4,2,4) PDA.

P, = (N

DO = % %
W ¥ %
¥ W N ¥
I R
E N V)
* X =W

Suppose that we are given a (K, F, Z,S) PDA P = [py ;]
for f € [F],k € [K], and for some integers K, F,Z and S,
such that each integer appears more than once in the PDA
P. In [5], a CDC scheme for a DC model consisting of K
nodes and nF' number of files, for some positive integer 7, is
derived from this PDA. This scheme achieves a computation

load r = % and communication load L,q, of

s
.~ g9
Lpaa = 775 + ; KF(g—1) ®

where S, is the number of integers in [S] which appear exactly
g times in the PDA P.

Notations used for PDAs: We define S as the set of all
integers present in the column indexed by k € [K]| of the
PDA P and g, as the number of occurrences of the integer
s € [S] in the PDA.

C. MADC Model

In the MADC model as illustrated in Fig. 1, there are A
mapper nodes indexed by [A] and K reducer nodes indexed
by [K]. Each reducer node k € [K] is tasked with computing
an output function that depends on NN input files. Thus, the
problem is similar to that defined in Section II-A, involving the
computation of K output functions, denoted as {¢, : ¢ € [K]},
from N input files, denoted as W, with the computation task
distributed across K reducer nodes. The output function is
described as in (1).

Broadcast Channel

Reducer
Nodes

Mapper
Nodes

Fig. 1: MADC Model.

Each reducer node k € [K] is connected to a subset of the
mapper nodes. The computation process is carried out in three
phases:

1) Map Phase: Each mapper node A\ € [A] locally stores a
subset of files M C W and computes the set

{vgn = 94(Wn) : q € [K],W,, € My} ©)

where each v, ,, is a bit stream of length ¢ and is referred
to as an IV.

2) Shuffle Phase: Each reducer node k € [K] is connected
to some mapper nodes and can access all the files stored
by those mapper nodes, retrieving the IVs from those
mapper nodes. Each reducer node k creates a sequence
X} € Fyy, and multicasts it to all other reducer nodes
via a broadcast link. It is assumed that each reducer node
receives all multicast transmissions without error.

3) Reduce Phase: The reducer node k& € [K] is assigned
the output function ¢ and requires to recover the IVs
{Vkn : n € [N]} to compute ¢. Upon receiving the
sequences {X;}, c[K)\» €ach reducer node k decodes all
the IVs v, ,, necessary for its output function using the
IVs it has access to and finally computes its assigned
output function.

As in CDC, the metrics which we consider for the evaluation
of MADC models are computation and communication loads.
In [7], the authors studied an MADC model with CT with A
mapper nodes and K = (2) reducer nodes, for a € [A]. In
this model, there is exactly one reducer node for each subset
of o mapper nodes. The authors introduced a new scheme
that achieves a communication load of Lgg(r) which is a
piecewise linear curve with corner points

(Ta LBE(T)) = <’I’, A(Aia)> VT € [A —a+ 1]
() (5 =1)
(10)

In [8], the authors used MRGs and MRAs to model MADC
frameworks.

Definition 5. (Map-Reduce Array [8]): For positive integers
K,F and S, an F x K array P = [py ] with f € [F] and
k € [K] composed of a specific symbol * and S positive
integers [S] is called a (K, F,S) map-reduce array (MRA)
if it satisfies the following conditions:

e Cl: Each integer occurs more than once in the array;
o C2: For any two distinct entries py, 1, and Dy, k,,5 =
Dfi k1 = Pfa.ko IS an integer only if



1) f1 # fo and k1 # ko, i.e., they lie in distinct rows and
distinct columns; and

2) Df1 ke = Dfo,ky = *, Le., the corresponding 2 X 2 sub-
array formed by rows f1, fo and columns k1, ko must

3 C

We next define a specific class of MRAs called g—regular
MRAs.

Definition 6. (g—regular MRA [8]): An array P is said to be
a g—regular (K, F,S) MRA if it satisfies C2 and the following
condition

be either of the following forms

o C1': Each integer appears g times in P, where g > 2 is
a constant. O

Example 3. Consider a 4 X 5 array P3 as given below.

Ps = an

DO ¥ %
= % ¥ =
¥ DN W ¥
EE TN
W — % *

The array Ps satisfies conditions CI and C2. There are 4

integers in the array. Hence, the array Ps is a (5,4,4) MRA.
O

It can be observed that for a given (K, F,Z,S) PDA P,
for positive integers K, F, Z and S, if each integer appears
more than once in the PDA, then the PDA P qualifies as a
(K, F, S) MRA. However, the reverse is not necessarily true.
A (K,F,S) MRA is a (K, F,Z,S) PDA only if it satisfies
condition A/. Additionally, while all g—regular PDAs with
g > 2 are g—regular MRAs, the reverse does not hold, i.e.,
not all g—regular MRAs are g—regular PDAs.

In [8], the authors considered the following set of g—regular
MRAs constructed using Algorithm 1 given below, for some
positive integers A and « such that o € [A — 1]:

(e ((2)-C(.2.))

re [A—a]}. (12)

They proposed a scheme for MADC models with CT using
this set of MRAs which obtains the computation and commu-
nication points as given in (10).

III. MAIN RESULTS

We first define secure data shuffling and secure coded
computing in Definitions 7 and 8, respectively. Given a PDA,
we derive a DC model and provide a secure data shuffling
scheme in Theorem 1, for which we are interested in the secure
delivery requirement as defined in Definition 7. In Theorem 2,
given a PDA, we derive a DC model and obtain a secure
coded computing scheme, where we require that each node
must be able to decode only the IVs corresponding to its
assigned output functions while not being able to obtain any
information about the remaining IVs. Next, we consider the

Algorithm 1 [8] ("1%)-regular ((A),(A),( a )) MRA

o T a+r
Dy o construction, for some positive integers A,r, and «

where o € [A — 1] and r € [A — a].

1: procedure 1: Arrange all subsets of size o+ from [A] in
lexicographical order, and for any subset 7" of size a+r,
define yo4,(T") to be its order.

2: end procedure 1

3: procedure 2: Obtain an array D ., of size (ﬁ) X (2)
Denote the rows by the sets in {T' C [A],|T| = r} and
columns by the sets in {U C [A] : |[U| = a}. Define each
entry dr,y corresponding to the row 7" and the column U
as

%, if [T NU|#0

dru = { Yasr(TUT), if [TAU|=0 } (13)

4. end procedure 2

set of g—regular PDAs specified in Algorithm 2, which are
used in the coded caching literature. We obtain computation-
communication load points achievable using this set of PDAs
for secure data shuffling and secure coded computing in
Theorems 3 and 4, respectively. The proofs of Theorems 1,
2, 3, and 4 are provided in Sections V, VI, VII, and VIII,
respectively.

Definition 7. (Secure Data Shuffling) Any eavesdropper that
overhears the transmitted symbols during the shuffling phase
must not obtain any information about the contents of the 1Vs,
i.e., we have

I ({Uq,n}qe[K],ne[Nﬁ{Xj}jg[K]) =0.

Definition 8. (Secure Coded Computing) For each k € [K],
we require

I ({U(Iv”/}qe[K]\k,ne[N];Mk?{Xj}je[K]\k) =0.

Next, we provide Theorems 1 and 2. For both the theorems
we assume that K, F, Z, S, n € Z.

(14)
15)

Theorem 1. Suppose that we are given a (K, F,Z,S) PDA
P = [psi] for f € [F|,k € [K| such that each integer
appears more than once in the PDA P. There exists a secure
data shuffling scheme for a DC model which consists of K
nodes, and nF' files. For the corresponding DC model, the
computation load is r = % and the communication load

achievable is given by

S
Lets = 25+ Y, 75— (16)
KF = KF(g—1)

where S is the number of integers in [S] which appear exactly
g times in the PDA P.

Proof Sketch of Theorem 1: The input database is split into
F disjoint batches, each containing 7 files. Each node stores
some of these batches. The rows of the PDA correspond to the
batches and the columns to the nodes. There is a * in row f and
column £ if and only if the node represented by k has access



to the batch corresponding to f. The Shuffle phase consists
of S transmission instances. During instance s € [S], nodes
(represented by columns) that include s are considered. The
security of message delivery is ensured by one-time padding
with a secret key. Eavesdroppers remain unaware of the IVs
because they do not have access to the secret keys, ensuring
perfect secrecy. This is the main idea behind the proof of
Theorem 1, with a detailed proof provided in Section V.

Remark 1. Without employing secure data shuffling, the
computation and communication loads achievable for a given
PDA are the same as in Theorem 1. However, implementing
secure data shuffling incurs an additional overhead in terms
of storing secret keys at the nodes (as discussed in Section V).

Theorem 2. Suppose that we have a (K,F,Z,S) PDA
P = [pyi] for f € [F|,k € [K] such that each integer
appears more than once in the PDA P. A secure coded
computing scheme for a DC model which consists of K nodes
and n(F — Z) files can be derived from this PDA. For the
corresponding DC model, the computation load is given by
r— 2

FfKZ. Furthermore, the communication load achievable
is given by

K

Lo = a7

S n Sy
K(F-2) o K(F-2Z)(g-1)
where Sy is the number of integers in [S] which appear exactly
g times in the PDA P.

Proof Sketch of Theorem 2: The main idea behind the proof
of Theorem 2 is as follows. The input database is split
into 7 disjoint batches, each containing (F' — Z) files. We
employ (Z, F') non-perfect secret sharing schemes to encode
the file batches into F' shares, with each node storing Z
shares. Consequently, accessing Z shares does not reveal any
information about the file batch, while F' shares are sufficient
to reconstruct the original file batch. Map function values are
computed on the shares rather than on the files, leading to the
generation and shuffling of coded IVs instead of IVs. During
the Shuffle phase, each coded IV is one-time padded with a
secret key. A detailed proof is provided in Section VI.

Remark 2. When considering a given PDA for secure coded
computation, the computation and communication loads in-
crease by a factor of % as compared to the non-secure
scenario. Moreover, similar to secure data shuffling, an over-
head arises from storing secret keys at the nodes (as discussed
in Section VI).

Now, we illustrate Theorem 1 with the help of an example.

Example 4. Consider the (5,4,2,4) PDA Py of Example 1.
Consider a DC model where there are N = 4 input files
{WL,Ws Wl Wi, each of size 3 bits, and Q = 5 output
Sunctions {¢1, da, 3, b4, b5} to be computed. The files are
divided into 4 batches {B1, Ba, Bs, B4} such that each batch
By, for f € [4], has 1 file, i.e., By = {W}}

The row index f € [4] in the PDA Py represents the batch
By and the column index k € [5] represents the node k. There
exists a * in a row indexed by f and column indexed by k if

and only if the node k has access to the batch By, for each
f €[4] and k € [5].

We assign the output function ¢y, to the node k € [5]. Recall
that Sy, denote the set of all integers present in column k, for
k € [5]. For each k € [5] and s € Sy, a secret key T,i)s of size

Sil bits is generated uniformly and independently from the
finite field IF2 o where gs is the number of occurrences of
the integer s in the PDA Py. The files and secret keys assigned
to the nodes are:

My = {BlaBQ?T11,15T21,1’T41,17T11,27T31,2’T51,2}7
My = {Bl’ Bs, Tll,la T21,1a T41,17 T21,3’ T31,3}v
M3 = {Bl’ By, T11,25 T31,27 T51,27 T21,3> Tsl,s}a
My = {B27 Bs, Tll,la T21,17 T41,17 T41,47 T51,4}7

Ms = {BQ,B47T11,2,T§72,T5172,T[i4’T§,4}. (18)

Each node k computes the Vs in the set {v;f 1q € [5], W} €
My }. Consider the first column, i.e. column with index 1 of
Py. The set of all integers present in this column is S, =
{1,2}. Consider the entry s = 1 in Sy. The other entries
which are 1 are in the columns indexed by 2 and 4. Hence,
we partition the symbols in vi3 into 2 packets, each of equal
size, i.e., we have

vig = {vi 005}
Next, for the entry s = 2 in S, we partition U%A into 2 packets,
since the other entries which are 2 correspond to the columns
indexed by 3 and 5, i.e., we have

19)

via = {vii, o0}
Similarly, for each column indexed by k € [5], for entries
corresponding to 1 and 2 we partition the corresponding
symbols into 2 packets of equal sizes, while for entries 3 and
4, we partition the symbols into 1 packet (which is the symbol
itself), as shown below.

(20)

1 11 14 11,3 1 _ 1,1 15

Va9 = {02,27 U2,2}a Vg4 = {U2,4 ) U3, = {U3,2703,2}>
1 _ 12 1 _ L1 1,2 1 _ 15

V3,3 = {Us,:s ) Vg1 = {U4,1av4,1}7 Vg a4 = {U4,4 )
1 _ L1 1,3 1 _ g 14

V51 = {Us,u%,l}a U5 3 = {U5,3 .

Since |Si| = 2,Vk € [5], each node k transmits two coded

symbols X ,i s S € Si. The following are the coded symbols

transmitted by the nodes:

2y

X1 =v, ®vp &T1,
X} =vs@vut ®Ts,
X31,3 = U%:i D T31,3a

Xi,=vs ®vys & T4,

1 _ .15 1,5 1
X51 =01 Bvgy & T3,

X11,2 = U:’l,; D Ué} D T11,2a
X21,3 = ’Ué:g @ T21,3a
X3 =011 ®vgy © T,
Xi4 = Ué,é @ T41,47

Xlg=vieTi, (22

The node 1 can retrieve vig from the coded symbol X21,1
transmitted by node 2, since it can compute vijf from the files
in My and cancel out Tgl‘l. Similarly, it can reirieve vigl, vi’i’,
and ’Ui’i as well. Hence,’ it can compute the output function
ors

Each node k stores 2 files {W}; : pri = * f € [4]}.



Thus, the computation load is %ﬂ = 2.5. In total 10
coded symbols are transmitted across the nodes. The symbols

corresponding to the entries 1 and 2 in the PDA P; are of
t

size 5 bits, whereas symbols corresponding to the entries 3

and 4 are of size t bits. Thus, the communication load is
_ (Ex6+tx4)

LSdS - W — 035 D

Next, we consider the same PDA and obtain a secure coded
computing scheme to illustrate Theorem 2.

Example 5. Consider the (5,4,2,4) PDA Py of Example 1.
Consider a DC model where there are N = 4 input files
{WL, W2 WL W2}, each of size 3 bits, and Q = 5 output
Sunctions {¢1, da, P3, b, &5} to be computed. The files are
divided into 2 batches {B1, B2} such that each batch B,,,
for m € [2], has two files, By, = {W{*, Wi*}. They form
the message vector W™ Wi T. Also, select two random
variables V™ and V3" for each m € [2], uniformly and
independently from the finite field Fos. We form a key vector
Vi, Vam]T for each m € [2]. Consider the following Cauchy
matrix:

1 6 2 4
6 1 4 2

D= 9 4 1 6| (23)
4 2 6 1

We multiply this with the concatenation of the message and
key vectors to generate the shares corresponding to the batch
By, for m € [2], ie, we have [AT', A AT AT =
D.[W, Wir Vi Vit )T, The row index f € [4] in the PDA
Py represents the share A'"',Nm € [2], and the column index
k € [5] represents the node k. There exists a * in a row indexed
by f and column indexed by k if and only if the node k has
access to the shares {A'}' : m € [2]}, for each f € [4] and
k € [5].

Assign the output function ¢y, to node k € [5]. For each
k € [5],s € Sk, and m € [2), a secret key T}, of size —
bits is generated uniformly and independently from the finite
field F2 Lo where gs is the number of occurrences of the
integer s in the PDA Py. The shares and secret keys assigned
to the nodes are:

My = {A{R’Agan{tllvT2T?11T4{?1’T17?27T37?27T5nf2 tm e [2]}:
Mo = {AT,A?,T{:LI,T;:Ll,Tl?l,TQ"g,Tg% :m € [2]},

M3z = {AT,AT,T{tLQ,T:;’:LQ,T;E,Tg%,Tg% :m € [2]},
My = {AglvAganflng?lvTﬁl?TEng% ‘m e [2]}7
Ms = {A?’ATlenévTST?Zng,nQ’TzI?mTS% :m € [2]}.

Each node k computes the linear map functions, referred as
coded 1Vs, in the set {c'; = gq4(AT) : q¢ € [5,A} €
My, f € [4], m € [2]}. Consider the first column, i.e. column
with index 1 of Py. The set of all integers present in this
column is S; = {1,2}. Consider the entry s = 1 in 8. The
other entries which are 1 are in the columns indexed by 2 and
4. Hence, we partition the symbols in c{s into 2 packets, each
of equal size, i.e., we have

(24)

m,2 m,4
m {C s s

€1,3=101,3-C13 1> Ym € [2]. (25)

Next, for the entry s = 2 in Sy, we partition c{"y, for m € 2],
into 2 packets, since the other entries which are 2 correspond

to the columns 3, and 5 i.e., we have

SRERCRCgs
Similarly, for each column indexed by k € [5], for entries
corresponding to 1 and 2 we partition the corresponding
symbols into 2 packets of equal sizes, while for entries 3
and 4, we partition the symbols into 1 packet (which is the
symbol itself). Since |Sy| = 2,Vk € [5], each node k transmits
two coded symbols X[, s € Sk, for each m € [2]. The
following are the coded symbols transmitted by the nodes for
each m € [2].

(26)

X =dyedy o1,
Xy =% ey e T,
Xg = g o T,

Xt =dyedyernn,

m __ . m5 m,5 m
Xgi=c14 ®egy D15,

m,1 m,1
Xy =c33 @csi BT,
m,2
Xo's =c35 @155,
,3 3
X:?,IQ = 0717,14 & Cg?1 D Tgtéa
m,4
X'y =c53 ©T1y,
4
X5y =)'y @1y (27)
The node 1 can retrieve cf’éz Jfrom the coded symbol X3
transmitted by node 2, since it can compute cZ?iQ from the
shares in My and cancel out T5%. Similarly, it can retrieve
m,4 m,3 m,5 ’
c13.C14, and ¢y as well. Hence, node 1 can compute
D te, ey, s, ¢y]T for each m € [2] and retrieve the
1Vs required for computing the output function ¢y. Also, it
does not obtain any additional coded 1Vs not related to output
function ¢y. Given the access structure of the (2,4) non-
perfect secret-sharing scheme used (Cauchy matrix), having
2 shares related to other output functions (hence, two coded
1Vs related to other output functions) maintains the secrecy.
Each node k stores 4 shares {AT : m € [2],ps) =
x, f € [4]}. Thus, the computation load is ““*2 = 5. In
total 10 coded symbols are transmitted across the nodes. The
symbols corresponding to the entries 1 and 2 in the PDA
Py are of size % bits, whereas symbols corresponding to the
entries 3 and 4 are of size t bits. Thus, the communication
. z txd)*2
load is L. = % = 0.7. For non-secure coded
computing, the computation and communication loads are 2.5
and 0.35, respectively [5]. Hence, the corresponding values
are 2 times higher as compared to the non-secure coded
computing scenario. [

Now, we consider the g—regular PDAs obtained using
Algorithm 2. They are the PDAs which represent the coded
caching scheme proposed in [18]. We characterize the achiev-
able computation-communications load points for secure data
shuffling and secure coded computing DC models using these
PDAs.

Theorem 3. Consider a set of g—regular PDAs

{(r+1)-regular <K <[:> (f_f), <Tf§1>) PDA :

re[K —1]
(28)

constructed using Algorithm 2, for some positive integers



K and r. This set of PDAs corresponds to secure data
shuffling DC models having K nodes achieving computation
and communication loads which are given by a piecewise
linear curve with corner points

1 r
(r, L35 (r)) = (T, - (1 - K)) . VrelK—-1. (9
O
Algorithm 2 7 + l-regular (K, ™), (5], (rfl)) PDA

construction for some positive integers K and 7 such that
rel[K—1].

1: procedure 1: Arrange all subsets of size r + 1 from [K]
in lexicographic order and for any subset 7" of size r + 1,
define y,1(7") to be its order.

2: end procedure 1

3:pﬂmﬂhﬂeZ:OBTAHJANARRAY[LQTOFSHE(f)xkﬁ
Denote the rows by the sets in {T' C [K],|T| = r} and
columns by the indices in {k : k € [K]|}. Define each
entry dr ) corresponding to the row 7" and the column k
as

if TN k| #0 } 30)

*7
drk = { Y1 (TUK), if TNkl =0

4: end procedure 2

Remark 3. It can be observed that the computation-
communication trade-off achievable with secure data shuffling,
as demonstrated by Theorem 3, aligns with the bound estab-
lished in the context of the non-secure communication scheme
as in (5).

Theorem 4. Consider a set of g—regular PDAs

{1 e (1 (5). (5210, )) oo

r e K —1]

€1V

constructed using Algorithm 2, for some positive integers
K and v'. This set of PDAs corresponds to secure coded
computing DC models having K nodes achieving computation
and communication loads which are given by a piecewise
linear curve with corner points
/
(r, LE.(r)) = (KK_TT,:J v e [K —1]. (32

O

Remark 4. The computation-communication trade-off achiev-
able with secure coded computing, as indicated by Theorem
4, scales by a factor of % compared to the non-secure
communication scheme as in (5). As the value of v’ increases,
the computation load increases significantly. Consequently,
this scheme demonstrates its effectiveness in scenarios where
v’ is relatively low.

IV. EXTENSION TO MADC MODELS

In this section, we extend our results for secure data
shuffling and secure coded computing to MADC models.
The set of g—regular MRAs obtained using Algorithm 1 to
illustrate coding scheme for MADC models with CT is indeed
g—regular PDAs with Z = (f}) — (A;a) [8]. We consider
that set of g—regular PDAs and obtain the computation-
communication points achievable for secure data shuffling and
secure coded computing in Theorem 5 and 6 respectively. The
proofs of Theorems 5 and 6 are provided in Sections IX and

X, respectively.

Theorem 5. Consider a set of g—regular PDAs

Lo (-5~ () (1)
PDA:re[A—alg— <’"to‘>(}33)

constructed using Algorithm 1, for some positive integers A
and « such that o € [A — 1] . This set of PDAs corresponds
to secure data shuffling MADC models with CT having A
mapper nodes and K = (;\) reducer nodes such that each
reducer node is connected to distinct o mapper nodes. The
computation and communication loads achievable are given
by a piecewise linear curve with corner points

<T(A)(EA;:))_1)> VrelA—al

(34)

(r, LE"(r) =

Theorem 6. Consider a set of g—regular PDAs

{g-regular ((2)’ (7/"\’)7 (7[’\’> a (A; a>7 (ai\r’>>
PDA: 7' € [A—al,g= (r/:a)}
(35)

constructed using Algorithm 1, for some positive integers A
and « such that « € [A — 1] . This set of PDAs corresponds
to secure coded computing MADC models with CT having A
mapper nodes and K = (2) reducer nodes such that each
reducer node is connected to distinct o mapper nodes. The
computation and communication loads achievable are given
by a piecewise linear curve with corner points

(7”, Lmadc(,r)) _ (T/(vj}/) 1

() () =

1) V' e [A—al.
(36)

Remark 5. Theorem 5 demonstrates that secure data shuf-
fling achieves a computation-communication trade-off. This
trade-off aligns with the bounds established for non-secure
communication schemes (as described in (10)). Theorem 6
reveals that secure coded computing achievesAa different trade-

™

off. Specifically, it scales by a factor of (,(X,/Z)

compared to

g
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Fig. 2: MADC model corresponding to Example 6.

the non-secure communication scheme (as in (10)). Notably,
as the value of v’ increases, the computation load increases
significantly. In summary, this scheme proves effective in
scenarios where 1’ is relatively low. This observation mirrors
our previous results with DC models.

Remark 6. When o« = 1, the PDA that we obtain using Algo-
rithm 1 is equivalent to the PDA obtained using Algorithm 2
which corresponding to the PDA for the coded caching scheme
in [18]. O

Now, we demonstrate our scheme for MADC models with the
help of an example.

Example 6. Consider the following 6—regular (6,6,5,1) PDA

Py.
{12} {13} {14} {23} {24} {34}

Ar{'h} * * * * * 1

A’ﬁ:s} * * * * 1 *

_ 1’34} * * * 1 * *
Pu= Alhsy * * 1 * * *
Ag4} * 1 * * * *

A’{'§4} 1 * * * * *

(37

Consider a MADC model with CT having A = 4 mapper nodes
denoted by [4], and K = (2) = 6 reducer nodes, denoted by
{12,13,14,23, 24,34}, where a = 2, as shown in Fig. 2.

Assume that we have N = 6 input files
(WL W2 WS WEWP WS, each of size w bits, and
Q = 6 output functions {¢12, P13, P14, P23, P24, P34} t0

be computed across the reducer nodes. The reducer node
U € {12,13,14,23,24,34} computes the output function
¢u. We partition N = 6 files into N/(F — Z) = 6 disjoint
batches B, for m € [6], i.e., we have

By = {Wll}v By = {WIQ}’ B3 = {W13}7 By = {W14}a
Bs ={W/}, Bs={W7}. (38)
For each batch Bp,,m € [6], we use (5,6) non-perfect
secret sharing scheme to generate six shares {A' : T €
{12,13,14,23,24,34}}. For each A € [4], mapper node A

is assigned the set of shares in AT ,Nm € [6] if X\ € T, i.e.,
we have

My = {ATiy, ATy, ATy = m € (6]},
Ma = {AY12y, Alssy, Alogy 1 m € (6]}
Mg = (AT}, ATy, ATy - m € (6]},
My = (AT, ATy ATy sme 6} (39)

Each mapper node \ computes the linear map functions,

referred as coded IVs, for each assigned input share, i.e., it
computes the coded 1Vs in the set {cf} = = gy (AT) : Ue
{12,13,14,23,24, 34}, AT € M, }. The rows in the PDA Py
represent the shares { A : T C [4],|T| = 2} and the columns
represent the reducer nodes {U : U C [4],|U]| = 2}.

Recall that Sy denotes the set of all integers present in
column U, for U € {12,13,14,23,24,34}. For each U,s €
Sy, and m € [6], a secret key T(}', of size L bits is generated
uniformly and independently from the finite field FQ%. Each
reducer node has accessible to the shares and secret keys as
follows:

R{12} = {AEQ},A’{@S}, AT{nl4}vA7{7§3}7 AT{g4}vT$2},1vTH3},17
T{lay, 10 T(3sy,10 Tisay,10 T34y, - m € [6]}

Rusy = {A712y, Aiay Af1ay Af2sp Alzay Tz, 0 Tisy 10
T{iay,1 T(3sy,1 T34y, T340 s m € [6]}

Riay = {Af12y> Af1sy> A1ay> A2ay> Alsay Ty, 0 T{Tsy 00
T{lay 10 T3sy,1 T4y, T34y, - m € [6]}

Ry2s) = {Af12y> Af1ay> Alzsy ALoay Ay T{12y,1- Ty 00
T{lay, 1 T2y, Tiaay,10 T34y, - m € [6]}

Ryaay = {412y, Af1ay Afoay Af2ay Afzays T{izy, 0 Tiay 10
Ty 1Ty 1 T34y 10 T34y 1 : m € (6]}

Rizay = {Af1ay> Aflay Afsys Alzays Ay T2y, Tsy 00

T{iay, 0 Tiaay,0 Tizay,100 Tizaya  m € 6]} (40

Each reducer node U can retrieve all coded IVs in the set

Vo ={cf ;- U e {12,13,14,23,24,34}, AT € Ry }.
41)

Consider the first column, i.e., column with index U = {12}
of Py. The set of all integers present in this column is
S{12y = {1}. The coded 1Vs for the output function ¢15 which
needs to be computed by the reducer node {12} and can be
computed from the share A?é4}, for m € [6] is oy (30 =
g{12}<A?§4}). For the entry s = 1 € S(13), the other entries
which are 1 are in the columns {13},{14}, {23}, {24}, and
{34}. Hence, we partition the symbols in c{jyy 3,y into
(g — 1) = b5 packets, each with equal size such that
m {13} m {14} m{23}  m,{24}

e {34}
{12} {34}> {12} {34}> {12} {34}> {12} {34}> {12} {34} (*
42)

12}, 34} = {

Similarly, for each column U, we consider the coded IVs for
the output function ¢y which needs to be computed by the
reducer node U and can be computed from the shares not
accessible to it, and partition them into 5 packets of equal
sizes as follows.

om _{ m {12} om{14}  m{23}  m.(24}  m{34)
{13},{24} = | {13},{24}> €{13},{24} > ©{13},{24} €{13} {24} €{13},{24}
m _ ) m,{12} m,{13} m,{23} m,{24} m,{34}
C{14},{23} = | “{14} {23} {14} {23} ®{14}, {23} C{14} {23} (14} ,{23}
m,{12} m,{13} m,{14} m,{24} m,{34}

CTQS},{M}: {23} {14} {25} {14} {23} {14}> {23} {14}> {23} {14}

{e
{et
{ m, {12}
{e

N~ Y~ Y~ Y~

om _J. m. {18}  m.{14}  m{23}  m {34}
{24},{13} {24},{13}> “{24},{13}> Y24}, {13} ©(24},{13}> “(24}.{13}
m _ ) m/{12} Rl {13} M {14} o {23} o {24}

C(34} {12} = | S{34},{12} ©{34},{12}> €{34},{12} C{34},{12} €{34} {12}

43)



Each reducer node U transmits one coded symbol X7, for
each m € [6). The coded symbols transmitted by the reducer
nodes for each m € [6] are as follows.

Xfiap1 =€ty fizy ® Clony.tior ® Sanr (ray @ Cny. ooy
® iy, oy © Tliay 1
X{isy1 =C(5uy. 12y © o) (1) © () 1) © €1y, (3)
® <iay. oy © Ty 1
Xfay1 =ty iy ® Coay.tior ® oy (ray @ €y (o)
® ey oay © Thay 1
X3y =C(3ur 12y © <oy iy ® €y o) © €y (oa)
® <iay. oy © T3s) 1
XPay1 =Clsay iy ® loag.piar ® Crar ooy @ iy (o)
® 0{15{]»24%{}534} & T4 15
Xiay1 =0y (13 © oy (1) ® €ty o) © Cany (oa)
® iy oy ® Ty 1- (44)
The reducer node {12} can retrieve 0{12{}133 1 from the

coded symbol X\,, | transmitted by the reducer node {13},
since it has access to rest of the coded IVs and the se-

cret key in RYi,y. Similarly, reducer node {12} can re-
m.{14) " m.(23}  m.{24) 4 i3

trieve 0{12%1{34}’ {12}.(34)° (}1 NEDR an C{12 {34} fron.z

Xy 10 X {33310 X {541 and XT3, ) respectively. Hence, it

can compute the function ¢1o. It Can be verified that all other
reducer nodes can retrieve all required symbols needed to
compute the respective functions.

Each mapper node \ stores 3 x 6 = 18 shares. Thus, the
computation load is w&iww*‘l = 12. A total of 6 % 6 coded
symbols are transmitted, each with length L bits. Hence, the

5
. . made _ _tx6x6 __ 1
communication load is Li2" = === = <. For non-secure

coded computing, the computation and communication loads
are 2 and 1/30, respectively [5]. Hence, the corresponding
values are 6 times higher as compared to the non-secure coded
computing scenario. O

V. PROOF OF THEOREM 1

We present the proof of Theorem 1 in this section. First,
we assume that there are nF' files, {W7* : f € [F],m €
[7]}, for some positive integer 7. The nF files are divided by
grouping the files into F' disjoint batches {Bi, B, ..., Br}
each containing 7 files such that By = {W" € [n]}, for

feF].

A. Map Phase of Theorem 1

Recall that Sy denotes the set of all integers present in the
column indexed by k € [K] and g, denotes the number of
occurrences of the integer s € [S] in the PDA. The nodes are
filled as follows:

» Node k € [K] stores all the files from batch By if the
entry corresponding to the row indexed by f and the
column indexed by k in the PDA P is the symbol “x”
ie., if psp = *, for f € [F].

e For each k € [K] s e Sk, and m € [n], a random
variable T}"
is generated umformly from IF _+_ such that the keys
are independent of each other and the map functions.

o If s appears in the column indexed by k of P, ie., if
pf.x = s for some f € [F], then,

— the secret key T;;Z,Vm € [n], is stored at node k, if
pjj = s for some f e[F),k e [K].

The subscript s indicates the transmission instance during

which the corresponding key is utilized to encrypt messages

during the shuffling phase. The content stored at node k € [K]

is as follows:
W}”} U {
(45)

M = { U

felF]:
pf‘k:*,me[n]

Each node k£ computes all the map functions for the files in

the set My, i.e., it computes v;"'; = go(W7*), for ¢ € [K],

and Wi € My, where f € [F] and m € [n].

U m)
ke[K),fe[F):
sESk,p‘fJ-czs,mE[n]

B. Shuffle Phase of Theorem 1

Each node k € [K] is responsible for computing an output
function ¢;. The set of all IVs related to the output function
¢y, it can compute using the accessible files is {v}" YDk =

x, f € [F],m € [n]}. To complete the computation, node k
needs the remaining IVs, represented by the set {v,’c’?f CDpk F
*, f € [F],m € [n]}. These IVs are necessary for computing
Pr-

Consider each pair (f,k) where f € [F| and k € [K].
Suppose prr = s, for s € [S]. Assume that the remaining
gs — 1 occurrences of s are distributed across {(fi, k;) : i €
[gs — 1]} such that Pfikr = DPfaky = -+ = Dfy_1,kgo—1 — S-
Importantly, for each k; € {ki,ks,...,kg,—1} we know that
Dfk, = * (since f # f;), as indicated by condition A3-2. We
partition the symbols in vy, into g; —1 packets each of equal
size, for each m € [n)], i.e., we have

V= {vm kl,v;nsz,. vzljk‘“ 1, Vm € [n). (46)
The shuffling phase consists of S transmission instances,
where each transmission instance is denoted by s € [S].
During the transmission instance s € S, we consider a set
of nodes Us = {k : psr = s,k € [K],f € [F]}. For each

k € Us, node k multicasts the following messages of length

xp, = ( o
(u, e)E[F]X([

Pu,e=S$

UE”f) P, vm e ). @7

1/k):

Thus, the messages transmitted by node k can be expressed
as

Xy = USG[S]:pf,k:s,fG[F],mG[n]XIZLs' (48)

The security of message delivery is ensured by XOR-ing each
message with a secret key. Thus, eavesdroppers attempting
to wiretap the shared link are thwarted. These eavesdroppers



remain uninformed about the IVs since they lack access to the
uniformly distributed keys. The node k can create the message
X7, from the IVs accessible to it. In fact, for each (u,e) in
the sum (47), there exists a corresponding f € [F] such that
Du,e = Pfr = . Since e # k, we deduce that u # f and
Du,k = * according to condition A3-2. Consequently, the node
k can compute the IVs within the set {v7", : m € [n]}.

C. Reduce Phase of Theorem 1

During the reduce phase, the node k& computes the output
function ¢. Upon receiving the messages {X; };e[x]\x» €ach
node k decodes the IVs {vj"; : f € [F],m € [n]} with
the help of the secret keys and the IVs it can compute.
Specifically, it needs to determine the set of IVs {v,’;'ff : W}" S
W\My, f € [F],m € [n]}. Without loss of generality, assume
that py, = s € Si. For each k; € {ki,ka,...,kg,—1}, as
defined in (46), node k retrieves the symbol vk ki from the
message X" . transmitted by the node k; for each m € 7]
ie., we have

xp, = ( @ ok ) @Tk » (49)
(w,e)ELF]x ([K]/ks):

I (

Pu,e=S$

The node k stores secret keys denoted as 7} ., where m € [n].
Hence, it can cancel out T,;”S from (49). In (49), for e #+ k,
Du,e = Pf,r = S implies that p, ;, = * by A3-2. Hence, node
k can compute v(ﬁfﬁki. For e = k, pue = pyr = s implies
u = f by A3-1. Therefore, the node k can retrieve the symbol
vy, }kf from the message in (49) by cancehng out the rest of
the symbols. By collecting all the symbols v, ", f ‘ in (46), node
k can compute ¢.

Now, we evaluate the computation and communication loads
for this scheme. Each node stores nnZw bits corresponding to
the files {W" 1 pyi = *, f € [F],m € [n]} in (45). Hence,
the computation load is r = % =ZK  For each s € [9]
occurring g, times there are 7ng, associated messages sent,
each of size @D 1) bits by (47). Let S, denote the number
of integers which appear exactly ¢ times in the array. The
communication load is given by

S K
1 Z gsnt :LZ gSg
KnFt &= (9, =1) KFZ(g-1)
K
EPVEL/NE S
KF = KF(g-1)
S s,
_ﬁ+ZKF(g—1)'
g=2

VI. PROOF OF THEOREM 2

Lsds =

(50)

We present the proof of Theorem 2 in this section. Based
ona (K,F,Z,S)PDA P = [p; ] with f € [F] and k € [K],
a secure coded computing scheme for a DC model having K
nodes can be obtained as follows.

Assume that there are n(F — Z) files, {W* : n €
[F'— Z],m € [n]}, for some positive integer 7. The n(F — 2)
files are divided by grouping the files into 7 disjoint batches

{B1,Bs,...,B,} each containing (F' — Z) files such that
B, ={W:nel[F—-Z]}.

We employ non-perfect secret sharing schemes [15] to
encode the files in each batch. These schemes are designed
such that accessing a subset of shares does not provide any
information about the secret, which in this case is the files in a
batch. Only if all shares are combined can the original files be
reconstructed. This property ensures robustness against partial
information leakage and enhances the security of the encoded
files. The non-perfect secret sharing scheme is next defined.

Definition 9. For each batch B,,,, m € [n], with size w(F —2)
bits, a (Z, F') non-perfect secret sharing scheme generates F
shares AT, AS, ..., AR such that accessing any Z shares
does not reveal any information about the batch B,,, i.e., we
have

Furthermore, the knowledge of F' shares is sufficient to recon-
struct the secret (batch), i.e., we have

H(B,,|AT", Ay, ..., AR) =0

In our scenario, a (Z, F') non-perfect secret sharing scheme
has been identified, where shares are of size ﬁ times the
size of the secret (w bits) [15]. In contrast to perfect secret
sharing schemes [16], which allocate shares of size equal to
the secret size (w(F — Z) bits), non-perfect schemes are more
efficient in terms of computation and communication loads.
An example of non-perfect secret sharing schemes mentioned
in the literature are ramp threshold secret sharing schemes, as
described in [15].

For each batch B,,,m € [n], the (F — Z) files corre-
sponding to B,, arranged in a column forms the message
vector, which is a (F — Z) x 1 column vector W™ :=
(Wi, wir . W(’}}_Z)]T, each element of which belongs
to Fow. We also select Z random variables uniformly and
independently from the finite field Fow» to form the key vector
Vo= [V Var L VT of dimension Z x 1. Let the
share vector, corresponding to B,,, be a F' x 1 column vector
A™ = [A7, AR AT, where AT € Fou Vf € [F].
Define the linear mapping II as the transformation that maps
the message vector W' to the share vector A™ corresponding
to batch B,,. This mapping is represented as

-7 Z F
I:F5 7 x ¥4, — FL,

(52)

(53)

such that A™ = II(W™, V™) satisfies the following condi-
tions:

o (i) H(W™|A™) = 0 (correctness) and,;

o (i) HW™A)=H(W™), AcC {A",...,

|A| < Z (secrecy).

To implement the linear mapping as described above, an F'x F'
Cauchy matrix D [19] is utilized, operating in the finite field
Fa-, where z > 1 4 log, F'. See [17] for a similar scheme.

Using a Cauchy matrix facilitates the generation of the
share vectors A™ from the message vectors W in a manner
consistent with the conditions of the non-perfect secret sharing
scheme. Condition (i) stipulates that I’ shares are adequate for
the recovery of the message vector W™, while (ii) ensures

ARt



that any subset of Z or fewer shares does not disclose any
information about the batch. For each batch B,,, the key
vector V™ is concatenated below W™ to form the vector
Y™ = [W™;V™] of dimension F' x 1. Then, the Cauchy
matrix D is multiplied with Y™ over F3- to obtain the share

vector A™, expressed as
A;Tnxl = DFXF'Y;Z‘LXI' (54)

Therefore, for each f € [F], a share A} is computed as

deJ

JE[F]

de]W + Z deV'T(FfZ)'
J=F—Z+1

(55)

Here, each share A? is a linear combination of the message
vector and key vector, with coefficients derived from the
Cauchy matrix. Let v"; = g,(W]") be the IV obtained by
mapping the input file W™ using the linear map function 9q(+)s
forq € [K],j € [F—Z],and m € [n]. Also, let c}"; = g4(AT")
be linear map function values, referred as coded IV, for each
q € [K] and A7, where f € [F], and m € [n]. Then, we
have

dej vyt Z dy,i9¢(ViZ (p_z))-

j=F—Z+1
(56)

o = 9q(AT)

In other words, each coded IV ¢i"; is computed based on
the corresponding share A%, utilizing the mapping function
gq(+). For each ¢ € [K| and m € [n], F coded IVs
corresponding to {cy'; : f € [F]} arranged in a column
forms the coded IV vector, which is a F' x 1 column vector,
Cy' = [, c'ys -, cy'p] T, where each element of which
belongs to Fo¢. Similarly, the map function values {v;’ff 1 fe
[F'—Z]}U{gq(V[") : f € [Z]} forms a F' x 1 column vector,

— T
gy = [vgh, v r_ 7, 9¢(VI™), - 9q(VZ")]" . where each
element of which belongs to Fy:. Hence, we have

C oo T
v;'}Q
Cq diji dig2 dyr :
Cgb d271 d2,2 dQ,F ™M
cr=| . |= ) o.F-2| =D.gn"
: : . : 9q(V™)
m
g F dr1  dr2 dp,p] [9a(V3")
gq(VZm)_

(57)

Once the coded IV vector is available, node k& can compute
D~!Cy" for each m € [n]. Notably, D is known to all nodes,
and since a Cauchy matrix is full rank, D~! always exists.
Consequently, node k can retrieve {7 : f € [F'—Z]}, where
the first F' — Z elements correspond to these IVs. With these
IVs, node k can then proceed to compute the output function.

A. Map, Shuffle, and Reduce Phases of Theorem 2

The map phase is similar to that in Section V-A except
that each node k stores a subset of shares instead of files as
follows:

My = { U
fEF]:
P k=% meE[n]

A’;@} U { U T;”} (58)
ke[K],fe[F):

sE€ESk,pf j=s,mE[n]

Each node k computes the map functions of the shares stored
in M. Specifically, it calculates the coded IV ¢}'; = g4(AT")
for each ¢ € [K], and AT € My, where f € [F] and m € [n].

The shuffling phase is also similar to that in Section
V-B except that instead of exchanging IVs, coded IVs are
exchanged. As each message is XOR’ed with a secret key, the
delivery is secure against external eavesdroppers wiretapping
on the shared link. Thus, eavesdroppers do not obtain any
information about the coded IVs as they do not have access
to the secret keys.

In the reduce phase, each node k first retrieves all the coded
IVs {c}'; : f € [F],m € [n]} using the secret keys and the
coded IVs it can compute. From these coded IVs, it decodes
the set of IVs {v}"; : f € [F — Z],m € [n]} using the
Cauchy matrix D, and finally computes the output function
assigned to it. Each node stores nZw bits corresponding to the
shares {A} i py i = *, f € [F],m € [n]} in (58). Hence, the
computation load is r = % =%. The communication
load is calculated similar to (50) and is given by

:K(F Z) (

where S, denotes the number of integers which appear exactly
g times in the array.

S—1
1 Z gsnt
Kn(F —2)t 7= (9s — 1)

Lscc=

(59)

B. Proof of Secrecy of Theorem 2

To demonstrate that nodes gain no information about the
content of any I'Vs corresponding to the output functions not
assigned to them, we first establish that node k, for k € [K],
cannot obtain any information about {v;"; : ¢ € [K]\k, f €
[F—Z],m € [n]} from the coded IVs it can compute. Denote
an arbitrary Z-sized subset of Ci' as Colins Caligs -+ -3 Clige
Therefore, with the encoding, we have

C o
UZE
a,i1 diva dig2 iy, F :
iz dig1 dig,2 dig,F | | ym’
= q,F—2
: . : X QQ(VIZ)
ais diga dig2 dig P gq(‘é )
_gq(VZm)
vthrfl gq(V1m)
=D + Do X
”;’}Ffz 9q(VZF")

= Dlvgn +D2g21 (60)

where D7 and D5 are submatrices of D of dimensions Z x
(F —Z) and Z x Z, respectively.

For the subset of shares to leak information, the key vector
gfl” must be decoupled from the corresponding IV vector v,
ie, Divy" # 0 and D2g;" = 0. As all submatrices of a
Cauchy matrix are full rank, the columns of Dy are linearly
independent. Hence, such g;* does not exist. This implies that



a linear combination involving only v;* cannot be obtained,
resulting in zero information leakage from the mapping. More-
over, to demonstrate that an arbitrary node k£ cannot obtain any
information about {v;"; : ¢ € [K]\k, f € [F — Z],m € [n]}
from the transmitted messages, observe that each message is
encrypted with a key available only to the nodes for which
the message is useful. For a transmission X ]'IC"LS made by some

node & € [K], another node k cannot decode any information
if s does not appear in the column indexed by & of the PDA.
This follows since node k does not have any knowledge of
TI»:"S. Thus, node k cannot obtain any information about the
linear combination encrypted by this key.

VII. PROOF OF THEOREM 3

In this section, we prove Theorem 3, i.e., we obtain a secure
data shuffling scheme for DC models with K nodes using the
g—regular PDAs Dg ., for r € [K — 1], constructed using
Algorithm 2.

The input database is split into £ = (*) disjoint batches
By with T C [K] and |T| = r, for r € [K — 1]. The node
k € [K] is assigned ;1111 batches Bp if A\ € T. Hence, the

“NK

computation load is ~“=

=r.

It can be observed that the array Dy , corresponds to a
DC model, with the rows corresponding to the batches and
the columns corresponding to the nodes. There is a * in
an entry corresponding to the row 7' and column k if and
only if the node represented by k has access to the batch
Br, ie., if and only if |T N k| # 0. The Map, Shuffle and
Reduce phases follow from the proof of Theorem 1. Hence, the
communication load is given by - F —1—2 g=2 ﬁ, where
Sy is the number of integers in [S] which appears exactly g
times in the PDA Dy ,.. In this case all integers appear exactly
r + 1 times. Hence, we have

(1)

%( +(r+171)):[((}:)

Lg;s (r) =

VIII. PROOF OF THEOREM 4

In this section, we prove Theorem 4, i.e., we prove that
the g—regular PDAs Dy ,, for v’ € [K — 1], obtained using
Algorithm 2 represents secure coded computing DC models
with K nodes.

The input database is split into 1 = % disjoint batches
B, m € [7]] each containing F-7 = (5) - (fij) =
= [K — 1]. We follow the same

procedure as in Sectlon VI to generate F' = (f,) shares

{A} : T C [K],|T| = r'} for eactheitch B,,,m € [n].
Hence, the computation load is r = K(T"I)K = Krlli

K—r/

In the PDA Dy ,, the rows coneépeil)d {0 the shares and
the columns correspond to the nodes. There is a * in an entry
corresponding to the row 7" and column k if and only if the
node represented by k stores the share AT, Vm € [n], i.e., if
and only if |T'N k| # 0. The Map, Shuffle and Reduce phases
follow from the proof of Theorem 2. Hence, the communica-

tion load is given by ﬁJer:Q W, where S,

is the number of integers in [S] which appears exactly g times
in the PDA D ,-. In this case, all integers appear exactly
r’ 4+ 1 times. Hence, we have

w7 (o)

= AK <(}£r’%lz(wr/> (1 + %) = %

r’—1

L. (r) =

(62)

IX. PROOF OF THEOREM 5

In this section, we prove Theorem 5, i.e., we prove that the
g—regular PDAs D, . . obtained using Algorithm 1, for r €
[A—q] and o € [A—1], represent secure data shuffling MADC
models with CT having A mapper nodes and K reducer nodes
such that each reducer node is connected to distinct o mapper
nodes.

The input database is split into F' = (%) disjoint batches
Byr with T C [A] and |T'| = r. The mapper node \ € [A]
is assigne& 1all batches Br if A € T. Hence, the computation

: r—1
load is ~

We have K = (2) reducer nodes, denoted by U = {U :
U C [A],|U] = a}, where there is a unique reducer node
connected to each subset of o mapper nodes and each reducer
node is labeled by a subset of size « in the set [A]. It can
be observed that the array Dy , o corresponds to an MADC
model with CT, with the rows corresponding to the batches
and the column corresponding to the reducer nodes. There is
a * in an entry corresponding to the row 7" and column U if
and only if the reducer node represented by the column U has
access to the batch By, i.e., if and only if |T'N U] # 0. This
matches our model.

Recall that Syy denotes the set of all integers present in
the column indexed by U. For each U € U,s € Sy, and
m € [n], a random variable 17, of size %1 bits, referred to
as a secret key, is generated uniformly from F . such that
the keys are independent of each other and the map functions,
where g = (Tto‘). If s appears in the column indexed by U,
ie., if dpy = s for some T, then we place the secret key
T;AJ”S,Vm € [n], if dT,U = s for some row indexed by T and

=7

column indexed by U , at the reducer node U.

The Shuffle and Reduce phases follow from the proof of
Theorem 1. Hence, the communication load is given by % +
fo:z %, where S, is the number of integers in [S]
which appears exactly g times in the PDA Dp , . In this
case, all integers appear exactly (”Jra) times. Hence, we have

S S
E— + e —
K e (1) )
A
1
= (/?Jr’;\) <1 + r4a >
) () () -1
(i) (%)

EORIGRED

LT () =

_ Al (A —a)lal
T h—a—m A
(a+7)! 1

alr!

OIGEED)



(A —a)! « 1
(==t () (05 -1)
A—a
— # (63)

BIGEED

X. PROOF OF THEOREM 6

In this section, we prove Theorem 6, i.e., we prove that
the g—regular PDAs D,/ , obtained using Algorithm 1,
for v € [A — o] and o € [A — 1], represent secure coded
computing MADC models with CT having A mapper nodes
and K reducer nodes such that each reducer node connected
to distinct o mapper nodes.

The input database is split into n = % disjoint batches
By, m € [n] each containing F —Z = (") files. We follow
the same procedure as in Section VI to generate F' = (A)

r!

shares {A}' : T C [K],|T| = '} for each batch B,,,m €
: (A _ (A—ay (A
[n] using (Z,F) = (( )= (29 ( )) non-perfect secret

r’ r r’

sharing scheme. The mapper node A\ € [A] is assigned all
shares AT, for m € [n], if A € T. Hence, the computation

A—1
load is r = ((T'A‘flu))j\ = ((,{\',)T)

We have K (2) reducer nodes, denoted by U = {U :
U c [A],|U] = a}, where there is a unique reducer node
connected to each subset of o mapper nodes and each reducer
node is labeled by a subset of size « in the set [A]. Like
in Section IX, it can be observed that the array Dj , o
corresponds to an MADC model with CT, with the rows
corresponding to the shares and the columns corresponding
to the reducer nodes. There is a * in an entry corresponding
to the row 7" and column U if and only if the reducer
node represented by the column U has access to the shares

m,m € [n], i.e., if and only if |T'N U| # 0. This matches
our model.

Recall that S;; denotes the set of all integers present in the
column indexed by U. Similar to Section IX, for each U &
U,s € Sy, and m € [n], a random variable 177, of size gtj
bits, referred to as a secret key, is generated uniformly from
]Fzﬁ such that the keys are independent of each other and the

r':ca)

g

map functions, where g = ( . If s appears in the column
indexed by U, then we place the secret key Tgfs,‘dm € [n],
if dﬁf] = s for some row indexed by T and column indexed
by U , at the reducer node U.

The Shuffle and Reduce phases follow from the proof
of Theorem 2. Hence, the communication load is given by
xr=z + 2522 W, where S is the number of
integers in [S] which appears exactly g times in the PDA
D 0. In this case all the integers appear exactly (T;J_CO‘)
times. Hence, we have
S S

KF-2) " K(F - 2) (('"’j,a) - 1)

<2(>a (ﬁA://)% <1 " 1)

Lmadc (T’) _

scc

_ Al y (A —a)lal
T (a+ (A —a—1) Al
(a+ ) » 1
alr!! (A—/a) <(’I‘/J’/>Oc) _ 1)
_ (A — a)! o 1
TN DY (G
1
= o (64)
("h) -1
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